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1. Program start

1.1 Login

Select: Start = (All) Programs =» IQ MultiAccess =¥ 1Q MultiAccess

o
wle,

1OMA +~  Enter your User name and your Password.
Your system administrator will provide you with these data.

o
Hone ell The entries for Server and Server Identification are entered once or they
yw are predefined by the system administrator. Usually, they need not be
changed (even if there is e.g. no entry for Server Identification).

fdentifcs e The data to be entered here will be provided to the user by his/her system
i ! administrator. This subject will not be discussed here.

or double-click on icon:

Password

Server Identification Confil’m Wlth OK

#  IQ Server

Server Name localhost -

| Cancel | | OK |

Depending on the settings, additionally an identification via reading a card
(read-in station required), logging in of another user or a combination of
both options might be necessary.

1]

| IQ Second Login x
g

Honeywell

econd Identification
1=

Password

| Cancel | | oK
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The user rights, and thus the scope of the visible operation area, depend on the user type. The user type was
defined during installation.

1.1.1 User types

° Cross-location operators with systemwide rights.
10) D@ [0
9’ - Superusers have allrights within the entire system.
- S Personnel data
-3 Visitor data
:B tzjj::i: - System operators have rights in all locations and systemwide, but they
[ Logdata IACP have no access to IQ NetEdit.

[#H{z] Organizations
Lﬂ@ Time tasks
[+ Data import/export
() Infolog

&P Change protocol

[=}™F Locations

_ﬂ‘a Lokation
._t}ﬁ Firma A
_ﬂﬂ Firma B
.ﬂ"ﬁ Firma C
I0) B @R T - Pe_rspnnel managers have systemwide rights tomanage personnel data.
i \9 This includes visitor data as well as organization data like departments,

cost centers and work groups.

o8l Personnel data
o Visitor data

[=}{7] Organizations
¥ Departments
@& Costcenters
‘- Working groups

° Location-dependent operators

A R . . .
-Ig; & - Location-dependent operators (=location managers) who have rights
e in one or several certain locations. They are the actual users of 1Q
g MultiAccess.

[ Visitor data

(3 Room/Timezones
Room/Timezones calendar based
{) Room/Timezone groups
-[=] Doors

-[Z] Logdata AC

[ Logdata TR

[# Logdata 1acP

ﬂ Zones

[z Organizations

._t};a Actions

[+ Time tasks

._+_l g Data importfexport

: (™ calendar

& Holiday formulas

-E] controllers/Terminals
L= Info fields

E;ﬂ Controller groups

& Macros

=F Change protocol
¢Jq_u QOrganizations
.ﬂ;z‘ Actions

[HHC]) Time tasks

._t}@ Data import/fexport
([T Calendar

; [ Holiday formulas
Controllers/Terminals
-2 Info fields

E_j.l Controller groups

-7 Macros
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If not mentioned anything different, the examples below refer to the location managers.

1.2 Unsuccessful attempts

Error an login =5 The number of unsuccessful attempts allowed is defined during
S the installation.

[81 Wrong username or password

T — @ After exceeding the maximum number of unsucsessful attempts,
= a new login is restricted for a time period that is also defined in the
e installation program 1Q NetEdit.
l_el Client swich ofF

1.3 Automatic logout

During the Installation a time period is to be defined, after that the user currently logged on will be logged off
automatically by the system.

The user will be logged off if no entry appears within this time period. The connection to the database still exists, the
program changes to the login screen. If the same user logs in again within the timeout period, he/she can continue
working exactly where he/she stopped before the logout.

If within the timout period no entry is done in the login screen either, the connection to the database will be
disconnected. If the same user logs in again afterwards, the database connection gets reestablished (the program
restarts and is in the standard user interface, see chapter 2).

The factory setting of is time period is 5 minutes. If “0" is entered, the auto logout function is not active.
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2. The desktop
Lokation / Perdonnel data - 1Q MultidAcgess --- Novar GmbH, developer icence - internal use onlfy - B X
& Personnel data = Lokation | Personnel data: Occupancy 9
ﬁ :"‘;f’:“{ Last name ]m: rame  Vaid |IDdstscamerno. |PersonnelID | Department | cost canter Working group | Zone
=] Logdata AC . - : "
_N; Logdata TR | IﬂPdwsda,c Carl o 4 Sales department Organisation | Development --- -
~[d] Lopdata IACP Friday Erma ¥ 2 Purchasing department  Orgensation / Development —
“H{d Organizations Happyday  Fritz v [ Purchasing department Grgansation | Development
) Time tass Monday Andy v 1 Warehouse Adiministration
‘—'g Data import/esport Sunday  Paul v 10 Administaton 3
. B srior | ‘ 1
— > <1 I I o 7 I
@ Change protocel [podvea | B | H
Nevesday Paul ) 15 - Administration -—
Sunday Mary v 5 Administration
=
! — = J 4
Sunday, Andrea : ,Data carrier 11
- @ Commen | Datacamier  Accessdata | Attendance time | %7 Actions 3§ Macos  Relays Y Logdata AC | - [gjlogdata TR ¢ *
8 Cparatioraly data P Name f Address | 4 Personned data | @5 Free data
/ - hame
:% Room Timezones calendar b... ) | e Sunday
| = L :
{44 Room/Timezone groups - R -
@ L-(3) kcking-cylinder weekly plars Last name 2 S o
| r-‘ta Key Depot Flans Frst name Andrea — .
P Saitoplans First name 2 e —
¢ Salto Devices Create layout
:: Legdata AC Entry date 23/07/2013 - Prink layout
t data TR |
| @ (|l date -
rd) LoiNats TaCP - S g Getinage Capture fingerprit
1 _ -
:—hf.do\es Personnel ID = search for I
+1 Organizations Department no nt - % No sgnature avalable
| Mama
afled |
|2 Actions — e e
| (3 Tme tacks S 4= Aduinistption *l@  Record sgnature
| [+ Dataimportfexport Wiorking group -0 At = x || = -
| P Calendar Function
|
{2 Holday formuzs i
i ControllersTerminals |
4 Info fiekds Controler group Ml |
:--,i Controller groups
LA Maone ps
Nrmqndﬁmﬁmu] I

®

Titel bar.

CASNCRCNCRCRCNC)

IQ MultiAccess button -> Application menu.
Quick-start bar - Query license information and program details.

List view or list window with table grids for selection of the data record.

Tab input area - The working area with the tabs for data input.

Buttons / Control buttons for creating, deleting, saving and the undo function.
Info window (minimized).
Navigation window / Selection area for data records.

The desktop is divided into three windows. The File dialog window to the left shows the access options granted
to the individual operator logged in. Within the assigned rights, all operators have equal rights, i.e. a location
manager, within his/her own rights, can also modify entries made by a personnel manager or a superuser.

Depending on the selection in the file dialog window, a list window with its corresponding operation area and tabs
is displayed (bottom right). It is in the operation area (detail window) that the actual work is performed.

The data record selected and highlighted in the list window is shown in detail in the operation area. The
representation in the list window can be adjusted individually (cf. Chapter 13.1).
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A fourth window, the info window, can be opened if necessary and pulled to an arbitrarily size (see chapter
2.2). It shows messages (e.g. door states, faults, alarms, messages). An incoming alarm or info message
(see also chapter 10 = actions) is indicated by an optical signal (flashing) of the minimized info window.

Lokzmon.n'Contirchy Q HLIU;\CCESS' Novar GmbH, developer kcence - internal use only =

Ig) & LAy

I& Personnel data

- vistor data

i Logdata AC

[ Logdata TR

|l Logdata IACP
FHI Organizabons

41 Tme tasks

=8 Data import/esport
@ infoleg

{‘\a Reoom/Timezone groups
-4 locking-cylinder weskly plans
| I'Qg Key Depot Plans

| & Saltoplans

| -g# Salto Devices

: ™ poors

L[ togdata AC

i [ Logdata TR

\' L[4 Logdata TACP
ﬁ Tones

.% Room Timezones calendar b...

.-'{ame

Lokation | Control relay: Occupancy 4

|puisedafp | Delay tme

valid Expiration t... Relays Latched o/p

¥ | Action - Roof window dose A1 : a a
AC_073 - Action - Suftch Cufp.., o0:03 Ausgang A 5 o
AC_027 - Action - Swdtch Ouip... v 00:03 Ciachiuke 0 0
AC_043 - Acton - Switch Cutp... Cd 00:03 Schalter Ei.. 5 o

= =
@ Common | Assignment |
| Shart manualy

‘ MName

Ralays

Pulsed o/fn 1]
Latched ofp

Delay time o

Expiration time | 00:03
Dachiuioe

Action - Roof window dose A1

[d Organizations

Alarm text

IQ MultiAccess button -> Application menu.

Quick-start bar - display licence-information and info about the program.

Titel bar.

List view or list window with table grids for selection of the data record.

Tab input area - The working area with the tabs for data input.

Flashing program frame as a visual eyecatcher when incoming info message or an alarm.

Info window, opend for displaying information and alarms.
Navigation window / Selection area for data records.

CASRCRCRORORCNC)

The settings of the screen, the active window and the task bar should be selected in a way the minimized
displayed info window is visible. This is important for working with =» actions, especially sending info and
alarm messages via actions (see also chapter 10.3 and 10.4) and/or recording of image sequences (see
chapter 10.10).
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2.2 Window size

- — ‘

b — ) J

e — F 3

~ Q |[ o=~ H.
I | ——

o ey
B — || — r— ]
- e - f # ] -
——
I 1 — - —
b — ‘
. —
e —
e - — = @ — = ,_
— | ———————
ey a— — - el -
- —— [ o |
- —
—
[ 11— —

The window size can be modified via window splitters while
pressing the left mouse button.

The vertical and horizontal splitters can be used to open each
window with full screen width and/or height.
The other windows are covered.

Atthe next program start, the standard setting will be loaded again
automatically.

The modification of the size is also applicable to the opened info
window.

2.3 Commands of the IQ Application menu button

Change groupwise

R

In cache

From cache

Settings

Q VB RImn Lokatio
T 1
Look And Feel 4
@ | Mew View Ctrl+N
Lock program Shift+F1
Mew login Ctrl+F1
Change password
Save settings as default  Ctrl+5

The 1Q MultiAccess button is the large round button located at the top-left
in the program window.

Left-clicking it once, opens the Application menu with the following
commands.
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2.3.1 Look And Feel

Individualized visual customization of the user interface appearance. You can select from several styles or skins
using this function.

2.3.2 New View (Ctrl+N) / Delete View (Ctrl+Entf)

This function opens a =» new screen view of IQ MultiAccess. The new sceen view open as a new tab. Via this
function, it is possible to enter data in parallel (see chapter 3.2).

Ig SREON B N global / Personnel data - IQ Mult
global / Personnel data Lokation / Doors global / Personnel data X

-
MName ; First name Y
Tuesday  Bernie

2.3.2.1 Context menu window

By clicking the tab with the right mouse button the pop-up menu
alobal [ Personnel dats X opens for the arrangement of the windows.

r With the command =» Tab Group the tabs can be sort vertical or
horizontal. The symbols correspond to each window. With the
Close All But This command = Close or click on checkbox ® the active windows can
be closed again. If there is only one tab (still) active, this function
is not available.

[T] MNew Vertical Tab Group With the command =» Float, the active window can be placed free
on the screen.

Close

Float

E Mew Horizontal Tab Group

2.3.3 Lock program (Shift+F1)

This menu item is used for preventing unauthorized persons from working in the program.The program is not
terminated, only locked. The dialog window opens up. In order to continue working, the same user must log in again.
Work can be continued at the same place where the program was locked. All settings are maintained as well as the
connection to the server.
If another user logs in, the program is newly loaded with the standard settings. The same applies when the first user
logs in again afterwards.

2.3.4 Relogin (Ctrl+F1)

The program is not terminated, but the current work is terminated and the connection to the server is closed down.
When a new user or the same user logs in, the program is restarted with the standard settings and the connection
to the server is newly established. This corresponds to a (shortened) new start of the program.

2.3.5 Change passsword

Regardless of the predefined cycles for password changes, the operator who is logged in can change his/her
password at any time (provided he/she has the relevant right to do so).
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13 Change password

Honeywell

SErvice

Operator

0Old password

MNew password

Repeat new Password

Cancel

OK

Procedure:

Enter the old (current) password.

Enter the new password.

Repeat the new password.

The password must have at least 5 characters (alpha-numeric,
case is optional, blanks and special characters are permitted).

2.3.6 Save screen settings as default (Ctrl+S)

The current screen settings including the table layouts will be saved as standard settings for the user logged in. This
means, that the program starts exactly with these settings when the corresponding user logs in. By means of this,

each user can define his/her individual settings.

2.3.7 Change groupwise

Madifications concerning more than one person can be carried out globally by combining the persons into groups.
These functions can be used to put, This allows a particularly efficient method for the data entry or modification (see

Chapter 16).

2.3.8 Settings Read-in station

IQ Settings

Read in station

Deister

With additional Deister UHF readin station

Lokale Einlesestation

¥| Use local settings
Read in station type Admitto Legic -~
COM port -
Start position  EiiE
Mo. of characters b+ i

OK

Cancel |

{ Admitto Mifare

Admitto Desfire EV1

N:l:ept[k

Here, you can enter details about a local read-in station (inside
one location). In principle, the details entered take priority over
values transferred from 1Q NetEdit. If multiple read-in stations are
used on a PC, the station in use can be activated via this menu.

This checkbox must be ticked when using a =» Deister UHF
read-in station.

Tick the checkbox "Use local settings" to define a read-in station
in the menu that is enabled.

=» Read-in station type: The read-in station used is selected from
the dropdown list.

If multiple read-in stations are used on one PC, a selection window for the read-in
station will appear, after clicking on the button "Load"
which should be used.

E for the read-in station,
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2.4 Symbols of the quick-start bar

The two menu items = Info i/ und = Licence-Information @) provide information about the program version
installed and the licence used.

1Q Info of IQMA = )|
I License information E@

Honeywell

Novar GmbH

1Q MultiAccess 0.16.0.9 developer licence - internal use only
Copyright © 2013 - 2015 Johannes-Mauthe-Sirafie 14
Albstadt-Ebi
Version SIACD.00.0V16.09 72458 Albstadt-Ebingen

Company Novar GmbH

Constructor

Trademarke Honeywell Security Novar GmbH
Path C:\Honeywell\IQ_MultWIN\IQ_Clients\IQ_MultiAccess\IQM/ SET STl

Setti P Data\N GmbH\IO MultiA MA.dat 72458 Albstadt-Ebingen
ettings :\ProgramData\Novar GmbH\IQ MultiAccess\IQMA.da A i

Operating System Windows 7 Service Pack 1 Fax 074318011512
Emai karsten_stock@novar,com

Options

oK
Full version 73-1-1177-1230-1-4276619

Max. Data carrier 2147483647

Antipassback, Timed antipassback IACP connection

Multi-client Capability, Multidocation Capability locking-cylinder

Webcam Badge and form management
Data carrier preperation Salto(1005)

Time Recording TES biometric reader

2.5 Buttons

There exist some buttons within the detail window which are active/inactive according to the individual context:
| 5f | Insert/create a new record.
‘ 52 | Delete current record.

H Save current record.

Undo = All entries - if still not saved - will be ignored.

s

Status button:

@ Enable / Activate the current data record, at the same time the button indicates the status.

@ Disable / Deactivate the current record, at the same time the button indicates the status.
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3. Creating data

In general data can be edited (created) everywhere they are displayed in the list window. This depends on the type
of operator (see chapter 1.1) and his/her rights. In principle, the global data capture accross-the-locations is identical
with the data capture within a location, however, the globally captured data can additionally be allocated to locations.
Data captured in a location (no matter by which type of operator) automatically belong to this location. Personnel
data, created in a location are also available in the global personnel master data file and can be allocated to any
additional location from here by an operater having the required rights.

One of the essential tasks of IQ MultiAccess is the creation and administration of persons and their access rights.
While entering personnel data, different individual data might be required (e. g. departments, work groups, room/time
zones) but can not be allocated as they do not exist up to now.

These data can be entered either sequentially (one after the other) or in parallel (simultaneously).

In the following section, we first suggest a sequence for sequential entry of data required for creating personnel
data.In section 3.2, you will find a description of how to enter data that are not yet available in parallel with the
current work in the operation area.

Creating, modifying and deleting data is always carried out according to the same principle.This is
described in detail below, taking the cost centers as an example.This example will serve as a reference in
further sections of this manual as well.

3.1 Organisations

Y When entering personnel data (see Chapter 5), it is possible to assign cost
- yr—— center,work group, department and room/time zones. For this purpose,
i}, Vitor data these must have been defined before (see also Chapter 4).

2] Logdata AC

-[@ Logdata TR Cost centers, work groups and departments are to be defined under the

-[d] Logdata IACP category =» organizations. This can be done either in a location or

=}z Organizations systemwide (globally). The examples following have been created within
i Departments alocation. The procedure for the global, systemwide data is identical. For
@& Costcenters additional particularities with the global creation see chapter 3.1.4.

----- & Working groups
3-8 Time tasks

e it ez 3.1.1 Cost centers

() Infolog
_ZP Change protocol
123 Operators 3.1.1.1 Create cost centers
;l-"ﬁ Locations
2} Lokation ° File dialog window
i~ & Personnel data =» Organisations
R Visitor data = Cost centers

-] Room/Timezones

% Room/Timezones calendar b...
K%; Room/Timezone groups
Q{,\l locking-cylinder weekly plans
-3 Key Depot Plans

Salto plans

Salto Devices

Doors

Logdata AC

-l g4 Logdata TR

) Logdata IACP

-§=F Zones

=+ Organizations

_"P Depariments

i@ Costcenters

..3% Working groups

e %* Actions

_t}.:i} Time tasks

sdridlu-gli\i \
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z [x]+] @

1 Production costs 1

Comman

Costcenter no., | 1

MName

Production costs 1

3.1.1.2 Validate/devalidate cost centers

In the empty operation window, click on ‘ = ‘

Enter the cost center number (set value is
incremented automatically) and a name
alphanumeric according to internal cost center
plan possible).
The predefined number will be increased
automatically.

=» Save by clicking on the floppy disk icon ‘ k-l ‘

Each cost center that has been created is displayed in the list window. All data created are automatically defined as
valid. If data are created in advance although they are not yet needed at the moment, they can be defined as
invalid.

Lokation | Cost centers: Occupancy 8

Cost center no.

| MName | valid

i
2

[T T S

Production costs 1
Production costs 2

<] = =

Qrganisation [ Development

Administration
Purchasing department
Sales department
Carpool

| | (€| <« |

Export Department

=

3 Organisation { Development

Comman

Cost center no.

3

B

Mame Crganisation f Development
3 Organisation / Development
Common
Cost center no. | 3
Mame Crganisation f Development

Select (left-click) the desired data record in the
list window.

Click on =» Status button.

The symbol changes.

=» Save button

]
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Lokation [ Cost centers: Dccupancy B

3.1.1.3 Changec

ost center

Cost center no. | Mame | Valid |
1 Production costs 1 V|

| |2 Production costs 2 ¥

Bo oo | W |
4 Administration 7l

|| 5 Purchasing department i

|| [ Sales department &l

B 7 Carpool il

RE Export Department £

Lokation [ Cost centers; Occupancy 7

Cost center no. |

MName

valid

I

mos R

Production costs 1
Production costs 2
Organisation [ Development
Administration

Purchasing department

> Salesdepartment ]
7 Carpool

4H4 HEEE

6 Sales department

<

Common
Cost center no. |6
MName Export department

@
%
=
@

Ly

Lokation [ Cost centers: Occupancy 7

Cost center no. MName Valid

i Production costs 1 I
| |2 Production costs 2 I
|| 3 QOrganisation / Development [
B 4 Administration Il
|| 5 Purchasing department Il
 C—

7. Carpool k Il

The data record selected is modified accordingly.

Select (left-click) the desired data record in the
list window.

Overwrite cost center number and/or name.

=» Save button | ]

The data record selected has been changed
accordingly.
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3.1.1.4 Delete cost center

5 Purchasing department
[ Export department

7 Carpool

Common

Cost center no. | 7

Mame Carpool

. ° Select (left-click) the desired data record in the
I list window.
° = Delete button | &2 ‘
[ J

Acknowledge confirmation prompt with =» Yes.

Caution!

Data loss possible!

A confirmation for deleting is only prompted if it is activated in the =» Setup
(see chapter 2.3). In factory setting it is active.

3.1.2 Work groups

(3] Room/Timezanes
FoomTimezones calendar based
@ Room/Timezone groups

@ locking-cylinder weekly plans
'Qg Key Depot Plans

- Salto plans IF1
- g Salto Devices
=] Doors

-] Logdata AC
[ Logdata TR
-] Logdata IACP
- £F Zones

[=hz) Organizations

E}"’ Locations - Lokation | Working grougp
L_Jlg Kokt Working group no.
& Personnel data
[ Visitor data K RN < <lopment

g Departments

=

@& Costcenters
&
[ J-g& Actions

[+ Time tasks

'_J-@ Data importfexport
[T Calendar

& Holiday formulas
[ Controllers/Terminals

il
]

1Develo

Common

Working group no, | 1

MName

Development

Work groups are generally
created, modified and deleted as
described in the example in
Chapter 3.1.1

=» Save button

]
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3.1.3 Departments

-F Zones tPuchesng deparment. DEpArtments  are generally created,

 TrTm @) [[ucoms modified and deleted as described in the

Cost centers Deperimintao. S| 1 example in Chapter 3.1.1 (steps 1-3).

|| MName Purchasing department
il ‘ [ ‘ Members 2
jg E:tz Espkosrtfexport 1 —— || Head of department i-— no assignment —
E Calendar T ‘ ‘
° Members = number of employees in the individual department.This entry is for information only and is

nowhere evaluated.

] Head of department
Here you can select from the personnel master data the person who is head of the individual department.

selection yet.This field could remain empty for the time being and filled later when personnel data have been
entered.As an alternative, the persons concerned can be entered in parallel with the current operation area
(see chapter 3.2).

Since we are at the moment entering data required for creating personnel data, no persons are available for

° =» Save button | |

3.1.4 Particularities for global creation of cost centers, departments and work groups
Cost centers, departments and/or work groups only exist in the location in which they have been created.
When creating them globally, they are available for all locations, but still not allocated to any location. This only

happens by creating a person likewise globally and allocating this person to one or several locations. The person
must not be allocated to a location before, as the data will not be updated then. For details see chapter 5.1.1.
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3.2 Entering data in parallel
LI VWY@ D Lokatio ° Create a other new screen view. Click with the left mouse button
Sﬁ on the 1Q MultiAccess button and open the Application menu. In
T - the menu select
Mew View Ctrl+N - New View
Lock program Shift+F1
New login Ctrl+F1 or
Change password
Save settings as default  Ctrl+5 press keys Ctrl +N.
@ Change groupwise
I_LII_J In cache
o)
=| From cache
Settings
| global {Persomnel data X | ° By clicking the tab with the right mouse button the pop-up menu
Close opens for the arrangement of the windows. With the command =»
Close All But This Tab Group the tabs can be sort vertical or horizontal. The symbols
— correspond to each window.
(0] New Vertical Tab Group . Alternatively, the two windows can be changed by moving the
= Mew Horizontal Tab Group bounding box.

Lokmbon | Personnel data X

& Personne data
o Visiter dakn

3 Logdsta aC
& Logdsta TR
FL

() Revm/Trmenmes
12y Aoom/Tenemones calendar b...
45 RoomTmazone grouns
(5] ke cpireier merkdy e
$3 Moy Depot fans
£ Satoplans
# it Devicrs
=] Doors
3 Logeata AC
@ Lopdata TR,
o] Logdata LAZP
£F Zones
SH Organizatins
21§ Acters

Lokation | Personmel data: Occupancy 13
Lastrame |Frstname |vabd |ID data camer o
Toesdey  Berie v
| Wedesday Carl v
Dornerstag  Dors o

3
[T R T Y

Hepoyday Pz .
Monday
Sunday

Aoy v
Paul o
Somiag  Andrea v
Mder  the «
4 ) ]

V)

Commen | Data carier

[
Last rame Fricay
Lastrame 2

Frat riame B

First name 2

Crpanzazon

Eritry dlate

L] | Leaving date

07/10/2014

Rl

4

6
i
"]
1
2

Bocessdats  Attendance b

5l Cperatonsly dots ) Name [ Adkess £ Pene

¥ | Lokaton [ Departments X

Personnel

+| | 3 Organizatiors

-

Fraday, Ema:  Dataca =

1 Logdats AC -

& Logaata TR
] Logdats tace

sHEFH Time tasks
(-8 Data mpor texpert
L
5" change protocol
(sHAQ Opmrators
=F Locatons
S Lokasen
& Persorrel datn
sl Vistor dats
() Resom Tinescrws
1By Room/Tmezones calendar based
435) Room Timezore groues.
{3 leddang ylinder weekly plars
3 Key Depot Flars
# Salto plars
# SahoDeces
= Dowrs
] Logdata AC
& Logdats TR
d Legdata 1ATP
£F Zones
=i Organizations
o [
i Costcenters
B Werkig rogn -

1

.-@ -

Lokation [ Departments: Oocupancy 3

Deartment ...

L] hame wabd
N T S

Sabes depar tmenit
Lager

| 3

1 Purchasing depar tment

Departmentre. 1
Hame Purchasng department
Members

Head of depariment Friday, Ema =

Now there are two
operation areas opened
in form of tabs.

In each tab, you can
work in another
operation area.

In our example, we can now enter the head of department in the personnel data section of the new tab (at least the
name, for detailed information about entering personnel data see Chapter 5).

By using multiple views, it is generally possible to enter interdependent data in parallel. These data
are updated in real time and are immediately available in all other views that are opened. For reasons
of available memory space, you should, however, open only as many views simultaneously as are

absolutely required (each additional view that is opened will require a certain memory space).
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° Close multiple view. By clicking the tab with the right mouse button
| global /Personnel data X the pop-up menu opens.
Close Click on = Close.

Close All But This
Float

MNew Vertical Tab Group

oA

MNew Horizontal Tab Group

4. Room/time zones

When entering personnel data (see Chapter 5), you can assign department, cost center and room/time zones.
For this purpose, these must have been defined before (see also Chapter 3.1) or they must be entered in parallel
via New view (see also Chapter 3.2).

A room/time zone is a set of eight time ranges (Trl to Tr8). Always two of those time ranges together are valid for
the indicated days of the week. Doors are allocated to the room/timezones. The door state is defined by means of
the room/time zones. If e.g. adoorisin =» normal operation from 8:00 h to 12:00 h, an authorized person can open
this door within this period of time with his/her PIN and/or data carrier.

(£} Locations With an active option =» IACP connection there are additional =»
(% Lokation room/timezones calenderbased available (see 4.2.4).
--fa Personnel data
1 visitor data
- ()

Room/Timezones calendar based
\% RoomTimezone groups

Qg} locking-cylinder weekly plans
Tﬁg Key Depot Plans

- P Salto plans

- 4P Salto Devices

(=] Doors

-[2] Logdata AC

[} Logdata TR

-] Loodata IACP

IQ MultiAccess sends each room/timezone to which a door/switching device of a controller is allocated to the
concerning controller (MB-panels are regarded as a controller).

Conditional on the type of construction, the different controllers can only store a certain maximum amount of
room/timezones, which should not exceeded when creating them.

Limit values of the controllers:

Controller max. room/timezones

ACT 80
ACS-1 80
ACS-2plus* 512
ACS-8* 512
MB24 64
AXS4Secure 512
MB48 64
MB100 64

MB-Secure max. 256 (depending on license)

* = see also chapter memory calculation of the installation instructions of the individual controller.
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4.1 Onetime range

In our example, the room/time zone is defined with the name Entrance.
The room/time zone covers the period from 06:00 h to 18:00 h.

A second room/time zone covers the period from 08:00 h to 12:00 h.
The room/time zone is to be valid from Monday to Thursday.

A second room/time zone is to be valid on Friday.

c}'ﬁ Locations W Purchasing department 1: No.1
L—Jﬁ Lokation @ Common || [=] Door definition | [=] Controler assignment || G Authorized persons | o3 Authorized visitors | & Macros
i B Personnel data <
5)_‘& Visitor data Room,Timezone no. | 1 Mame Entrance Import ID
[E
& — ||| ACFunction Mormal operation = ACS1Relay 1 ACS1Relay 2
% Room,Timezones calendar b... ‘ o ‘
-{%) RoomTimezone groups — 0001 0203 0405 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 23 24
(%) locking-cylinder weekly plans I ‘ % ‘ V| Tr1 valid - 06:00 - 18:00 5
-3 Key Depot Plans o Tr2 valid - 1400 -|17:00 -
& Salto plans
..g# Salto Devices I — ¥| Mo ¥ Tu V| We ¥ Th Fr Sa Su Ho
El Doors ‘ ‘ Ti B
2] Logdata AC i L 00 01 02,03 04105 06 07 08 08 10 11 12 33 14 15 16 1718 1030 2122 23 24
— || [ Tr1 valid - 08:00 _[12:00 & P I I A I I T O P P T I I T
& Logdata TR ‘ ‘ S
|| Logdata 1aCP ) Tr2 valid - 14:00 - |17:00 -
7
ﬁ s Mo Tu We Th ¥ Fri Sa Su Ho
.ﬂ-uﬂ Organizations

° Select room/time zone.
° Insert new record ‘ = ‘
° Enter name (Main entrance).
] Activate at least one “valid” check box.
06 07 08 09 10 11 12 13 1 A time bar with a slider appears. If the slider is caught in the center while

pressing the left mouse button, the mouse pointer changes.The slider can
be moved right or left.

[#] Fr O] sa

v 06 07 08 09 10 11 12 13 14

If the slider is caught at the left or right edge, the mouse pointer changes
again.The size of the slider can be changed while keeping the left mouse
button pressed.

il

=
mn
=

[Clsa

° Change the size of the slider in such as way that it covers the desired time zone.

oy 08 0% 10 11 12 13 14 "15 '16

This settings require some finger exercises. Alternatively a fine
alignment can be done in one-minutes-steps via the arrow keys on

1Fr [Clsa 0 & both sides.

] Select the relevant days of the week.

Sales department
@ Commen | [ Door definition | ] Controler assignment | G Authorized persons

Room/Timezone no. 3 Name EHtrance
||| ACFunction Normal operation . . . . . .
| d | = A The time settings can also be done via direct input of the desired
e ime range .
o ||| @ TrLvald - 06:00 - 1m00 T time.
=
e Tr2 valid - 14:00 - | 17:00 ~
‘ ‘ ¥| Mo ¥ Tu ¥ We ¥ Th F
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° In tab =» Door definition, select the door(s) concerned and assign them via button [
Purchasing c_lepa_r_ig'r!;_rlt_l i No.1
@ Commen | [®] Door definition || [=] Controler assignment | & Authorized persons 3 Authorized visitors | & Macros |
Available Doors: Selected Doors:
Mo, IName MNo. |Mame [out... [inside [ar... |di... | control
‘ &k ‘ i . 1] DR_001-Door 1-Sale de...
! r— - 3 Door Main Entrance v v
x >
»
L3l
el
«

The selection corresponds to the Windows standard (Shift marks all records between two mouse clicks, CTRL marks
only the clicked records). With , all available doors can be assigned).

° For ACS-2 plus and ACS-8 controlled doors, the validity of the room/time zone can be assigned to the =
inside and/or =» outside of the door, if required.
ACT and ACS-1 controlled doors have inside and outside automatically activated. This can not be changed.
The “arming”, “disarming” and “control” options are only available with IACP doors (option IACP-connection).

° =» Save button ‘ k-l ‘

According to VdS, a location operator is not allowed to enter, modify or delete authorizations for disarming
VdS within the room/timezones as well as to enter, modify or delete door allocations, data carriers
(person)allocations or complete room/timezones which contain disarming (required for IACP-connection).

online cylinders / fittings. They may contain only arming/disarming at the respective doors. To this room/time
zones must be allocated separate data carriers which can be used for arming/disarming only. Due to
technical reasons a combination of AC functions and arming/disarming on one data carrier is not allowed.
In this case the AC authorization of datacarriers with combined authorizations will be ignored.

With an IACP connection one or more separate room/time zones must be created for arming/disarming at
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4.2 Several time ranges

Example: The following time zones are to be assigned to door Purchasing department:
Mo, Tu,We, Th,Fr from 07:30 h - 12:00 h and from 13:00 h - 19:00 h.

In general, the settings are to be done as described in 4.1.

Purchasing d;parmentl iMNo.1 L] Create neW r00m/ tlme
@ J Common “ [=] Door definition N [=] controler assignment u L& Authorized persons ” {3 Authorized visitors ” & Macros | zone V|a —
Room/Timezone no. |1 Name Purchasing department 1 Impart ID
|—‘ AC-Function Normal operation ~| 7] ACS1Relay 1 ACS1Relay 2 H ‘ E:;i ‘
a0 (| |
‘T| J“:el’::i” — — = 20010203 04105 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 23 24 ° Name: “Purchasi ng
|| ¥ rr2 valia - 13:00 - 19:00 - department".
‘ | (e | Tu 7] We #|Th vE Fl 5a Su Ho
. Set time zones 1 and 2
to valid. Two sliders will
appear in the time bar.
o Set both sliders to the desired times and select the relevant days.
° Assign the door concerned (Purchasing department) and its authorizations. The room/time zone is assigned

automatically to both sides of the door.
In case of doors controlled by ACS-2 / 8, it may optionally be valid for one side of the door only. In this case,
select either only Outside or only Inside in the right window.

Purchasing department 1: No.1
@ Common || [ Door definition || =] controler assignment " £a Authorized persons " w3 Authorized visitors " & Macros |
Available Doors: Selected Doors:
MNo. | Name Mo, MName outside | inside armed disarmed | control

‘ = ‘ > R_002 - Doo ale > tr v v

— 4 Door Warehouse — 3 Door Main Entrance ' v
o 2
»|
L ——
° =» Save button | ‘

. Within one room/timezone, up to 8 different time ranges can be allocated to the doors.

Example: The following different times and days shall be valid for two doors:
Common || =] Door definition || =] Controler assignment | Authorized persons | w3 Authorized visitors | 5 Macros |
@ Room/Timezone no. | 1 Name Purchasing department 1| Import ID
AC-Function Normal operation - ACS1Relay 1 ACS1Relay 2
5 EnEEaccl : 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 23 24
¥ Tr1valid - 06:00 - 18:00 -
| x ‘ Tr2 valid - 14:00 - [17:00 -
¥ Mo ¥ Tu | We ¥|Th O] Fr ] 5a ] Su T Ho
B giersach 00 0102 03 0405 0 07 03 08 10 11 12 13 14 15 15 1718 1920 2122 23 24
iriadd T B oon = el bl b e G Frd ]
& Tr2 valid - 15:00 - 18:00 -
| ® ___
Mo ¥ Tu O] we Th ¥ Fr 5a 5u F| Ho
rsrenacG 00 01 02 03 04 05 06 07 08 09 10 11 12 1314 15 16 17 18 1920 2123 23 24
S 080 B >0 = il BTl bl Gl Fed b B IR b T AT T BTG
& Tr2 valid - 14:00 - 17:00 -
T Mo E] Tu | we ¥/ Th ¥ Fr Sa su | Ho
fincieoch 00010203 040505 070809 10 1112 13 14 1515 1718 1920 2122 2324
STt — _[os28 . 1 A e e
| Tr2 valid - 17:55 - | 20:55 - |
¥ Mo ¥ Tu C| We Th E] Fr Sa Su Ho
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The concerning doors must be assigned in the =» door definition tab. If there are some more times valid for the
same doors (e. g. Sa., Su. and holiday), another room/timezone must be created to which the same doors are
assigned.

| Common | [=] Doer definition | %] Controler assignment I £ huthorized persons | W Authorized visitors | & Macros

@ Room/Timezone no. | 1 MName Spedal tmes IT Import ID
AC-Function Normal operation - ACS1Relay 1 ACS1Relay 2
‘ ] ‘ e FRas 00 01 0203 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 23 24
T e Non - ilbe i belb Lo Lol bbb
4 ‘ b4 ‘ Tr2 valid
¥ Mo ¥ Tu ¥ We ¥ Th Fr 5a Su Ho
B dineraet 00 01 0203 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 23 24
= T . T % ilbal bt Ll bl nd bl v el et fe b el
Tr2 valid
—— Ma Tu We Th 7| Fr ¥ 5a ¥ Su Ho
DEepRdel 00 01 0203 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 23 24
S P B 50 ™ S R (e R TR e oAbl b Ce e
: - 1400 - 1700 -
Mo Tu We Th

4.2.1 Macro tab

In this tab macros can be allocated to a room/time zone. Detailed information about macros see “Supplementary
Functions of 1Q MultiAccess, P32205-46-0G0-xX.

4.2.2 Authorized persons tab

This tab offers an overview of all persons allocated to the selected room/time zone.

Examples for individual adjustment and evaluation of lists see chapter 13.1.1. For print / export of a list see chapter
13.1.2.

4.2.3 Controller assignment tab

This tab exits only with option IACP-connection and is used to assign complete controllers (no doors or switching
devices) to a room/timezone. There are only MBxxx controllers available.

Reason:

There are internal events that can be run by an IACP controlled via room/timezones (e. g. macros which activate
outputs or blocking times for disarming with conventional switching devices), even without any switching devices in
terms of doors assigned to the IACP. The IACPs know their required room/timezones by these assignments. The
further programmings are done directly at the IACP via the corresponding programming software.

Combinations are possible. Doors/switching devices as well as an IACP itself can be assigned to the same
room/timezone.

4.2.4 Room/timezones calendarbased
This menu item only exists with active IACP connection option and if at least one MBxxx controller is entered.

Input and administration corresponds to the previous explanations with the extensions described below:

° Activation of the option prioritised means to abrogate all other room/timezones which affect the same
switching devices at the same time.
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EJ" Locations
- Lokation
Firma A

E| Doors

& Personnel data
1, Visitor data
(32 Room/Timezones
-
@ Room,Timezone groups
- Salto plans
- Salto Devices

(<)

i
x|le

1 No.1
Comman h Date ranges || [=] Door definition || [=] Controler assignment ” £ Authorized persons || [ Authorized visitors
Room/Timezone no. | 1 MName Calendar 2 Import ID
AC-Function Normal operation = [¥ prioritised
Time (anac A 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 23 24
ST s oo = il Ve T T A e
Tr2 valid - 1400 - | 17:00 -
9l Mo v Tu v/ we ¥/ Th vFr v/sa Vs " Ho

Only IACP doors / panels can be assigned

room/zone 1: No.1

Available Doors: Selected Doors:
No. |Name Mo. Mame outside | inside armed disarmed | control
‘ =] ‘ b3 1|DR_010 - Door 10 ; 7

roomyzone 1: Mo.1

| Comman " Date ranges " ™) Door definition " [¥] Controler assignment ||_ ;_A;t;o:zed persons " i3 Authorized visitors

Available Controllers: Selected Terminals
| |No. - |Name

‘ =) ‘ 1| TE_003 -MB100
— 2 TE_0O04-MB43 s
] >
— »
Ll
° Date ranges for these room/timezones are valid can be defined. To create a time range, click and hold the

left mouse button and mark the desired time range. Click =» Insert time range in the pop-up menu. Clicking
=» Cancel closes the pop-up menu without saving changes.

(<

1

%)%

[ = M

]

i

tNo.1

Commen | Date ranges | (=) Door definition | <] Controler assignment | & Authorized persons | 3 Authorized visitors

March 4 2015 April 2015 May 2015 June L4 2015 »
M SEOW CTIFE 8 s M T R S MW R FOSE M. TWT F OIEE S
|-23| - 24i-25(.26|.27]. 28 1 o I ] . . | 7 L 2 o 2z
2345|678 5| g 7 8| 9i10] 11| 12 1l 4 § &+ 8 9.0 | (R O S ¢
9110 11§ 12| 13] 14| 15 | 13| 14/ 15/ 16 17] 18/ 19 203 12 13 14 15 16 17 # 8 910 11 12 13 14
|- 16|-17| 18| 15{-20, 211 22 1720|214 22| 23| 24| 25| 28/ 218 19 20 21 22 23 24 %15 16 17 18 19 20 21
| 23| 24| 25] 26| 27] 28| 29| | 27, 28 25| - 27 28 29 30 31 | 33 23 24 25 26 27 28
|-30{ 31/ 1 I Insert time range [} | 7| 29 30
July 2015 August Cancel er 2015 October 2015
M TW T FE S 5 ME T ——— W T R &S M: T W E E S S
L Sl S T al 4.2 = i v s Tl M 0 L L O S
6 7 8 910 11 12 2 3456 7T 88 T 7 8 910 11 12.13 % 56 78 31011
13 1415 16 IF 18 18 T 11012013 1451516 314 15 16 17 18 19 20 B 3213 14 15 161718
20 21 2272524 25 26 3| 71819 90 717233 M| 21 37 23 74 25 26 27 | A9 21 F2- 737425
27 28 29 30 31 ) 24 25 26 27 28 29 30 ) 28 29 30 M 26 27 28 29 30 31
x| 31 4 a5

The controllers get only RTZ numbers. To avoid mistakes, the room/timezones are numbered in the sequence of
their creation without differetiation between both types of RTZs.

Example:

If there are created 3 “normal” RTZs, then 2 calenderbased and then again 2 “normal” RTZs, then

there are the room/timezone numbers 1, 2, 3, 6, 7 within the “normal” section and the numbers 4 and

5 within the calenderbased room/timezones section.
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4.3 Room/timezone groups

Several room/timezones can be combined to room/timezone groups (e. g. the IT room/timezone, which contains the
access time periods of the IT department’s door and the main entrance room/timezone, which defines the access
time periods of the main entrance).

Group Agents
1 @ Common & Personnel assignment -& Visitor assignment
Mame Group Agents | Display within IQ Visitor
— ||| Import ID automatic assignment
‘ e ‘ Available Room/Timezones: Selected Room,Timezones:
— Mo. Name | Mo. | Name
‘i‘ 2 Purchasing departm... 7 Main Entrance PIN
3 seesdeparnency | > [
|| 4 Sales department 2 ‘ » ‘
‘ ‘ B 5 Warehouse pr—
— Il 6 Warehouse prevent... “ » ‘
‘ A ‘ || 1 Purchasing departm... || —

The allocation of inividual room/timezones to a group can be done by marking them in the left window and click the

button .

Use the button 5 to allocate al room/timezones.

Persons with access to a room/timezone group need not be allocated to each individual room/timezone.

Either the persons (if already existing cf. chapter 5) can be allocated to a room/timezone group (procedure described
above)...

_.Group Agents
rsonnel assignment | 3 Visitor assignment |

" @ Common | 4 P

Available Persons: Selected Persons:

N Last name First name O Last name First name
| =) ‘ 4 Wednesday | Carl » | Friday Erna
e Happyday Fritz — L] Donnerstag Dora
‘ a8 | - Monday Andy ‘ » | il
=l [kl Sunday Paul =

B Sonntag Andrea ‘ » |

H | Maier Silke B
| | msier Corchila

... Or aroom/timezone group can be allocated to a person (cf. chapter 5).

For the option =» visitor management 1Q Visitor, room/timezones are available for the visitor management (cf.
chapter 19). This can be do by activating of the checkbox display within 1Q Visitor.

By activating the checkbox automatical allocation, the room/timezone group will be automatically assigned to a
new created data carrier. This helps saving time especially while learning datacarriers in between the locations (cf.

installation instructions =» learn/learnable datacarriers)

A combination of “normal” and calendarbased room/timezones in one RTZ group is possible.
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4.4 Holidays / Calendar

In order to determine the individual day type (Monday, Tuesday..., Saturday, Sunday, Holiday), holidays can be
defined individually in the Holiday program part. There is one calendar per location®.

& Personnel data

i Visitor data

-[Z] Logdata AC

[ Logdata TR

~[d] Logdzta IACP

[#}{Z] Organizations

[£HC8) Time tasks

(@ Data import/export
) Infolog

&P Change protocol
[+}-83 Operators

(=™ Locations

“® Lokation

& Persomnel data
w3, Visitor data
() Room/Timezones

(% Room,Timezone groups
@ locking-cylinder weekly plans
'[ﬁg Key Depat Plans
& Salto plans
& Salto Devices
(™ Doors
-7 Logdata AC
@ Logdata TR
[ Logdata IACP

- Zones
Lj-g[if_-.'! QOrganizations
;;]-;3‘ Actions
{_}-@ Time tasks
LJ-@ Data importfexpart
[ %] Holiday formulas
-[F Controllers/Terminals
= Info fields
Controller groups

44.1

% Room,Timezones calendar b...

-

Lokation { Calendar: Occupancy 327

Mame

1. Mai

Date

01/05/2015

Type

Full public holiday
1.Mai 01/05/2016  Full public holiday
1.Ma 01/05/2017  Full public holiday
1. Mai 01052018  Full public holiday
1.Ma  01/05/2019  Full public holiday
1. Mai  01/05/2020  Full public holiday
1.Mai 01052021  Full public holiday
) 01/01/2014 Neujahrstag
e ) 4 December 4 2013 January 2014 February 2014 March » 2014 »
2 MW T FS S M TW T F & & M TW T F 5 E M T W T F 5 :E
“ 1 1 2 3 45 5 12 " iz
H [ 39058 6 F @ 2“7891.011]2 6 3 4 5 8 7849 W 3 4 56 7 8 9
Al 9ap 1112 1371415 31713 14 15 16 17 18 15 7110 11 12 13 14 15 16 Ul-4p 11127 1314-15 16
ol i1 16 17 13 19 20 21 22 4(20 21 32 23 24 25 26 81718 1930 1 3223 2| 17 13 19 20 21 22 23
2| 23 24pkgely 77 28 29 S| 27 28 29 30 31 9|24 25 26 27 28 83| 24 25 26 27 28 29 30
1|39 31 s 10 1| 39
April 2014 May 2014 June 2014 July 014
MR T OFPE B M TW T F 8 8§ MW T F 5 E R e -
1 1.5 4 8% 1 . ==t 1 7 107 & @ s
5 7 8 9101112 13 B 58 7 | Full public holiday [, | 7 8 m 7 8 910111213
# 14 15 16 17pEY 19 20 Al 12 13 14 Half-day (PM) 12 13 14 15 A 14 15°16 17 18-19 20
iy 22 23 24 25 26 27 4l 19 20 21 Y LR 20 21 12 (21 22 23 24 25 26 27
B 23 29 30 Z| 26 27 28 Delete holiday 25 27 28 29 311:°28:29 30 31
13 a =
Properties
August 2014 September 2014 Movember 2014
L M TWwWTFGS s M T w fancel TFSs M TWTFSS
[l : : = « 1 26l 4 s - 2
AR T A R i 1] 26l ) 28 (3 st J6F A # 6 7 8 91011 12 E 3 4 56 7 8 9
11 12 13 14 15 16 17 T 8 9ap.if2 1314 4 13 14 15 16 17 18 19 %10 11 12 1334 15 16
18 19 30 21 22 23 294 3B 15 16 17 18 19 20 21 (20 21 22 23 24 25 26 # 17 18 19 20 21 22 23
25 26 27 28 29 30 31 W22 23 24 2526 27 B M 27 28 29 30 31 4 2425 26 27 28 29 30
| 20 30 5 E

Holiday formulae manual creation

Select full day or half day.

Full holidays are marked red, half holidays are
marked yellow. Half holidays are counted
from 12:00 h onwards.

Via Properties, the description/name
of the holiday can be specified.

° File dialog window =» Holidays.
° Select year with the arrow keys (the current year is preset).
° The current day is marked orange.
° Select the desired holiday by left-click.
April 2014 May 2014 Jurie
M. TW T E 55 M TW TF 5 5 M TW TF
i g B R 1l 2 3 4 2|
o U 5 &
14 15 16 17FE) 19 | Holiday: Properties @E 13
Esy 22 23 24 25 X% 20
252030 Holiday 01/05/2014: Ful day oy
August 201
[
Description S%
11 12 13 14 15 16 Labour Day] & 17
1819730 2122 23 3 24
25 26 27 28 29 30 [ o | [ cancel 0 31

See chapter 20 for particularities of holiday calender with common used doors.
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° Enter a description (optional) = OK.

The holidays are in each case valid for the selected year.They won't be currently adjusted and must be re-
entered for each year. An automatic extrapolation can be set via =» holiday formulae (see chapter 4.4.1).

The holiday calendar is saved automatically and sent to the controllers/terminals. It is advisable to send the
current holiday calendar to the controllers/terminals at least at the beginning of a new calendar year. This
can be carried out by means of an appointment (see Chapter 11). On January 1st, IQ Multi Access

automatically sends all calendar data for a year (even the changeover days for the dayllight saving time) to
the terminals.

Delete holidays

° Select the desired day (left mouse button).

° Delete holiday.

] Answer Yes to the confirmation prompt.
Caution! Data loss possible!

A confirmation for deleting is only prompted if it is activated in the =» Setup
(see chapter 2.3). In factory setting it is active.

4.4.2 Holiday formulae automatic creation

To prevent manually entering the holidays for every year, they can be calculated automatically from IQ MultiAccess.
This variant is extremly helpful for calculating holidays in a quick way.

° Select holiday formulae.

° Create new data record ‘ = ‘

[
.tN..J Organizations @ |
Lﬂ'}" Actions

_ﬂ\__@ Time tasks

_ﬂ@ Data importfexport
/™ Calendar
..g AR
‘B controllers/Terminals ‘ i
-3 Info fields

Common

T e Select in the Pop-up menu =¥ Auto

. ||| startyear | 2000

Endyear | 2025

Autm

Manuel

er_ =] B |
Sy ) It opens the window for the automatic creation of a holiday
@ Gsterreich / Algemein calendar. For some countries, the holidays are already
Gsterreich / Optional pre-defined. Selectthe holiday calendar and confirm your selection
Schweiz [ Allgemein Wlth -> OK

Schweiz [ Optional

° Itis creating a holiday calendar, which can still be edited according
to individual needs, see in chapter Holiday formulae manual
creation. So Holidays can be deleted and additional be added.

Abbrechen [ Ok
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4.4.3 Holiday formulae manual creation with mathematical formulae

To prevent manually entering the holidays for every year, they can be calculated automatically via formulae. This
variant is extremly helpful for calculating holidays without a fix date, such as pentecost. The calculation of the
holidays are based on the Gregorian calender, so in some countries using a different calender this function could
not be used. Some specials of U.S and U.K. holidays can yet also not be calculated automatically (e. g. if a holiday
is a Sunday, the next Monday will be a holiday, too. If a holiday is a Saturay, the Friday before becomes a holiday.
If a holiday is at the weekend, it will be repeated later).

_t} -] Organizations @ Comman
gy :
.ﬂ;;\- Actions Mame
._1__-}-@@ Time tasks 3
[+}- 8% Data import/export =||| —— | | startyear 2000 -
[™ calendar ‘ ] ‘ Endyear | 2025 -
Wl Holiday formula =
g LA — ||| Type ganzer Tag -
& Controllers/Terminals ‘ b4 ‘
12 Info fields P— Formula
[ controler groups Formula Default formula | - !
A Macros
=3 Keye ‘ H ‘ | calculate formula for act. year result
[+14p 10s —
) Infolog ‘ 4 ‘
&P Change protocol —
° Select holiday formulae.
° Create new data record ‘ oA ‘
A M|
_t}q_‘_j Organizations @ Comman
(¥ Actions

Name |Osten @ Select in the Pop-up menu =» Manuel

startyear | 2000

(R Time tasks

_+_| @ Data importfexport

Calendar
1 Controllers/Terminals
2 Info fields

R

Endyear | 2025

° Enter the designation of the holiday in the field name (e. g. Whit Sunday).

° Enter the validity of the holiday. Startyear = begin of validity, endyear = end of validity. The years can be
entered either by input or by selecting via the arrows.

° Select whether it is a full day or a half day holiday in the field type.

° Enter the formula for calculation. Use the following rules:
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Holidays with a fix date
Formula = DATE(month,day)
Values for month=

Examples:

New Year's Day (January, 1%)

Epiphany (January, 6™)

Valentine’s Day (February, 14™)

St. David’s Day (Wales)
(March, 1% =

St. Patrick’s Day (Northern
Ireland) (March, 17™)

St. George’s Day (England)
(April, 23™) =

Labor*€ Day / Labour®® Day
(in continental Europe: May, 1%)
(for U.S., Canada and U.K.
see c¢) Holidays on a given day)

Independence Day (U.S.)
(July 4™ =

Battle of the Boyne (Northern
Ireland) (July, 12™)

Assumption Day (August, 15™)

Reformation Day / Halloween
(October, 31" =

All Saint’s Day (November, 1%)

Veteran's Day (U.S.)
(November 11™) =

St. Andrew’s Day (Scot.)
(November, 30™)

Christmas Eve
(December, 24™)

Christmas 1
Christmas Day (U.K.)
(December, 25™)

Christmas 2
Boxing Day (U.K.)
(December, 26M)

New Year’'s Eve /
Hogmany (Scot.)
(December, 31™)

1-31 (1= January /12 = December)

DATE(L,1)
DATE(L,6)

DATE(2,14)

DATE(3,1)

DATE(3,17)

DATE(4,23)

DATE(5,1)

DATE(7,4)

DATE(7,12)

DATE(8,15)

DATE(10,31)

DATE(11,1)

DATE(11,11)

DATE(11,30)

DATE(12,24)

DATE(12,25) or DATE(12,24)+1

DATE(12,26) or DATE(12,24)+2

DATE(12,31)
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Holidays in dependance of Easter

The system automatically calculates the date for Easter, so this can be used as a constant for calculating

further holidays.

The constant must be set between curly brackets.

Examples:
Easter Sunday

Easter Monday

Holidays before Easter
Carnival Monday
Carnival

Ash Wednesday

{EASTER}

{EASTER}+1

{EASTER}-48
{EASTER}-47

{EASTER}-46

Palm Sunday (no holiday) = {EASTER}-7
Holy Thursday (no holiday) = {EASTER}-3
Good Friday = {EASTER}-2
Holidays after Easter
Ascension Day = {EASTER}+39
Whit Sunday = {EASTER}+49
Whit Monday = {EASTER}+50
Corpus Christi = {EASTER}+60
Holidays on a given day
Formula = WEEKDAY (month,day,weekday,weekoffset)
Values for month = 1-12 (1 =January / 12 = December)
Values for day = 1-31
Values for weekday = 1 -7 (1 =Monday... / 7 = Sunday)
Value for weekoffset= -4to +4 (Offset -1 means one week before the calculated
:Oaflf)get +2 means 2 weeks after the calculated
ay.

Offset 0 means the required day of the week
before or equal to the calculated day).



User Manual - IQ MultiAccess

35

Examples:

The 4™ advent (Sunday before Christmas Eve or identical with Christmas Eve if December, 24" is a Sunday):
WEEKDAY(12,24,7,0)

The 3" advent

The 2" advent

The 1* advent

WEEKDAY(12,24,7,0)

December Q ‘

24"
Sunday
equal 24" or Sunday before

Case 1: The 24" is a Sunday, then this Sunday is the holiday.

Mo Tu We Th Fr Sa
18 19 20 21 22 23
Case 2: The 24" is no Sunday, the Sunday before is the holiday.
Mo Tu We Th Fr Sa Su Mo
16 17 18 19 20 21 22 23
s S

WEEKDAY(12,24,7,-1)

WEEKDAY(12,24,7,-1)

December 4 ‘

24"
Sunday
Sunday one week before the calculated one

Case 1: The 247 is a Sunday, then the Sunday before is the holiday.

Su Mo Tu We Th Fr Sa
17 18 19 20 21 22 23
*

- 1 week |

Case 2: The 247 is no Sunday, then the Sunday one week before is the holiday.

Su Mo Tu We Th Fr Sa Su Mo
15 16 17 18 19 20 21 22 23

* - 1 week A_ |

WEEKDAY(12,24,7,-2)

WEEKDAY(12,24,7,-3)

Penance day (Wednesday before last before the 1% advent)

WEEKDAY(12,24,7,0)-4*7-4 or WEEKDAY(12,24,7,0)-24

Labor Day (U.S. / Canada) (First Monday in September) = WEEKDAY(9,7,1,0)

Labour Day (U.K.) (First Monday in May) = WEEKDAY(5,7,1,0)

Thanksgiving Day (U.S.) (4™ Thursday in November) = WEEKDAY(11,7,4,3)
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° Martin Luther King Day (U.S.) (3" Monday in January) = WEEKDAY(1,7,1,2)
° President’s Day (U.S.) (3" Monday in February) = WEEKDAY(1,31,1,2)

° Memorial Day (U.S.) (last Monday in May) = WEEKDAY(5,31,1,0)

° Columbus Day (U.S.) (2™ Monday in October) = WEEKDAY(10,7,1,1)

] In general, the first day of a month is always:

WEEKDAY (month,7,day,0)

month (1 = January.../ _|

12 = December)

always 7, because within the
first 7 days of a month there
must be each day of the week,
no matter which day starts as
the first.

day (1 = Monday.../ 7 = Sunday

Offset must always be 0. Take the
calculated date if it is the required
day.If not, take the one before.

° In general, the last day of a month is always:

WEEKDAY (month,31,day,0)

month (1 = January.../ J

12 = December)

always the last date of the
month.

day (1 = Monday.../ 7 = Sunday

Offset must always be 0. Take the
calculated date if it is the required
day. If not, take the one before.

5. Personnel data

IQ MultiAccess sends each data carrier which is allocated via a room/timezone to a door/switching device of a
contoller to the concerning controller (MB-panels are regarded as a controller).

Conditional on the type of construction, the different controllers can only store a certain maximum amount of data
carriers, which should not exceeded when creating them.

Limit values of the controllers:

Controller max. room/timezones
ACT 800
ACS-1 9,992
ACS-2plus* 65000
ACS-8* 65000
AXS4Secure 2000 (basic configuration)
max. 65000 (depending on license)
MB24 32
MB48 128
MB100 1024
MB-Secure max. 1024 (depending on license)

* = see also chapter memory calculation of the installation instructions of the individual controller.
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If you work with =» Personnel managers and personnel data have already been created and assigned to locations
by the personnel managers, these data are displayed in the List window and in the Operation area; if not, the two
windows are empty.

5.1 Enter personnel data

When entering personnel data, it is possible to assign department, cost center,work group and room/time zones.
For this purpose, these data must have been defined before or they can be entered in parallel (see Chapter 3).

° Select personnel data.

° Create new data record ‘ e ‘

° Tab Common =» Operational data

(i}8Q Operators
=™ Locations
(2% Lokation
$*Q Personnel datal
[t} Visitor data
(3] Room/Timezones

%) Room/Timezone groups
() locking-cylinder weekly plans
#3 Key Depot Plans
g Salto plans
& Salto Devices
~[=] Doors
[5] Logdata AC
[ Logdata TR
[ ] Logdata IACP
£F 7ones
[+ Organizations
[ Actions
) Tme tasks
[++% Dataimport/export
(T Calendar
[ Holiday formulas
[ Controllers(Terminals
2 Info fields
[

42 Room/Timezones calendar b. ..

)

Common | Datacarrier = Access data  Attendance time

@ Operationally data | £ Name / Address

: ,Data carrier 16
P actions | 5 Macros | Relays

&1 Personnel data | ¥ Free data

Name

il ||| Last name

Last name 2

First name

First name 2.

Organization

No image selected

Entry date 11/05/2015
Leaving date
Personnel ID
Department
Cost center
Working group
Function
Import ID

Contraller group

— o assignment —
— o assignment —

~—-no assignment -

[ Logdata AC

4 Create persondayout

|§ Print person-sheet

5 Create layout

|§ Print layout

[ Logdata TR | [f] 1ACP

x ‘ = Getimage

No signature avaiable

Record signature

Capture fingerprint

search for

Name

Name: Enter first name and last name. It is possible to enter a second first name and a second last name.

Employment: Manual entry of start of employment (since) and the (presumable) end of employment (until), the

or
—Employment
Since 341442005 [+
Until 4 March 2005 ¥
i SMTwWTFS
~Organisation—— 7 28 1 2 3 4 &
£ 7 8 9101112
Personnel ID 1315 16 17 18 13
20 21 22 23 24 25 7%
n} b t
Sk 78I 1 2
Cost center i 46 B 7 8B 8
‘wharking group

Organisation:

m— m— m—

latter field may remain
empty.

Selection via calendar (appears via the ¥ button after the

date).

Personnel ID: Enter the Personnel ID. This ID must be unambiguous within the location. It will be checked by 1Q

MultiAccess and, if necessary, a message will be output.

Department:

Cost center:

Assign an alredy existing department (see chapter 3) or enter the relevant data directly via function
=>» New view (see Chapter 3.2).

Assign an alredy existing cost center (see chapter 3) or enter the relevant data directly via function
=> New view (see Chapter 3.2).



38 User Manual - IQ MultiAccess

Work group:
Assign an alredy existing work group (see chapter 3) or enter the relevant data directly via function
=> New view (see Chapter 3.4).

Function: Enter a job/profession description.

Import ID: Personnel data can be imported from external systems via an ASCII file. In this context, an import

ID is used for identifying the individual data records (for detailed description see Chapter 18).

Controller group:
(On request) an interface to a time recording system can be created via individual adaptions, which
support the time recording terminals TRS-8 and TRS 15. Individual terminals can be put to
terminal/controller groups to be handled identically within the time recording system.

Assign image:
If there are photographs of the employees in format *.JPG or *.BMP stored in any directory, one
picture can be assigned per employee.

° Right-click on field
no image selected
=» choose image.

Mo image selected |§
Cut
Copy
Paste
Delete
| Load
g Getimg = l}
S Save
: 2l
Look in: [ personalstamm - e mEE- [3404456) &
Llﬂ jamelia_.jpg Llﬂ julia.jpg Llﬂ MEYD09010. jpg L‘ﬂ ME
%] jamelia_5.jng ¥ kELLY P %] MEvORD16.jpg 5] e
] ismelia_6.ing &) 1en3_2.jpg &) MEv10013,jpg |5 e
Llﬂ jamelia_7.jpg Llﬂ lankardozb.jpg Llﬂ ME\-'lUUli.‘\%pg L!ﬂ ME (Y 1
B e 0 Blara stms B Select the desired photograph.
Lrj jamelia_9.jpg Lr] lena.jpg ij ME
Llﬂ jamelia_10.ipg Llﬂ mailing. jpg éﬂ ME
%] jamelia_11 ipg ] mel_c1.ipg ¥ MEV14006. 1pg & e

5] jamelia_12 ipg ] mel_c2.ipg ] MEVI4010.ipg =] e
] jamelia_13.jpg ] mel_c3.ipg [E]MEV14011.ipg & me
] jamelia_14.ipg ] MEVD4047.ipg ] MEV14012.ipg =] e
(] janine_33_b.jng ] wEvaan4a.ipg ] MEV14017.ipg B
%] janine_100.jpg ¥ MEvDS029,j0g ¥ MEv14043.1pg =] e
] janine_portrait. jpg ] wEvnsnaz. jpg ] MEV1S009.ipg B
|l jeanette_rantzjpg B MEYDEDS4.Jog ¥ MEv1E011.3P00 =] e

[« e | B
File name: IMEV'I 3005.jpg j Open I

Files of type: IAII [*JPG* BMF) j Cancel |

A preview is displayed in the
right window. Button Open.

° The photograph is shown in the personnel master record of the individual person.

With active option =» capture / print layout, the photo can directly be taken (cf. chapter 22).
Precondition: Recording device must be connected, installed and tested according to the manufactorer’s
manuals + option image capturing / print layout (cf. chapter 22).

Signature: A signature file can be allocated to each person, if a scanned signature exists in “JPG” od BMP”
format.
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° Right-click the area called No signature available =» Select signature file.
O lx
i ST 11~ A e E o Select the required file.

Breccoisps  Emesig - ST
l_.‘m.wm.m Erews g 1 sophil 39.1pg
L‘mlo-w m Izu-z.:pu st i3y R ) R . R
st~ fonad - Py In the window to the right a preview is displayed.
Sl e Button Open.
I;wwmla:: 1:;:‘;,, e Emm m: Sesan Eletheecn
[ MET006. g E quen_L g e, oy
M09, Erastl. g B tricienld- 020, g
Hrmnard. £ | Rep-abtz.pg [ unbenani-1 Fopee. B9
) a2, 0 Hrce.es [ unbenanc-2 Fopee. B9
4] ] E]
Fie name: [auenica B [ipen I
Fiesolbpe:  [a17JPG0MP) = Cancel o

° The signature is displayed in the master record of the individual person.

or:

Enter the signature via a signature pad.

Precondition: Signature pad must be connected via USB, installed and tested according
to the manufactorer’s manuals + option image capturing / print layout (cf.

chapter 22).

Click button and sign on pad. The opened window displays the

Capture signature
signature. Confirm with OK or repeat signing.

As soon as an image or a signature has been assigned, it is stored under its own, consecutive hame in
directory ...\IQ_Multiwin\lQ_Data\binData of the server. Thus all workstations have access to the
photographs assigned to a particular person even if the original files do not exist locally on the computer
concerned. (If required, the images will be stored temporarily in directory

.AIQ . Multiwin\iQ__Clients\IQ_MultiAccess\binData

of the workstation).

Tab Common =» Name / Address.

The individual fields are self-

- ,D_ata carrier 16

| Q Ox:bev'ah.unallg'I ke Piiame | Address _;,'g FR——— W Free e .‘

| commen | pata carrier | Accessdata | Attendance time | % Actions | 5§ Macros | Relays | [ Logdata AC | [gLogdata TR | [ 1aCP

»

explanatory.

Name

Address

Salutation
Title

First name 1
First name 2
Last name 1

Last name 2

Street

Zip code
Municipality
Phone number
Mabile phone
Fax number

Email address
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Sunday, Paul : ,Data carrier 10
Common | Data carrier | Accessdata | Attendancetime | % Actions | 3§ Macros | Relays | [ ] Logdata AC | [d Logdata TR | | 1acP

Sﬂ Operationally data | P Name / Address 3’3 Personnel data F.f“-; Free data

Name

Address

Salutation

Title

First name 1 Paul
First name 2

Last name 1 Sunday

Last name 2

Street

Zip code

Municipality

Phone number 1234567
Mobile phone

Fax number

Email address

[=}™% Locations
B Lowation c 2P ame [ Add [ Logdata AC | ¢
ommon
- i Personnel data @ d ame f Address el
[=hdly Visitor data Visitor
'& rd 2 — | || Lastname New
L2 Visitor cards ‘ i ‘
First M,
-] Room/Timezones A ax
% Room,Timezones calendar b... Title
\% Room/Timezone groups x Company
'\"ﬁ locking-cylinder weekly plans :
Walid until 22/07/2018 -
'Qa Key Depot Plans St 24071
& Salto plans H Import ID
@ Salto Devices Assigned visitor data carrier
|:—-| Doors
--[2] Logdata AC Visitor Card 19 - X
[ Logdata TR Begindate | 21/05/2015 B
-~ || Logdata IACP
[ Log End date 22/08/2015 .
--ﬂ Zones
(] Organizations End Time 20:00 X
e f’ e Visited person
C+HGf Time tasks
et 9 Data impart/expart MName Monday, Andy - X
[T Calendar Fhone ( i123456 5
MR Litidass S dmm e |
° Tab Common =» Personnel data.

The phone number stored in the
personnel data (=» common =»
name/address tab) is displayed
a) in the visitor data and b) in
the program IQ Visitor in the
field visited person ( cf. chapter
19).

Use: The visited person can be
informed by phone of his/her
visitor’s arrival.

Most fields are self-explanatory. The mainly contain voluntary data and are for information only.
There are 4 fields available for different vehicle plates (e. g. first / second car, company car, motorcycle).
In field Disability, the percentage specified in the disabled person's pass can be entered.

° Tab =» Common =»Free data

In the IQ NetEdit installation program, a maximum of 40 user-defined fields which are to be used in the

personnel master data of IQ MultiAccess can be created per location.

Different field types can be assigned to the individual fields. Depending on the field type, different entries

are possible.

Explanation of the possible entries on the basis of the entry fields shown above?:

Alphanumerical entry, all special characters, including spaces, are

Enter a date in the defined format (dd.mm.yyyy) or select one via

the calendar (will open when you click on the arrow).

Enter a time in the defined format (hh:mm:ss) or select one via the

Manual entry as in field "Color of hair" or select one of the default

entries suggested (will open via click on the arrow).

Color of hair: (String)
permitted.
No. of pets: (Number) Enter whole numbers.
Wedding day: (Date)
Present from: (Time)
arrows.
Member of projects: (Combobox)
Allergic person: (Checkbox)  Activate field = yes, otherwise no

These fields are for information only. Evaluations by these fields are not possible.

The field names are assigned in 1Q NetEdit according to the specific needs of the customers.
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The contents of the field types =» number and =» string can optionally be displayed as ******* (depending on IQ

NetEdit settings).

This box also appears for all other field types, but is not used as one of the suggested values must be choosen there.

° Tab Data carriers.
Tuesday, Bernie ; ,Data carrier4444

Common || Data carrier | Accessdata | Attendance time | % Actions | ;& Macros | [ Logdata AC | [gilogdata TR | @ Infolog | [f] IACP bookings

Data carrier Validity
Mumber 4444 = || Start date 06/07/2011
Version 0 || End date 31/12(2025
I5-Code 555555 (| [iEpd@im= 23:59

T | ID card will be swallowed after expiration
Replacement badge Salto
= | SVM update interval 1
PIM
SVM office authorization
Mumerical sequence | FEEEEE
| Get suggestion |

These entries depend on the coding and reading method of the identification media used (cards, key rings etc.).

- Data carrier / Coding / IS-Code:

No entry for ID card no. and Version.
Enter the data carrier (badge code) in field = IS-Code.

Proximity cards have a unique number and the IS / IK3 code (badge code) and is found on a label on the rear

side of the card.

IK 4310162736 IS f IK3 code - take over in the input fiekd
Unique number: here not relevant
TYP 026370.00 Order data (item number) and date
26.04 2015

Define data carrier (badge code)
- typing it

or

- reading it if a read-in station is available.
- Click the “read” button. E

(This button is only available if a read in station is created in IQ NetEdit.)

- Hold card/data carrier into the reading area of the reader within 10 seconds
(otherwise there will be a timeout message, in this case repeat the action).

When working with an IACP connection, the IACP / AC codes must be translated in a way both systems are
able to handle correctly This common “language” is called =» IS Code (Integrated Systems).
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- Esser-Coding:
Enter ID card no. and Version, no entry in field Card coding.

ID card no.: Enter the ID card no., 5 characters max., numeric. Each ID card number may exist only
once in the entire system so that each person can be identified unambiguously.

Version: Via the version number, lost/stolen ID cards are barred from access. Each ID card has the
version number “0" at the beginning. If an ID card is lost and must be replaced by another
one, all data are identical with the original, except for the version number. This version

number is incremented by 1 and stored accordingly in the system. If an ID card with a lower
version number is used for booking, it will be rejected.

- mifare DESFire EV1
Note: For deviations using mifare DESFire EV1 refer to chapter 24.
Applicable to all coding methods:

Validity Begin / End: Enter the validity of the ID card selected at the moment. In the factory setting, an ID card is
validated until a default date (31.12.2025), starting from the creation date.

Modify these values:

- by overwriting or by deleting the default value and entering the desired date/time.
or

- via the calendar (is opened via click on button ¥ behind the date).

Setting the time can be done by overwriting or in hour steps using the arrows.

ID card will be swallowed after expiration:  If this checkbox is ticked, ID cards are automatically retained by
the relevant reader (e.g. an insert card reader) if their validity has
expired.

Replacement identification card: (Replacement badge): Activating this checkbox switches the currently

allocated transponder temporarily (i. e. till the entered date) inactive. If an
ID card gets lost and has to be replaced by another one this function is
meant to create a replacement ID card for some time. The entries into the
data fields are as described previously.

PIN:  When using a PIN, the individual code number (4 up to 8 digits, depending on the system settings) for each
person can be entered or a not used code number can be suggested by random clicking get suggestion.
For detailed information about door / PIN see chapter 9). The PIN must be unique per location.

Applicable only if the SALTO Ship (SVN) system is used:

SVN update interval: The SVN update interval is the number of days in which the ID card authorization expires
if not renewed at an SALTO online reader for fresh authorization.
The default factory value is 1 (day).
Enter “0” for authorization without expiry.

Tick the check box SVN Office authorization to provide individuals (ID cards) to switch the relevant door with this
SVN office authorization during defined times to permanet release. More information on the permanent release for
doors and the rights involved can be found in the product documentation for your SALTO Ship (SVN) System.
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° Tab Access data =» Access parameter
Wednesday, Carl : Common OptiOnS:
Common | Datacarrier | Accessdata | Attendance time | #@actic  IN this area can be defined whether a person
Gy Parameter |- () RoomfTimezones | - () Room/Timezone groups - is authorized for an external control (e. g. for

arming/disarming an intrusion detection system with ACS-
1 controllers/terminals and actions).

- is participant of image matching.

- is authorized to see visitors.

Commaon options

Ext. controling allowed
¥ Use Image Compare

+ Permitted to receive visitors

O A C R 2y Options for ACS-8 and ACS-2plus only:
7| Use Antipassback In this area can be defined whether a person is participant of
¥| Use Barring Repeated Entry antipassback (APB) and/or barring repeated entry (BRE).

Autharization

For APB and BRE see separate documentation Supplementary
functions of 1Q MultiAccess.

General authorization (only AC-controller)

Access Control
@ Via Room,Timezones and -groups

last booking

e o Authorization:

ME-Secure
Language Central lanquage Here you can decide whether a person is generally authorized or
= via room/timezones or groups. Both functions exclude each other.
Role Enroll

General authorization
Activate this checkbox for persons being authorized at any time at any door.

If a door is set to =» permanently blocked, also the access of a generally autohrized person will be
prevented.

Last booking: Date of the last booking of this person / of this data carrier.

MB-Secure =» Language:

(This parameter appears only in connection with MB-Secure and LCD operating units):
For each LCD operating unit, one base language can be set for display All display texts will
be displayed in the selected language. Regardless of this programming, an individual
display language can be set for each person. Custom text will be displayed in the language
in, which it was created.

TBS = Rolle (only if TBS option is active):
TBS biometric finger scanners support scanning of finger templates directly at the terminal.
(Not on 2D stations, since the display is required for this function). Setting the role sets the
operator authorization directly at the biometric terminal.

- Standard This operator authorization allows a finger to be scanned under the supervision of a person with
operator authorization “Enroll”. By Default, every person is set up as "User". A User is identified
using his finger and has the authorizations that have been stored in IQMA/IQSC at the respective
door.

- Enroll In addition to the default authorizations, this authorization allows to read in finger templates of
persons with operator authorization "Standard" directly at the terminal. Own fingers and fingers with
the authorisation "Admin" cannot be read in or be changed.

- Admin This operator authorization permits all settings possible at the TBS terminal, including "Standard"
and "User" authorizations, to be administered.
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Tologin as "Enroll" or "TAdmin" directly at the TBS terminal, tap the touchscreen from top to bottom (see figure) and
then scan the finger authorized as appropriate.

rREmac 1 1:2 ‘ RSSRUAR

L N

WeteE— N ¢—

3itte Finger auflegen o

Users with authorization "Enroll" are taken directly to the Persons menu. For details on scanning finger templates,
see the User Handbook for installing TBS.
Users with authorization "Admin" are taken to a menu for administering terminal settings.

° Tab Access via time zones (room/timezone groups)
Room/timezones (also restrictions of VdS compliant systems) see chapter 4.

One or several time zones can be assigned to one person.
- Select the desired time zone(s) in the left window.
- Assign with [®].

- Save.

The person has now access to the doors (door sides) at the times defined in the assigned time zone.
All available time zones may be assigned to one person.
- Button [ selects and assigns all available time zones.

- Save.

The person has now access to all doors (door sides) at the times defined in the assigned time zones. Additionally,
the validity of each individual room/time zone can be temporarily restricted per person.

Selected RoomTimezones: | ) L. i )
Linitation - Activate the Limitation field
& | Haupteingang dauerfrei 1
ales departmen! | a | . .
e . - Left-click the date field
Mon Tue Wed Thu Fri  Sat Sun
- Use V¥ to open the calendar
' 1& iz 5 i i) e and select the date or
18! 19 20 21 22 23 29
25 2% 27 B 2 3
o - overwrite date.

Allocating room/timezone groups is the same procedure as above described, only the corresponding tab must be
selected.
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° Tab Access data =» Access report

The access report of the person selected is shown in a graphical representation in this tab. The black horizontal and
vertical lines show the current date and the current time.

Wednesday, Carl : ,Data carrier4
Common | Datacarrier | Accessdata | Attendance time | %% Actions | Macos | Relays | | ] Logdata AC | [gLogdata TR | [f] IACP bookings

| Parameter () Room/Timezones | () Room/Timezone groups | (@ Access profile | 9 ape | B Key depot | & lockingcyiinder | o Salto

Doaor name ‘ D |

El)ﬂ_nm -Door 1-Sale departmen... 1

of [To [outside — [inside Room/Time... |Room/Time... |
(=] BMonday
| ] 07:00:00 17:00:00 v d Purchasing ...
-]E uesday L
i 07:00:00 17:00:00 4 V| Purchasing ...
™ ¥ Wednesday
| @ Thursday
L [+] Friday =
p—
IE)R_UUZ - Door 2--5ale departmen... 5
o] of To Outside Inside Room/Time... | Room/Time... |
[+ Monday &
| | @ Tuescay I
e 06:00:00 18:00:00 v v Sales depa... =
| | @ wednesday
| | @ Thursday
Boeo A

By clicking on + the folder structure opens for viewing exactly the access profile.

Access report =» Export / Print:

Print

Print Preview

Export to Excel
Export to Text
Export to Html
Export to PDF

Cache value

The content of the list can be transferred into another data format.
Via a right-click into any entry opens the context menu for the data export.
Here are the following file formats available:

* Excel

» PDF-Datei

e HTML

* Textformat *. TXT
The target directory and the filename can freely be chosen according to
Windows standard.
This context menu can be used for a list output of the event memory data
directly on a printer. Alternatively, the printout can be individually adjusted
in the preview window or transferred to another program via clipboard.
Further view and print options can be changed and adjusted according to
individual requirements via the preview functions. Those functions are
basically the same as provided in the most common text processing
programs e. g. like Microsoft Word.

° Tab Access data =» APB (Antipassback)
See seperate documentation “Supplementary Functions of 1Q MultiAccess” (P32205-46-0G0-xx).

° Tab Access data =» key depot

(Only available if a key depot is defined in IQ NetEdit). See chapter 14.

° If an MB24/48/100 intruder alarm control panel is created in IQ NetEdit for this location, the tabs IDCU and
IDCU report exist in the Access data selection.

° If an MB-Secure intruder alarm control panel is created in IQ NetEdit for this location, the tab Operating
units exists in the Access data selection.
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° Tab Access data =» Operating units  (Tab exists only with MB-Secure-controllers
and active IACP-connection option)

Programming and configuration of the operating unit authorisation groups is made with IQ PanelControl when
programming the MB-Secure panel. When installing IQ MultiAccess the operating unit authorisation groups
of the MB-Secure panels are transmitted to 1Q MultiAccess.

Operating rights of users for operating units are managed by means of operating unit authorisation groups.

Assign operating unit authorisation groups

. ¢ Data carrierl
@ Common | Data carrier || Access data " Attendance time " %2 Actions " & Macros " Relays " [] Logdata AC " [.g} Logdata TR "
| [y Parameter " (%) Room/Timezones " () Reom/Timezone groups " @ Access profile " 9 aPB " # Salto || operating units |_
] Available Assigned

| ] e T e
x|
- >

»

[l
L 4

The allocation of an individual operating unit authorisation group to a controller/terminal can be done by marking
them in the left window and click the button u :

Use the button @ to allocate all operating unit authorisation groups .
Deactivation the assignment of individual operating unit authorisation groups to a controller/terminal can be done

by marking them in the right window and click the button ﬂ .
Use the button g to deactivate all operating unit authorisation groups .

° Attendance time tab

Lokation [ Personnel data: Occupancy 14

Lastname |Firstname |Valid |ID data carrier no. | Personnel ID | Department Cost center Working group

Bernie K 4444 Organisation / Development |
Wednesday Carl Sales department Organisation [ Development -

Donnerstag  Dora Purchasing department — —

Friday Erna Purchasing department Organisation / Development -—

Happyday  Fritz

Monday Andy Lager Organisation [ Development ---

E n o omowoa

£d
£'d
04
£
ol
td

Sunday Paul

=

B - ) Tuesday, Bernie : ,Data carrier4444
| Data carrier .I Access data I Attendance time WH Actions u & Macros I Relays | [ Logdata AC | BLogdamTR |

! Common

<

— | | first coming — -
&P

last going — -
Sum (compl.) 03:00 - u

Sum (act.) 03:00 -

3

Days of attendance 5 )

The calculation of the attendace time does not replace a time recording system at all. This function only calculates
a person’s attendance time from the first entry booking to the last exit booking. To use this function individual doors
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must be defined as entry, exit or entry and exit door in the installation program IQ NetEdit. The totals of the first
entry booking and the last exit booking of one day are displayed in the corresponding fields. If a person happens to
forget booking (e. g. while passing the door together with another person), default values to be defined in IQ NetEdit
will be used.Bookings like breaks, illness and corrections can not be handled. Basically this function is meant to find
out whether a person is present (e. g. for a doorkeeper or a receptionist).

Sum (compl.) This field displays the calculated total of the previous day. If necessary,it can be changed manually
(e. g. for busines trip, absence on business).
The sum will not be counted permanently but calculated after the exit booking. This sum is content
of the database and can be displayed/printed via the list function.
As a factory setting, the columns attendance time recording, first coming, last going and time sum
are not in the lists. The can be inserted individually at any place in the list as explained in chapter
13.1.2).

Sum (act) This field displays the current attendance time. This value is calculated of the first entry booking and
the current time. For that reason, this value is neither stored in the database nor existing in the list
window.

Days of attendance
This field displays the total of accumulated days of attendance (related to the previous day).
As a factory setting, the columns attendance time recording, first coming, last going and time sum
are not in the lists. The can be inserted individually at any place in the list as explained in chapter
13.1.2).

Reset fields  The entries of the fields Sum (compl.) and Days of attendance can be manually reset via the
button (X).
As a factory setting, the columns attendance time recording, first coming, last going and time sum
are not in the lists. The can be inserted individually at any place in the list as explained in chapter
13.1.2).

° Tab Actions, Macros, Relays

Actions, macros and relays can be assigned to the person selected in this tab.

Detailed descriptions on this subject are to be found in Chapter 10 = Actions and in the separate documentation
Supplementary Functions of IQ MultiAccess.

° Tab Bookings

The bookings of the person selected can be seen here (see Chapter 13.4.1 = Bookings).

° =» Save button | E

Persons who are created by a Location manager are automatically assigned to his/her location.
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5.1.1 Personnel data created by personnel managers

Depending on their rights®, personnel managers enter only global personnel master data and assign them to one
or several locations. This includes also visitor master data and organizations.

The creation of personnel data corresponds basically to the description in Chapter 5.1, the creation of visitor data
is described in chapter 19, apart from the following deviations:

IO L@@ (I global / Personnel data - IQ MultiAccess -— Novar GmbH, developer licence - internal use only - =2 x
1
& Personnel data global [ Personnel data: Occupancy 24
H 43 Visitor data MName First name Default Personnel ID | Default Import ID | Default ID Data carrier | Default data carrier coding | Default Data carrier valid f]
.;}qj Organizations
@ Departments | ?fTuesday 4444 00000000000807100203 | 06/07/2011
& Costcenters | | Wednesday Carl v 0 01050008051302101310  06/07/2011 E|
@ Working groups Donnerstag Dora v 0 02021515041215040912  06/07/2011
|| Friday Erna Ll 0 02021515041109011509 06/07/2011
|| Happyday Fritz ¥ 1} 06/02/2013
|| Monday Andy Fd 1} 08/07/2013
| Sunday Paul ¥ 0 10/07/2013 ¥
4 il | >
Tuesday, Bernie
@ Comman ._ Data carrier default values 1 Locations assignment | Lp_g_daia AC Logdata TR
| i operationally data P tiame | Address || & Personnel data |
e MName
‘ '-J\} ‘ Last name Tuesday ‘ e ‘
— Last name 2
‘i‘ First name Bernie
s No image selected
Organization
Entry date 07/10/2014 - e
Leaving date - ‘ é ‘
Personnel ID Print layout
Department —no assignment — - X ‘ =l ‘
Cost center -—no assignment -— - x| Getimage ‘
Working group -—no assignment -— - ‘ -&j
Function No signature available
o | Record signature
| o ‘
Alarm- and info messages

The personnel manager has access to all personnel data on a location-independent level.

=> Common =» Operationally data
=> Name /Address
=» Personel data

If adepartment, a cost center and/or awork group, which exist(s) in the global master file or can be created here,
but which is/are not allocated to the person’s location, gets allocated to the person, they will be allocated to the
person’s location in addition.

Via the button synchronize locations, generally all data existing in the global master files will be allocated to all
locations.

=» Data carrier default values

There is no duplication check while entering a card coding. This happens only with allocating to a location, when the
personnel record gets allocated to one (or several) locations.

The assignment of the individual rights is done while creating a personnel manager in IQ NetEdit (cf.
installation instructions of IQ MultiAccess
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=» Location assignment.

Tuesday, Bernie

| Commoen -.Daia carrier default val_un_a_s | Locations assignment Logdata -I'-\C Logdata TR

Available Locations Selected Locations

assign them to the right window with [®1.

Firma B

Firma C

>
»

Personnel data will be available in the locations only after location assignment.
All other data (access rights etc.) are entered in the location by the location managers or superusers.

5.1.2 Personnel data created by superusers and/or system managers

% +W Personnel data

3 Logdata TR

Pl omiate D location independent access to all tabs described in 5.1 and 5.1.1.

_ﬂ\j Organizations

3 Loodata TR Operators).

Mame
Select the location(s) in the left window and

Ja Visitor data
-[s] Legdata AC The superuser/system manager has all rights of the personnel
managers and the location managers of all locations and thus

ﬂ@ Time tasks

5@ Data import/export

@) Infolog

&P Change protocol

ﬁ: e Irrespective of whether and by

214 Lokation whom personnel data are created

.- £ Personnel data location dependent (by location managers, superusers
R Visitor data or system managers directly in a
(3§ Room/Timezones particular location or by
-2 R”"“’mmememe"d“/ superusers, personnel managers
1(3; Room/Timezone groups
LGB (ockinc-cvindar wasy thaoe or system managers on a
83 Key Depot Plans systemwide level), all persons
. Salto plans created are available in the global
¢ Salto Devices personnel file on a systemwide
~CJ Doors level (see also Chapter 12 =
--[1] Logdata AC
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5.1.3 Enter personell data when use TBS biometric readers

TBS biometric readers are 2D or 3D contact-less fingerprint controllers for maximum recognition certainty.
First, the creation of personnell data corresponds basically to the description in Chapter 5.1.

® Operation:

In the presence of a corresponding license and a already installed Enroll terminal, the button Capture fingerprint
will appear at the personnel master data.

v

| EOmraﬁcnally data i| P Name | Address H & Personnel data ” & Free data i

-

!! Data carrier || Access data ” Attendance time |! % Actions " S Macros ii Relays |!_ [ Logdata AC Ii_@ Logdata TR !| [£) 1ACP bookings

MName

—
| L] ‘ Last name Tuesday

Last name 2 -
‘ i # " Create person-ayou ‘
First name Bernie -

y %
Mai lected :
First name 2 © mage seiec Print person-sheet \ ‘
| 2 A ¥
‘ H Orafizion i Create layout "
— ||| Entry date 07/10/2014 - r i
f

s ‘ Leaving date ¥ [_\ Print layout l
S | b 3 3

Personnel ID

Cetimage Capture fingerprint " |
Department --- no assignment — - X | search for -
Cost center 3 = Organisation / Development - XYl No signature available | Name -
Working group --- no assignment -— - X Record signature /1
Function \——/' | ) | |
Impeort ID
Controller group -

® Read in fingerprint:

Button =» Capture fingerprint. The connection to the TBS scanner will be established. Then the recording window
opens.

s <
TBS Enroliment TBS Enrollment
Read and save fingerprint (4) Read and save fingerprint
Please wait until the connection is made to TBS ... Please select the finger to be scanned from ...

Connection to TBS scanner established
¥| TBS connection established

¥/ Person found in TBS database

HNext >

Next> || Cancel

Observe the instructions on the screen step by step. First, select the finger to be scanned.
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TBS Enrollment o=

(#) Read and save fingerprint

Read finger

TBS Enrollment

(#) Read and save fingerprint

Save fingerprint

Quality of the fingerprint EXCELLENT

° Save

=» Hold the selected finger in the Enroll terminal.

=» After the first recording, the verification is carried out. Observe the
instructions on the screen.

=» Button Next confirms and start the next step.

=» Observe the instructions on the screen step by step, you will be
shown a successful reading and verification.

When you recorded the desired fingers, the window will be closed.
Select another finger to be recorded and start the recording procedure again. We recommend at least two

fingers to record.
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5.1.4 Operating diagram manual functions of TBS biometric readers

5.1.5

Standard screen

Authorization the access control
via finger or enter the PIN using
button = Keyboard .

IACP functions

Tic =» Honeywell logo as a
button. IACP functions and further |FESEEERET:
Information to the system state
are displayed.

IACP operating

Use button = Arm / Disarm for
operating the intrusion alarm
control panel.

Use button =» i for display the
panel state.

Diagram automatic operations of TBS biometric readers

Standard screen

Authorization the access control via finger or enter the PIN

Mhserses apply Fnps

Status screen of the automatic operations

Alternate indicators of the door status are |-.
displayed, (only ACS-8 connection).
Example: Door open / Door blocked.

Doar open i ] Door blocked (i §

Info screen

D Miowe Bowked (1901) TBSQ
Tic button =» i. Information about the device
status are displayed.

& 1AM (197.16£.0.17) Connected Actiur

= WLAN (o IP) il conmected

@ Device state
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5.2 Print personnel data

Press the button Print person sheet to print (after a preview) a data sheet with all entries available per person.

519 Locations
{Cersonnel dats)
W e
()] Room/Timezones
Room,Timezones calendar b...
@ Room,/Timezone groups
() locking-cylinder weekly plans
'% Key Depot Plans
- Salto plans
P Salto Devices
-[=] Doors

[5] Logdata AC
[ Logdata TR

[#] Logdata IaCP
-4F Zones
LJ"E] Organizations
% Actions
[#H3) Time tasks
[+ Dataimport/export
[T Calendar
(2] Holiday formulas
Controllers/Terminals

e

Happyday  Fritz

Organisation / Development -—

; Sonntag, Andrea : ,Data carrierll
& | Konitir | oo camr | Accessdte | Attendance tme | 3 actons | 3% Mocros | Releys | L] togtatnc | (oot (>

| gl operationally data ||_E' Name  Address ” & Personnel data |i &, Free data |
1
Ll — Mame
Lﬁi Last name | Sonntag
‘_‘ = | d Create personayout |
Last name 2
‘ & ‘ First name Andrea |§ ("Print person-sheet ) |
First name 2 [
|g:ﬁ Create layout |
H | Organization
Entry date 23/07/2013 = |§ Print layout |
a Leaving date - | 5| Getimage | | Capture fingerprint |
Personnel ID I| search for
¥Faina Cinnahir uarkhandan r

The buttons of the menu bar are selft-explanatory by touching them with the mouse pointer. Printing, saving and
opening of files happen according to Windows standard.

Personnel data

Lokation

Page 1 of 1
. Salutation: Postcode:
' Title: Municipality:
First name: Andrea Street:
First name2: Phone:
Name: Sonntag Fax:
Name2: MobilTelnr.:
Departmernt: — Card coding
Cost center: — I8-Code: ]
Working group: — ID data 11
Personnel ID: clz-mi.erno.:
s v er.smn: ]
valid frome  23.07.2013
validuntl:  31/12/2025 23:50:00

Print personnel sheets of several persons

Select the persons required via =< Groupwise changings (cf

. chapter 16) and press button “Print person sheet”.
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5.3 Modify personnel data

Ig: 2 <L Lokation / Personnel data - 1Q MultiAccess -— Novar GmbH, developer licence - internal use only B ox
[d Logdata 1aCP = Lokation / Personnel data: Occupancy 14
@g U'ga"":l:’”s Last name ‘Firstname ‘Valid ‘ID data carrier no. | Personnel 1D | Department ‘Cnst center Working group | 21
HF Time ta:
E@ R R ot | |Tuesday  pemie ¥ 4444 = Organisation | Development — -
@ mfoog [ | wednesday carl v 4 Sales department Organisation / Development —
SP Change protocol Donnerstag  Dora ¥ 3 Purchasing department - = 4
(142 Operators Friday Ema v z Purchasing department Organisation / Development —
(5% Locations Happyday  Fritz ] 6 = = K
Monday  Andy v 1 Lager Organisation / Development —
aul V| 10 — — —
- |- |
B Room/Timezones calendar b... M Sike 12 - - - -
() Room/Timezone groups 4« ] ]
(&) locking-cylinder weekly plans Sonntag, Andrea : ,Data carrier 11 -
#3 Key Depot Plans ”~ o | | rrr—T | 3 Wi
% Lt Common H Data | Access data || Attendance time | 4 Actions ‘\ 5% Magros || Relays | [ Logdata AC \\ [logd ¢ *
alto plans
& Salto Devices @ cperannnauyyé | & Name ] address | & Personnel data | ¥y Free data |
=] Doars | [ E
[5) Logdata AT CE ] ‘ Last name Sonntag
[ Logdata TR L Create persondayout |
[#) Logdata AP o s
¥ Zones First name Andrea Print person-sheet |
LJg o First name 2 e |
[ Actions reate layou
() Time tasks Organization |
(% Data import/export Entry date 23/07/2013 - Print layout |
™ calendar
2 Holiday formulas b pene | o — ‘ [ copture fingerprint |
[5 ContrallersTerminals Personnel ID E— search for
(& Info fields Department —no assignment — . X Name
Cantroller groups B Record tu
e Cost center — o assignment — =K ecord signature
lacros e —
B Keys L Working group — nio assignment — - X | & /|
4y 10s Function
@ nfolog
Import ID Ld
&P change protocal b
P R = Cantraller group - L
Alarm- and info messages
° Select Personnel data in the File dialog window.
° Select the person to be modified in the List window.
° Modify the relevant entries in the tabs as described in 5.1.
° Save.
5.4 Delete personnel data
I' N D @R Lokation / Personnel data - IQ MultiAccess - Novar GmbH, developer ficence - internal use only oox
Y
[d Logdata 1aCP = Lokation / Personnel data: Occupancy 14
‘f’g U'ga"":l:’”s Last name ‘Firstname ‘Valid ‘ID data carrier no. | Personnel 1D | Department ‘Cnst center Working group | 21
E Time ta:
53 R e ok | [Tuesday  Bemie ¥ 4444 = Organisation | Development — -
@ Infolog [ | wednesday carl v 4 Sales department Organisation / Development —
SP Change protocol Donnerstag  Dora ¥ 3 Purchasing department - = 4
(142 Operators Friday Ema v z Purchasing department Organisation / Development —
EJ"? Locations | | Hoppyday  Frit ] 6 - — =
il Monday  Andy v 1 Lager Organisation / Development —
gPersonnel data =
(o Vi = i e & =
& ReomTmezones I I N N
72 Room/Timezones calendar b... 12 - - - -
() Room/Tmezone groups ] |
(3! locking-cylinder weekly plans Sonntag, Andrea : Dats carrier 11 =
E’ :E:;,D:wmm @ Common H Datacarrier | Access date | Attendance time | %% Actons | % Maaros | Relays | [7] LogdataAC | [ghLogd: ¢ ¢
alto plans
& Salto Devices | @ Operatonaly data H P Name / Address | g Personnel data @y Free data |
[ Doars 1 Name e
[5) Logdata AT R ||| Last name Sonntag PR e )
[% Logdata TR |& Create person-ayout |
[d) Logdata IACP e —_—
£ Zones || First name Andrea |§ Print person-sheet |
[+ Organizations o e e
3% Actions 4 Create layout
) Time tasks Organization _— |
(% Data import/export Entry date 23/07/2013 - |§ Print layout |
™ calendar
2 Holiday formulas [ Lot - |g S — [ copure fngerprnt |
[5 ContrallersTerminals Personnel ID search for
. No signature avalsble
(& Info fields Department — no assignment — . X Name
% ;“”"“”E' A Cost center o assignment — EX |° Record signature ‘
lacros e —
B Keys L Werking group — o assignment — - x | Y Il
[y 10s Function
@ nfolog
Import ID Ld
&P change protocal -
P R = Cantraller group -] L

‘Alarm- and info messages

Select Personnel data in the File dialog window.
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° Select the person to be deleted in the List window.
° Delete button.
] Acknowledge confirmation prompt with =» Yes.
| Mo
Caution! Data loss possible!

A confirmation for deleting is only prompted if it is activated in the =» Setup
(see chapter 2.3). In factory setting it is active.

it will be maintained globally. If it is to be deleted completely, the personnel manager or the superuser must

If a person is deleted in a location, his/her personnel record is deleted only from the location concerned but

delete it from the cross-location personnel file.

5.5 Search for Personnel Data

Within the personnel master file there exist some additional possibilities for searching:

E] For general information about this subject see also chapter 13.1.1 = Search.

° In the tab Common / Operationally Data

- The Search symbol opens a window to enter the search criteria: =» ID data carrier no.

Lokation / Personnel data: Occupancy 14

Last name |F\rstname ‘VEM ‘lDdaEtamernm |PErsunnEHD ‘Department |Custzanher

\ Working group \ 2

Tuesdsy  Bemie v 44 -

Wednesday Carl ¥ 4 Sales department

Donnerstag  Dora Purchasing department —

Happyday  Fritz

Organisation | Development

Organisation f Development —

4 T

3

-

2

-

=» Personnel ID

=» Data carrier coding
=> Name

=» First name

search for

- Enter a value to search for (e. g. ID data carrier no. 123).

Friday, Ema : ,Data carrier2
@ Common | Data carrier | Accessdata | Attendance tme | ¥ Actions | & Macros | Relays | [ Logdata AC | [} Logdata 3
@i Operationally data | P Name / Address | g Personnel data | ¥ Free data
Name:
‘ | | Last name Friday
|| Last name 2
‘ ‘ F  create persondayout |
First name Ema
First name 2 Nomxeieelected ‘é Print person-sheet |
T
‘ il Create layout |
Entry date 07/10/2014 - -
Leaving date - ‘é Print layout |
Personnel ID |Q Getimage ‘ | Capture fingerprint |
Department 1= Purchasing department =
Cost center 3 = Organisation / Development = X o signature avalable Narie. =
Working group o assignment - - X |g —
Function ‘ & ‘ ‘
Import ID
Controller group =

Mame |Z|

il Datentrégernummer |
| Personalnummer
| Datentrégerkodierung

1 Mame
Vorname

If searching for =» data carrier coding enter the =» AC unique number
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- Search button:

search for

Mame o
Paull
= | |

- Button Continue searching:

° In the Data carrier tab

If the entered search criterion has been found, the corresponding
line will be highlighted in the list window, the assigned data are
displayed in the detail window.

If there exist further data records beginning with the entered
search criterion, each next record will be displayed by clicking this
button (e. g. personnel ID 1230, 1231, 1235 etc.).

If a read in station is connected to the computer currently used, a card can read by this read in
station after clicking the button Search by data carrier coding or (also replacement badge). The
allocated data record will be displayed.

Comman | Data carrier | Access data

Sunday, Mar
Attendance tme |

Data carrier

Mumber 3

Version 1]

LR E N

I5-Code 19977712

| Search by coding

¥ Replacement badge

Valid until 01/07/2016

1S-Code ]

If no card is presented to the reading
area of the read in station within 10
seconds after clicking the button, the
search is cancelled with the message:
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6. Controllers/terminals

This section consists mainly of displays that are for information only. The controllers/terminals are defined and
managed in the installation program 1Q NetEdit. They can be neither defined nor deleted in the application program
IQ MultiAccess.

I@ ) Lokation / Personnel data - 1Q MultiAccess — Novar GmbH, developer ficence - internal use onfy - B x
[ Logdata IACP - Lokation | Personnel data: Occupancy 14
‘#‘G Crrpnisans Last name ‘Flrstname ‘Valld ‘ID data carier no. | Personnel ID | Department ‘Cust center Working group | 21
[#HC4) Time tasks -
518 Data inportfesport | |Tuesday  Bemie v 3334 - Organisation / Development —
@ Infolog || |wednesday carl El 4 Sales department Organisation / Development -
&P change protocol Donnerstag  Dora Fi 3 Purchasing department — 4
(&) Operators Friday Ema El 2 Purchasing department Organisation / Development —
=} Locations Happyday  Friz i 6 = =
1% Lokgiion -
23 Monday  Andy 7 1 Lager Organisation / Development
[ " @Personnel datap =
G Sundg Paul v 1 - - —
(6 RoomTmezones g g e @] ol - |- |
2 Room/Timezones calendar b... Maier Sike v 12 — — = -
{%) Room/Tmezone groups 4 i ] 4
(! locking-cylinder weekly plans Sonntag, Andrea: Data carrier11 -
3 Key Depot Plans 1 > = M
#stopi Commen | Data carrier | Accessdata | Attendance time | #* Actions | 3% Macros | Relays | [ ] Logdata AC | [gjlogd: ¢ P
alto plans | | | i s I I | A
& Salto Devices &l Operationally data | ¥ Name / Address | g Personnel data | @ Free data
=] Doors 2|l | [Lrame
2 Logdats Ac | B ‘ Last name Sonntag
[ Logdata TR [ Create persondayout
[#) Logdata 1acP Lo —_—
£F Zones J | | First name Andrea Print person-sheet |
[+hi] Organizations (Eopie s e
[++#¥ Actions Create layout
£} Time tasks b || erganizaton ————— || &
(++% Data import/esxport Entry date 23/07/2013 o Print layout |
[T Calendar
Leaving date - ; ‘ Capture fingerprint
%] Holiday formulas fE] Getimage | DL gcorA J
[ Controllers/Terminals Personnel 1D search for
Na signature avalable
(& Info fields Department o assigrment - - % Mame -
{3 Contraer groups Cost center o assigment - - x |° Record signature ‘
Ho Macros - —
B Keys 18] Working group - no assignment — - X \ = H
1y 10 Function
Infol
@ Infolog Import ID L
P change protocol
20 Location operators i Controller group i b
Alarm- and info messages
o Common tab:

Controller/terminal number and name from 1Q NetEdit are displayed, they cannot be changed.
Reset/ data load
If you click on this button, the data in the controller/terminal selected are first deleted, i.e. a defined basic condition

is established and the entire data structure is sent again to the controller/terminal (cf. Chapter 11.1 = Timer jobs to
be executed once).

Reset alarms / notifications

. TESoLACSESNer Alarms, faults etc. on the ACS-2/8 are indicated
| Common _'_.?3’Achnns"- QaRnnm!l'_l'\memnesaHomhed | & Authorized persons [] Logdata AC :_anfolog | by LEDS ||ght|ng Up (details see insta”a.tion
et/ e oet | e i || instructions of the corresponding controllers). The
e eas | Reset A Notiicatons LEDs remain illuminated even after trouble
‘ E = shooting and can be reset / switched off via this
sterung button.
Sabotage
SebotageR - Controllers / terminals
| Alarm

- Select controller

i - “Common” tab -
Bechohung Relas - =» Reset alarms / notifications
- Select corresponding alarm

! larm Relais

Cancel oK

The “fault” LED of the ACS-2/8 will be switched off.
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° Actions tab: see Chapter 10.
o Tabs Room/Time zones allocated / Authorized persons / System activity / Infolog:
Display of the room/time zones assigned to this controller/terminal, authorized persons, bookings and internal

program messages. For details please see Chapter 4 = Room/time zones and Chapter 13.4 = Evaluations as a
section (tab) in the detail window.

° Operator Codes tab*
MultiAccess takes over already existing codes from the IACP during the installation.

An operator code is a sequence of numbers which an operator uses to login at an operating unit. 1Q

Create new operator codes

) TE__PD3—NB].OO:ND.1
thorized persons | [ ] Logdata AC | @ Infolog | [#) Logdata IACP | Operator codes 4

B
z

Aeomilable Pimar=tber cedes Tolartad Moarzber ~adas
Avahaoe Uperaion {oGes Saetied Uperaion coues

Operaiing code
4 Operating code 5

Operating code &
B Operating code 7
B Operating code 8
B Operating code 9
L

Operating code 10
B Operating code 11
__ Operating code 12 -

<

The allocation of individual operating codes to a controller can be done by marking them in the left window and click

the button .

Use the button 5 to allocate all operating codes.

° Define operating level
Set first the operating level of the selected operating code. Click in the field below the level headline. This opens a

list to select the levels 1, 2 and 3.

° Enter operating code

]  TE003-MB100:No.1 i ]
(33! Room/Timezones allocated | £ Authorized persons | [} Logdata AC | @ Infolog [ £ Logdata IACP | Operator codes 1

Available Operator codes Eelected Operator codes
b |
Operating code 1 o
Operating code 4 — | > iOperating
Operating code 5 >
Opcrating code & =||| —
Operating cade 7 I »
Operating code 8 =
Operating code 9

EE

Depending on the level selected, a 4 up to 6 digit operator code can be entered in the field with the headline Code.

exists only with MBxxx-controllers and active IACP-connection option
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° Assign main zone

TE_DO}_-MBIOD:_NU.I
edpersons | [ Logdata AC i@ Infolog | [ £ LoodataIACP | Operator codes

Selected Operator codes

No Level Code Main areas
Uperating code £ 1 L1
8 (Selectal)
¥ MZo1
¥ MZ0F
MZ0FT

° Delete operator code

Set one or more main zones for the selected
operating code. Click in the field below the main
zone headline. This opens a list to allocate to one
or several main zones (MZ01 - MZ16) or (MZ01
- MZ64) with 561-MB100.

Deactivation the assignment of individual operating codes to a controller can be done by marking them in the right

window and click the button & )

Use the button g to deactivate all operating codes.
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7. General door data

Doors are configured in the installation program |IQ NetEdit. They can be neither defined nor deleted in the
application program 1Q MultiAccess. It is only possible to modify certain basic conditions (operation modes)

_é il 11 10 i i i i... | Normal ope.... | Automatic aperation (O)
i > rBeer MainEntra 'I"—_:"-ll ermalope— TE OB ACSE — 10— i Bats o [PiNand Bals oo —
"_.:"'_-., 4 Door Warchouse Fl Mormal ope... TE_0D1-ACSS 10 10 Door code ... Data carrier Only
2 j 1 DR 001-Daor 1-5de... £ Homal ope... TE_001-ACS S 5 5 Dats camie... Datas camier Oy
=z | 5 DR_DOS - Door 8 GRP2 v — TE_002 - SALTO SHIP 10 0 — —
@ B & DR_303 -Dow 3 G2 7 — TE_002 - SALTO SHIP bt B — —
@3 » 7, DR701.4 Door 1 v rEioue Schiiesszyl, 10 10
- o 8 DR_§15 - Door 1 v — TE_010 - Schiesszyi... bt 0 — —
L}; Operators 1 j 2 Vistor Room v Normal ope... TE_DD1-ACS8 5 5 Door code ... Data carrier Orily
[ZH"¥ Locations
=H% Lokanon
¢ & rersonnd dat
Shed Visitor dats
Lo Visitor data 1l = |
%3 visitor cards =
33 Room/Timezones - Coor Main Entrance : MNo.3
-5 Room/Timezones calendar b... I Controller fTerminal TE_001-ACS8
—H‘:} Room/Timezone groups Terminal vaiid v
—(B locing-Cyinder weekly plans = = T
- §3 Key Depot Pians [ [ togiatn AT ‘
— 4 Salto plans Or mode inside "
— g Saitn Devines 5 z
_E g Default Normal operation Default Normal operation - J
*D Logdats AC On normal operation Data carrier Only = | | On normal operation Data carrier Only - E
—@ Logdata TR On automatic operation | PIN and Data carmer - | | On automatic operation Data carrier Only -1l
@) Logdata 1ACP H Times outside Tames Inside
Open ime 0 | Dpen tme £ L i
1 | || Key code input time 10 || key code nput time w:
ltlobal tmes
Door open fime 10 * | Buzzer Untll messape -
Door open signal L
° Select = Doors in the File dialog window.
° Select the desired door in the list window.
o Set the desired parameters in the operation area.

Tabs Common and Door parameters will be different, depending on the controller/terminal type connected.
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7.1 Common tab for ACT, ACS-2 and ACS-8

Buttons: Via the buttons, you can manually modify door states for test purposes. The defined basic condition
of the door is overwritten temporarily. After a reinitialization/ parameterizing of a controller/terminal,
the controllers/terminals are reset to the originally defined basic condition.

The open door button causes a brief release like pushing the door
strike key.

@—@ | @ - Open door

@ - Prevent access outside

[o13uoD

®@ - Permanent release

C g ‘ @ - Block door
. | [ ,-1\
[ —‘ ® - Normal operation

‘ ® - Prevent access inside

Due to legal requirements, a permanent release for fire doors must not be possible. The
button has gone blank in this case.

Door: The door number and name from IQ NetEdit are displayed. The door number cannot be changed,
only the door name. The modification is adopted by IQ NetEdit and applies to the entire installation.

Controller/Terminal:
The controller/terminal controlling the selected door is displayed. No modifications are possible.

Operating mode outside/ inside:
The identification type for =» Normal operation and for an active =» automatic operation can be
defined for each side of the door.

Normal operation: Basic condition of a door (side) defined during installation. The reader and
the keyboard are ready for operation, the LED is lit.

Automatic operation: Condition that deviates from normal operation. It is defined via a special
room/time zone which can be assigned to a door (side) and automatically
influences the door state. (e.g. access only with =» card and PIN within a
particular time; see also Chapter 9.1.5).
Automatic operation has a higher priority than normal operation.

The following access criteria are available per door side and operating mode®:

D atacamer onby
Door code anly
anly FIM
Doorcode + Datacarier
FIM + D atacarrier
Daar Code or Datacarrier
PIN or Datacarrier

For variations see chapter 20.
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7.2 Common tab for IACP doors/switching devices

Buttons: Via the buttons, you can manually modify door states for test purposes. The defined basic condition
of the door is overwritten temporarily. After a reinitialization/ parameterizing of a controller/terminal,
the controllers/terminals are reset to the originally defined basic condition.

The open door button causes a brief release like pushing the door
strike key.

® - Open door

[@13u0D

@ - Prevent access outside
® - Permanent release

@ - Block door

® - Normal operation

® - Prevent access inside

@ - Request reason why arming is not possible

Due to legal requirements, a permanent release for fire doors must not be possible. The
button has gone blank in this case.

o InfoDialogue Ex The button Request arming prevention opens a window
: with information why it is not possible to arm the system
zone disarmed Zone 2401 . h . .
fault  programming-dip-switch 53 OFF via the Selected SW|tCh|ng deV|Ce.

A maximum of 5 reasons can be displayed at one time.

Datacarmer oply T The further options correspond to the descriptions of chapter 7.1 with the deviations
anly FIN of the operating modes that follow®:

PIM + D atacarrier

F'Ir_\l ar Dgtacarrier

Without timecheck These operation modes are only used to administrate the AC-functions. The

feces whnicd operation modes for arming/disarming and control functions are set in WINFEM.

Without timecheck: The AC-function can be activated by reading an assigned data carrier or by entering an
assigned PIN. In doing so, the door will be released without checking any date and time.lIt
will be enough if the data carrier belongs to a room/timezone that is assigned to the selected
switching device.

Access inhibited: The reader/ the keypad of the corresponding door side is not active. An indetification can
not be done which prevents an access.

Example: As of a particular time no one is allowed any more to enter a room, but all
persons who are in the room are allowed to leave it.

For variations see chapter 20.
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7.3 Common tab for ACS-1

Buttons: Via the buttons, you can manually modify door states for test purposes. The defined basic condition
of the door is overwritten temporarily. After a reinitialization/parameterizing of a controller/terminal,
the controllers/terminals are reset to the originally defined basic condition.

The open door button causes a brief release like pushing the door
il [l ‘ strike key.

»
BV

@ - Open door

[0.3U0D)

—
@7 @\ @ - Permanent release
@ ' ® - Block door
>—

@ - Normal operation

Due to legal requirements, a permanent release for fire doors must not be possible. The
button has gone blank in this case.

Door: The door number and name from IQ NetEdit are displayed. The door number cannot be
changed, only the door name. The modification is adopted by IQ NetEdit and applies to the
entire installation.

Controller/Terminal: The controller/terminal controlling the selected door is displayed. No modifications are

possible.
Operating mode: The identification type for =» Normal operation can be defined here.
Normal operation: Basic state of a door defined during installation. The reader and

the keyboard are ready for operation, the yellow LED is lit.

The following access criteria are available per operating mode”:

Operation mode

Card only -

:Card only ]
Droor # PIM code only
Door / PIM code and card
PIM code or card

Marmal operation

For variations see chapter 20.
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7.4 Common tab for MB-Secure and AXS4Secure

Buttons: Via the buttons, you can manually modify door states for test purposes. The defined basic condition
of the door is overwritten temporarily. After a reinitialization/parameterizing of a controller/terminal,
the controllers/terminals are reset to the originally defined basic condition.

The open door button causes a brief release like pushing the door
il [l ‘ strike key.

b 4
BV

[0.3U0D)

® - Open door
@ - Permanent release

®@ - Block door

191

@ - Normal operation

Due to legal requirements, a permanent release for fire doors must not be possible. The
button has gone blank in this case..

Door: The door number and name from 1Q NetEdit are displayed. The door number cannot be changed,
only the =» door name. The modification is adopted by IQ NetEdit and applies to the entire
installation.

Terminal: The terminal which controls the selected door is displayed. Changes are not possible.

Operating mode outside / inside:

For each side of the door, the type of identification can be defined for = Normal operation and
=» Automatic operation.

Normal operaton: Basic state of each side of the door defined during installation. The reader
and the keyboard are ready for operation, the yellow LED is lit.

Automatic operation: Condition that deviates from normal operation. It is defined via a special
room/time zone which can be assigned to a door (side) and automatically
influences the door state. (e.g. access only with =» PIN and data carrier
within a particular time; see also Chapter 9.1.5).

Automatic operation has a higher priority than normal operation.

For each door side and operating mode, the following access criteria are available:

Data carrier Only

FIN QOnly

PIM and Data carrier

PIM or Data carrier

Ma Timecheck

Access inhibited

Door code cnly

Door code and data carrier
Door code or data carrier
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Times (outside/inside):
Enter time in seconds for certain timers, separate by inside/outside of the door.

Open time:
Activation time of the door strike relay. During this time the door can be opened.

Global times:

Door open time:
Maximum open time of the door in seconds. Starts when the door state contact reports that the door is
actually opened. After expiry of this time, an alarm will be triggered (message: door opened too long).

Door open signal:

If areader / a keypad is equipped with an internal buzzer, an acoustic signal can indicate that the door must
be closed as otherwise the =» door open time will expire and an alarm will be triggered as a result. For this
purpose, the field =» Buzzer must be activated.

The door open signal time is a part of the =» door open time and should always be shorter than this so that
enough time remains for closing the door. The time entered here indicates how many seconds it starts before
the door open time expires (that is the time left for closing the door without triggering an alarm).

o NI
oor open time - N
=@

P

Acoustic door open signal

Alarm, if door is still open

Buzzer (Acoustics):
This field defines the acoustic signaling (either =» off or =» until closed), if = Door open time and =» Door
open signal are used.

Door code (outside/inside):
In the numerical sequence field, the individual =» door code is entered. This code may have 4 up to 6
digits. Mixed operation of door code and PIN is possible within the entire system.

Blocking time:
If this field is activated, the reader/keypad is blocked for the = Blocking time after the number of permissible
unsuccessful attempts is exceeded. The yellow LED and the red LED are lit at the same time.
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7.5 Door Parameter tab for ACT, ACS-2 and ACS-8

The values entered during installation are shown in this tab and can be modified, if required. The parameters are
structured according to door sides and general data.

W o L T — s o [ P . . B PRRPRRY
# Actions | (> Room/Timezones aiiocated | g Authorized persons | | ] Logdata AC

Max. Attempts Outside

Max. Attempts Inside

Max. count 4 | | Max. count e
Block time 0 . || Block ime J i
Alarm v Alarm v
Block access Block access
Blodk macros Blodk maaros

Door code outside Dioor code inside

Mumerical sequence

Duress code

Mumerical sequence

Duress code

Times (outside/inside): Enter time in seconds for certain timers, separate by inside/outside of the door.

Open time:

Activation time of the door strike relay. During this time the door can be opened.

Input time key code:  The key code (=» PIN or =» door code) must be entered within this time. If the code

is not yet entered completely after expiry of this time, the complete input must be
started again from the beginning.

Max. attempts (outside / inside): Definitions depend on the door side:

Max. count:

Block time:

Alarm:

Block access:

Block macros:

How many incorrect attempts are the maximum permitted for reading/input. Depending on
the definition, one of the following options will happen.

Time (in seconds) for blocking access or macros after the maximum number of incorrect
reading/input activities has been exceeded.

=>» Block access

=>» Block macros

If this field is activated, an alarm will be triggered on the controller/terminal controlling the
corresponding door side after the max. number permitted for reading/input activities has
been exceeded. An alarm is also triggered if "0" or nothing is entered in =» block time.

If this field is activated, the reader/keyboard will be blocked for the duration of the =» block
time after the maximum number of incorrect attempts permitted has been exceeded. The
yellow LED and the red LED are lit simultaneously. The yellow LED indicates that reader /
keyboard are in the = normal condition defined, the red LED, however, indicates that the
normal condition is blocked at the moment. An identification is not possible.

If this field is activated, the execution of the =» macros assigned to this door side will be
blocked for the duration of the defined =» block time after the maximum number of
incorrect attempts permitted has been exceeded. The yellow LED and the red LED are lit
simultaneously. The yellow LED indicates that reader / keyboard are in the = normal
condition defined, the red LED, however, indicates that the normal condition is blocked at
the moment. Macros cannot be activated, but the door is opened in case of correct
identification. If a macro which is executed automatically is assigned to this person, this
person will only be granted a door release. The macro assigned will be suppressed.

Alarm, block access and block macros may be used in any combination.
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Door code (outside/inside):

In the numerical sequence field, the individual = door code is entered. This code may have 4 up to 6 digits.
In addition, field =» Duress code can be activated.

Mixed operation of door code and PIN is possible within the entire system.

see also Chapter 9.

Global times:

Door open time:
Maximum open time of the door in seconds. Starts when the door state contact reports that the door is
actually opened. After expiry of this time, an alarm will be triggered (message: door opened too long).

Door open signal:

If areader / a keypad is equipped with an internal buzzer, an acoustic signal can indicate that the door must
be closed as otherwise the =» door open time will expire and an alarm will be triggered as a result. For this
purpose, the field =» Buzzer must be activated.

The door open signal time is a part of the =» door open time and should always be shorter than this so that
enough time remains for closing the door. The time entered here indicates how many seconds it starts before
the door open time expires (that is the time left for closing the door without triggering an alarm).

Door open time

> o
Acoustic door open signal - \

Alarm, if door is still open

Alarming time:
The duration (in seconds) of an alarm is entered in this field.

Buzzer:
This field must be active if you work with =» Door open time and =» Door open signal.
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7.6 Door

Parameters tab for ACS-1

The values entered during installation are shown in this tab and can be modified, if required. The parameters are
structured according to doors and general data.

32 actions | (%) Room/Timezones allocated | fa Authorized persons

Max. Attempts

Max. count

Door code

Numerical sequence

Message suppresion

Door break open

Times

Max. attempts

Door code

Global times:

Alarming time:

Enter time is seconds for certain timers of the door.
Open time: Activation time of the door strike relay. During this time the door can be opened.

Input time door code:
The key code (=» PIN or = door code) must be entered within this time. If the code is not yet entered
completely after expiry of this time, the complete input must be started again from the beginning.

Max. count:

How many incorrect attempts are the maximum permitted for reading/input. After the number of
incorrect attempts permitted has been exceeded, the door will remain locked and the
reader/keyboard blocked. The red LED is lit. As long as the red LED is lit, a new identification is not
possible. If required, an acoustic alarm is output on the ACS-1 (unless "0" is entered for =»
Alarming time). The booking is logged with "number of incorrect attempts exceeded”.

Inthe numerical sequence field, the =» door code is entered. This code may have 4 up to 6 digits.
In addition, field <» Duress code can be activated.
Mixed operation of door code and PIN is possible within the entire system. See also Chapter 9.

Door open time:
Maximum open time of the door in seconds. Starts when the door state contact reports that the door
is actually opened. After expiry of this time, an alarm will be triggered (message: door opened too

long).

Door open signal:

If a reader / a keypad is equipped with an internal buzzer, an acoustic signal can indicate that the
door must be closed as otherwise the =» door open time will expire and an alarm will be triggered
as a result. For this purpose, the field =» Buzzer must be activated.

The door open signal time is a part of the =» door open time and should always be shorter than this
so that enough time remains for closing the door. The time entered here indicates how many
seconds it starts before the door open time expires (that is the time left for closing the door without
triggering an alarm).

Door open time

> o
Acoustic door open signal | - \

Alarm, if door is still open

The duration (in seconds) of an alarm is entered in this field.
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7.7 Door Parameter tab for IACP doors

The values entered during installation are shown in this tab and can be modified, if required. The parameters sare
structured according to doors and general data.

'I & authorizedpercons | ) Lopdata AC «
z ! Operation mode inside %
I i] On normai operation Data carrier Oniy ~ | | On normai operation Data carrier Oniy - ; i
|] gl On automatic operation Data carrier Only ~ | | On automatic operation Data carrier Only -

| Times

l Open tims 10

: Key code input time 10 -

! Door open time 10 -

! Door open signal -

| Door code

MNumerical s2quence
Times outside: Enter time is seconds for certain timers of the door.

Open time:
Activation time of the door strike relay. During this time the door can be opened.

Input time door code:
The key code (=» PIN or =» door code) must be entered within this time. If the code is not yet entered
completely after expiry of this time, the complete input must be started again from the beginning.

Global times:

Door open time:

Maximum open time of the door in seconds. Starts when the door state contact reports that the door
is actually opened. After expiry of this time, an alarm will be triggered (message: door opened too
long).

Door open signal:

If a reader / a keypad is equipped with an internal buzzer, an acoustic signal can indicate that the
door must be closed as otherwise the = door open time will expire and an alarm will be triggered
as a result. For this purpose, the field =» Buzzer must be activated.

The door open signal time is a part of the =» door open time and should always be shorter than this
so that enough time remains for closing the door. The time entered here indicates how many
seconds it starts before the door open time expires (that is the time left for closing the door without
triggering an alarm).

o |
oor open time B B _—
> — e

Acoustic door open signal

Alarm, if door is still open

Door code (outside/inside):
In the numerical sequence field, the individual = door code is entered. This code may have 4 up to 6 digits.
Mixed operation of door code and PIN is possible within the entire system.
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7.8 General tabs

7.8.1 Actions tab

In this tab, you can assign actions to the door selected.
You will find a detailed description in Chapter 10 =» Actions.

7.8.2 Allocated room/time zones tab
The tab provides an overview of all room/time zones allocated to the door selected.

For examples of individual adjustments of lists see Chapter 13.1.2 =» Individual adjustments. For print/export of
lists see chapter 13.1.3.

7.8.3 Authorized persons tab
This tab provides an overview of all persons who are permitted to access the selected door.

For examples of individual adjustments of lists see Chapter 13.1.2 =» Individual adjustments. For print/export of
lists see chapter 13.1.3.

7.8.4 AC Bookings tab

Here you can see the AC bookings of the door selected.

For examples of individual adjustments and evaluation of lists see Chapters 13.1.2 = Individual adjustments and
13.4.1 -» Bookings. For print/export of lists see chapter 13.1.3.
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8. Permanent release and permanent locking of a door

Automatical setting of the door condition via room/timezones.
In general, the access criterion defined as =» Normal operation is valid for a door. This chapter describes
possibilities to change this condition automatically time depending.

E.g.: Adooristo be permanently released / permanently locked, opened with PIN only, PIN and data carrier, PIN
or data carrier etc. during a certain period of time.

8.1 Permanent release

Example: From 9:00 h until 12:00 h, the main entrance is to be permanently open to the public. This is to be
restricted to the days from Monday to Friday.

° Define the room/time zone
The room/time zone covers the period from 9.00 h to 12:00 h.
A possible name for the room/time zone could be: Main entrance perm. open.
Define a room/time zone as described in Chapter 4.

In field AC function - select permanent release.
- only for ACS-1:
Select the relevant door strike relay.
If a device controls two doors, the door strike relay of the door concerned
must be selected. (Try which door reacts or get the information from 1Q
NetEdit / from the installer).
For all other devices, this field is irrelevant. Entries will be ignored.

Common | [ Door definition | [=] Controler assignment | & Authorized persons | 3 Authorized visitors | 5§ Macros

Room/Timezone no. |6 Name Main entrance permanent open Import ID

AC+Function Permanent release - | [¥] ACS1Relay 1 ACS1Relay 2
e rnge 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 1718 1920 2122 23 24
@ Tr1 valid - 09:00 _|12:00 = il\\\||\\|||\\|||\ ' T IV I T I DT T I T Y |
Tr2 valid - 14:00 17:00 - |
¥ Mo ¥ Tu vl Wwe ¥ Th ¥/ Fr Sa Su Ho
M n H n g . T
° Assign door "main entrance" in the Door definition tab.

Common | [7] Door definition | (=] Controler assignment | /G Authorized persons | /33 Authorized visitors | & Macros

Available Doors: Selected Doors:
Mo, |Name | No. Name | outside |inside | armed | disar... | control
1 DR_001-Door 1-5ale ... Door Ma tra El ¥
B 2 DR._002 -Door 2-5&le ...
| | 4 Door warehouse >
||

A permanentrelease has an effect on the door strike, which means the complete door = both door sides. Due
to this, it does not make any sence to modify the factory settings for outside and inside (for ACS-1 it is not
possible at all). IACP doors ignore the settings of arming, disarming and controls as they only affect the AC
functions.

° =» Save button | | |

From now on, the main entrance door is released during the defined time.
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8.2

Permanent lock

Example: Before and after working hours, the warehouse door is to be permanently locked from 18:00 h until

07:00 a.m. This is to apply to all days.

Define the room/time zone

When defining this room/time zone, please note that the time required must be set with two time zones. The
first slider covers the period from 00:00 h to 07:00 h. The second slider covers the period from 18:00 h to
23:59 h,

A possible name for the room/time zone could be: Store room perm. locked

Define a room/time zone as described in Chapter 4.

In field AC function - select permanent lock.
- only for ACS-1:
Select the relevant door strike relay.
If a device controls two doors, the door strike relay of the door concerned
must be selected. (Try which door reacts or get the information from 1Q
NetEdit / from the installer).
For all other devices, this field is irrelevant. Entries will be ignored.

Common | =] poor definiton | =] Controler assignment | & Authorized persons || w3 Authorized visitors | & Macros

Room/Timezone no. | & Mame Warehouse permanent lock Import ID

AC-Function Premanent block - | [¥ ACS1Relay 1 ACS1Relay 2

Time range A

00010203 04050607 0809101112 13141516 1718 1920 2122 23 24
T T W T A LT I IV I I I I I |

¥ Tr1 valid - 08:00 - 12:00

Tr2 valid - 14:00

.\___
I

¥ Mo ¥ Tu V| we ¥ Th Sa Su Ho

Assign door "Warehouse" in the Door definition tab.

common | =] Door definition || [®] Controler assignment | £ Authorized persons | 3 Authorized visitors | 5% Macros

Available Doors: Selected Doors:

Na. |NamE MNo. Name |outside [inside |armed |disar... |control
1 DR_001-Door 1-5ale ... 4 f Door Wareho V| |
2 DR_002 -Door 2-Sale ...

3 Door Main Entrance

A permanent locking has an effect on the door strike, which means the complete door = both door sides. Due
to this, it does not make any sence to modify the factory settings for outside and inside (for ACS-1 it is not
possible at all).

A permanent locking for one side only can be achieved by using a door handle at the door side which should
not be controlled by the automatic operation. IACP doors ignore the settings of arming, disarming and
controls as they only affect the AC functions.

=» Save button | k-l |

From now on, the stock room door is locked during the defined time.

Special case: Doors with Doorguard device

Basically, escape route doors are not allowed to be locked. Therefore, escape route doors monitored by a
Doorguard device can always be opened using the door handle, even if they are switched to permanent lock.
The local indication (optical/acoustic) will be triggered. In this case the permanent lock function does not
affect on the door itself, but on the operating functions of the Doorguard device (cf. Doorguard manual).
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8.3 Prevent access

This automatic function corresponds to the function permanent lock (see chapter 8.2) with the difference that a
doorside can be selected for ACS-2 plus and ACS-8 controlled doors and IACP doors. By means of this, the access
to a room can be prevented, whereas it is always possible to leave the room. IACP doors ignore the settings of
arming, disarming and controls as they only affect the AC functions.

] [®] Door definiion | =] Controler assignment | f3 Authorized persons | (3 Authorized visitors | 5 Macros

Room/Timezone no. & MName Warehouse prevent access ImportID
AC-Function Access inhibited - | ¥ ACS1Relay 1 ACS1Relay 2
Imesnaeh 0001 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 23 24
& Trivaid - 13:00 1700 & PO U O T O N O Y
Tr2 valid + 1400 - [17:00 -
¥ Mo ¥ Tu v we ¥/ Th v Fr 53 5u Ho

Common ‘. [=] Door definition [=] Controler assignment | & Authorized persons +f3 Authorized visitors | 5 Macros |

Available Doors: Selected Doors:
No. ‘Name | No. Name outside |inside |armed |disar... |control
1 DR_001 -Door 1-Sale ... > 4| Door Warehouse .
>| 2 DR_002 - Door 2-5ale ..
B 3 Door Main Entrance »

This differentiation is not possible for ACT and ACS-1 controlled doors, because these controllers do not
support door side specific settings.

n This AC function prevent access is not supported by the IACP MB-Secure and AXS4Secure terminal.
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9. Access criteria data carrier - key code - general access

All access criteria described here are not valid for doors with locking cylinders (cf. chapter 21).

A key code is generally a combination of numbers entered via a keyboard. This entry may be exclusive, optional
or in addition to identification via the reader.

A distinction is made between Door code and PIN.
Difference door code - PIN:

A door code is a combination of numbers (4 up to 6 digits) assigned to a door. Each person who knows the code
has access to the particular door.

A PIN is a combination of numbers (4 up to 8 digits) assigned to a person. Only this person has access to all doors

where identification via PIN is permitted. (PIN = Personal Identification Number).

With an integration of an intrusion detection system, the length of the key code and the duress code must
agree with both systems (cf. separate documentation P32205-80-0G0-xx).

9.1 Door code

There are the following options for identification in connection with door codes:
- Access criterion: door code and data carrier

- Access criterion: door code only

- Access criterion: door code or data carrier
- time-dependent activation of the door code

9.1.1 Access criterion: door code and data carrier

Example: The store room door is to be opened only if the correct door code has been entered and booking with
an authorized card follows.

1™ Locations =
_—J“.; Lokation ; Doar War
b Personnel data Daor number 4
_*‘J"& Visitor data Mame Door Warehouse
() Room/Timezones = 2 ———— =
Room/Timezones calendar b... = ommon || Parameter || A Actions () Room/Timezones allocated |
\S‘Q Room,Timezone groups T Operation mode outside
(3! locking-cylinder weekly plans A Default Mormalbetrieh -
Tﬁa Key Depot Plans o8 : .
g Salto plans On normal operation "Dnur cndF_t or data carrier E
- Salto Devices On automatic operation | Data carrier Only |-
i m Door code cnly
<= H Times outside | Door code and daga carrier |
Ij Logdata AC T | PIN and Data car
La Logdata TR A Door code or data carrier
TR A
. Select Doors in the File dialog window.
° Select the door concerned in the List window (in our example Warehouse).

° Set the = operation mode outside to <*door code and data carrier in the common tab.
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] Enter a combination of numbers in field numerical sequence in the
inside/outside (4 up to 6 digits) 8.

DR _002 - Door 2--Sale department outside : No. 2

operation area,

optionally for

IDoor number 2

ControllerfTerminal TE_001-ACS 8
Mame DR._002 - Door 2—-5Sale departn Terminal valid ¥
Common | Parameter | %% Actions | () Room/Timezones allocated | & Authorized persons | [ ] Logdata AC

Max. Attempts Qutside

Max. Attempts Inside

Max. count

ik

Max. count

Block time 0 || Block time [
Alarm v Alarm o

Block access Block access

Block macros Block macros

L

Door code outside

Door code inside

Mumerical sequence

Curess code

1234586

Mumerical seguence

Duress code

Optionally activate actions for cases where the max. number of attempts permitted has been exceeded (see
Chapter 7) and/or duress code.

Duress code

In case of danger (e.g. duress), a person can enter a code which is made up of the code number plus a one
digit number. This means that the door is opened as usual, but an alarm message is displayed on the screen
defined for this purpose. Here you can only define that the duress code is to be used. The duress code is
defined centrally for each location in 1Q NetEdit.

Care must be taken that the duress code of one person/ door is not the normal code of another person/ door.
This can be achieved e.g. by assigning even numbers to the normal codes and odd numbers to the additional
numbers and the resulting duress codes. A check is carried out in IQ MultiAccess while saving.

Example: PIN / door code (= even number): 1234
Additional num. of duress code (=odd number): + 3
Duress code (= odd number): 1237

The duress code is calculated without carry-over.

Example: PIN / door code 7818
Additional number + 3
Mathematical sum 7821
=» Duress code without carry-over: 7811

=» Save button

Result: From now on, access to the stock room is only possible if the door code is entered first and
then a booking with the card takes place. The keyboard may either be integrated in the
reader or installed externally.

The yellow LED turns dark so that you recognize that the door code is requested first. That
means that the reader is not ready for operation. Only after the door code has been entered

(correctly or incorrectly) is the yellow LED activated. The door code applies to all persons.

For ACS-1, there is only one area - a distinction between inside/outside is not possible.
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9.1.2 Access criterion: door code or data carrier

Operation Mode Outside

Proceed as described in 9.1.1, set mode to

Mormal operation

=» Door code or data carrier °

Door Code or D atacarier -

Automatic operatio

F'IN + Datacarrier

D atacarrier anly
[oor code anly
Doorcode and D atacarier

Result:

From now on, the door selected can be opened if either the door code has been entered or the
person books with the card. The keyboard may either be integrated in the reader or installed
externally. The reader is ready for operation (yellow LED is lit). The door code applies to all persons.

9.1.3 Access criterion: door code only

Operation Mode Outside

Proceed as described in 9.1.1, set mode to

Mormal operation

=» Door code only *

Door code anly

Automatic operatio

D atacarrier onl
Door code only .
Doorcode and D atacarrier k
PIM + Datacarier

Result:

9.1.4 Acce

Operation Mode Outside

Mormal operation

Automatic operatio

Result:

Door Code or D atacarier

From now on, the door selected can only be opened if the door code is entered. The keyboard may
either be integrated in the reader or installed externally. The yellow LED turns dark so that you
recognize that the door code is requested. That means that the reader is not ready for operation.
Only when the correct door code has been entered is the green LED activated. In case of an
incorrect input, the red LED is activated. The door code applies to all persons.

ss criterion: data carrier only

Proceed as described in 9.1.1, set mode to
=» data carrier only (this is the factory setting).

D atacarrier anly

[t Hly
[oor code anly
Doorcode and D atacarier
PIM + Datacarier

Door Code or Datacarier

From now on, the door selected can only be opened if a valid card is read. A keyboard is not required
in this case. The reader is ready for operation (yellow LED is lit). No entries concerning the door code
are required in the Door Parameter tab. Existing entries will be ignored.

For variations see chapter 20.

10 For variations see chapter 20.
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9.1.5 Time-dependent activation of the key code

Example:
Outside business hours, the key code is to be requested in addition to the card at the Main Entrance door. During

business hours, the card is sufficient. This is to apply to the days from Monday to Sunday.

. Define room/time zone with the required times and doors. In our example, that would be the time from 00:00
h to 07:00 h and from 18:00 h to 23:59 h.
The name of this room/time zone could be Main Entrance PIN.
Select Monday - Sunday.
Select automatic operation as AC function.
Select a relay only in connection with ACS-1 (see separate documentation Supplementary Functions of
IQ MultiAccess).

:j'? Locations Commen | [®] Door definiton | ] Controler assignment | 5, Authorized persons | o/ Authorized visitors | 5§ Macros
&}

) Lokation @
& Personnel data Room/Timezone no. | 7 Name Main Entrance PIN Import ID

+f visitor data AC-Function Automatic operartion ~ || ACS1Relay 1 ACS1Relay 2

@ ==
18 Room/Timezones calendar b. .. ‘ @ | Jipe agae Ay 00 01 0203 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 23 24
%) Room,Timezone groups || | @] Tr1 valid - 00:00 - o700 =
(%) lodking-cylinder weelly plans | 2 e e 2350 =
‘it Key Depot Plans
& Salto plans ¥ Mo ¥ Tu v We # Th ¥/ Fr ¥/ Sa ¥|Su Ho
o Assign door Main Entrance.

_ _Main Entrance PIN : No.7 i
Common | [ Docr definiion | (=] Controler assignment | g Authorized persons | i Authorized visitors | 3% Macros

Available Doors: Selected Doors:

Mo, ‘Nama | Mo. outside |inside |armed |disar... |control

1 DR_001 -Door 1--Sale ...
2 DR_002 - Door 2--Sale ...

L 4 Door Warehouse >
[»]
° =» Save button ‘ | ‘
° The automatic operation of the corresponding door must be set to doorcode and data carrier.
Door Main |
Door number 3
MName Door Main Entrance

Commen | Parameter | %% Actions | (3f) Room/Timezones allocated | &

Operation mode outside

Default Mormal operation -
On normal operation Data carrier Only -
On automatic operation  Door code and data carrier -

Result:

From now on, the door can be opened within the defined times only if the door code is entered first and booking with
the card follows. The keyboard may either be integrated in the reader or installed externally.

The yellow LED turns dark so that you recognize that the door code is requested first. That means that the reader
is not ready for operation. Only after the door code has been entered (correctly or incorrectly) is the yellow LED
activated. The door code applies to all persons.

For doors controlled by ACS-2 / 8, you can define optionally that the automatic operation is to control one side of the
door only. This could e.g. mean that access during the defined time is only possible with door code and card but card
only is sufficient for exit, if Outside only is selected in the right window.
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: P : Bl TR EE A - -
Common | [] Door definition | [} Controler assignment | G Authorized persons | 3 Authorized visitors | ) Macros |

|| Available Doors: Selected Doors:
Na. |Name | Mo. Name outside |inside |armed |disar... | control
1 DR_O01-Door 1-5ale ... y 3| Door Main Entrance  H
'] 2 DR_002-Door 2-5de ..
| 4 Door Warehouse >
]

This differentiation is not possible for ACS-1 controlled doors, because these controllers do not support door
side specific settings.

Instead of the doorcode the additional input of a PIN (see 9.2) can be set as well. In this case the automatic operation
of the door must be set to PIN and data carrier.

Door Main

Door number 3

MName Door Main Entrance

| Comman Parameter | @ Actions | () Room/Timezones allocated &

COperation mode outside
|| Default Mormal operation -
On normal operation Data carrier Only -
On automatic operation PIN and Data carrierl,.\s iw

For ACS-1 controlled doors in both cases the settings will be doorcode/PIN and data carrier. The code type
to be used actually must be defined in the ACS-1 by hardware setting. It is valid for both door sides.
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9.2 PIN (Personnel Identification Number)

(=} Locations Friday, Ema :

% Lokation @ Common - | Data carrier | Accessdata || Attendance time |- 5% Actions | S& EXample: PIN 8712 IS tO be aSSIgned to
“"m T Mr. Miller. He is to have access
3 Room/Tmezanes | | Pt Z : to door IT only with the correct
%} Eoomgmezones calendar b... gy Version 0 _, PIN and hlS Valld Card
‘I\‘T sl Attt Coding 00000000150312030713 | ‘

% locking-cylinder weekly plans ‘ | ‘ ik
83 Key Depot Plans — Search by coding
b e o e ° Select or create the person concerned.
# Salto Devices
~[=] Doors H Ersatzausweis
g i ] ° Enter the PIN in the Data carrier tab.
14 Logdeta TacP ool S The entry is disguised by “wx”.
fF Zones Get suggestion
L] Araznizatinne
° =» Save button | k- |

In connection with the save process, a check for duplicates is carried out. If a PIN already exists, a message is
output. Itis also checked whether there is a coincidence with an existing or a resulting duress code and, if necessary,
a corresponding message is output.

° Alternatively a free PIN number can be requested and accepted via the button =» Get suggestion. Because
of security reasons these numbers are created by random and not sequencially**.

] Select the door concerned. In the Common tab, select PIN code and card for the normal operation mode*?.
;}"E Locations I Door Main E
._;J.“j Lokation @ Door number 3
[
H @ Fersonnel data Marme Door Main Entrance
tho, Visitor data
(%) Room/Timezones Common | Parameter | %2 Actions | (%) Room/Timezones allocated | S #
Room/Timezones calendar b... ar Operation mode outside
\\a Ramm TmeZone grouns Default Mormal operation -
QQ locking-cylinder weekly plans ) 33
Tﬁi Key Depot Plans On normal operation PIM and Data carrier - |
- ¢ Salto plans L On automatic operation |PIN and Data carrier -
- Salto Devices |
- | H I Times outside
— el - - r—_—
° =» Save button | | | :
Result:

From now on, the door can only be opened if the PIN is entered first and booking with the card follows. The keyboard
may either be integrated in the reader or installed externally.

The yellow LED turns dark so that you recognize that the PIN is requested first. That means that the reader is not
ready for operation. Only after the PIN has been entered (correctly or incorrectly) is the yellow LED activated. The
PIN applies only to one person.

An individual PIN must be assigned to all persons who are to be granted access to the door concerned!

definition as to whether the PIN or the door code is to be applicable to the door concerned is made solely
by the relevant setting of the operating mode. A combination of door code and PIN at one door is not
possible.

If two doors are controlled by one ACS-1, the operation mode set is valid for both doors.

Irrespective of the system settings, a PIN can be assigned to a person and a door code to a door. The

1 This guarantees to prevent a conclusion to the last PIN isuued

12 For variations see chapter 20.
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9.3 General authorization

[Z}™#® Locations
.:Jﬂ Lokation

&
(b3 Visitor data
~{>f] Room/Timezones
% Room/Timezones calendar b...
@ Room/Timezone groups
-] locking-cylinder weekly plans
'Qa Key Depot Plans
- Salto plans

& Salto Devices
|f| Doars
-] Logdata AC
La Logdata TR,

[ Logdata IACP
ﬂ Zones
[+h4fZ] Organizations
[=+3% Actions

: 4 Control relay
-4 Control door

V)

%] 2]

B

Friday, Erna If a person is to have access at all doors
Common || Data carrier || Access data | Attendance time || %3 Actions | 5§ at any time, field General authorization
’} Parameter UQ Room/Timezones L;Q Room,Timezone groups "'g Acce

must be activated for this person.

Common options

Ext. controling allowed
¥| Use Image Compare

| Permitted to receive visitors

General authorization is only possible
with doors that are controlled by AC
controllers, not with IACP doors.

Options for ACS & and ACS 2+ only

¥ Use Antipassback

¥| Use Barring Repeated Entry

Authorization

EecesEniad Via Room/Timezones and -groups

9 iGeneral authorization (only AC-controller):

last booking

14/11/2014

For IACP doors there must be created a room/timezone with all IACP doors assigned, valid on all days from

0:00 h to 23:59 h.

p

Common || =] Door definition | =] Controler assignment I £ Authorized persons [ w3 Authorized visitors _: & Macros |

Room/Timezone no. | 7 Mame Main Entrance PIN Import ID
AC-Function Automatic operartion - ACS1Relay 1 ACS1Relay 2
dme 004 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 1920 2122 73 24
¥ Tr1 valid - 00:00 - |23:59 -
Tr2 valid = 1455 23:59 -
¥ Mo ¥ Tu ¥ We ¥/ Th ¥|Fr ¥l Sa ¥l 5u ¥ Ho

Common | [=] Door definition | [=] controler assignment | f& Authorized persons | w3 Authorized visitors _. & Macros |

Available Doars:

Selected Doors:

| |No. |Name |

No. |Name

|outside |inside |armed |disar... |conh'o|

1 DR_010 - Door 10
2 DR_011-Door 11
3 DR_012 - Door 12

card read by the reader.
If a door is set to = permanently lock, this will prevent access even for persons with general access.

9.4 Multi eye access control

General access and time zones are mutually exclusive.
The operating mode of the door concerned applies also to persons with general access, i.e. if PIN and card
is defined for a door, even a person with general access must first enter his/her PIN and then have his/her

This option must be activated at doors, where at least 2 authorized persons have to book one after another to get
arelease. These settings are to be done in IQ NetEdit. In IQ MultiAccess there are no possibillities/necessarities to
set/change anything relating to this. After the booking of the first authorized person, the green LED of the reader lights
up, but the door strike only gets activated after the booking of a further autorized person.
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9.5 Priority overview

The following priorities are to be observed when creating AC functions of the room/timezones:

Priority | Prioritised AC-function Doorside*
1 yes Permanent block Inside & Outside
2 yes Access inhibited Inside Outside
3 yes Permanent release Inside & Outside
4 yes Automatic operation** Inside Outside
5 yes Normal operation** Inside Outside
6 no Permanent block Inside & Outside
7 no Access inhibited Inside Outside
8 no Permanent release Inside & Outside
9 no Automatic operation** Inside Outside
10 no Normal operation** Inside Outside

1 = highest priority, 10 = lowest priority.
On temporally overlappings of room/timezones, there is always the room/timezone with the higher priority valid.

If a room/timezone with a doorside related AC function overlays a room/timezone with a door related AC
function, in each case the other doorside will be switched to normal operation.

* = with ACS-1 no doorside distinction
** = for normal and automatic operation the settings of the door(side) are valid. Possibilities see table below:

ACS-1 all other AC controllers IACP doors
- data carrier only - data carrier only - data carrier only
- doorcode/PIN only* - doorcode only - PIN only
- doorcode/PIN and data carrier* - PIN only - PIN and data carrier
- PIN or data carrier* - doorcode and data carrier - PIN or data carrier
- PIN and data carrier - without time check
- doorcode or data carrier - Access inhibited
- PIN or data carrier

* = The definition doorcode or PIN must be done in the hardware settings of the ACS-1.
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10. Actions

Actions can be used for controlling outputs and doors, for displaying information and alarm messages, for sending
messages (notifications), for starting macros and programs, for displaying live images and/or sequences of images
from a web cam as well as for playing sound and videos. Actions can be assigned to a location, an input, a person,
a door, an output or a controller/terminal or they can be started via an appointment. Actions are used for
implementing building management functions.

10.1 Fundamental procedure
Create and assign actions

E1% Locations ° Select the required action in the file dialog window.
(=1 Lokation

& Fersonnel data

[ty Visitor data

(] Room/Timezones

Room,Timezones calendar b...

() Room/Timezone groups

(% locking-cylinder weekly plans

-8y Key Depot Plans ° Define the selected action by filling in the parameters

¢ Salto plans required. They vary depending on the individual action and
4 Salto Devices are described in the paragraphs that follow.
El Doors
-] Logdats AC Example “Control relay”:
L_Eg Logdata TR
m Logdata IACP ) AC_043 - Action - set relay 43
ﬁ e @ il Common |- Assignment |
[+H{i Organizations || L S ||
_—_}33‘ Actions ‘ o ‘ Name AC_043 - Action - Switch Output 3
il Control relay ||| |Expiration time | 00:03 -
- 1 Control door ‘ ‘ Relays --no assignment — =
-fi Info message — ||| [Pulsed o/p o =
‘-@ Alarm message —_— Daueranzug
h&é Play sound ‘ 5 ‘ Delay time a 2
-i Play video ‘ @ ‘
- -fg_?’ Message
-Hy, Mado
-5 Live image from webcam
-’f—, Image sequence from W...
-ﬁ Execute program
] Assignment to a location, door, input, output, Controller and/or person. Wherever an action can be
assigned, an =» actions tab exists.
(£} Locations Fridayf -EH;VE - .,D.am carrier2
[Z+% Lokation L @ Common. | Data carrier | Accessdata | Attendance time % Actions | 5% Maeros | Relays | ) Logdata AC | [gjLogdata TR | [4) TACP bookings |
\_JE i e Available Actions: Selec.ted Actions: .
@ Room/Timezones — Action ‘ | Action . . | Booking type from to Weekdays
% Room,Timezones calendar b. .. ‘ [ ] | | | Aktion - Sound Tir unerlaubt gef... Bl AC_043 - Action - Switc... 0 =Release 00:00
~{%) Room/Timezone groups — AC_DOS5 - Aktion - Infomeldung 5 ——
(4] locking-cylinder weekly plans | % ‘ : AC_008 - Aktion - Alarmmeldung 8 ‘ 9 |
? :E“LDDE‘W i — AC_009 - Aktion - Tuer steuem 9 —
alto plans —
AC_010 - Aktion - Alarmmeldung 10 »
I =
é gz::sDEVICES H || AC_023 - Action - Switch Cutput 23 ‘_|
[ Logdata AC AC_027 - Action - Switch Output 27
[ Logdata TR LRI} B AC_034 - Aktion - Video abspielen 34 |
[#) Logdata TACP B AC_035 - Aktion - Sound abspielen... | ‘T
#E 0 || AC_042 - Aktion - ACS Macro start... _|
[#H{ig Organizations — p—
L% actions ‘ a |

The allocation of an action can be done by marking them in the left window and click the button .

Use the button @ to allocate all operating codes.
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- Select a door, and the booking type which must occur to start the action.

Selected Actions:

| Action Door Booking type
TR e 1
| DR_001 -Door 1-Sale depa t outside |
- Door ale depattnent outside . . . . . .
s | Left-click on the corresponding input field opens a list with doors
Door Warehouse - . .
DR_ 008 - Door 3 GRP2 available. Select with the arrow button ¥ the desired door.

DR_009 - Doar 8 GRP2
DR_014 -Door 14
DR_015 -Door 15

The door column does not exist for all allocations. The arrow button opens a menu for
selection. Button [x] removes the allocation.

- Select a booking type to run the action.

Selected Actions:

J ~c_0% - Acton -, [0R_00L-Door... + [0 -Reease  [lo000 ;259 |A1 Left-click on the corresponding input field
et é' opens a menu of booking types available.
| 2= o zone sssigned Select with the arrow button V¥ the

3 = No fitting time range . .

= No Door Assigned desired booking type. The selected

ey 1 booking type is interpreted as trigger for
the action.

- Select a time period und select day

Booking type from to The columns from and to can be used to define a time
period within the action is to be executed. If the trigger
event is activated beyond this time period, the action will
not be executed.

=
o
=}
g
=

| The days Mo - Su have the same meaning. The action will
- only run (within the valid time period of the columns from

00:00 7 |23:58  C[Al R .
7" Sdectaly e 1 and to) on days which are marked as active.
| ] Mo by’
W Tu
W We
¥l Th
M| Fr
¥| Sa
| ] Su
| oK || Cancel
Delete action assignment
Notes on operation: | & | The symbol on the left side deletes the currently selected data record, e. g.

the personnel master record. As here only the allocation of the selected
action might be removed, and not the complete data record, a
corresponding message must be answered. To prevent deleting the
complete data record, the default answer is preselected with Cancel = do
not delete).

Deactivation the allocation of an action can be done by marking them in the
right window and click the button :

Use the button g to deactivate all allocations.
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Deleting an action

)

Common | Assignment

AC_027 - Action - Switch Output 27

® Select the action to be removed .

| | B Start manually i
‘ ﬂ}i ‘ Mame AC_027 - Action - Switch Qutput 27
) Expiration time ' 00:03 L4
‘ x | Relays Dachluke -

Pulsed ofp 0
Latched ofp
Delay time 0

-||| e Delete button

10.2 Control outputs

For controlling outputs, the free available outputs must be marked as active in the installation program 1Q NetEdit,
otherwise they are not shown as being available in this program part.

Example: A roof window is to be opened.

3;‘; :L::!:dum = AC_043 - Action - Switch Qutput 3

E 4 @ Common || Assignment
*" Control door |‘ e Start manually ||
{‘i Info message
ﬁ Alarm message ‘E| MName AC_043 - Action - Switch Output 3
'&E P:EY S‘I:'d‘-'”d | | |Expiration time |00:03 i
; I:::s:g:o ‘ F 4 ‘ Relays Schalter Eingang (1) -
43 Macro ||| |Pulsed ojp 5 =
.18, Live image from webcam Latched o/p
g et 8o :

° Select Actions =» Control outputs in the File dialog window.

° Create new data record ‘ ] ‘

] Assign an unambiguous name (e.g. roof window).

. Expiration time: The actions are not executed by the controllers/terminals, but by the 1Q server. For
this reason, the IQ server must have been started as service at the time when an
action is to be carried out. If this is not the case, 1Q Service will check the expiration
time and whether the action is still to be carried out after its next start. If the
expiration time has not yet elapsed, the action will be started immediately.

If value "0" is entered, the expiration time will not be checked. The action will be
executed in any case.
The factory setting of the expiration time is 3 minutes.
AC_043 - Acton - Surch Output 3 ° Select the output relay that is to be
Common || Assignment . .
» — ] activated by the action.

| Name
Expiration

Relays

Pulsed ofp

Delay time

AC_043 - Action - Switch Output 3

time | 00:03
Schalter Eingang (1)

Now it will show how important it is to assign

[ HarE

_é unambiguous names already during set-up in the
2 installation program. In our example, the output

5U_013 /10_030 Eingang (1)

Latched 0/p| )01 /10 031 Eingang (2)

SU_013 / 10_032 Eingang (3)
SU_013 /10_033 Eingang (4)

called "roof window" is much easier to find than
an output named by consecutive numbers only.

| Dachluke
@ I}

SU_017 { 10_035 Ausgang
SU_017 /10_036 Ausgang (3)
x
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° Enter the time (in seconds) for how long the relay is to be activated in field Activation Time. In our example,
10 seconds are to be sufficient for opening the roof window. As an alternative, you can activate Latched o/p.
The relay remains activated as long as it is deactivated again (manually or via another action).

° The delay time permits starting the action with a certain delay. (e.g. starting a ventilator 5 minutes after
someone has entered a lavatory).

° =» Save button ‘ | ‘
° Select the =» input that is to trigger the action.
3% “"*E“""s = Lokation / Inputs: Occupancy 2
: f? E:::: :'I:: |Nama |Va\id |5tams |DEIav time ‘DEhuuncE t.. ‘ pulsed o/p |
;i Info message Schalter Eingang (1) il Unknown 1 10 0
& A messoge B scoler =gora@ | B[ wiwow] il 0l 9]
Play sound
: i‘j P\a: video
9% Message
. Macro
gy Live image from webcam
-y Image sequence from W...
- Execute program
[HGH Time tasks L)
Jg ::;Emﬂmm . ) Schalter Eingang (2)
-2 Holiday formulas @ Common || Actions . .
E: Controllers/Terminals Available Actions: Selected Actions:
2 nfo fields Action Action Booking type from to Weekdays
) Controler groups 4 Aktion - Sound Tir unerla... >
fg ::::s 1 | | Ac_005 - Aktion - Infomel...
Dy 10s I 2 i AC_D08 - Aktion - Alarmm...
4= | AC_003 - Aktion - Tuer st...
~= Cutputs ||| Ac_010 - Akton - Alarmm. .
CO_ Infolog ‘ H ‘ | AC_023 - Action - Switch ..
&P Change protocol el Ul ol
83 Location operators i i AC_027 - Action - Switch ...
,_q Firma A | val | il AC_034 - Aktion - Video a...
A, Personnel data L8| | —— AC_035 - Aktion - Sound ...
il Visitor data ™ AC_D42 - Aktion - ACS Ma..
() Room/Timezones | Ac_043 - Action - Switch ...
-y Room/Timezones calendar b... B9 .t - Roof window ope...
4%) Room/Timezone arouos
] Select the Actions tab.
° The allocation of an action can be done by marking them in the left window and click the button .
° Select Booking type (here: Input active) and Action (here: roof window). See also paragraph Fundamental

procedure at the beginning of this chapter.

The columns from and to can be used to define a time period within the action is to be executed. If the trigger
event is activated beyond this time period, the action will not be executed. The days Mo - Su have the same
meaning. The action will only run (within the valid time period of the columns from and to) on days which are
marked as active.

° =» Save button

H
If latched o/p is activated for an action, this can be reversed by another action with Activation time 0 and

Latched o/p inactive.

Action "Open roof window":

Action ,"R;ﬂf window open A1
Common | Assignment
‘ | 13 Start manually | |
MName Action { Roof window open A1
Expiration time | 00:03 -
Relays Dachluke -
Pulsed o/p 0 2
¥ Latched ofp
Delay time 0 =
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Action "Close roof window":

Action - Roof window close A1
Common | Assignment

| | 1] Start manually | ‘

Name Action - Roof window close A1

Expiration time 00:03 -

Relays Dachluke -

Pulsed ofp 0 i)
Latched ofp

Delay time [1} .

Both actions are assigned to the same input. For opening, the input must be active. For closing, it must be inactive
(see Booking type).

Switch Input (2]
Selected Actions:
Acton Boolang type |frum o Weekdays
» | Action - Roof window Open A1l 291 = Input active 00:00 5 2359 - Al
R :Acﬁon-Rucn‘whdcmdos:Al 292 — Inputinactive 00:00 7 2359 [ Al
>
»
° To delete an allocation of an action:
Deactivation the allocation of an action can be done by marking them in the right window and click
the button .
Use the button g to deactivate all allocations.
° Function test:

Leave the allocation and change back to the action.

By clicking the button B Start manually the action can be started immediately for test purpose.
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10.3 Control doors

unlocked.

Example:
be permanently
£} Actions
T’ Control relay

’:f- Info message
i Alarm message

f@ﬁ Play sound ’?‘
‘& Flay video

ﬁg Message ‘

‘:'3( Macro

ﬁ'?—, Live image from webcam
"'7?-, Image sequence from W...

% Execute program ‘ H |
Lﬂ@ Time tasks —

E}g Data import/expaort ‘E

° Actions

=» Control doors

J Commaon || Assignment |

| [ Start manually

Mame COpen door warehouse
Expiration time | 00:03 -

Doar Door Warehouse -

Action Type

Mormal operation E|

| Mormal operation Ih
Premanent block
Permanent release
Open

- Create new data record | §n |.

J Comman | Assignment |

> ]

Mame Open door warehouse
Expiration time |00:03

Doar Door Warehouse

Action Type

Mormal operation

Mormal operation
Premanent block

o

° -» Save button

Ci

Enter an unambiguous name.
For expiration time see Chapter 10.1.
Select the door to be controlled (here: stock room).

Define the desired door state
(here: Door unlocked).

If a stock room employee is granted a release at the main entrance door, the stock room door is to

Tuesday, Bernie :
@ | Common || Data carrier ‘i Access data " Attendance time || ¥ Actions ||_

@ Operationally data | ame [ Address | @3 Personnel date | @5 Fr

— MName
‘ o ‘ Last name Tuesday
— Last name 2
‘i‘ First name Bernie
First name 2
‘ H ‘ Organization
— || Entry date 07/10/2014 -
‘ 3 ‘ Leaving date -

Personnel ID

Department 3.z Warehouse . iv X
Cost center —no assigrlmentl’i - X
Working group -—no assignment — - X
Function

Import ID

Controller group -

Personnel data
=» Common
=» Operational data

=» Select the person(s) belonging to the Stock
room department.
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° Select Location =» Doors in the File dialog window. Select the Actions tab =» Assign the action open door

warehouse.

Entries according to the figure:

%5 Locations
3% Lokation
@ Personnel data

2 S — .

[+l Visitor data

(3 Room/Timezones

1By Room/Timezones calendar b...
%) Room/Timezone groups

(3! locking-cylinder weekly plans
‘&3 Key Depot Plans

# Saltoplans

# Salto Devices

=

[5] Logdata AC

[} Logdata TR (8]
[ Logdata IACP

£F Zones

2+ Organizations

# Departments

(& Costcenters

@ Working groups

[+ Actions

& Control relay

4 Control door

4y Info message

41 Alarm message

Gy Play sound

iy Play video

4% Message

. Magro

V)

iy Live image from webcam

Door Warehouse : No.4

Door number )

Name Door Warehouse

Controller/Terminal ~ TE_001- ACS 8

Terminal valid v

| common | Perameter | % Actions | (3 Room/Tmezones allocated | & Authorized persans | [ Logdate 4c |

AC_009 - Aktion - Tuer st...
AC_D10 - Aktion - Alarmm... [
AC_023 - Action - Switch ...
AC_027 - Action - Switch ...
AC_034 - Aktion - Video a...
AC_035 - Aktion - Sound ...
AC_042 - Aktion - ACS Ma...
AC_043 - Action - Switch ...
Action - Roof window dlos...
Aktion - WebCam 1

Daten weg
EMA weg

Infomeldung Freigabe
Nachricht versenden 37

T

Available Actions: Selected Actions:
Action ‘ ‘ | Action ‘ Booking type ‘ from | to ‘ Weekdays
AC_00S - Aktion - Alarmm.., 4 * | Open door warehouse {0 = Release 00:00 % 2359 ¢ Al

»
»

a] -

Select Booking type (here: Release) and the time period. The columns from and to can be used to define a time
period within the action is to be executed. If the trigger event is activated beyond this time period, the action will not
be executed. The days Mo - Su have the same meaning. The action will only run (within the valid time period of the
columns from and to) on days which are marked as active.

(] Function test:

Leave the allocation and change back to the action.

By clicking the button

B Start manually the action can be started immediately for test purpose.
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10.4 Info message

Example: If the director, Mr. White, is granted a release at the main entrance door, a corresponding message
is to be output at a certain 1Q MultiAccess workstation.

° Actions =» Info message =» | 2&

Enter an unambiguous name. For expiration time see 10.1 = Control outputs.

In field Client Software, the program 1Q MultiAccess / 1Q AlarmMonitor is displayed as often as it is available in the
various computers within the location. (Here it will show again how useful unambiguous names are also for the
software definition, e.g. IQ MA computer Miller). Thus it is possible to define clearly on which computer the info
message is to be displayed.

Message door release
Common || Assignment |

I 1] Start manually
Mame Message door release
Expiration time | 00:03 *
Client-Software | SW_002 - IQ Multidccess -
Message text

Wake up! Boss is comming!

. Enter the desired text in field =» Message text.
° =» Save button | ‘ )
° Select the person concerned and assign the action according to the figure:
=¥ Locations
._—J-‘)l Lokation L. r T = = — s -
M Personnel data F @ i Common || Data carrier | Accessdata | Attendance hme. P Actions | 5 Macros | Relays | [] Logdata AC | BLogdataTR | [ 1ACP bookings
[ Visitor data Available Actions: Selected Actions:
-] Room/Timezones — |l |Acton | | Action ‘Door |Eookingtype |From ‘ho |Waekdays
-- Room/Timezones calendar b... e s
= Lt ] AC_D09 - Aktion - Tuer st.., 5| Message door release  Door Main Enfrance ~ X 0 = Release om:00  23:59 oAl
= l\% Room/Timezone groups — L
-8 locking-cylinder weekly plans L | AC-0a0 - Aktion - Alarmm... =
‘@3 Key Depot Plans | P4 | | | AC_023 - Action - Switch ... | > |
& Salto plans AC_D27 - Action - Switch ... [7]|| —/——
- Salto Devices AC_034 - Aktion - Video a... | » |
(] Doors =] AC_D35 - Aktion - Sound .. —
--[] Logdata AC — g
AC_042 - Aktion - ACS Ma...
- Logdata TR L - ) -
[l Logdata IACP i | | AC_043- Action - Switch ...
- 4F Zones Action - Roof window dos...
[#{z] Organizations Aktion - WebCam 1
[z+#* Actions Daten weg 3
Control relay ] EMA weg «
| Control door o
Info message

Select Booking type (here: Release) and the time period. The columns from and to can be used to define a time
period within the action is to be executed. If the trigger event is activated beyond this time period, the action will not
be executed. The days Mo - Su have the same meaning. The action will only run (within the valid time period of the
columns from and to) on days which are marked as active.
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° If the person in question is granted a release at the main entrance door, the message is displayed in the
System state window of the computer whose 1Q MultiAccess software has been selected in the Client
Software field.

_Nﬂm-lnllll

Art DatumZest | Alwmiest

——
» ]

| 16.07.2013... AchmrgCh..

Lukativn | Tntomekdung: Belegang 2
Hame iy Verlalzst | Soltware | Mekhrgstext
AC_DOS - Aletion - Infomeldung 5 o 00:03=00 SW_002 -1... Sitte Zugang kontrellerent|
» | nfomeldng Feigabe | @ [odom00 (50 L. Jadhng Cheflemet |

A Rereiche
I & {7 Orgarisasonen
I 5§ Aktioren

Buchung Tor

AC_028 - Aktion - Infomeidung 28
==
s

'] Start manued {

Hame Enfomeldung Freigabe
- 0:03:00
Chent-Software | 5W_009 - 10 Mutiaccess

Mekhrgstest

Achtung Chef kemme!

Werursacher

Start manuel

° Function test:

Leave the allocation and change back to the action.

By clicking the button

The system status window is normally not opened, but minimized displayed in the staus bar. If the status bar
should not be visible (e. g. on small monitors) the view should be changed so that it would be visible.

If there is an incoming info message, the
IQ MultiAccess symbol of the task bar
and the 1Q MultiAccess status bar are
flashing alternating.

If the mouse pointer is moved onto the
minimized display of the system status
window b), it will be opened and
displayed in front of all opened windows
of 1Q MultiAccess.

Info messages are identified by the
following symbol ()

B Start marualy | the action can be started immediately for test purpose.

Due to individual size adaptations of the windows and/or the minimizing of the system status windos, it might
happen that this message is not noticed (immediately) or is covered by another window. A possible remedy
could be an acoustic signal provided by another action (cf. 10.5 Play sound).

The optical indication (flashing of the status / task bar) remains active until the corresponding message is

deleted.

° Delete info message

[ 'Qa Key Depot Plans
Salto plans

& Salto Devices
[®] Doors

[5] Logdata AC
-[g) Logdata TR

-] Logdata IACP
Zones

Organizations

8/05/2015 O

AC_008 - Action - Alarm mess. ...

[» |
[— Delete selected nﬁsages | =

Ew

delete all messages ‘

=» Right-click

Print

Print Preview

Export to Excel
Export to Text
Export to Html
Export to PDF

Cache value

o —

Print see chapter 13.1.3, especially step 4.
Export of lists see chapter 13.1.3, especially step 5.

Delete marked messages

Delete all messages

Tick the required message in the status window.

=> deletes only the
marked message(s).

=» deletes all messages,
regardless whether they
are alarms or info
messages.
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° Shut / minimize the status window by a click onto any other window.
° Application example:

The messages shown below shall be displayed on fault or interruption of the connection to an IACP. Evaluation of
the events 281 = data loss

276 = unknown telegram

231 = controller/terminal offline

st . X zon
1 action: [#}{] Organizations N Controller offine!
[£3%% Actions 0 J Common | Assignment |
& controlrelay [ Start manually
) Control door I
—|/| |name Controller offiine!
) Alarm message | L] | Expiration tme | 00:03 -
Play sound —
Client-Software | SW_002 - IQ MultiAccess -
Flay video
2 Message = Message text
el
i Macro Attention! Connection to panel interrupted.
iwitg, Live image from webcam
. z [}

nd 0 . ;
2"% action: 1@ Orgarizations F s

&% Actions O J Comman | Assignment |

! - controlrelay s Startmanualy
-4 Control door I
Xy —— || [vame Unknown message
4 Marm message ‘ W || foraton sme 0003 -
-y Play sound 2 =
4§, Piay video ‘ P | Client-Software SW_002 - IQ MultiAccess -
2 Message L ||| Message text
i

x Macre Panel and IQMA no communication!
Ay, Live image from webcam
- wsn | 1|
rd : .
3 aCtIOFI . [#+{E Organizations Data lost

E+%* Actions 0 Common | Assigrment |
i~ & Control relay B start manually
L Control door
-y — ||| |name Data lost
i~y Aarm message | & | Expiration tme | 00:03 -
4 Play sound —|l|...
L, Ply video ‘ % Client-Software | 5W_002 - 1Q MultiAccess -
4 Message L] Message text
)
Sy Macro | Data sznchronisation errar, Panel - IQMA., |
{1y Live image from webcam
i - =

Assignment to the location the messages are to be displayed. Attention! There must be used seperate messages
for each event. Alternatively these information could also be displayed via an =% alarm message and/or a =
notification.

L;} &3 Operators N

[=}™% Locations
5

Valid
Lokation

Import ID

[

& Personnel data
(Shfl Visitor data
Ly Visitor data
2] Visitor cards
(3! Room/Timezones

@ Room/Timezone groups
@ locking-cylinder weekly plans
T&a Key Depat Plans
P Salto plans
P Salto Devices

El Doors
-2 Logdata AC
B Logdata TR
~[dl Logdata 1ACP
ﬁ Zones
L_J-g[a Organizations
[—J-@ Actions
ﬁ Contral relay
) control door
i Info message
‘ﬁ Alarm message

-125 Room/Tmezones calendar b...

@

| Comman ” Actions |

Lokation

Available Actions:

Selected Actions:

AC_005 - Aktion - Infomeldun...
AC_008 - Aktion - Alarmmeldu...

AC_009 - Aktion - Tuer steue. ..

AC_010 - Aktion - Alarmmeldu. ..

] AC_023 - Action - Switch Out. ..
AC_027 - Action - Switch Out...
|| AC_034 - Aktion - Video abspi...
AC_035 - Aktion - Sound abs...
AC_042 - Aktion - ACS Macro ...

AC_043 - Action - Switch Qut...

Action - Roof window dose A1

Action
b4 Aktion - Sound Tiir unerlaubt. ..

M

¥ [v]

4]

Action

kY Unknown message

Data lost

Controller offiine!

Booking type

276 = Unknown message
281 = Data lost

231 = Controller offiine!

00:00

00:00

4 4 [
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10.5 Alarm message

Example: If the main entrance door is opened without card, a corresponding message is to be output at a
certain 1Q MultiAccess workstation.

° Actions =» Alarm message = | o1

Enter an unambiguous name. For expiration time see 10.1 = Control outputs.

In field Client Software, the program IQ MultiAccess / IQ AlarmMonitor is displayed as often as it is available in the
various computers within the location. (Here it will show again how useful unambiguous names are also for the
software definition, e.g. 1IQ MA computer Miller). Thus it is possible to define clearly on which computer the alarm
message is to be displayed.

sl s s

I @ Common | Assignment

| 3 Start manualy
Name AC_{08 - Action - Alarm message 8
ih | lllEvniration fme  00:03 -
—— llickent-Software  SW_002 - 1Q MultiAccess %
% Meszage text
Door opcnt
[ |
. Enter the desired text in field =» Message text.
° =» Save button | ‘ )
° Select the door concerned and assign the action according to the figure:
- Sato Devices “
= orE ) DR_002 - Door 2-Sale department outside : Mo.2
- [=! Logdata AC 2 @ Door number 2 Controller/Terminal TE_001-ACS8
(g Logdsa TR I Name DR_002 - Door 2—Sale Terminal valid 7
/4] Logdatn IACP ~
% Tones Common | Parameter | #~ Actions | (3g) Room/Timezones allocated | S Authorized persons | | Logdata AC «
G Organizations = S e g
o = _ . 3
Control relay 4 ot Acton _. _________ o i jiicdlain F
Control door I Aktion - Sound Tir unerla... fall AC_008 - Action - ... . f : -
i Info message | | Ac_005 - Akton - Infomel... 140 = Max. Attempfs Exceeded a
&y Al il 141 = Door opened without carier
message | 142 = Door permanent rele; =)
"t Play sound | | AC_009 - Aktion - Tuer st... 143 = Door in Normal Operation =
“y Play video | | ac_o10 - Acon - Alzm m. .. 144 = Door blocked
4B Message 7q] I~ 145 = Door with key code
% Mara L || Ac_023 - Acton - swatch .. | 147 = Reader fauity ¥
B e e R I | AC 027 - Action - Switch ...

Select Booking type (here: Door opend without data carrier) and the time period. The columns from and to can be
used to define a time period within the action is to be executed. If the trigger event is activated beyond this time
period, the action will not be executed. The days Mo - Su have the same meaning. The action will only run (within
the valid time period of the columns from and to) on days which are marked as active.

] If the main entrance door is opened without card, the message is displayed in the System state window of
the computer whose IQ MultiAccess software has been selected in the Client Software field.

The system status window is normally not opened, but minimized displayed in the staus bar. If the status bar
should not be visible (e. g. on small monitors) the view should be changed so that it would be visible.
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&
B
i
|
Fi
ED
8
::
¥
i
|
:
£
&
i
!
)
i
l

3

Lokation / Alarm message: Gocupancy 2
Ewpration t.. | Software | Message text
3| AC 006 - Ackon - Alarm mesca.... [N IR SRR EO R R et R
E fost

AT 030 feSon - Sl mecea 7 .02 [

) RoomTmezones

B Ruo T s ...
{3 Ruom T s

(%) lodng-cyinder weedy plans
iy Ky Del Pl

¢ Saltoplsns

AL_IKR - Achon - Alnm messnge B

E

[ Start manusly I

Nome AU Arton  Alm messigr B

Expration time  00:03

|55 Logdata 1t ,@ tnmmon | Assignment
|
3

| [Tnne | Dol
1> @ 18/05/2015 10:28 ‘Do cpent!

Alarm lexl Boukiny  |Duor | Crealo

Sl | marnsally

If there is an incoming alarm, the
IQ MultiAccess symbol of the
task bar and the 1Q MultiAccess
status bar are flashing
alternating.

If the mouse pointer is moved
onto the minimized display of the
system status window b), it will
be opened and displayed in front
of all opened windows of 1Q
MultiAccess.

Alarm messages are identified
by the following symbol @ .

The optical indication (flashing of the status / task bar) remains active until the corresponding alarm is deleted.

o Delete an alarm

E

g'

AC_DDB - Action - Alarm message.
| || Expiration me | 00:03

=» Right-click

Delete selpcted messages
delete all messages
Fnnt

Delete all messages

Prinl Preview

Fyport to Freel :
Cport to Text

Export to Himl I
Fyport tn PDF

Cache value

Print see chapter 13.1.3, especially step 4.
Export of lists see chapter 13.1.3, especially step 5.

(] Shut / minimize the status window by a click onto any other window.

° Application example: IACP monitoring according to 10.3.

Delete marked messages

Tick the required message in the status window.

=> deletes only the
marked message(s).

=» deletes all messages,
regardless whether they
are alarms or info
messages.
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Additionaly, an alarm is indicated on the controller/terminal controlling the door concerned (e.g. via the alarm LED
on ACS-2 / 8). The figure shows the ACS-2 /8 section with an enlarged view of the LEDs.

@ Normal (green) The indication remains even after the cause has been eliminated
@ Fault (vellow) and must be reset manually.
0 Tamper (red)
—> . Alarm (red)
0 Alert (red)

@ buzzer stop push button

Select the corresponding =» terminal =» Reset alarms / notifications.

Confrler offine

CRENCHEHENT]

(3 lodang-cylinder weekdy plans
g ey Doyl Ml
Sallo plares

-

| i 1 »

IF_[ -A[NH:Ne
Q| o [ Pra|® shoated & duon | Diogonsc | @ik
| Reset ] DataLoad ) Reset Alarms ] Notfications )
oo ——
= — Mame TE_001-ACSS - 7|
= Abustk
i I Storung
A I Sabotage
3 H T Sabotsge R
(2 Info licdds — ¥ Alarm
155 Controller roups e © NermRekis
I Bedroung
© Hedrohung Relas
Ca

Select the required alarm =% OK
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Due to individual size adaptations of the windows and/or the minimizing of the system status window, it might
happen that the and/or alarm message is not noticed (immediately) or is covered by another window. A
possible remedy could be an acoustic signal provided by another action (cf. 10.5 Play sound).

® Function test:

Leave the allocation and change back to the action.

By clicking the button B Start manually the action can be started immediately for test purpose.

10.6 Play sound

Example: If the stock room door is opened without card, an acoustic signal is to be output at a certain 1Q
MultiAccess workstation. (The computer must comply with the relevant hardware requirements and
must have the settings required for playing sound).

° Actions =» Play sound. = | gz

Enter an unambiguous name. For expiration time see 10.1 = Control outputs

In field Client Software, the program 1Q MultiAccess is displayed as often as it is available in the various computers
within the location. (Here it will show again how useful unambiguous names are also for the software definition, e.g.
1Q MA computer Miller). Thus it is possible to define clearly on which computer the alarm message is to be displayed.

AC 035 - Action - Play sound 35

L @ Common | il
[ ] start manualy
| [[|[Mame AC_035 - Action - Play sound 35
= [Expi alion G D0:03
x (Client-Software | SW_009 - IQ MultiAccess
— || || Assign s Be Play =wmd B
Chocse e »
H % Remove e acsigment a
§is Open Choose the desired sound file.
o
. J=| . « neu » media » sounds - | + Search sounds }Dl
Y 5
Organize « Mew folder = ~ [ @
5l Recent Places = Mame : Date modified Type =
ST | = — AN, Wamohmd Possible formats: *WAV and *MP3. It
=1 || Sound_002 1 013 06:52 Wave Sound . . .
[ Documents | 3 g does not matter in which directory the
® i I 14| Sound_003 / 013 06:52 Wawve Sound .
w: :_Ius'c | 4 Sound_004 18/07/201306:52  Wave Sound files are located.
ct |
;‘ Vld g LI || Sound_005 5:. Wawve Sound =
K ik: || Sound_006 Wave Sound
e | |4] Sound_007 Wave Sound
= it |
X Zmpu Erh e II 4] Sound_008 Wave Sound
= ite -
:._'j‘ LD(UI ;C k(\C I 1| Sound_009 Wave Sound i : i i .
;T“a_ ;‘(\\(1;519 [2] Sound 010 WaveSound | Select the desired file and assign it via
oppic : K o
58 gruppe td(NES, | o Sound L Wave Sound the Open button.
= EBQ].E‘»; uﬁSlé 14| Sound_012 Wave Sound
= 2
L_,y - 2(\\165' || Sound_013 ‘Wave Sound
= brippen i (W1 €t A1 . Wi €t X
58 Archiv (\\165195, = 4 | [ ] =
File name: - [AH (*.wav;".mp3} V]
[ Open |vl [ Cancel ]




96

User Manual - 1Q MultiAccess

Common | Assignment

AC_035 - Action - Play sound 35

Start manually

MName
Expiration time | 00:03

Client-Software | SW_009 - IQ Multifccess

AC_035 - Action - Play sound 35

Now the start button is active in field Play
sound file. The sound selected can be
tested by clicking on it.

Assign sound file Play sound fie
i Choose file I L Ik' Start
|“ Remove file assignment | Stop
° =» Save button | ‘ )
o Select the door concerned and assign the action according to the figure:
4> Room/Timezone groups
(381 locking-cylinder weekly plans DR_002 - Door 2--Sale department outside : No.2
'@ Key Depot Plans Door number 2z Controller/Terminal TE_001-ACS8
¢ Salto plans Mame DR_002 - Door 2-Sale 1 Terminal valid ]
- Salto Devices = = — = = =
= A | common | parameter | 3 Actions | (%) Room/Timezones alocated | G Authorized persons | [] Logdata AC
—
5 Logriat AL Available Actions: Selected Actions:
Logdata TR = : Z
m Logdata IACP Action ‘ Action |Euohﬂgtype |ﬁum |tu |Weekdays|
4=k Zones AC_009 - Aktion - Tuer steuern 9 = AC_008 - Action - ... 141 =Door opene... 00:00 = All
=+ Actions AC_023 - Action - Switch Outpu... ‘ > ‘
j} Control relay B AC_D27 - Action - Switch Outpu... —
13 Cankrol door AC_D34 - Aktion - Video abspiel... ‘ » ‘
“f Info message I e : : 7 = —
% 1035 - Action - Play sound 35 |l
Alarm message [
;@x Play sound L AC_042 - Aktion - ACS Macro st...
-y Play video AC_043 - Action - Switch Output 3
- Message Action - Roof window dose Al ‘ < ‘
o —
e Macro Aktion - WebCam 1

Select Booking type (here: Door opend without data carrier) and the time period. The columns from and to can be
used to define a time period within the action is to be executed. If the trigger event is activated beyond this time
period, the action will not be executed. The days Mo - Su have the same meaning. The action will only run (within
the valid time period of the columns from and to) on days which are marked as active.

® Function test:

Leave the allocation and change back to the action.

By clicking the button

P Start manualy

It is generally possible to assign several actions to one event, e.g. an alarm message and an acoustic signal
in case of unauthorized opening of a door.

the action can be started immediately for test purpose.
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10.7 Play video

This action corresponds to the action Play sound (cf. 10.6), with the difference that video files of formats *.AVI and
* MPG can be selected. When the video is played, a new window containing the video file is opened. It will be closed
automatically after the end of the video.

° Actions = Play video =& | g

Enter an unambiguous name. For expiration time see 10.1 = Control outputs

In field Client Software, the program 1Q MultiAccess is displayed as often as it is available in the various computers
within the location. (Here it will show again how useful unambiguous names are also for the software definition, e.g.
1Q MA computer Miller). Thus it is possible to define clearly on which computer the alarm message is to be displayed.

[} Organizations =

[Z45* Actions @ Common | Assignment |

| |4 control relay E’ Start manually |
“H Control door
“6 Info message —— || | Name AC_034 - Action - Play Video 34

]

| Alarm message Expiration time | 00:03 -

‘ Client-Software | SW_009 - 1Q MultiAccess -

Assign video fle Play video file

| Choose fie || B

Live image from webcam

¥ Tmage sequence from W... H [ Remo
P LAk Fyenite nrnaram
5, Open Choose the desired video file.
@Qv‘ L % neu » media v Video - |"‘ Search Video pl
Organize » MNew folder B~ [l @'
5] Pictures “ | Name : Date modified Type A.
B videos e .
8] video_001 Mauie. Possible formats: *.AVI and *.MPG. It
H| Video_002 Mowie Cl H . H
18 Computer et e does not matter in which directory the
& dotech (BT g oo o0t e files are located.
i Local Disk (C:) I
Toppics (155 19: |E| Video 005 Movie Cl| =|
== Tope - tvags || B video 006 Movie C|
= :;:f;t (\; 19'55' | Video_007 Movie C|
= 3} s | & Video_008 Mavie CI
Wi || H video 009 Movie C ] ] o
EE = [E Video 010 Movie ¢ Select the desired file and assign it via
. InDesign_Schub Til
) | Video 011 Movie CI the Open button.
. Meldepunktliste
|H| Video_012 Movie Cl
. neu
|H| Video 013 Movie CI
. Meuer Ordner -
Bl i 1114 10 0TIV Klcan i
¥ Gruppen$ (\165. 7 ¢ I, ;
File name: - [AII (*.avi;*.mpg) V]

[ open |+] [ concd |
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Now the start button is active in field Play
video file. The sound selected can be

Common || Assignment

I} Start manually | . . .
tested by clicking on it.
Name AC_034 - Action - Play Video 34
Expiration ime  00:03 -
Client-Software SW_009 - IQ MultiAccess -
‘ Assign video file Play video file ‘
Choose file Start
s
| 8 Remove file assignment Stop
° =» Save button | ‘ )
° Select the door concerned and assign the action according to the figure:
e Key Depot Plans DR_002 - Door 2-5ale department outside : No.2
183 Key Dep Sale department outside
- Salto plans @ Door number 2 Contraoller Terminal TE_001-ACS 8
é Salto Devices MName DR_002 - Door 2--5ale Terminal valid 'l
-[2] Logdata AC Common | Parameter | % Actions || (%) Room/Timezones allocated | & Authorized persons | (7] Logdata AC
-[g Logdata TR & Avallable Actions: Selected Actions:
-] Logdata IACP
g ;g 2 83 Action | | Action Booking type |ﬁum |tu |WEEkdm|
ones
(34 organizations AC_010 - Action - Alarm message 10 »|AC_034 - Actio... 141=Dooro... v 00:00  23.. 5 Al
18 Actions AC_023 - Action - Switch Output 23

- Control relay
-4 Control door
l't':i Info message

AC_027 - Action - Switch Qutput 27
8 AC_034 - Action - Play Video 34
AC_035 - Action - Play sound 35

>
»

ﬁ Alarm message i3] —
3 AC_042 - Aktion - ACS Macro start...
-{%ﬁ Play sound L
Lﬁ Play video AC_043 - Action - Switch Output 3
-%v Message Action - Roof window dose A1
-‘-;( Macro Aktion - WebCam 1 <
e e —
-'f Live image from webcam Controller offiine!

Select Booking type (here: Door opend without data carrier) and the time period. The columns from and to can be
used to define a time period within the action is to be executed. If the trigger event is activated beyond this time
period, the action will not be executed. The days Mo - Su have the same meaning. The action will only run (within
the valid time period of the columns from and to) on days which are marked as active.

Itis generally possible to assign several actions to one event, e.g. an alarm message and an acoustic signal
in case of unauthorized opening of a door.

® Function test:
Leave the allocation and change back to the action.

By clicking the button [ Statmanualy | the action can be started immediately for test purpose.
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10.8 Notification

This function can be used to send text messages via SMS, e-mail, fax or voice mail. IQ MultiAccess transfers the data
to be sent to the program kit David, a product of Tobit Software AG, which is responable for the technical procedure.

Precondition: e

The David software has to be installed and configured in an executable way on the server

(the computer the program 1Q Server is installed) and the required hardware (e. g. Fritz card,
modem, SMS-supported mobile phone...) is installed and configured correctly.

Concerning these information, please refer to the installation manuals of the
manufacturer.

° The path used for data transfer from IQ MultiAccess to David has to be entered in the =
Common tab of = Global settings in the installation program IQ NetEdit. Optionally, a
despatcher can be deposited. For more information see the installation instructions (P32205-

26-0G0-xx), Common tab, David API path and David sender.

Define action:

| {
o Actions =» Notification = | &
| Logdata TR -
ﬁ ;Zii:ta 1 @ Common | Assignment
(32 Organizations || B Start manually ||

=+ Actons

Ly Control relay ? ‘ MName Send message 37
-] Control door

i Info message | |

Expiration time 00:03
Message type | Email
— Dest. Address  info@info.com

Enter an unambiguous
name.

For expiration time see
10.1 = Control outputs.

Message
H Test
i m Live image from webcam
,, Image sequence from W...
° Select a notification type. E-mail, SMS, fax and voice are possible.
° Enter a target address. This is depending on the type of notification, e. g. an e-mail address for e-mails, a

telephone number (with or without a line request number, as far this might be already defined in David) for

SMS, fax or voice mail.

° Enter an arbitrary text in field Message.
This text will be transferred originally 1:1.

° =» Save button | | .

] Allocate the action to a door or a person. The example shows a test notification to be sent when a person

gets a door release at door 1.
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Common || Data carrier | Access data | Attendance time

Wednesday, Ca_rl : ,Data carrier4

¥ actions | 5% Macros | Relays

[7] Logdata AC

La Logd: L

Available Actions:

Selected Actions:

Action

AC_010 - Action - Alarm m..,
AC_023 - Action - Switch ... o
AC_0327 - Action - Switch ... | b |
AC_034 - Action - Play Vid...
AC_035 - Action - Play so... | » |
AC_042 - Aktion - ACS Ma...
AC_043 - Action - Switch ...
Action - Roof window dos...
Aktion - WebCam 1
Controller offiine!

Data lost

Message door release

Unknown message

® Function test:

Action ‘ Door

Send message...

Leave the allocation and change back to the action.

By clicking the button

B Start manually

® Further possibillities to enter a text:

- Variables

i Weekdays |

SelectBooking type (here: Release) and
the time period. The columns from and
to can be used to define a time period
within the action is to be executed. If the
trigger event is activated beyond this time
period, the action will not be executed.
The days Mo - Su have the same
meaning. The action will only run (within
the valid time period of the columns from
and to) on days which are marked as
active.

the action can be started immediately for test purpose.

In addition to the text input that can freely be done, the use of the following variables is possible:

H#areatt#
#H#tcause##
#itdate##
#idoor##
H#Hitioft
H#Hinfo#t

##perslistinarea nn##

From which area does the message come

Who or what did trigger the message

Date

Door (number or name)

Input or output
Booking text

List of persons in the area will be created. “nn” is a area number in the location in

the range of 1 to 254. The output format is one person per line with ,4 digit ID data

carrier number, Last Namel, First Namel“.

##perslistnotinarea nn##

#tlocation##
#H#macro##
#itsubcausett#
##source#
#subdev##
HHtime#t#
H#user##
#tcardid##
#cardnumber##
#cardversion#
##cardcodett#

##cardbegindate##

#t#cardenddate##
#Hcardendtime##
HHtidH#H
#Huseremail##

List of persons not in the area will be created. "nn" is a area number in the

location in the range of 1 to 254. The output format is one person per line
with ,4 digit ID data carrier number, Last Namel, First Namel".

##tuserpersonnelno##

#tuserpicture##

##userworkinggroup##
##visitorcompany##
#tvisited person##

Location

Macro

Additional information to ##cause##
Source (e. g. which controller)
Subdevice of a controller, e. g. reader
Time

User

card identification

card number

vard version

card code

card valid from date

card valid till date

card valid till time

personal Info.ID (Locationdata of the person)
E-mail address of the person

user personnel number

name of image file

Working group of the person
company of visitor

visited person
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In case of breaking open a door, a text like this could possibly be entered:

Door break in center of distribution, ##location##, door ##door#.
#itcause# #tsubcause##
H#itdate## H#timedt#

The message resulting of this could look like this:

Door break in distribution center, London at DR_003 - Main entrance.
Notification from user Watson, Susan at door DR_003 - Main entrance outside
09/13/2005 11:13

- Conditions

If some variables can not be filled with values (e. g. if the corresponding controller is offline), this would compulsively
cause a modification of the formatting of the text (especially when several variables are used one after another in
one line).

For that case there can be defined to suppress a comlete line or paragraph which is between both of the variables
of condition ##ifdef## and ##endif##, if the included variable is not filled with any value.

Example: Door break in center of distribution, ##location##, ##ifdef door ## door ##door##
#tendif##.
#tcause ##subcause##
#tdate## #time##

If the variable ##tdoor## is filled with a door number, the text of the notification will not be
different to the example above:

Door break in distribution center, London at DR_003 - Main entrance.
Notification from user Watson, Susan at door DR_003 - Main entrance outside
09/13/2005 11:13

If the variable ##door## is not filled with a door number, not only the value of the variable
will be missing, but the complete text between the variables of condition will be suppressed:

Door break in distribution center, London
Notification from user Watson, Susan
09/13/2005 11:13

Without using the variables of condition, the same message would include only the text
“door”, the number would be missing:

Door break in distribution center, London at
Notification from user Watson, Susan
09/13/2005 11:13

Like the standard variables, the variables of condition can be used either one per line or several one after another
in one line as well. To check the formatting / line feeds, the resulting notification can be viewed. The files created are
in the = David API path entered in IQ NetEdit. The file names will be created by the system.

Name Size Type | Last modified

] 43440845 1KB File  19.09.2005 10:21

] 434150EF 1KE File  19.09.2005 10:19

= 433Fe3Ea 1KE File  19.09.2005 10:14 Such a file can be opened and
= 4330ECSS 1KB File  19.09.2005 10:12 viewed by the editor.

= 4330 C584 1KE File  19.09.2005 10:11

=] 43390828 1KE File  19.09.2005 10:08
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Variations:

B 4459E788 - Editor (X ° Text with unfilled variables and without
File Edt Fomat View ? variables of condition:

@@DATAFORMAT E-MAIL

@@NMR freddy.flopp@t-online.com

@@REF 1Q MultiAccess - AC_002 - Action - Send message 3
@@BNZ 1Q

@@from IQ MultiAccess

This is a test. This message results from door I

Monday, September 19th, 2006 15:22 |

caused by:
end of message .

Message This is a test. This message results from door ##doort#
Hdated# Htimed#
w#caused# #subcaused# caused by #userdf
end of message

Epp—— LEX . Text with unfilled variables and with
Fie Edt  Format View ? variables of condition:

@@DATAFORMAT E-MAIL

@@NMR freddy.flopp@t-online.com

@@REF 1Q MultiAccess - AC_002 - Action - Send message 3
@@BNZ 1Q

@@from 1Q Multifccess

This is a test. This message results from door I
Monday, September 19th, 2006 15:22

end of message .

Message This is a test. This message results from door ##doort#
Hdated# Htimed#
w#caused# #subcaused# caused by #userdf
end of message

e B ®
P 4459E78B - Editor

File Edit Format  View 7

@@DATAFORMAT E-MAIL

@@NMR freddy.flopp@t-online.com
@@REF 1Q MultiAccess - AC_002 - Action - Send message 3
@@BNZ 1Q
@@from 1Q MultiAccess
This is a test. This message results from door staff entrance I
Monday, September 19th, 2006 15:22

Message from door staff entrance outside |
end of message .

Text with filled variables and with
variables of condition:

Message This is a test. This message results from door ##doort#
Hdated# Htimed#
w#caused# #subcaused# caused by #userdf
end of message

Example 2: Use the following syntax if only visitor ID-cards are to trigger a notification:

##tifdef VISITOR## <text and/or variables> ##endif##.

Application example: IACP monitoring according to 10.3.
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10.9 Start macro

There exists a separate documentation about macros, called Supplementary functions of IQ MultiAccess
(P32205-46-0G0-xx).

This action type can be used to start an existing (not hidden displayed) macro. This is only one of many possibilities

to start a macro. For further information please refer to chapter 1.2.2 = Execution possibilities of above mentioned
documentation.

10.10 Live image from webcam

This function can be used to display live images of a webcam on the screen of any workstation. Currently 1Q
MultiAccess supports several AXIS camera types. The camera is connected to Ethernet.

=» via a 1:1 Ethernet cable to any ethernet connection of the network.

or
=» via a crossed over Ethernet cable directly to a computer with a local Ethernet interface
Preconditions: ] A camera must be installed and configured in working order.
For this, we refer you to the installation instructions of the manufacturer of
the camera.
° A camera must be created/inserted in the installation program 1Q NetEdit (cf.

installation instructions P32205-26-0G0-xx) by right-click on =» location =» insert =»
controllers/terminals =» webcam. The camera parameters must be configuered (=»
Common tab of the camera) and an FTP-port must be enterd (=» Global settings).
These entries must be conform with the camera configuration.

Define action:

° Actions =¥ Live Image from Webcam =» P

(k3 :\;ﬁons @ PO e —
ay Control relay
-4 Control door [ [» Start manually
“i Inlﬁj N — ||| Name Aktion - WebCam 1
-4 Alarm message | | o
':‘\?.E Play sound L {I‘J | Expiration time | 00:03 -
e Play video [ | ||| Client-Software  SW_009 - IQ MultiAccess =
P
‘é;'—’ Message | | Webcam WebCam Place 1 =
-ty Macro
UMl | ive image from webcam [leme
.4} Image sequence from W... [B]
B Execute program
R

Enter an unambiguous name. For expiration time see 10.1 = Control outputs.

In field Client Software, the program 1Q MultiAccess is displayed as often as it is available in the various computers
within the location. (Here it will show again how useful unambiguous names are also for the software definition, e.g.
IQ MA computer Miller). Thus it is possible to define clearly on which computer the image of the camera is to be
displayed.

Select the required webcam in the field WebCam.
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° =» Save button ‘ | ‘ )

° Allocate the action to the door to be monitored. The example shows a monitoring of the staff entrance door
tried to be opened with an unknown ID.

&%) Room/Timezones calendar b... =
~{3) RoomTmezone groups DR _D02 - Door 2-Sale department outsice : No,2
@ locking-cylinder weekly plans @ Door number 2 Controller/Terminal TE_001-ACSS
]
% ey Depot Flans Mame DR_002 - Door 2—5ale Terminal valid i
& Salto plans = = = - = —— = = — -
4P Salto Devices common | Parameter | #* Actions | () Room/Timezones allocated | G Authorized persons | [] Logdata AC
.= B o
= Available Actions: Selected Actions:
~[=] Logdata AC = = = T T
Action | Action Booking type | from | to | Weekd. .. |
[ Logdata TR €
-[2 Logdata IACP AC_D42 - pktion - ACS Macro start.., = | Aktion - WebCa... 6 =Badgeun... ~ 00:00 - 23... > Al
&% zores AC_043 - Action - Switch Output 3 N
[zh{z] Organizations Action - Roof window dose A1 ‘ > |
[T Actions B ktion - WebCam 1 —
Control relay i 3 ‘
Controller offine! M
| Control door [ia] ey
Data lost
Info message =
Alarm message Message door release £
Play sound Open door warehouse 1
«i! Flay video Send message 37 <
{G‘ Message Unknown message

Select Booking type (here: Badge unknown) and the time period. The columns from and to can be used to define
a time period within the action is to be executed. If the trigger event is activated beyond this time period, the action
will not be executed. The days Mo - Su have the same meaning. The action will only run (within the valid time period
of the columns from and to) on days which are marked as active.

Result: The camera image will be displayed live in a separate window that is automatically in the foreground.
The stop button stops the countdown of the opening time of the window faded in. The live

transmission of the camera continues until either the close button (= exit transmission immediatedly)

or the continue button (= continue the transmission until the remaining transmission time has
expired) is clicked.

® Function test:

Leave the allocation and change back to the action.

By clicking the button [ statmanualy | the action can be started immediately for test purpose.




User Manual - IQ MultiAccess 105

10.11 Image sequence from webcam

This function can be used to display individual images of a webcam on the screen of any workstation. Currently 1Q
MultiAccess supports several AXIS camera types. The camera is connected to Ethernet.

=» via a 1.1 Ethernet cable to any ethernet connection of the network.

or

=» via a crossed over Ethernet cable directly to a computer with a local Ethernet interface

Preconditions:

Define action:

o A camera must be installed and configured in working order.
For this, we refer you to the installation instructions of the manufacturer of the
camera.

° A camera must be created/inserted in the installation program 1Q NetEdit (cf.

installation instructions P32205-26-0G0-xx) by right-click on = location = insert =»
controllers/terminals =» webcam. The camera parameters must be configuered (=»
Common tab of the camera) and an FTP-port must be enterd (= Global settings).
These entries must be conform with the camera configuration.

|
° Actions = Image sequence from Webcam = | or |

.1}-([3 Organizations
[=HE* Actions
= ‘4 Control relay
- Control door
-‘J:i Info message
- Alarm message
6“5 Play sound
- Play video
-% Message
.. 4:( Macro
- “:, Live image from webcam

. 'ﬁ Execute program

Ml image sequence from Wel L

Assignment |

o

|i B Start manually i

— ||| [Name WebCam Sequenz
‘ ‘ ||Expiration time | 00:03 -

‘ % ‘ Webcam WebCam Place 1 -

Enter an unambiguous name. For expiration time see 10.1 = Control outputs

Select the required webcam in the field WebCam.

° =» Save button | | | )

° Allocate the action to the door to be monitored. In the example a recording of images starts when the door
is tried to be opened with an unknown ID.
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@ Room/Timezone groups DR_002 - Door 2—-5ale department outside : No.2
() locking-cylinder weekly plans @ Door number 2 ControllerTerminal TE_001-ACS 8
'Qg Key Depot Plans L
-4 Salto plans =
-4 Salto Devices Common | Parameter | P Actions Q@ Room/Timezones allocated ; B Authorized persons || D.Logf.laia AC |
|2 Logdata AC | |

Action
[@ Logdata TR
[ Logdata 1ACP AC_042 - Aktion - ACS Macro start... =

~§F Zones AC_043 - Action - Switch Qutput 3
[+HE] Organizations

[SH#* Actions
4 oy Controller offine!

4% Control door ‘ @ ‘ | Datalost I
ik = 05’

Mame DR_002 - Door 2--Sale Terminal valid ¥

L

Available Actions: Selected Actions:
[ Action Booking type from to [ weekd. ..

Action - Roof window dose A1
Aktion - WebCam 1

z
[

[¥][+]

{‘i Info message —
‘ﬁ Alarmmessage Message door release
_é} Play sound Open door warehouse

-y Play video Send message 37

Live image from webcam

<
«

5 bR

Image sequence from W...

g

Select Booking type (here: Badge unknown) and the time period. The columns from and to can be used to define
a time period within the action is to be executed. If the trigger event is activated beyond this time period, the action
will not be executed. The days Mo - Su have the same meaning. The action will only run (within the valid time period
of the columns from and to) on days which are marked as active.

® Function test:

Leave the allocation and change back to the action.

By clicking the button [ stat manualy | the action can be started immediately for test purpose.

Result: The notification of an existing image sequence recording is handled like an alarm (see chapter 10.4).
This information and the evaluation of the image sequence can only be executed at the workstation
this action has been defined as no client software can be chosen.

These information as well as the evaluation of the recorded sequence of images can only
be done on the computer this action has been created, as there is no client software to be

choosen.

® Evaluation: Location =» System Activity Logdata AC =» - Logdata AC
- Select the image sequence recording required
- Display sequence button

A window opens offering a previously defined number of individual images. These definitions must be done in the
configuration program of the camera (cf. documentation of the manufactorer). The example uses the settings:

=» one image per second
=» 10 images backwards
=» 10 images forewards

This means from the moment of a booking that triggers the action, 10 images before the booking and 10 images after
the booking will be saved in 10 seconds intervals (the camera is running continuously).

The individual images can be opened by clicking directly or using the back and next buttons.

To exit the display click on close window.

For further use of the camera see option IQ Visitor (cf. chapter 19).
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10.12 Execute program

This action can be used to run external programs. Path, program name and eventually necessary parameters can
be entered.

Generally, actions are executed by the server. This means, the action execute program is executed also
executed by the server. Due to this, in the following cases there must be entered a path tha refers to the
server.

Define action:

° Actions =» Execute program = | o+ ‘
19> Actions i =
&) Contralrelay = @ Common || Assignment |
4% Control door “ ) Start manually ||
*'?' Info message
_é Alarm message — || |Name AC_044 - Start alarm program 44
- Play sound ‘ Lt ‘ Expiration time | 00:03 -
-& Play video —.
.12 Message | % ‘ BT S
J;‘, Macro L ||||rath d:\Prog ko terf.exe|
143, Live image from webcam Erancier
4:-, Image sequence from W... ‘E|

Enter an unambiguous name. For expiration time see 10.1 = Control outputs

Path: Enterthe drive, path treferring to the server and file name of the program to be executed and some necessary
parameter to run the program in the field Parameter.

° =» Save button ‘ k-l ‘ .

° Allocate the action to the person to start the action by a particular booking (e. g. start a backup when leaving
a special area).

% Room/Timezones calendar b...
@ Room/Timezone groups DR_002 - Door 2-Sale department outside : No.2
() locking-cylinder weeldy plans @ Door number 2 Contraller/Terminal TE_001-ACS &
89 Key Depot Plans Hame DR_002 - Doar 2--5ale departr Terminal valid ¥
4 Salto plans - = -
g Salto Devices Common | Parameter | ¥ Actions | () Room/Timezones allocated | & Authorized persons | [] Logdata AC
r
g ki Available Actions: Selected Actions:
5] Logdata A Acti | Acti Booking by fr to Weekd
on ion ool om eekdays
[ Logdata TR i <3 b
~[2 Logdata 1acP AC_035 - Action - Play sound 35 = > + 0 00:00
~£F Zones AC_042 - Aktion - ACS Macro start... N
[++i] Organizations i AC_043 - Action - Switch Qutput 3 ‘ > ‘
=+ Actions . [+ A—
Co ey Action - Roof window dlose A1 ‘ » ‘
Control door i — |
Aktion - WebCam 1 —
1§ Info message sl
é Alarm message Controller offiine!
H Qg Play sound L Data lost

Select Booking type (here: Release) and the time period. The columns from and to can be used to define a time
period within the action is to be executed. If the trigger event is activated beyond this time period, the action will not
be executed. The days Mo - Su have the same meaning. The action will only run (within the valid time period of the
columns from and to) on days which are marked as active.

® Function test:

Leave the allocation and change back to the action.

By clicking the button [ Statmanualy | the action can be started immediately for test purpose.
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10.13

Assignment

An =» Assignment tab exists for all previously described =» actions. It offers an overwiew about all persons, doors,
areas, controllers/terminals the selected action is assigned to. The evaluation is described in chapter 13.

Door narme

7 = Wrong keycode 00:00 2355 « v ] v v v ¥ DR_002-D...

11. Scheduler/Time tasks

- 3 Personnel data
-l Visitor data
-[] Logdata AC
[a Logdata TR
[ f| Logdata IACP
qu Organizations
,_-g-_}[‘ﬁ Time tasks
._:J-@ Data import/export
@) Infolog

-ZF Change protocol
(£33 Operators
2+ Locations

=+ Lokation

& Personnel data

[} Visitor data

(3] Room,Timezones
Foom,Timezones calendar b...
1'4;% Room/Timezane groups

Q{g locking-cylinder weekly plans
-#3 Key Depot Plans

- Salto plans

- Salto Devices

-

(] Logdata AC

|__£g Logdata TR

[ d] Logdata IACP

ﬂ Zones

._»,qu Organizations

_ij’ Actions

_—J[VQ Time tasks
:l once

E minutely

il daily

zl weekly

El manthly

yearly

By means of schedulers/time tasks, certain functions can be
executed once at a defined time and/or recurring functions can be
executed automatically at regular intervals.

Timer jobs can be created globally (superuser) and/or per location
(superuser / local manager). Global timer jobs are valid for all
locations. They can be used for automatization of of systemwide
operations, such as a global import / export (cf chapter 17 =
import/export). Location related timer jobs are only valid for the
location they have been createt in.

A distinction is made between schedulers that are executed once
and those that are executed regularly on a minutely, daily, weekly,
monthly or yearly basis.

The definition of global and location related timer jobs are identical.
The examples following have been created within a location.

11.1 Schedulers to be executed once

Example:

Before commissioning a location, all data created and modified so far are to be transmitted to all

controllers/terminals. This process is to take place once at a certain date/time.

# Salto plans
# Salto Devices
=] Doors
[£] Logdata AC
[ Logdata TR
[d) Logdata IACP
£F zores
[z} Organizations
(% Actions
33 Time tasks
"
D] minutely

4] daily

1 | infolog

Start manually

Name OP_001 - Time task - one time only

Times

Statistics

Start 2359
Expiration ime  01:00

End time 00:00

arlfar

(7] weekly

) monthly

g vearly

(% Data import/export
™ Calendar

[# Holiday formulas
Controllers/Terminals
2 Info fields

5 controller aroups

Start Pattern

Date 18/05/2015

Task

Type Log data rearganization (Quantidy)

Threshold 2

Target Value |0

Type Infolog

O flarfar
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° Time tasks = once = common tab | &7 |

° Enter an unambiguous description in th-e N:;1me field.

° Execution time: The scheduler will be started at the set time.

° Expir. time: Period of time during which the scheduler is still valid and is started after the execution time

has been reached.

Example:The scheduler is to start at 23:45 h, but the 1Q MultiAccess software of the
computer concerned is not running at this point of time. If it is started within the expiration
time (e.g. 1 hour, i.e. by 0:45 h at the latest), the scheduler will still be executed but not
afterwards.

3/24/2008 -
1 March 2005 3
] s M TwT

— F2@\ 1 23
6 7 8 910

5
4
1
lilef 13 14 1518
— ;2 2 zEls
1
B

° Start pattern: Enter the date when the scheduler is to be executed or
select it via the calendar.

w

1
1
2
— P 2829310 n
—] 3 45687

i

[N T ]

Task ° Task: Select a function that is to be exeuted by the

| scheduler.
Load data |

Load Holidays

Log data reorganization

execuUte action

Start external program on server

Start D ataexport

Start dataesport

Depending on the job, further entries are required. For global timer jobs some of the tasks following are missing.

Job Further entries
Load data: Destination: Select the controllers / terminals to which the data are to be sent.
Parametr. If this check box is activated, the data of the
controller/terminal selected are deleted first, a reset to a defined basic condition is
made and the complete data structure is sent again to the controller/terminal.
This field should always be activated.
Data that are created / modified in IQ MultiAccess are sent automatically online to
the controllers / terminals, therefore the data structure of the controllers /terminals is
not changed without parameterization.
Example:
An ID card that was deleted in IQ MultiAccess is still active in the controller / terminal
- for whatever reasons. This kind of malfunction is only corrected by
parameterization.
Load holidays Destination: Select the controllers / terminals to which the holidays are to be sent.
Log data Threshold/ target value:
reorganisation If a certain number of bookings is exceeded in the log file (max. 10 million), this value
by quantity is reduced to the specified target value. The oldest bookings are deleted in the
process.This function guarantees that the log file does not get infinitely inflated. It
should be carried out on a regular basis (weekly or monthly).
Kind: Select the logfile to be processed
Log data older than: Deletes entries older than xx days
reorganisation
by days Kind: Select the logdfile to be processed
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Job Further entries
Execute action | Action: Select the action to be executed. All actions that have been created (see
Chapter 10) are available.
Start external By means of this job, any program can be started on the server.
program on Via Path and Parameter, the entries required for starting the program are input.
server
Example:
Automatic data backup of the database in the background (see also Chapter 11.7 = Data backup as
scheduler).
Path C:\Programs\IQ_MultiWIN\IQ_Database\etc\IQBackup.exe
Parameter -S
Start data Import definition: Select an import definition (see Chapter 17)
import
Start data Export definition: Select an export definition (see Chapter 17)
export
Person Use this task to filter persons, who have not booked for a defined number of days. Those persons can
cleraring be selected to be either deleted or deactivated in the location. Enter the number of days in the field
older than.
Delete person allocation: Person will be completely deleted from the location.
Deactivate person: Person will be set to inactive in the location but the personnel
master record will remain.
Delete deactivated person assignment: Personal master record for a deactivated person is
completely deleted from the location.
Visitor Using this function, visitors whose data carrier validity (data in input field =» Visitor data < Common
clearing =» Valid until) has expired can be filtered out. The master records of such persons are deleted or
deactivated at the location based on the selection.
Delete visitor: Visitor will be completely deleted from the location.
Deactivate visitor: Visitor will be set to inactive in the location but the personnel master record
will remain.
Delete deactivated visitors: Visitor master record for a deactivated visitor is completely deleted
from the location.

° =» Save button | B

° In the Statistics field, the previous and the next execution scheduled for the scheduler are displayed.
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® Function test:

By clicking the button I B Start manually I the action can be started immediately for test purpose.

e Check:

The execution of each timer job is logged in the =» Infolog tab, regardless if it was started manually or time
controlled. The individual evaluation possibilities correspond to chapter 13 = evaluations.

1
‘]
on
]
=1
i

Description { Comment 1 Comment 2 Creator ( I
;i]BﬂJ?,“ZUIS 15:15 Time fask completed

23072013 15:14 Time sk completed
l—i 2337313 1512 Time tzck completed

S —_— s a3
:I LEIE{AN LI UGU S LIME 13SK COMMEIEa
| otinzianey 1222 ATy e
| 2LaTA0LL 1358 Tane task compietad
]7\',7 11 12:57 Time #ask comnletad
21372011 13:57 Time fask complated

A timer job that is to be executed once will automatically be set to inactive e after its execution, because from

now on the execution juncture is in the past.
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11.2 Schedulers to be executed minutely

This type of timer jobs are used for task to be run at several times a day. In principle, this function corresponds to
Chapter 11.1, with the difference that the desired time interval must be specified as start type. From the moment of
its activation onwards, the scheduler (time order) is started at the intervals specified. (In the example every 5 minutes,
from 20:00 to 23:00 h).

4 Salto Devices ==
g e 19
= Logdata AC I
(3 Logdata TR
[ Logdata IACP
¢ ¥ Zoncs
g ramns
E# Ao
ZH) Time tasks

|
-0l

1
2
!
&

Staushcs

| %

20:00

once

Expiration tme  01:00

End time 23:00

I

Start Fattem

9

every ... hour 00:05

(-5 Dataimportjexport Task
- Calendar

by Type Cecute action
—% Holiday formulas
~E controllers/Terminais

=) Info fizlds

Acbon AC_DZ3 - Action - Switch Ouiput 23 * XK

This kind of scheduler could be used e.g. for controlling online a data import of personnel data from an external
system. As soon as an import file is available, it will be loaded by IQ MultiAccess. For this purpose, the corresponding
ID must be selected in field = Import definition. For details concerning import / export please see Chapter 17.

11.3 Schedulers to be executed daily
In principle, this function corresponds to Chapter 11.1, with the difference that a start type is not required here. From
the moment of its activation onwards, the scheduler is started daily at the execution time specified.

11.4 Schedulers to be executed weekly

In principle, this function corresponds to Chapter 11.1, with the difference that the desired day of the week must be
specified as start type. From the moment of its activation onwards, the scheduler is started at the execution time
specified on the day of the week selected.

—[5] Logdata AC
g Loadata TR
- [J Logdata IACP
: &F Zoncs

G Organizations

Common | infolog

<

Slea | marmeally |

Name OP_003 - Zeitauftrag - woedhentlich

o
x|
II dally —

[t
U

-0
g
m

Statistics

Start 23:59

Expiration ime | 01:00

H Start Pattern
Weekday

5+% Data importfexport
- ™ Coherndsr L)
& Holiday formulas

Monday

Task

& Controlers/Terminals

Type

Log data reorganization (Quantidy)

-2 Info fiekds L&}
—;:ﬂ Controller groups

—x Marrns

=3 Keys

S 05

) Infolog v

Threshold 100000 <
Target Value | 50000

Type Access bookings -
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The example shows a reorganization of a log file every Tuesday from 23:59 h on. If there are more than 100,000
entries in the log file, the oldest entries will be deleted until there are only 50,000 entries.

£ocess bookings In the field Type there can be selected one of the following files:
TA bookings

Infolog
Change Protocol

11.5 Schedulers to be executed monthly

In principle, this function corresponds to Chapter 11.1, with the difference that a certain day in the month must be
selected as start type. From the moment of its activation onwards, the scheduler is started at the execution time
specified on the day of the month selected.

Select execution day:

- either a certain date (e.g. always the 26st of a month, irrespective of whether this day is a Monday, Tuesday etc.)

Start Pattern
Execution Day in manth E| 22 5
| Day in month |
Task | firstflast day in month
Type ._Weekclay -

- or a certain day of the week (e.g. always the first, third, last Monday, Tuesday etc. or day in the month).

1
Start Pattern
Execution Weekday - ||| first - | | Sunday IZ|
|Sur'|da.\|I |.A F
Task | Monday D}
Type Person clearing | Tuesday
| Wednesday
older then 365 Thursday
; : Friday
Type Deactivate person assignment Saturday .

11.6 Schedulers to be executed yearly

In principle, this function corresponds to Chapter 11.1, with the difference that a certain day in the year must be
selected as start type. From the moment of its activation onwards, the scheduler is started once a year at the
execution time specified on the day of the week in the month selected.

Selection of the execution day:

- either a certain date (e. g. always the 21™ December, regardless if this day is a Monday, Thuesday etc.).

Start Pattern
Execution Day in month ~124 | December El
| June P
Task - Ty
Type Start external Program August
| September
Path c:'Honeywell_ig\IQ_MuliWINVIQ_Database\etcligbackup.exe | October
| November
Parameter = | December |+

- or a certain day of the month (e. g. always the 1%, 3, last Monday, Thuesday or day etc. of a month, e. g. in January,
in February etc.).
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Start Pattern
Execution Weekday - ||| first - | |Monday - | | December |Z|
January -
sk | February
Type Start external Program | Mar |
| April
|Paﬁ1 o'Honeywel_ighlQ_MultWINYQ_Database\etcligbadkup.exe May
June
Parameter 5 Iy -
—

holiday calendar to the controllers/terminals at least once per year. This can be done via an scheduler to be

Due to the limited memory capacity of holidays in the controllers/terminals, it is advisable to send the current
executed yearly.

11.7 Data backup as scheduler

A typical example for an scheduler recurring at regular intervals is the automatic data backup.

Depending on whether the backup is to be executed daily, monthly etc., a corresponding scheduler with the job start
external program is created.

The drive and the path to be entered are physically located on the server and not on the local
computer! For this reason, the data must be entered manually and cannot be defined via a search
function.

Example:

Task

Type Start external Program -

Path c\Honeywell _igIQ_MuliWINQ_Databasze'\etcligbackup.exe

Parameter =

Directory ...\Program Files\IQ_MultiWIN\IQ_Database\SIC must be available, itis created
automatically during the installation.

The backup files are called <Date><Time>.FBK e. g. 190120051835.FBK.
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12. Operators

Operators are users with different rights. The product is delivered with one superuser having all rights in the entire
system. The superuser defines further operators®. These may be other superusers, system managers, personnel
managers, location managers or shadow managers. In addition, the superuser can make changes directly in one
location and he/she can also work in the general personnel master records of the personnel managers.

Usually personnel managers do not deal with access control as such. In most cases, they are members of Human
Resources who centrally define and manage personnel data. Personnel managers can view and access all members
of the staff in the entire system and across locations and clients. They can neither view nor access the access control
data.

System managers correspond to (“small”) superusers with restricted rights. They can get rights in all areas of
operation, except IQ NetEdit.

Location managers are the real users of the access control software at a particular location. They can view only the
access control data and persons that are relevant for their location.

Depending on the operator who is logged in, the desktop may be more or less comprehensive. You will find further
information about operators and their rights in the Installation Instructions.

including assignment to locations

e

Editing and administration u
of the whole personnel Editing and administrating 06 personnel in general including allocating to the |r1:|w|duaf locations or creating directly in the locatjon

Location manager 4—-

~ ACrights

LITTThe
VTR

* = Persons created
directly in a location will
automatically appear in

the personnel manager’s
entire personnel master
file

Shadow operators have an exceptional position in order to realize access to one or more doors by several mandators
(see chapter 20 and installation instructions chapter 12).

for description see Installation Instructions
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12.1 Personnel managers
Honeywell

IOMA x

Identification
User Mame Manager P
Password paancaa|
Server Identification |
@ IQ Server
Server Mame localhost -
Cancel | | oK |

With his/her login name and password, the personnel manager can only log
into 1Q MultiAccess. He/she has no other access rights.

The personnel manager can only process =» personnel data (incl. visitors
and organizations). This, however, on a system wide level (see also

Chapter 5.1.1).

® Personal manager’s user interface for personnel management:

.@ DO [0

global / Personnel data - IQ) Multidccess -— Novar GmbH, develop

5 Personnel data

global | Personm

ﬁ Cost centers
i@k Working groups

i) Visitor data _
E,E_:] Name First name
[=H Organizations

EE? Departments ¥ | Tuesday Bernie

Wednesday Carl
Donnerstag Dora

Friday Erna
Happyday Fritz
Monday Andy
Sunday Paul

Valid

9 @ E @ @ €=

Default Personnel ID

Default Ir

=

x|« O

J Caomman || Data carrier default values || Locations assignmer

& Operationally data || B Name [ Address " & Personn

MName

Last name

Last name 2
First name

First name 2

Tuesday

Bernie

Qrganization

Entry date

A Leaving date
Personnel ID
Department
Cost center
Working group
Function

Import ID

07/10/2014

-—no assignment -—
-—no assignment —

-—no assignment -—




User Manual - IQ MultiAccess 117

® Personal manager’s user interface for visitor management (see also chapter 19):

@ O I RENT

.

global / Visitor data - IQ MultidAccess — Nowvar GmbH, developer licenc

i@ Personnel data global / Visitor data:
4 Last name First name Valid Co
[=hZ] Organizations I
L Departments i
@ Costcenters Muster Max 7
LG4 Warking groups
@ | Commaon || 2P Name [ Address “ Locations assignment ” (3 Logd:
Name
|| salutation -
| = ‘ Title
— || First name 1
‘ x | First name 2
- Last name 1
i Last name 2
Personnel data
Sex -
Date of birth -
Mationality
Passport no.

The range of a personnel manager’s rights is definded by a superuser (system administrator) directly in 1Q
MultiAccess in 1Q Netedit (cf. installation instructions P32205-26-0G0-xx). A personnel manager him/herself can not
view or change his/her rights.

R
L‘:‘Jﬂ Operators

i B superuser

'.’ System operator
2 S— Manager P

-%% Locations | Commen U User rights
(=™ Lokation 7

-~ i Personnel data “¥ Rights Filter
[+ Visitor data r -  Read

@ Room/Timezones Change

@ Room/Timezone groups
- locking-cylinder weekly plans
'Qg Key Depot Plans
- 4 Salto plans
P Salto Devices
~[= Doors
[ Logdata AC
--[@ Logdata TR
[ Logdata IACP
ﬁ Zones
LJ‘.[:&] Organizations
[]@ Actions
[FHE) Time tasks
[+ Data import/export

Room/Timezones calendar b...

slz| [%x][#] O

W
W
il
v
H
[ Show
-
&
8l
-]
!
[
8l
gl
'l

Insert

Delete

Control
Protocols/Logdata
Person data global

Insert

Delete

Common - Display

Commen - Change

Main data - Synchronize

Data carrier data - Display
Data carrier data - Change
Location assignment - Display
Location assignment - Change
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12.2 Location operators

The basic rights of an operator are assigned by the superuser in IQ NetEdit during the installation (see Installation
Instructions).

In the factory setting, a location operator has no rights in IQ NetEdit; in IQ MultiAccess, he/she may read, modify,
create and delete access control rights but he/she is not authorized to view or process other location operators. With
this basic setting, the option Location operators in the File Dialog window does not exist at all for the location
manager - this chapter can be skipped.

If a location operator is defined and he/she is granted the rights to process other location operators, he/she may

-> create, process, delete other location managers
- change his/her own rights for IQ NetEdit and 1Q MultiAccess (these will overrule the rights granted
to him/her by the superuser)

Caution! The location manager can also delete or block himself/herself here!

° Select Location Operators.
=» Create new data record ‘ oA ‘ (or select and process an existing data record).
° Common tab
_Jq II(:U - The Boss
0 Inf:bg @ CU User rights
&P Change protacol | LoginData
-0 User Name The Boss
_—J-“_,‘ Firma B [
& Personnel data ‘ EE ‘ Password
J-.& Visitor data = | PRI
% :z:ﬁ::z::: G | ‘i‘ Operator cannot change passwords )
Qﬂ Room,/Timezone groups Change interval [d] |0 =
& Salto plans Last modified 30/07/2013 &
E zz\:sDEVICES : V| Account Never Expires
—[] Logdats AC s Expiration 31/12/2025 -
[ Logdata TR
2 Logdats TACP Assigned Person
ﬂ Zones -—no assignment -— - X
T L P S
] Enter user name and password.
The password must have 5 characters min., it must not contain any blanks or special characters, all
alphanumeric characters are permitted. There is no check for upper/lower case. For reasons of security, the
password is displayed in hidden form with “*****” during the entry; after saving, it is no longer displayed at
all.
° Change password:

In this section, you define whether the operator can change his/her password or not.

In field Change interval, you can define after how many days (d) an automatic request to change the
password is produced. If an operator cannot change the password himself/herself, he/she must ask the
system administrator to change the password for him/her after the time specified here has expired.
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bar: =» File < Change password, cf. Chapter 2.3).

The password may be changed manually at any time, provided that the operator has the right to do so (menu
If “0"is entered, there will be no request to change the password.

The field Last modified is for information only. It shows the date when the password was last modified and
cannot be changed.
] Validity/Expiration of the user account:

- No expiration:
Ifthe Account never expires boxis ticked, the user account has unlimited vaidity. An expiration date
cannot be entered.

- User account expires at a certain date:
Account never expires is not ticked. Enter expiration date or assign one via the calendar. After the
expiration date, it will be no longer possible for this location manager to log in.

° Assigned person:

For reasons of data protection, the location manager is anonymized, i.e. only his/her ID is shown in the system
messages. By assigning a person, a location manager is personalized.

If the location manager is included in the personnel master file of another location (e.g. a branch manager responsible
for several sites), no assignment is selected.
° User rights

For each software allocated to an operator there can be defined which rights he/she has in the individual section (IQ
NetEdit, IQ MultiAccess, IQ VPS, IQ Video, IQ Visitor).

There are individual settings for each subprogram. They can be opened by clicking the “+” symbol.

;‘Ianagers
@ Comman | User rights
(S g 1Q Multidccess -
: ¥ Rights Filter
[ v Read
| '{IL" | ol Change . .
- tngert A menu can be opened by a right-click to
s fade in/out, set or delete the complete

Control
¥ Rl rights or the rights of a selected branch.
Common - Display
Action assignment - Display

0

YRR K

e
fc

9

Action assignment - Change
Person data global

Show

Insert

Delete

Common - Display

Common - Change

Main data - Synchronize

Data carrier data - Display

Data carrier data - Change

Location assignment - Display

Location assignment - Change -

TR QD E Qe
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Rights filter

Manager 5
@ Common | User rights
B 1Q MultiAccess
(&} Rights Filter
¥ Read
[ Change
@ Insert
Delete
= Control
(43 &P Protocols/Logdata
-+ Locations
Common - Display

»

]

Action assignment - Display

Action assignment - Change
Person data global

Show

Insert

Delete

Common - Display

Common - Change

Main data - Synchronize

Data carrier data - Display

Data carrier data - Change

Location assignment - Display

Location assignment - Change -

| R B

e Common | User rights

First of all, a rights filter must be defined
for each subprogram. Alternatively the
factory settings can be remained (see
image).

The rights filter determines the right a
user generally hasin the individual
subprogram.This means, if e. g. the
“delete” right is not active, the operator is
generally not allowed to delete anything,
even if the “delete” right is active in
his/her individual rights.

There exist the possibillities to
activate/deactivate the rights read (which
means available e. g. in combo boxes),
display (in the tree), insert, delete as
well as change and display per tab.If
display is inactive, the corresponding
entry is not visible in the tree and/or in the
tab. If read is not active, all the other
rights are also inactive.

Login Data
||| User Name Manager 5 (The Boss) . .. . .
| & ‘ L Every new created location manager is inactive at first. He/she
| (O — must be activated manually.
- -»hyyd Login Data
| “ | Operator kann Passwo
LS || user Name Manager S (The Boss)
| o | Password

|—‘ Password Change

Operator kann Passwort nicht &ndern

Modifications of rights become only active with a relogin of the operator!

12.3 Superusers

A superuser has all rights on a systemwide level (see overview at the beginning of this chapter as well as the

Installation Instructions).

12.4 System managers

System managers correspond to superusers without 1Q NetEdit authorization. He/she can only be created
systemwide. All other settings are similar to the location manager settings.

12.5 Shadow managers

Via these special managers it is possible for several mandators to have access to collective doors or th share doors
of one ACS-8. For details see chapter 20 and installation instructions chapter 12.
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13. Evaluations

13.1 Overview

1Q MultiAccess provides a variety of lists and evaluations, in separate form and distributed over the corresponding

areas.
In the File Dialog window: =» Bookings/system activity
=» Infolog

=» Change protocol

As a separate window: =» System state
=» List window

As a section (tab) in the detail window: =» Actions
=» Bookings/system activity
=» Infolog

As separate programs: =>» 1Q Monitor

=» |Q SysMonitor
=>» 1Q PrintServer
=>» 1Q AlarmMonitor

All lists are defined in a certain standard in the factory, but they can be modified/adapted to individual requirements.
This applies to the sequence and selection of the columns displayed as well as to the grouping and filtering of the
data. The individual adjustments described in the following chapter are generally applicable to all evaluations, no

matter from which program part/window they can be started.

Via a setting in 1Q NetEdit bookings can be made anonymous. In that case no names and card data will be displayed,

only the corresponding events.

13.1.1 Search

Click into any column and do a numeric or alphanumerc input. This need not be a complete number or word, a match
code will do. In the example below an “h” has been entered in the name column (there is no need of capitalization).

global / Personnel data: Occupancy 24
Name First name i Valid | Default ID Data carrier | Default data carrier coding | Default Data carrier valid from | Default Import... Default Data carrier walid unti
Tuesday Bernie 4444 00000000000807100203 06/07/2011 31/12{2025
| ] Wednesday Carl i 0 01050006061302101310 06/07/2011 31/12/2025
B Donnerstag Dora L 0 02021515041215040912 06/07/2011 31/12{2025
| ] Friday Erna Ed 0 02021515041109011509 06/07/2011 31122025
BTl | & o levms | s
i Andy v 0 08/07/2013 31/12/2025
| ] Sunday Paul v 1] 10/07/2013 31/12/2025

The display (list and detail window) jumps to the first data record starting with the search criterion entered.

The key combination Ctrl | and Ctrl 1 can be used to continue searching forewards / backwards for the same search

criterion.

For further search possibillities see chapter 5.4.
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13.1.2 Individual adjustments

The following indvidual adjustments are valid for all lists.

13.1.2.1 Change sequence by shifting a column while keeping the left mouse button pressed.
First name !'u'alid | Default ID Data car

fay Bernid Defal{}ID Dl};c:a carrier

wesday  Carl v

erstag Dora el

13.1.2.2 Column selection

Add/delete columns

° Add

Variant 1:

Name |Hrstnam Al Sort Ascending

e o | b sontDescending A right-click on the column header opens this menu.

— Clear All Serting
Donnerstag Dora

Friday s Group By This Column

Monday Andy

[\ o0

Show Group By Box

Remove This Column

- ) ] Column Chcﬁer

10 me

— Best Fit
(P——
N Best Fit (all columns)
— ? Filter Editor...
C D
| o BT
@l Operatior
! Show Auto Filter Row
—_ Name
‘ dh | i Show footer
|Firstname |\|'alid Defd e ; B Hing | Defaul Column Chooser opens a list with all
:omization : - .
Bernie v _ S p3 o807 available fields:
Birthday
Carl El fo 08/07,
Default cost center | =
Dora ' 2 06/07)
E=p = Default cost CT:\:E no. ha 06/07,
Eritz 7 Default data carrier version 06/02,
I Andy - Default Department -
Paul [ Default Department Mo. 10/07,
" Default Function 10/07;
L Default I5-Code 23/07,
Andrea v Default Personnel ID foe 2307,
Silke V| 23/07,

Drag the desired field to the desired position while keeping the left mouse button pressed.

4 global |/ Personnel data: Occupancy 24
Walid | Default data carrier e = efault In
= hASaNRaNeAaaRTIRE-— &
Default cost centerme. | Eirthday
™ G1I5 Uo 1302101
Default cost center =
e 020215150412150440
Default cost center no.
o 02021515041109011
= Default data carrier version
Default Department
8 | L
v Default Department Mo.
7 Default Function
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n Note! The "Column Selection" window must be closed again afterwards!

Variant 2:
| Name First name A left-click on the list symbol...
FTuesday Bernie

Wednesday Carl
Donnerstag Dora
Friday Erna
Happyday Fritz
Sunday Paul
. ...opens a list with all fields available:
No. of locations
J || Name
o | First name
V|| Valid
J || Default Personnel ID
¢ | Default Import ID
J | Default ID Datapcarrier
J | Default data carrier coding
Default I3-Code
J | | Default Data carrier valid from
J | | Default Data carrier valid until
J | Default Data carrier valid until (time)
Last name 2
First name 2

Tick the column(s) requiered. The column(s) will be inserted into the currently opened list according to their sequence
in the menu. If necessary, the sequence can be changed as described in step 1 (= change sequence).

° Delete columns

Columns are deleted by

- dragging the column header (with pressed left mouse button) out of the header line,

Default Pers -
== |(24] Sort Ascending - via right-click on the header of the column to be deleted =»
&} Sort Descending Remove this column. It is only removed from the display, but it is
Clear Sorting again included in the list of available columns and can be selected
%, | Group By Thix Column from there at any time.
B Show Group By Box
- Remowve This Column
& Column Chooser
il | Best Fit
Best Fit (all columns)
ves [ loat = Filter Editor...
e / Address Show Find Panel
Show Auto Filter Row
Show footer
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or

I | Eirat uabid | nafal
5l D

i - Left-click the list symbol and deactivate the column(s) to be removed.

Mo. of locations

Name

First name

Valid

Default Personnel ID
Default Import ID

Default 1D Data carrier

|

Default data carrier coding
Default 15-Code

| Default Data carrier valid from

||« | Default Data carrier valid until
4 ‘ J | Default Data carrier valid until (time)

|: Last name 2

13.1.2.3 Adjust column width

hara | Firstnadiegrppieit. | Defoul If the mouse pointer is placed between two column headers, it will change
Monday its form. While keeping the left mouse button pressed, you can reduce
Neu Robert i (dragging left) or increase (dragging right) the column width.

Sonntag Andrea ] With a double-click, the column left of the mouse pointer is automatically

adjusted to the width of its content.

13.1.2.4 Sorting

° Simple sorting

In the factory setting, the individual records are listed in the order of their creation.

Right-click on a column header and selection of Sort ascending or Sort descending displays the list in the sorting

selected. What is decisive here is the individual column header that is selected.

Example 1:

Lokation | Personnel data: Occupan Standard display in the order of creation:

Lastname |Firstname |Valid | ID data carrierno. | ParentlD Personnel ID

>4 2
Wednesday Carl v 4 3
Friday Erna v Z 5
Happyday  Fritz v 3 10
Monday Andy v il 12
Sunday Paul v 10 13
Sonntag Andrea v 11 26
Newsday Paul Fl 15 41

Lol
e [salic [mg
i 5] Sortlgcending I
Wednesday %l Sort Descending
Friday = Group By This Column Sorting in ascending order in field Last name...
Happyday Show Group By Box

Monday
Remove This Column
Sunday

Sonntag Column Chooser

10 mp

Mewsday Best Fit

...produces:

Lokation / Personnel di

Last name First name ID data carrier no.

2

Happyday Fritz 'l 3}

B Monday Andy V| i
B MNewsday Paul 'l 15
| ] Sonntag Andrea v 11
B Sunday Paul W 10
B Tuesday Bernie W 44944
| ] Wednesday Carl 'l 4
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— [sumtia

@ 2| SertAscending Sorting in decending order in field Last name...
Happyday |%l lSortD cending
] Manday Clear Sorting
- Newsday: (i Group By This Column
| 5o B | Show Group By Box
Sunday
] Remove This Column
Tuesday
Wednesda Eolumn Ehooser ... produces:
Lokation / Personnel da
Last name First name Walid 1D data carrier no. Pi
] '
Tuesday Bernie v 44
|| Sunday Paul v 10
Sonntag Andrea il 11
|| Newsday Paul I 15
Monday Andy v 1
|| Happyday Fritz | [
L] Friday Erna ! 2
A small grey arrow in the header of the individual column indicates the sorting:
A = ascending V¥ = descending.
First name First name

Sorting in ascending/descending order is a toggle function, i.e. there is a shortcut for the function shown
above - 1 click into the header of the column to be sorted (left mouse button). That means sorting in
ascending order. Each new click will revert the sorting order.

= &

The list can be sorted by any column.

Example 2: The data shown in example 1 are to be sorted in ascending / descending order by ID card number.

Lokation / Personnel dat

Representation in order of creation:

Last name First name Valid ID data carrier no.

B Newsday -

Sunday Paul 7 i
| | Happyday Fritz 7 =
B Friday Erna 7 =
B Wednesday Carl 7 =
B Tuesday Bernie 7 S
B Monday Andy 7 :
| Sonntag Andrea =] =

Lokation / Personnel dat

Last name First name

ID data carrier ...
Left-click on header field ID data carrier
produces sorting by Card ID in ascending

Monday

<]

Friday Erna i 2
] Wednesday Carl v 4 order.
B Happyday Fritz W 6
B Sunday Paul v 10
B Sonntag Andrea v 11
] Mewsday Paul ] 15
] Tuesday Bernie v 4444
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Last name First name Valid ID data carrier
 pr—
MNewsday Paul v 15
| | sonntag Andrea 7 1 Another left-click on header field ID data
| | sunday Paui 7 10 carrier produces sorting by Card ID in
| | Happyday Fritz 7 6 descending order:
il Wednesday Carl v 4
™ Friday Erna Fi 2
] Manday Andy 7 1
o Multiple sorting

It is also possible to sort by several columns at the same time. For this purpose, the first column is sorted as
described above, then the second and each other column is defined in addition while pressing the shift key.

Last name First name ID data carrier no. |

Example:
The sorting was carried out in ascending order by last name (1), first name (2) and Card ID (3).

° Delete / undo sorting
PE— e Tt When item Clear all sorting is selected, the data are shown again
Mevesdag A1 Sort Ascending B in the original order of creation.
| | sonntag Z|  Sort Descending
Sunday | Clear Al Sorting
|| Monday =  Group By This Column
L HElxppyday B | Show Group By Box
13.1.2.5 Filtering
° For field content
Last name T | Firet nameas ) .
| (Custom) Example: O_nly persons with the name Sunday are to be
Friday displayed.
Monday Happyday . L ; : :
— Monday The desired selection (in our example Sunday) is defined via the
Mewsday . .
| Mewsday arrow right of field Last name.
Sonntag Sonntag
Sunday |Sunday I:?
— Tuesday
| Sunday Wednesday
Tuesday
Last name First name ID data carrier no.

l Sunday Mary 3

All personnel master records with last name Sunday (in order of their creation) are displayed. By a left-click in the
First name field, the records are shown in alphabetic order (ascending/descending) by first name.
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° User-defined filters

In addition, user-defined filtering can be selected in every field.

Example: To control the correct spelling, all persons named Sunday or Sonntag are to be listed.
Last name ?| Firct name f A user-defined selection is made in field Department:
...................................................... | (Custom) | } partment.
E | Friday D} I
Happyday Happyday
| | Monday
= Makaley | Mewsday
Mewsday Sonntag
Sonntag Sunday
— Tuesday
|| Sunday | Wednesday
sunday
YT One of the available options is selected:
Show rows where: =» equal (alphanum.) In the right-hand field, the
T alphanumeric value to be
checked is entered, here: Smith.
Is like ~|  Sunday Note capitalization.
And @ Or
Iz like - Sonntag or
@ oK I Cancel
=» equal (alphanum.) In the right-hand field, the
alphanumeric value to be
checked is entered, here:
Smyth. Note capitalization.
Schaltflache OK.
Lokation / Pei . .
b —— T All records with Sunday or Sonntag are displayed.
Sunday Paul 10
:|5ur|day Mary 3

For an unknown sequence of digits the wildcards “%” (corresponds to “*” = as many digits as you like) and/or *_”
(corresponds to “?” = one digit) can be used.

Example: The input Ma% finds all names beginning with Ma, no matter how many digits are following.

The input __ 3 finds the number 3 in the spelling 3, but also with any one or two digits in front of it,
e. g. 03, 003, x3, xy3, 5r3, T63, $A3 etc.
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° Undo filtering

}§Sonntag
Sunday
Sunday

Last name

EJ.EiL':fﬂamP

N

(Custo
Friday
Happyday
Monday
Newsday
Sonntag
Sunday
Tuesday
Wednesday

° Extended filter definitions

Selection = (All).

The simple filters described above are sometimes not enough to get some very special information.

The =¥ Filter Editor button can be used to set up individual filters.

Using the filter possibillities described previously, we selected:

For example: All bookings of a certain person, at a certain
controller with the message “Release time expired”.

Sunday
Sunday
Sonntag
Newsday
Monday
Happyday
Friday

4

And ¢

.. [Last name] Begins with <enter a value>

Last name T
%l Sort Ascending [’ Examp|e;
Wednesday 77 .
Skl Clear Sorting
Sunday = | Group By This Column
|| Sonntag Show Group By Box
| e Remove This Coelumn
Monday
— Column Chooser
Happyday
L = :
Feitleiy o BestFit
I Best Fit (all columns)
| 77 Filter Editor.
Show Find Panel
Show Auto Filter Row
' 4 Show footer
Lokation | Personnel data: Occupancy 9
Last name ‘ First name ID data carrier no. ParentlD Valid | Personnel ID | Department
Wednesday £ Fiter Editor } Sales department

Warehouse

o |

Cancel

Apply

Purchasing departme
Purchasing departme

The corresponding logical function of the
selected filter is displayed in the footer of
the list.

The Filter Editor button opens a window
that displays the logical function, too.
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Logical functions:

The logical operations available are to be explained with an empty filter. So the displayed filter has to be emptied at

first.

7 Filter Editor

E\And?

@ And

@@ Or

G0 Mot And

@ Mot Or

=, Add Condition
= Add Group

# Clear All

oK Cancel

Apply

7 Filter Editor
And

> [Last name] Begins with new

... [First name] Begins with P

Cancel

Apply

° Using wildcards

Click button =» and, in the pop-up nenue select the
condition for the new filter.

Insert a new condition. Click the button and add the
required logical operation.

The new condition is filled with default settings, first. For
individual adjustment, the elements required can be
chosen out of a list and the input fields can be filled by the
corresponding values.

- element [ ] allows the selection of a column heading.

- element “green” allows the input of a value condition e.g.

“equal”, “unequal”

- element < > allows the input of individual text.

- Delete the input with =» X.

Further conditions can be inserted all along by the same
way.

In addition, individual conditions can be combined to
groups. Within a complex operation combination, a group

will be operated as one condition.

Further conditions or condition groups can be inserted all
along by clicking the button =» + .

For an unknown sequence of digits the wildcards “%” and/or “_" can be used (cf. this chapter, = user defined filters).

° Use/delete filters

If no filter is selected, an existing filter can be selected via the arrow =» Clear all.

The use of a filter can be switched on or off via = X.
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13.1.2.6

Grouping

] Simple grouping

Grouping means: All records with the same column content are combined into one group, i.e. as many groups are
created as there are different contents. In each group, the records with corresponding contents are listed.

Last name

AT
24/
&
Happyday | &
Monday
Mewsday I =
Sonntag
Sunday
Sunday i
H =
Tuesday B
1 —
Wednesday k—

Sort Ascending

Sort Descending
Clear Sorting

Group By This Cglumn
Show Group By %}c
Remowve This Column
Column Chooser
Best Fit

Best Fit (all columns)
Filter Editor...

Show Find Panel
Show Auto Filter Row

Show footer

Example:

Grouping by =» Column “department”, the persons belonging to
one department can be shown.

Right-click the header of a list and select = show group by box.

| First name

| 10 data

Lastname
I
2]
Happyday | &+
Monday
Mewsday | =
—] =
Sonntag =
Sunday l
Sunday
Tuesday i_EI
Wednesday| =
4
o —]

Sert Ascending

Sert Descending

Clear Sorting

Group By This Column
Show Groyp By Box
Remove This Column
Column Chooser
Best Fit

Best Fit (all columns)
Filter Editor...

Show Find Panel
Show Auto Filter Row

Show footer

Drag field =» Department onto the grouping field while keeping the left mouse button pressed.

&

Drag DEparhnerTx_

1 group by that column

Happyday
Maonday

AJ -
First name

ID data
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Department

First name ID data

s B Department:
[+] Department: Purchasing department
[#] Department: Sales department

[#] Department: Warehouse

Now the list shows only all departments.

By clicking on character =» + or =» - in front of the term by which the grouping was made (here: Department), the

individual records can be shown/hidden.

All sorting types and filters described above can be used in addition within this/these display(s).

° Extend grouping

Department

P eprtment_ |

[®] Last name: Happyday

[#] Last name: Monday
[#] Last name: Mewsday
[#] Last name: Sonntag
[#] Last name: Sunday

[] Last name: Tuesday

[#] Last name: Wednesday

° Undo grouping
Lokation [ Personn
e |
Department
2 [ Full Expand
First name | ID data carrier no. []  Full Collapse
|| :J Last name: Fl'il:la‘,'c| |25 Clear Groupi
[+] Last name: Happyday
o Hide Group By Box

Last name: Monday

[#) Last name: Newsday

[#) Last name: Sonntag

Lokation
Drag a column header here to group by that column
e = Full Expand
Fnday ........................................... i Full Collapse :
Happyday F| 25 | Clear Grouping t
Monday A Hide Group By Box
Ay

Mewsday Padl

Example:
All persons are to be displayed by Last name and Department.

Drag field Last name onto the grouping field as described above.
Drag field Department also onto the grouping field. Links become
visible which mark the position of the new field. A subgroup is
generally placed right of the grouping field that already exists.

In the list, the persons are now listed 1) by name and 2) by the
department they belong.

n All sorting types and filters described above can be used in addition within this/these display(s).

Drag the field(s) by which the grouping was made back to
the header line while keeping the left mouse button
pressed.

Any filters that have been set can be reset by selection =»
Clear grouping.

Right click on the header line of the list and selection =»
Hide Group by box.
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Lokation / Personnel data: Occupanc

First name ID data carrier no. Department P

2 | Purchasing department
Happyday Fritz 6 Purchasing department
Monday Andy 1 Warehouse
MNewsday Paul 15 -
Sonntag Andrea 11 -
Sunday Paul 10 —
Sunday Mary 3 —
13.1.3 Operating with lists
13.1.3.1 Save lists

All data are displayed again.

All modified lists can be exported and used again under individual names (see chapter 2.3 / Export / load
table view).

Lists are printed according to the selection, sorting, grouping and/or filtering that is/are active at the moment.

The same procedure can be used to show/hide details of pre-sorted lists (e. g. = doors =» authorized persons tab).

with filters. In

addition the list can be printed or exported.

13.1.3.2 Print
Via a right-click into each arbitrary =» list
the list selected can be printed after = Print preview.
Last name Firstname | ID data cal
Happyday Print
] Monday | Print Preview |
|| Newsday Export to Excel
[ Smiao Export to Text
Sunday
i Export to Html
Sunday
Tuesday Export to PDF
B Wednesda Cache value
[.3 Preview ===
i OFile  View Background -
ol BA- O] (v -] b g

R =

Lokation [ Personnel data: Occupancy 9

Last name_:ii's.i.: name_:J.da'ta carrier n- -Departmeri .EParentID validersonnel T Costcenter VorEing gruLi Zone F‘eld‘l\?

Friday fErna ZEPurchasing dep | 5| :Organisat\onjDev -
Happyday ":Frnz EiP.urchasmg dep | | [ ganlsat\onj’Da'”---
.M.onday .;.And)' ‘1'.\.'."arehouse mimstrati;n ]
.Newsday .:.Paul. 15?-.— =

éonntag .?Andrea J ‘11?-‘-- ‘ -

Sunda\;I 'Paul | ‘ID?.-.-- 13 —

Sunday .?Mary 3:-‘-- 46 -

;I'uesday \'Bernie | 4444- [ 2 [ i‘OI’gEI‘IiSat\DHj‘DE\' =
.Wednsda ?Carl | 4;5‘E|ES departme _. 3.1 _. E.OrganisatwunfDev“ —
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Printing is carried out according to the individual adjustments described in chapter 13. Further print options can be
modified via the menu and/or toolbar of this program part. In general, these functions correspond to the standard of
the most common text processing programs like Microsoft Word.

13.1.3.3 Exporting list
Via this function, the content of a list can be transferred into another data format. The export of data is
described in chapter 17.
Via a right-click into each arbitrary =» list the list selected can be exported
T to one of the formats that follow:
=» Excel
' Print =» Text format *.TXT
Happyday ) ]
1 Moy Print Preview =» Html
| Mewsday Export to Excel = PDF
: Sonntag Export to Text
e Ppniio ity The target directory and the filename can freely be chosen according to
Ji Sunday Export to PDR, Windows standard.
Tuesday
= Cache value
B Wednesday

According to the chosen format, the active list will be exported corresopnding to the individual adjustments described
in chapter 13 inclusive the currently selected colours.
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13.2 Evaluations in the File Dialog Window

Possible evaluations:

13.2.1

=» All sorts of lists

=» Logdata AC (with active option time recording and IACP bookings)

=» Infolog

=>» Change protocol
=» System states
=» Other messages

Logdata / Bookings

Via this selection item, all booking activities can be displayed in the list window. The details of the line selected are
shown in the detail window. The following examples display evaluations of AC and IACP logdata. TR logdata are
handled the same way. Further on we will use the common term bookings.

& Persomnel data
-l Visitor data
[ Logdata AC
B Logdata TR

[ Logdata IACP
[#+4{z] Organizations
[+H0f! Time tasks
[k g Data import/export
(@ Infolog
%P Change protocol
[+}f3 Operators
(=™ Locations

L:J’ Lokation

- Personnel data
LJ& Visitor data
~(3! Room/Timezones

@ Room,Timezone groups
@ locking-cylinder weekly plans
Tﬂa Key Depot Plans
-4 Salto plans
-4 Salto Devices
~[%] Doars
B
Eg Logdata TR
~[4] Logdata IACP
-4=F Zones
£} g[j Organizations
£} %% Actions
+4(55) Time tasks
J-@ Data import/export
[ Calendar
~[& Holiday formulas
E] Controllers /Terminals
(2 Info fields
@ Controller groups

BE S

% Roaom/Timezones calendar b...

-

Lokation [ Logdata AC: Occupancy 1000

Book. time Location | Source Door |Side |Creator |Message Module |Macro | In/Output
B 19/05/2015 11:35:3 | Lok Error whilst opening COM Port | |
19/05/2015 11:34:53 Lokaton PC_001-PC Error TCP Connect E
| 19/05/2015 11:30:33 Lokation  INTERFACE 4 Error whilst opening COM Port
| 19/05/2015 11:29:43 Lokaton PC_001-PC Error TCP Connect
| 19/05/2015 11:25:32 Lokation  INTERFACE 4 Error whilst opening COM Port
| 19/05/2015 11:24:42 Lokation PC_001-PC Error TCP Connect
| 19/05/2015 11:20:27 Lokation  INTERFACE 4 Error whilst opening COM Port
I 19/05/2015 11:19:32 Lokaton  PC_001-PC Error TCP Connect
| 19/05/2015 11:15:26 Lokation  INTERFACE 4 Error whilst opening COM Port
[ 19/05/2015 11:14:31 Lokaton PC_001-PC Error TCP Connect
| 19/05/2015 11:10:21 Lokation  INTERFACE 4 Error whilst opening COM Port
| 19/05/2015 11:09:21 Lokaton  PC_001-PC Error TCP Connect
|| 13/05/2015 11:05:20 Lokation  INTERFACE 4 Error whilst opening COM Port -
A il ] 3
19/05/2015 11:35:38 : Error whilst opening COM Port
Common ‘
Refresh | - | Qccupancy 1000 | Read more bookings
Date/Time X3 Source
\{.'J Receipt 19/05/2015 11:35:38 Location Lokation
Booking 19/05/2015 11:35:38 Source INTERFACE 4
Booking type Door
Code 1240 Module
Message |Error whilst opening COM Port 1o
Creator Macro
Type 0 Area old
Name Area new
1D data carrier no. |0

- & Personnel data
o Visitor data
[ Logdata AC
B Logdata TR
- [] Logdata IACP
LJ-;[E Organizations
M3 Time tasks
[+ Dataimportfexport
-} Infolog
@} Change protocol
(-8} Cperators
E}"9 Locations
.3‘5 Lokation
- fa Personnel data
[+ Visitor data
(]l Room/Timezones

'Qg Key Depot Plans
-4 Salto plans

- 4P Salto Devices
(=] Doors

B
B Logdata TR
(] Logdata IACP
ﬂ Zones

Room/Timezones calendar b...
@ Room,Timezone groups
() locking-cylinder weekly plans

A superuser and a system manager can view not only the locations,
but all bookings in the entire system.



User Manual - IQ MultiAccess 135

For optimizing the processing speed, the 1000 latest bookings are loaded and displayed when this item is selected.
Activities occurring after the selection are not displayed online. For this purpose, the Refresh button in the detail
window must be activated.

Common Via the scroll-down arrow right of the button, you can specify the type of the data
Refresh el refresh.
Date range
e - Date range:

Today ot . . . . . .

Viathis function, you can select bookings of a certain date (range). The desired date
all bookings 015 11:35: . .

is either typed or selected by means of the calendar.
newest entries
Cancel - Today:

With this selection the bookings of the current date will be updated.

Newest bookings:
The 1000 newest bookings are loaded and displayed. This corresponds to selection
of program part Bookings or to Refresh only without selection via the arrow.

All Bookings:

All bookings existing for the selection are loaded and displayed (in our example: all
bookings of the location). This might take a very long time!

If more than 1000 bookings exist, another 1000 bookings are loaded and
displayed each time button read more bookings is pressed.

13.2.2 Infolog
o Personnel data
ey, Visitor data
~[=] Logdata AC When you select this item, all internal events in the program are shown in
o s the list window. The details of the line selected are shown in the detail
[ Logdata IACP window

_’,r_}t[j Organizations
:_}'.“"Q Time: tasks

_:J-Q Data import/export
-@ Infolog

&P Change protocol
[} Operators

£} Locations

iJ“‘,J Lokation

i Personnel data

[#1+3 Visitor data

-] Room/Timezones
Room/Timezones calendar b...
1.&'; Room,Timezone groups

Q‘B locking-cylinder weekly plans
'Qg Key Depat Plans
--4# Salto plans

- Salto Devices

--[®] Doors

-[Z] Logdata AC

g} Logdata TR

[ f| Logdata IACP
—F Zones

:qu Organizations
_ﬂf—" Actions

[ Time tasks

_-'-J@ Data import/export
(T8 Calendar

'g Holiday formulas
& Controllers/Terminals
-2 Info fields

@ Controller groups
- Macros

.w@ Keys

[+ 10s

-@ [

-G Change protocol
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Lokation / Infolog: Occupancy 556

Rx time - | Source

Pd 13/05/2015 14:12:20 | OP_001 - Time task - one time only

Description Comment 1 Comment 2 Creator

Time task completed s

13/05/2015 14:15:06 PC_001-PC Unable to establish TCP connection  TE_002 - SALTO SHIP E
] 13/05/2015 14:17:11 INTERFACE 4 Error COM port initialization TE_0O8 - ACS 8
B 18/05/2015 14:20:16 PC_001-PC Unable to establish TCP connection TE_002 - SALTO SHIP
| ] 18/05/2015 14:22:12 INTERFACE 4 Error COM port initialization TE_008 - ACS 8
B 18/05/2015 14:25:17 PC_001-PC Unable to establish TCP connection TE_002 - SALTO SHIP
B 13/05/2015 14:27:17 INTERFACE 4 Error COM port initialization TE_ D08 -ACSS
] 13/05/2015 14:30:27 PC_001-PC Unable to establish TCP connection  TE_002 - SALTO SHIP
] 18/05/2015 14:31:36 5SW_002 - IQ Multifccess 10 Multidccess disconnected GE&7TSW7EBERHAR.  SuperUser ID=1 (Tuesday, Bernie)
] 18/05/2015 14:32:18 INTERFACE 4 Error COM port initialization TE_0O8 -ACS 8
:|10h|:|"1n1|: AATIHEA LAl DT T Rl A mmmme Ty RS A - 4 CCOTTCIAITCOCOLI AN n. I ma T | b b
A : 18/05/2015 14:12:20 : Time task completed -
J Common |
Refresh | - | Occupancy 556 Read more info messages
Date/Time Source
p or Receipt 18/05/2015 14:12:20 Location Lokation
About 01/01/1970 01:00:00 Source OP_001 - Time task - one time only
Type Creator

Category Internal info Type a

Code 254 MName

Description Time task completed ID data carrier no. |0

Comment

These internal messages log internal processes and are normally used for evaluating faults / hardware problems (like
this example shows). In most cases, the system administrator is responsible for this.

All other evaluations correspond to the description in Chapter 13.2.1, with the difference that it is not possible here

to select a date range for the refresh.
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13.2.3

Change protocol

- i Personnel data
-3, Visitor data
--[Z] Logdata AC
- Logdata TR
[ Logdata IACP

E Organizations
() Time tasks
GJ@ Data importfexport
(@ Infolog

.G} Change protocol
[++#3 Operators
=™ Locations
=+ Lokation

[+ Visitor data

This selection corresponds to a system lodfile listing all operations processed by IQ
MultiAccess. Depending on the user type logged in and/or their user rights the

system protocol can be selected either per location or globally.

-f Personnel data

(3] Room Timezones
Room,Timezones calendar ba...
@ Room/Timezone groups

() locking-cylinder weekly plans

'Qg Key Depot Plans
- Salto plans

-4 Salto Devices
E| Doors

-[] Logdata AC

[ Logdata TR

-.[d] Logdata IACP
-F Zones

[#}Z] Organizations
[+%% Actions

[P Time tasks

[+ Data import/export
[T Calendar

@ Holiday farmulas
Controllers/Terminals
-2 Info fields

@ Controller groups
x Macros

ot Keys

[+4§ 10s

@ Infolog

-

--fg} Location operators

Lokation { Change protocok Occupancy 1000

Operator

SourceKind

assigned person

SourceMame

Happyday, Fritz

IDdataset |Type

Change data set

2984 15/05/2015 07:41:45 Tuesday, Bernie location assigned person Happyday, Fritz 10 Change data set
B 2983 19/05/2015 07:41:33 Tuesday, Bernie location assigned person 39 Data set deleted
B 2981 19/05/201507:40:58 Tuesday, Bernie location assigned person 40 Data set deleted
B 2979 19/05/2015 07:40:33 Tuesday, Bernie location assigned person Meier, Markus 25 Data set deleted
B 2977 15/05/2015 07:40:24 Tuesday, Bernie location assigned person Maier, Cordula 24 Data set deleted
B 2975 15/05/201507:40:10 Tuesday, Bernie location assigned person Maier, Silke 23 Data set deleted
B 2973 15/05/2015 07:39:24 Tuesday, Bernie location assigned person Donnerstag, Dora 7 Data set deleted
B 2971 18/05/2015 23:59:00 Time task - daily OP_006 - Zeitauftrag - taeglich 6 Change data set
B 2570 18/05/2015 23:59:00 Time task - weekly OP_003 - Zeitauftrag - woechentlich 3 Change data set
19/05/2015 07:42:04 : Change data set Happyday, Fritz
| Commen |
| Refresh | - | Occupancy | 1000 Read further changes
Change sffected object
Date/Time 19,{05,.’2015 07:42:04 Location | Lokation
i Type Change_ data set data set
Operator Type .Ioation assigned person
Operator | Tuesday, Bernie Class 104
D o Type 1
D 10
Mame Happyday, Fritz
Mame2

The example above shows the change of a data record. The field “operator” displays who did the changing.
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The filling of this field depends on:

- an allocation of a personnel master record to the operator.
- no personnel master record is allocated to the operator (cf. chapter 12, especially 12.2).

Precondition: The user evaluating the change protocol

- has operator read rights.
- has no operator read rights (in this case “???” will be displayed).

:_r -------- ik Personnel Manager
_i_r ----- -#4 Location operators
Show

Insert

Delets

Common - Display
Common - Change
Rights - Show
Right= - Change

m @ (@ @ o [

All the other evaluations are similar to chapter 13.2.1.

13.2.4 Master data evaluation in the list window

Depending on the area of work selected (e.g. personnel data, doors, room/time zones), the available data are
displayed in the list window.

An evaluation in form of a list can be carried out according to Chapter 13.1.1.
This function is generally available for all data of the File dialog window. It corresponds basically to the descriptions
in Chapter 13.2.1 and is mentioned here only for the sake of completeness.

13.3 Evaluations as separate window
13.3.1 System state
| - - - This window displays info messages and
I !Type iDaheﬂ'lme | Alarm text iBooking !Door iCreatDr | alarms generated by the System and/or
| _E ....... © | 19/05/2015 12:00 Bitte Zugang kontrolieren!! Start manually via actions (Cf Chapter 10.3/ 104)

j 9 19/05/2015 12:01 Please control the entry!! Start manually
j| @ 19/05/2015 12:01 Door open! Start manually

Alarm- and info messages

With certain restrictions, the evaluation can be made via individual adjustments acc. to Chapter 13.1.

13.4 Evaluations as a section (tab) in the detail window

13.4.1 System Activity / Bookings

In some areas of work, there is a tab called System Activity / Bookings. Evaluation / sorting is carried out according
to 13.1.1 and 13.2.1.
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Example: Because of an intrusion, all bookings within a certain time period at a certain door shall be displayed.
I [dl togdatatace i ‘Dnor no. ‘Name + |\mhd |stams ‘Cnntmlle(ﬁermma\ |Dpen|ng ... ‘Opemng e |Nnrma| ape... |Aummahcoperahnn () |Nol‘
-3 o i
gg ﬁ:::::lsms 3 Door Main Entrance ¥ Normal ope... TE_001-ACS 8 0 10 Data carrie... PIN and Data carrier Da
b frma Y I e O o e T I W Y P
@ Infolog — 1 DR_D01-Door 1-Sale ... ~ Normal ope... TE_001-ACS8& 5 5 Data carrie... Data carrier Only Dar
~G" Change protocel 2 DR_002 - Door 2-Sale ... i Normal ope... TE_001-ACS 8 5 5 Door code ... Data carrier Only Da
[-+8 Operators 5 DR_008 - Door 8 GRPZ v e TE_002 - SALTO SHIP 10 10 — = =
% :”DZ“S"" o & DR_009 - Door 9 GRP2 4} = TE_00Z - SALTO SHIP 10 10— = =
Br P:f“:n:)::na;er 7 DR_D14-Door 14 i - TE_009 - Schliesszyl... 10 0 — = =
N & DR_015 -Door 15 v - TE_010 - Schliesszyli... 10 0 — = =
2+ Lokation
& Personnel data
(= Visitor data
(3! Room/Timezones 4 i ] 3
% Room/Timezones calendar ba...
{3 Room/Timezone groupe Door Warehouse : No.4
() locking-cyiinder weekly pians o Door number 4 ControllerjTerminal ~ TE_001- ACS 8
-3 Key Depot Plans Name Door Warehouse Terminal valid v
: z::‘;: s::;s Commen | Parameter | 3 actions | (@ alocated | f3 Aut | B togdta ac «
a
= * [ Refresh [-]  occupancy |62 Read more boskings )
[ Logdats AC S
[ Logdata TR 4 F 4 Book, time Side | Creator Message Module |Macro | InfOutput | Areaold | Area new
~[4] Logdats 1acP 1 B3 190 00 Doo armal Operatio -
¥ Zones 16/02/201509:46 outside Code type - doorcode or data carrier
G Organizations H 16/02/2015 09:46 inside Code type - data carrier only 2
S :dm": i 27/11/2014 15:47 Release time expired
- Time
(4% Data import/export 27/11/2014 15:47 Release time expired
- Calendar 27/11/2014 15:47 Release from host
Holiday formulas 27/11/2014 15:47 Release from host
E Controllers/Terminals 27/11/2014 15:47 Tuesday, Bernie Release from host

g e ET— - ° Select the required door
° -» Logdata AC tab
i Rkl dl [ ) Button Refresh =» date range tab with input of the
) 0/ i0/2014 ~la0:00:00 3 corresponding date / time range....
[ oK ]| Cancel
... results the list displayed:

Door Warehouse : No.4
Door number 4 Controller /Terminal TE_001-ACS S8
Name Door Warehouse Terminal valid £l
Common | Parameter | actons || (5 Room/Tmezones alocated | £ Authorized persons | [2] Logdata AC | «
[ Refiesh [-|  Occupancy 4 [ Read more bookings | | £
oA
Book. time |S\de | Creator ‘ Message | Module ‘ Macro ‘ InfOutput ‘ Area old | Area new | |
30/10/2014 09:53 outside Friday, Erna No zone assigned
30/10/2014 09:53 Door opened without data carrier
30/10/2014 09:53 outside Friday, Erna Mo zone assigned
13.4.2 Infolog
TE001-ACS Mo 1 In some areas of work, there is a

‘ Common ” ¥ Actions " (4! Room|Timezones allocated ” £ Authorized persons ” |9} Logdata AC ” /2 ]

tab called =¥ Infolog.
Evaluation / sorting is carried out
according to 13.1.1 and 13.2.2.

| Refresh | - | Octupancy | 3 Read more bookings

Comment 2

Description Comment 1
b3 19/05/2015 14:12 | Data preparation finished | 0.05 secs
19/05/2015 14:11 Data preparation finished 0.05 secs

19/05/2015 14:11 Data preparation finished 0.05 secs
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13.5 Evaluations as separate programs

The programs described in the following sections can be started manually, if required. They are mainly used by the
system administrator for check purposes during the installation, but they can also be started for extended online

evaluations.
In contrast to the evaluations within IQ MultiAccess, all bookings / messages are immediately displayed online.

13.5.1 IQ Monitor
Display of bookings
Selection: Start = All Programs =» 1Q MultiAccess =» IQ Monitor

At first, the display window is empty. In the left-hand selection box, you select the server computer (identification of
the computer on which program 1Q_Server runs). The data displayed here are provided by 1Q_Server. Thus, an
operator who has the relevant rights can check bookings of any client or the entire system from his/her workstation
or any other workstation to which the IQ MultiAccess software is assigned. Then the =» Connect button must be
pressed.

The display window is cleared by means of the =» Disconnect button.

The functions connect and disconnect are on the same button. This button has a toggle function, so that either

connect or disconnect is active.

I@ 4) IQ Monitor -
i'l'lme ! Location i Source | Message | Info A

4 il »
Server localhost - i Connect !Max. entries | 100 -

In the field Max. no. of entries you can define how many bookings shall be displayed (minumum = 10, maximum
= 10000, which means endless/all).

The data correspond mainly to the bookings described in Chapter 13.2.1.

The IQ MultiAccess button is the large round button located at the top-left in the program window. Left-clicking it once,
opens the Application menu for the data export. The current display can be saved in a text file for example.
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Context menu in Table view

The context menu shows other customizations and display options as well as table view filter functions.

|'I'|me |L

(]
P

M\ o0 R

I0) ot

=)

Sort Ascending L
Sort Descending

Clear Sorting

Group By This Column
Show Group By Box
Remowe This Column
Column Chooser

Best Fit

Best Fit (all columns)
Filter Editor...

Show Find Panel

Show Auto Filter Row

Select sorting order

Right click any heading field to display the context menu for that
column.

Select the desired columns by = Column Chooser.

All sorting types and filters described in this documentation can be
used in addition within this/these display(s).

This function enables to sort data records by selection of the desired column header.

9+

1Q Monitor

Time I Location

T
| Source = Message

Select filter

Q"

I Monitor

i'l'lme i Location

¥ cniree Message

MCustom)

lanks)
{Mon blanks)

Left click the heading field Source (for example) to sort records in
ascending alphabetical order.

Left click the heading field Source again (for example) to sort
records in descending alphabetical order.

Using the filter icon in the column to select the desired filter. In
addition, Custom-defined filtering can be selected in every heading
field, too.

The evaluation / sorting all of the filter functions are described in
chapter 13.1.2.5.
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Table view Print/Export

This feature allows the table view to be printed, saved or exported to different file formats.

° Click on the =» 1Q symbol
° Click on=» Data export
° The Print Preview window is displayed.

Move the mouse pointer over any button
on the menu bar to view its description.
Files can be printed, saved, exported or
loaded as in Windows.

If there is an e-mail client on the same
computer as IQ Monitor, the table can be
o T e exported and then sent by e-mail in one
step.
13.5.2 IQ SysMonitor

Display of program internal processes (Infolog).
Selection: Start =» All Programs =» IQ MultiAccess =» 1Q SysMonitor

At first, the display window is empty. In the left-hand selection box, you select the server computer (identification of
the computer on which program 1Q_Server runs). The data displayed here are provided by 1Q_Server. Thus, an
operator who has the relevant rights can check system (error) messages, infos and alarms of any client from his/her
workstation or any other workstation to which the 1Q MultiAccess software is assigned. Then the =» Connect button
must be pressed.

The display window is cleared by means of the = Disconnect button.

The functions connect and disconnect are on the same button. This button has a toggle function, so that either
connect or disconnect is active.

IQ, i) 1Q) System Monitor - B X
|
.. Time: Location Source | Message Info A

4 i »
Server localhost T Connect Max. entries | 100 -
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In the field Max. no. of entries you can define how many bookings shall be displayed (minumum = 10, maximum
= 10000 which means endless/all).

The data correspond mainly to the info messages described in Chapter 13.2.2.

The IQ MultiAccess button is the large round button located at the top-left in the program window. Left-clicking it once,
opens the Application menu for the data export. The current display can be saved in a text file for example.
Context menu in Table view

The context menu shows other customizations and display options as well as table view filter functions.

"

& ° Right click any heading field to display the context menu for that
I gj column.
|ﬁmE e— [ ° Select the desired columns by = Column Chooser.
‘%l Sort Ascending 1
A4 SortDescending All sorting types and filters described in this documentation can be
= Group By This Column used in addition within this/these display(s).
=  Show Group By Box

Removwe This Column
Column Chooser

Best Fit

1 o

Best Fit (all columns)

Filter Editor...

=i

Show Find Panel
Show Auto Filter Row

Select sorting order

This function enables to sort data records by selection of the desired column header.

Ig) ) 1Q System Monitor ° Left click the heading field Source (for example) to sort records in
ascending alphabetical order.

Time | Location Source A i Message

° Left click the heading field Source again (for example) to sort
records in descending alphabetical order.

Select filter

WD 1Q Syst . N . . .
Ig) Y i S Using the filter icon in the column to select the desired filter. In
) addition, Custom-defined filtering can be selected in every heading

|T|me |Locati0n oo [ field, too.
| {Custom) :FL
{Elanks) [:5‘
l

{Ton blanks) ° The evaluation / sorting all of the filter functions are described in
chapter 13.1.2.5.
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Table view Print/Export

This feature allows the table view to be printed, saved or exported to different file formats.

9" | IR System Mork S ] Click on the =» 1Q symbol
ccc: Ard Feel » | Source Hewage Info A
e . Click on=» Data export
° The Print Preview window is displayed.

Move the mouse pointer over any button
on the menu bar to view its description.
Files can be printed, saved, exported or
loaded as in Windows.

Server locahost - Connect Max. entries 100

If there is an e-mail client on the same

e Ve e o computer as IQ SysMonitor, the table can
B o =B @8N OS om s w8 - @ . be exported and then sent by e-mail in
one step.
13.5.3 IQ PrintServer

Automated printout of bookings by individually definable lists.
Start the program by double-clicking the file IQPrintServer.EXE in the directory

...\Program Files\IQ_MultiWIN\IQ_Services\PrintServer

r

IQPrintServer 3

i
Honeywell

patabzze. NovarDB

Input of user name and password according to IQ MultiAccess standard.

User Name: novaruser
Password: novar

Identification

User Name  novaruser

Password | *=%%%

Cancel Ok

The following user interface is used for defining the required list(s).The list(s) can be stored and the printout can be
done automatically via an action and/or a scheduled task.

Atfirst, the display window is empty. In the left-hand selection box, you select the desired filter to show the bookings.
The database user can select the regired bookings, system messages, info messages and alarms. Set the filter
options and settings, then the =» Set filter button must be pressed to show the overview.



User Manual - IQ MultiAccess 145

IQ IQPrintServer - LogView EI
Booking ti M L D D id Z fr
ooking time lessage ser oor oorside one (from) P
Filter
Location -— no assignment -— b 8
o] Time range  from 11/05/201500:00 -
to 20/05/2015 2%:59 -
the last day(s) s
the last hour(s) i
last month
{and) user ---no assignment --- - u
{and) door ---no assignment —- - “
{and) message | --- no assignment - - x
Set filter
@  Load table view b Save table view
= Preview [ Print

Default printer Microsoft XPS Document Writer winspool, Me0d0:
vl Edit Filter

Definie lists

Enter your settings in the right part of the initially empty window.

Datasets: -
Filter
Location ---nnassignment.--- - a
Ay, e mt— ° Select the desired Location.
to 20/05/2015 23:59 -
] the last day(s) 1 =] 88 . . . .
e =% . Optionally, a variety of filter can be used = Time range (from - to),
st mort ) =» the last x day(s), = the last x hour(s) or < last month =
User(s), = Door(s) and/or =» Message(s).
{and) user --- no assignment -— - “
d) d i - . .
e Lmosmomet Wil e Button =» X = Reset all filter settings.
(and) meszage --- no assignment --- - x
Set filter
= Load table view H Save table view
=1 Preview f Print

Default printer Microsoft XPS Document Writer winspool Me00:

Independent of the selected time periods there are filtering by user or door possible. Any combinations are possible.
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Corrections / new entries

New entries can be done by simply overwriting, however, it is recommended to clear the corresdponding input field
before by clicking “ | .

Display

Via the button =» Set filter the database will be filtered according to the previously defined selection. The duration
of this procedure depends on the file size. The corresponding data will be displayed in the IQPrintServer - Log View

window.

I IQPrintServer - LogView

Booking time

10/10/2014...
10/10/2014 ...
10/10/2014 ...
10/10/2014 ...
10/10/2014 ...
10/10/2014 ...
10/10/2014 ...
13/10/2014 ...
13/10/2014 ...
13/10/2014 ...
13/10/2014 ...
13/10/2014 ...
13/10/2014 ...
10/10/2014 ...
11/10/2014 ...
11/10/2014 ...
12/10/2014 ...
12/10/2014 ...
13/10/2014 ...
13/10/2014 ...
13/10/2014 ...
13/10/2014 ...
13/10/2014 ...
13/10/2014 ...

Print

Message

Error whilst opening COM Port
Error TCP Connect

Error whilst opening COM Port
Error whilst opening COM Port
CommTask - No Connection
CommTask - No Connection
Error TCP Connect

Error whilst opening COM Port
Error whilst opening COM Port
Error TCP Connect

Error whilst opening COM Port
Error whilst opening COM Port
Error TCP Connect

User

Code type - PIN and data carrier -

Code type - data carrier only

Code type - PIN and data carrier -

Code type - data carrier only

Code type - PIM and data carrier -

Timestamp correction - Extern...

Error whilst opening COM Port
Error whilst opening COM Port
Error TCP Connect
CommTask - No Connection

CommTask - No Connection

Door

Door Main Entra...
Door Main Entra...
Door Main Entra...
Door Main Entra...

Door Main Entra...

Doorside | Zone (fr...

Outside
Outside
Outside
Outside
Outside

Edit Filter

The navigation (e. g. via scroll bars)
corresponds with Windows standard.
Sorting and filtering in the individual
columns correspond with the descriptions
of the chapter “List handling”(cf. chapter
13.1.3).

For creating user defined filters via the
Adjust key see chapter 3.1.2, paragraph
4d = Extended filter definitions.

The key =» Preview print opens at first a preview from where the list can be printed.

The buttons of the menu bar are self-explanatory via touching them by the mouse pointer. Printing, saving and
loading of files correspond with Windows standard.
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| @ Preview — || O || x

#=- B E

[ Export | Close
&l -

= |=| HeaderFooter

o

[ Orientation = | @& Find <4 ' e x D“—J
[&] | P scale = [ Next Page L]

Print = i "R 3 Many Pages
H ki |} Margins = IH S T # Pag [l Last Page C -

&

¢

Log-view from: 20.05.2015 12:56:44

Occupancy: 118296

Booking tme Message User Doar Doomide | Zone {from)
18/05/2015 00:01:2 |Error TCP Connect
19/05/2015 00:02:0 |CommTask - No Connection
29/07/2013 14:27:0 |CommTask - No Connection
19/05/2015 00:02:0 |CommTask - No Connection
19/05/2015 00:03:1 |Errarwhilstopening COM Part
29/07/2013 14:33:0 |CommTazk - No Connection
19/05/2015 00:06:3 |Error TCP Connect
19/05/2015 00:08:0 |CommTask - Mo Connection
28/07/2013 14:38:0 |CommTazk - No Cannection
19/05/2015 00:08:0 |CommTask - Na Connection
19/05/2015 00:08:2 |Errorwhilstopening COM Port
29/07/2013 14:44:0 |CommTask - No Connection
19/05/2015 NN=11:3 [Frear TCP Cannert

Page 1of 2958 100% (=)

(+
RS

Save / load table view

In order to prevent creating a selection again and again, they can be saved (with button =» save table view) and
reloaded (with button =» load table view) at any time according to Windows standard.

Pay attention to keep the name as short as possible as the entry of the start parameter (see = Automatic
operation) is limited to a total of 64 digits.

These list information files are required as parameter for automatic printouts via actions or schedueld tasks. By

default, they will be saved with the suffix INI in the directory®*

...\Program Files\IQ_MultiWIN\IQ_Services\PrintServer

This should not be changed for running automatic operation correctly.

Automatic operation

List printout can be executed via an action Execute program (cf. chapter 10.11) or scheduled (cf. chapter11l). Select
=» Start external program as task. In both cases the start parameter must be

IQPRINTSERVER.EXE <Novaruser> <Password> <Filename.INI> -p -f<Filename.ext>-d.

<Novaruser> = User name, the program IQPrintServer loggs in.

<Password> = novar.

<Filename.INI> = Name of the file the list definitions are stored (cf. Save / load table view).
14

Default is always the directory the program IQPrintServer exists.
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-p = Output to printer.

-f<Filename.ext> = Output to file. ext corresponds to the output format of the print file:

- .pdf
- Xls

- Xlsx
- .rtf

- .html
-.img
- .mht
- .CsV
- .txt

<Filename.ext>-d = Generates a prefix of output file name.
E.g. -fBookings.xls -d => 22.09.2015-bookings.xls

In addition you can also specify a date format:
E.g. -fBookings.xls -dyy-MM-dd => 15-09-22-bookings.xls

Example for action:

Name Print bioakings

L]

Ewpirat. Time [hh:mm] 00:03 -

rexecutable file

Fath Sprintservers QPR erver. axe
Farameter niovaruzer novar AC5_8_last_dawini -p
Example for scheduled task:
Task
Start external program on server - Path Sprintgereers DPintS erver exe

Parameter | hiovaruser novar ACS_5_last_day.ini -p

The Path and Parameter input fields are limited to a maximum of 64 digits. The path must be entered this
way:

Aprintserver\lIQPrintServer.exe

If necessary, a shorter file name must be choosen for the list definition file (cf. = Save / load table view).



User Manual - IQ MultiAccess 149

13.5.4 IQ AlarmMonitor

Display of informational messages and alarm notifications in the form of freely definable lists

Navigation: Start =» (All) Programs =» 1Q MultiAccess =» IQ AlarmMonitor

The display window is initially blank. The server computer (hame of the computer on which the IQ_Server is running)
is selected in the lower left selection box. The information displayed here is provided by the IQ_Server. To start the
connection, press =» Connect.

The display window can be closed by pressing = Disconnect.

Connect and Disconnect share the same button. The button is a toggle, and either Connect or Disconnect is active
at any given time.

Q"

10 Alarm Monitor =

| Type

[ Receiving-time

Alarm text

| Location

Message report

| Door

| Creator type

. Creator

| Data carrier number

[

Server

localhost -

Connect

i Max. entries 100 b

The field Max. Entries defines the maximum number of messages displayed (minimum value = 100, maximum value
=10,000). This value is automatically saved.

The information displayed corresponds to the messages described in chapter 10.3 and 10.4.

Start of program via a shortcut
IQ AlarmMonitor can also be started via a desktop shortcut. This has the advantage that IQ AlarmMonitor can

connect automatically to the server computer. More information on creating shortcuts can be found in Windows Help.

Right-click the shortcut symbol =» and select Properties to
bring up the Properties window for this shortcut.

#R 1Q AlarmMoni Properties

ol | Detate | Frodous Vesions The following start parameter can be specified for the
eneral | ortcut Compatibility | R !
= » program in the input field “Target”.
1Q AlarmMoni

s o IQAlarmMon.exe /sn=<Server computer>

Target location: 1Q_AlarmMenitor

Target: Clients\IQ_AlamMenitor|GAlam Mon exe cn=en <Servel’ Computer> = Servel’ tO Wh|Ch |QA|aI’m|\/|0nIt0r

connects.
Start in C:A\Honeywel\Q_MuliWINYIQ_Clients\Q_Alarm!

Shorteut key:  Mone

Run: | Nomal window v]

Commert

Open File Location ] ‘ Change lcon... | I Advanced. |
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Selection of columns to be displayed

The columns to displayed can be selected via this function.

IQ/' ° Click on the first field in the table to bring up a list of all available

F_ columns.
'I":. o i sirm e,
N )i 1D |

[V ] Type ° Select the desired columns.

J | Receiving-time

J | Alarm text
Trigger type
Trigger

J | Location

Message code

Message report

Door

Creator type

Creator

Sl S s]~

Data carrier number

Select sorting order
Depending on the column heading, records can be sorted using this function.

FI D ° Left click the header field Alarm text (for example) to display
g records in ascending alphabetical order.

| | Type | Receiving-time Alarm text

. Left click the Alarm text header field again to sort records in
descending alphabetical order.

Context menu in Table view

The context menu shows other customizations and display options as well as table view filter functions.

IQ) d Right click any heading field to display the context menu for that
9 column.
|TVDE |Recei\ﬂng-*i . | —— - . . . |
. M o Left click the heading field Alarm text again (for example) to sort
- ilmml@:s records in decreasing alphabetical order.

Group By This Celumn

M oo

Show Group By Box
Remove This Celumn

Column Chooser

10

Best Fit
Best Fit (all columns)

Filter Editor...

<4

Show Find Panel
Show Auto Filter Row
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Table view Print/Export
This feature allows the table view to be printed, saved or exported to different file formats.

Click on the 1Q symbol

Click on Data Export.

The Print Preview window is displayed.
Move the mouse pointer over any button
on the menu bar to view its description.
Files can be printed, saved, exported or
loaded as in Windows.

If there is an e-mail client on the same
computer as IQ Alarm Monitor, the table
can be exported and then sent by e-mail

in one step.
Look and feel customization
One of several themes can be selected using this function.
1 _’,@ ° Click on the 1Q symbol
I
2 Look And Feel » Skins ’ Caramel ° Look and Feel
Ladzn ‘ Flat Maney Twins
Speichern UltraFlat Lilian
Style3D The Asphalt World
Office2003 IMaginary
Black
3 Blue
i ©fice 2007 Bl ° Select a style or skin.
Office 2007 Black
Office 2007 Silver

Office 2007 Gresn
g Office 2007 Pink

Coffes

Liguid Sky

London Liquid Sky

Glass Oceans

Stardust

Xmas 2008 Blue

Valentine

McSkin

Summer 2008

The theme is automatically saved locally when you exit the program (not in the user profile!). When the
program is launched again, the last theme saved is automatically loaded irrespective of the user who logs
in.
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14. Key dep

Via a key depot, authorized persons can take out keys according to plans that can be individually defined.

The entry Key depot (or dispensor) plans only appears in the tree structure if a key depot has been defined before

ot

for the relevant location in 1Q NetEdit (see Installation Instructions).

The definition of the time zones corresponds to the definition of room/time zones (cf. Chapter 4), with the difference

that keys are assigned here instead of doors.

¢Q 202 LT

Lokation / Keys - IQ MuftiAccess — Novar GmbH, developer licence - internal use only

-, Personnel data
-+l Visitor data
[5] Logdata AC
- Logdata TR
[ Logdata 1ACP
+}+(.] Organizations
HHE Time tasks
o Data import/export
D Infolog
3P Change protocol
[+}-83 Operators
[=}™F Locations
(=+“% Lokation
&3, Personnel data
t3 Visitor data
(3§ Room/Timezones
2 Room/Timezones calendar b...
{) Room/Timezone groups
() locking-cylinder weekly plans
-
g Salto plans
- Salto Devices
~-[=] Doors
[ Logdata AC
(g Logdata TR
[ Logdata 1ACP
-4=F Zones
i Organizations
o} %7 Actions
HHCl Time tasks
+}- & Data import/export
™ Calendar
- Holiday formulas
[&] Controllers/Terminals
-2 Info fields
) controller groups
- Macros
3 Keys

€.

u

V-

-

Lokation | Keys: Occupancy 2

valid | Import ID | Automatic f...

from AfL | until Af1

00:00
00:00

Mormal oper... 07:00

2 Security guard V| Normal oper... 23:55

4

Caretaker : Mo.1

| »

@ | common || key-assignment | & Authorized persons |

Caretaker

Room/Timezone no. 1 Name Import ID

Time ranges A
V]| Tr1 valid

000102030405 I]EI]?I]IBIJIQI‘I] 1|1121‘3 l|41|5 151‘71|E 19 ZI]ZIIZIZZS 24

- 00:00 - 07:00

| Tr2 valid - 20:00 - 12359

¥/ Mo V¥ Tu V| We ¥ Th | Su I Ho

Time range B
W1 Trivalid

00010203040506070809101112131415161718192021222324

- 00:00 - 2359

] Tr2 valid * 1400 - |17:00

Mo E] Tu We ElFr ¥|Ho

Time range C

Tr1 valid * 08:00 - [12:00

Tr2 valid » 1400 - |17:00

Mo Ho

e

Alarm- and info messages.

Common  Tey-assonment B Authorized persors
Avplale Kevs: [
E
-

5 R_033 - Schuss...
3 U_0M - Schess...
35 SU_035 - Sehluess...
3 0% - Schumss...
I 097 - Schhuess...

B
»n
«
>

3 5U_038 - Schiuess...
41 5U_042 - Schivess...
A3 5U_043 - Schivess... ||
4 5U_044 - Schuess...
45 5U_045 - Schivess...
S04 - Schuess. ..
47 5U_047 - Schiuess...

One or several key depot plans are assigned to individual persons in tab =» Access data =» Key depot.

o Locamors
S Lokabon
JrY Peiicnns du
=i Vistor dats
o Vester datn

Surday

Selected Keys:

0
S_039 - Sehiuessel ()
Su_040 - Schluessel (3)

| Sonntsg
g ey |
|| sundey

Carmtaber : Mo 1

Paxi v 0
ancres v 1 - - -
¥ 3 — — —

Mary

|
L=

i

£ vistor cards
3 Moo T rones
(-l RsomTimeones calendar b,
) Mot T e grinien
Q3 lodong-cyinder weekdy clens
3 ¥y Dimpest Bl
g seit plans
|- Bt Devices
=% oors
] Logdata AC
(@ Logdeta TR
o Logdata LACP
£F Zones
(MG rganizations
(13 Actions
EH Time tasks

Modifications concern
necessary.

0 ]
Mrwrtay, Pl : Data carver 15

Common  Detmcamer | Accrsadita | Attendencetme | FrActons hMecos  Relevs  [JlcphisaAC  (glogdm TR [film ¢ ¢

c % FETTR T e me—

o

Ty oo et

ing key depots are transferred online to the devices concerned, i.e. a parameterization is not
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As soon as there are key depot plans allocated to persons, the persons allocated to a key depot plan can be viewed
in the tab = Authorized persons:

@] Visitor cards Caretaker : No.1 -

() Room/Timezones @ [ Common | Key-asei | & Aihorized persons ]
2 Room/Timezones calendar b... |=

() RoomTmezane groups Availzble Persons: ] Selected Persans:

() locking-cylinder weeky plans — Lastname | First name I Last name First name [Derd [umtsion  [of [T ‘

= ¢ Key Depot Plans| ‘ & ‘ - > | Friday Ema 2 25/07/2013 31/12/2025

# Salto plans — Monday  Andy || wednesday Carl 4 F 25/07/2013 31/12/2025

# | Sdlto Devices | x | Sunday  Paul E | | Mewsday Paul 15 i 20/05/2015 31/12/2025
(=] Doors S5 - =
Bl Sonntag  Andrea —

[@ Logdata TR Tuesday  Bernie ‘ » ‘

[l Logdata IaCP H Sunday Mary E—
4 Zones

Select = keys in the file dialog window to display their allocated persons.

A;J.’ Locations 34 5U_U34 - Schiuessel (3) A IE_0U/ - Schiuesseldepot 3
L—jﬂ Lokation 35 5U_D35 - Schiuessel (4) TE_007 - Schiuesseldepot 4
&, Personnel data 36 5U_036 - Schluessel (5) TE_007 - Schluesseldepot 5
W Visitor daﬁd 37 5U_D37 - Schluessel (6) i TE_D07 - Schluesseldepot &
iyl Visitor data —
g v‘sfm’ ad 38 5U_038 - Schluessel (7) ¥l TE_007 - Schiuesseldepot 7
isitor cards —
(@ RoomTmezones | | 39 5U_039 -Schiuessel (3) TE_007 - Schiuesseldepot 8
~%8) Room/Timezones calendar b... 40 5U_040 - Schiuessel (3) TE_007 - Schiuesseldepot 9
) Room/Timezone groups zm 5U_041 - Schiuessel (10) 3 10
(3! locking-cylinder weekly plans 42 5U_042 - Schiuessel (11) ¥ TE_007 - Schiuesseldepot il
‘g3 Key Depot Plans 43 5U_043 - Schlusseel (12) TE_007 - Schluesseldepot 12
Salto —
# Saltoplans 44 5U_044 - Schluessel (13) TE_DO7 - Schiuesseldepot 13
& Salto Devices —
45 5U_045 - Schluessel (14) TE_007 - Schluesseldepot 14
[ Doars
[ Logdata AC 3 5U_041 - Schiuessel (10)
~[g Logdata TR @ Commen | Authorized persons |
-[d] Logdata IACP
-&F Zones Last name First name Data carrier Department | Costcenter | Working ar... | Visitor Number &
[#}{] Organizations
G5 Actions ] Newsday Paul 15
[ Time tasks Wednesday Carl 4 2=5alesd... 3=0Organi..
[+ Data import/export 53
{™ calendar

[ Holiday formulas
Controllers/Terminals
(2 Info fields Wi
Controller groups
- Macros @
i 4 i >

Allthe possibillities concerning view and output decribed in chapter 13.1.3 are valid, especially the functionality show
/ hide, print and export of data and lists.
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15. 1Q MultiVPS card designer

Personnel data from 1Q MultiAccess that can be used for the creation of ID cards are provided to the VPS card
designer program via 1Q MultiVPS. We will only describe the most important parts and the user interface of 1Q
MultiVPS here. For details please see the V.P.S. documentation.

15.1 Program start

Select: Start =» (All) Programs =» IQ MultiAccess = 1Q MultivPS

or double-click on icon:

=10l x|

2 Honeywell

|Jzer name:

I Trw 1 from 3

Pagsword:

Servern

|Iu:-calhc-$t

Server ldentific.ation:

o

Cancel |

Enter your User name and your Password. Your system
administrator will provide you with these data.

The entries for Server and Server Identification are entered once
or they are predefined by the system administrator. Usually, they
need not be changed (even if there is e.g. no entry for Server
Identification).

The data to be entered here will be provided to the user by his/her
system administrator. This subject will not be discussed here.

Confirm with = OK.
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15.2 The desktop
15.2.1 General description
Menu bar TS - o]

Symbol bar _> Q |'h ;':j @ sme |!_ -

=GB SK14 Hyde/Hollingaworth: Decupancy 30 Bletherer. Susan : PersNo [null). 1D card 20

ocation (6B SK14 Hyde/Holgswarh_~ |
Caed layout |Dema - i P——
Pint ront side [T Fintbacksde [ [Bletherer Depament [~ o sssignment =
File selection ﬁ Print font Print back —— = —
& — Suezan Cost cantre: ] -
window e E— ey ;
Encods [= -] i [=no -
HMode Pos only - I cand n [0 = Function | ]
Eject Card (m = = I ImpatiD 7 I
-eearch for = CEnOenT S 04 5 00 | T e 1
Working area

(detail window)

The desktop is divided into two windows. The File selection window (left) shows the access options granted to the
individual operator. You can select a location and a card layout and define whether the front side and/or the back side
are to be used for printing.

Additionally there can be selected if and in which format and mode the cards are to be coded and whether they are
to be ejected of the coding station.

Encading hd Encoding
Mode

Mode Chi

Eject Card Hﬁ (SR Eject Card
Leqic

search fo———— Magstripe —  [seachfo
’7 | Mifare —
o = Prowif L

To use this features, a v.p.s coding station is required. For details see the documents of v.p,s.

In the bottom area, the personnel data of the location selected are listed. The data of the personnel record that is
selected are used in the working area (right) for a preview of the card.
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15.2.2 Symbol bar

The most important menu items described in 16.3.1 can be selected directly by means of the icons.

%
Print J ‘

Capture / load image
Capture / load siganature
Start CardDesigner

Start ConfigurationManager
Cut

Copy

Paste

Show / hide list window
Show / hide detail window
Info

15.2.3 Window size

The window size can be modified by shifting the splitter while pressing the left
k= mouse button.

First na

D card
Wersion

Card co

Persont

By means of the splitter, it is possible to open the working area over the entire width
of the screen. The other window is covered.

At the next program start, the standard setting will be loaded again automatically.

See sections 2.3, 2.4 and 16.2.2 for further options available for modifying the
window size via menu bar and/or symbol bar.
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15.24 Settings after the first start

After the program has been started for the first time as described in section 16.1, the =» ConfigurationManager must
be started first. The following definitions are made here:

=» user and password

=» printer configuration

=» capture method of the pictures via camera or file
The ConfigurationManager can be started via :
Icon: jﬂ

or

Start =» (All) programs =» IDCardX SDK =» ConfigurationManager

or
in the IQ VPS menu: File = ConfigurationManager (cf. 16.3.1)
x|  Start ConfigurationManager
User Mame: Iadmin

This menu item starts the program for individual configuration of
- the card layout. The factory setting for user and password is admin

(small letters) .
Ok I Cancel I

Pazsword:

The standard settings can be entered / modified in the following menu. In the section below, we will only briefly refer

to the 3 items mentioned above. Detailed information concerning this program package are to be found in the V.P.S.
documentation.

1'rr‘ Configuration Manager =0 =
File Edit User Help

=K

Property YWalue # Setting

Licenzing =5 [ gryg #5%

Database C:\Program FileshiCard\D ata
Capture

Card Printer

b agnetic Stripe Encoding
B arcode Encoding
Contact Chip Encoding
Leqgic Encading

Hitag Encading

Mifare Encoding

Prowif Encoding

Service Dffice [Transfer by e-mail] =r inactive
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Define user and password

Select = User =» Administration in the menu bar of the Configuration Manager.

Button New User is available for defining new users with the corresponding rights. An existing user can be modified
by selecting the relevant user and pressing button Edit User. A user is deleted by selecting the relevant user and
pressing button Delete user.

1'rr‘ Configuration Manager

File Edit User Help

=k -
Property — - et LT
—Licensing User Administration ﬁl E
Database |0
— G
Capture | L I
—Eda[d P[t',nl User Mame: | Login Mame | Group | Mew User [: |
% Adminigtrator  Adrministra...  Administrator B
aEnee admin adrmin Adrniniztratar Edf [ser |
Contact [
oo b Edituser x
Hitag Enc =
Mifare En Complete User Mame: I
Proif E
Semvice C |dzer Mame for Login: I
U zer Group: I j
I~ Limited Validity from | 6r13/2005 x| to | en13z005 x|

Pazsword Protection

¥ Usze password ¥ | Enter nevs password on nest login of
LIZET,

Ready ] I Cancel

Configure Group x| At first, there is only one user group called Administrator having

Group Narme: I all rights. If a user is to be granted other rights than the
administrator rights, you first have to define a new group with the
corresponding rights in the Groups tab. This group will from now
on be also available for selection in field User Group.

— Configuration kManager

[~ Corfigure System " Manage Users

r— CardDesigner
[ Define ID Cards

0 Card System
[~ EnterData [ Capture Images
[~ Change Data ™ Capture Sighatures
[” Delete Data ™ Print ID Cards

[™ Encode D Cards

Ok I Cancel
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Printer setup

In principle, any available printer may be used. But especially for printing cards, a card printer supported and

recommended by V.P.S. should be used.
Procedure

° Double-click on line = Card printer

° Press the Add button in the Printer Setup window and select one of the printers listed. Confirm with =» OK.

1'rr' Configuration Manager

File Edit User Help

=) B

=IE

Property

Walue # Sefting

Licenzing

i D ema - m

D atabaze

C:\Pragram FileshiCard\D ata

Capture

1 _> Card Printer

Barcode Encoding

Magnetic Stripe Encoding Printer Setup = .él

Contact Chip Encoding

Legic Encoding

Hitag Encoding

Mifare Encoding

Praxif Encoding

Service Office [Tranzfer by e-mail]

Frinter M ame | Default Printer |

Add..

Select Printer i x|

#erox DTE100 PS3 w20

[elete..

Ready

K | Cancel I

Define capture

I |

In this section, you define the media to be used for providing the personnel exisist for ID card creation (e.g. as file,

recording with different camera types, scanner, etc.)

Procedure
° Double-click on line = Capture
° Select the desired data source(s) in the left window. A combination of several data sources is possible.

Requirement: The device type selected must be connected / available.

(] The individual parameters can be set / selected in the right window.
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Example: file as data source: = Select the file format.

- Default directory where the files are stored.

- Assign to the user the right to change these default settings.

:rr' Configuration Manager
File Edit User Help

=10l x(|

K
Property Yalue / Setting

Licensing = [lemo =

Database C:\Program FileshiCardsData
Capture

Card Printer

I agnetic Stipe Encoding

Barcode Encoding

Contact Chip Encoding

Legic Encoding

Hitag E ncoding

Mifare Encoding

Prowit Encoding

Service Office (Transfer by e-mail)

Image abjects and their sources
= § Image

O Live Image Carmera
O Scanner via TWAIN

O Digital Camera via TiwialN

- Signature

Fie |

=

wsMo [null), ID card 1

Dstaul Filter | &0 Files

Default Directorn: |

W User may change the fiter and directory

Capture Dialog... ¥ Caonfiguration Mode

Cloge
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15.3

153.1

File:

Operatio

Menu bar

Print (Strg + P)

n

If a printer supported by V.P.S is connected, the card selected is printed in the preview format.

Capture / load image
If a camera supported by V.P.S is connected, photographs can be taken (for details please see V.P.S
documentation).

Existing photographs can be loaded in the following window.

oy . .
= ° Select the desired file
le:
type.
1 _> File Selection | Elestion Fieme | | Antametic Enfiancement | WMentalEransement| yp
I"\‘I Files j c:%Program Files\dasi_erdpersonalstammbclara_1.jpg [ Image Preview
: = = o Select the path where
- [ Program Files =] [ omescuipaipg (13 29736BIL.ipg [ tirgit_2.ti [ a6bl.ing . P
¢ [0 Commen Files [ 01-mea-culpa.jpg A 30ipg [ camenijpg [ gEb10.jpa the | mage data are
- 0 ConPlus Appiications | | 17 02jng [A33ipg [0 clarajpg 1 a6bSiing stored
-3 CDr.sl [T 046_generslipg i % [ 67 ipa "
D dasi_erd 9 05.pg 589_general jpg [ callage.jpa [ gretaipg
2 ’ D? dpersnnalstamm 153427t g [ cordulajpg [ heinz.jpg .
L kil 1 Dsezot7ipg Dot D reie_1ipg Select the desired
[ 1001jpg [ 7-480 jpg [ ocz e [ heyndb jpg
' i i hotograph
3 12.pg [0 702054 pg [ ocat [ heyr25hjng P grapn...
D} 13jpg D} 718003.jpg D DC4.tif D} hireshig.jpg
[ 316pa 471909 jpg [ ochipg [ IMAGEDE jpg X . .
170 (Dyaso0te pg Do [iterse o o ... which is shown in the
[ 2-mea-culpa jpg (2890081 jpg [ drealxg.jpg [ jamefia_1.jpg . .
2 224_gereralipa [7) 290083 jpg emmaipg [ jamelia_10jpg preview wi ndow.
D 277_general jpg D belinda.jpg D fluegel jpg D jamelia_11.jpg
D 29603BIL.jpg D bey.jpg D Frank.jpg D jamelia_12.jpg
3 29610BIL.jpg [ birggr.jpg [ Frauipg [ jamefia_13jpg
D 2964EBIL.jpg D birgit. jpg D Frau_mit_Karte. jpg D jamelia_14.jpg
D 2969EBIL.jpg D birgit_1.jpg D Furtado vs.jpg D jamelia_2.jpg
D 29734BIL.jpg D birgit_2.jpg D gbb?.jpg D jamelia_3.jpg
O — O]
Selection Frame »> | Cancel |

Image Capture (Source: File)
-7
File

File Selestion | &slesiion Fraim | | Autemelic Enfiengenent | Herusl Enfianceme |

Alternatively, the photographs are
Al Filess T | co\Program Filessdasi_erd'personastammi296468 1L jpg

displayed directly instead of the file

‘ v I)age Freview

[ Program Files | Iy | . . .
£ Common s ¥ : 18 names if the Image Preview field is
[0 ComPlus Applications x'} b r‘ )
-0 co ‘ - activated.
(1 dasi_erd 13.ipg Zmeacupapg  29809BILipg 29636BIL.jpg Mipg
59 personalstarnm
(23 iCard ; -
(23 Install3hield Instaltior i 4
[ Intemet Explorer ] i
(2 10_MubiwIN - h »
L | ’ 16.jpg 224_generalipn  23610BILipg 23734BIL.jpg 32ipg

3
e

277_general.jpg

| ==
29738EIL jpg 4irg

Fieading image: 150 /189 T N—— Sancel |
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Image Capture (Source: File)
o
i

File

File Selection  Selection Frame | Automatic Enhancemenll It Enhancemenll

FRotation of Image Presentation

& 07 [Default)
© ag
18
2

Frame Information
68, 27 rl 342, 455

<< File Selection [ Altomatic Enhancement s> | Cancel |
fimage Capture (Source: File)
F
File
File Se\actiunl Selection Frame  Automatic Enhancemer{ | Manual Enhancement | )
Original Image Enhanced Ihage
Default Skin Position | Image E nblncement << Selfction Frame | e | Cancel
1 2
7
File:
File Gelestion | Selection Frame | Automalic Enhancement Manual Enhancement
Original Image Enhanced Image
. R Settings
Brightness 52
Contrast I 3
isherpncssH MR D)
Default

<« Automatic Enhancement

Accept Enhanced Image Cancel

Via button Selection frame, the section and the
size can be modified and, if necessary, the
photograph can be rotated.

The button Automatic enhancement tries to
optimize the image according to predefined
standards.

If you like the original photograph better than the

enhanced one, you can click it on directly (1).
This will end this program part and the
photograph selected will be loaded into the
current card layout.

If the automatically enhanced photograph is to be
used, press button Accept enhanced image.

If you like neither the original image nor the
automatically enhanced one, you can make
manual adjustments in tab Manual
Enhancements (2).
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10V v G deelper e - et oy 5 When you press button Accept
enhanced image, this program part will
be terminated and the photograph
selected will be loaded into the current
card layout.

Fomwler. Patricia : Pessia (noll). 10 caed 3

#F 10 Multifccess — Novar GmbH, developer licence - internal use only

File Edt View Help

Eu;!w\selug.\[aau'e-\m%.\s\@rlﬁld

File Dialog GB 5K14 Hyde/Hollingsworth/Personnel data: Occupancy 30
£ Personnel data v T~ ﬂ T~ ~ =]

3 Visitor data

[] System Activin
Fowlel - no assignmen — no assign|

1) Organizations
T Time tasks
¥ --l_ - no assignner
5 Change Pratocal n— ~ o assignmer
-0 Dperators

B Data Import/Export

@ Infolog

E-% Lacations - 1o assignment |~ no assianmer
ﬁ GB 5K14 Hyde/Holingsworth

- & Wisitar data
() Room/Timezones
g Fioom/Timezone groups
Key depot plans
=] Doors
=[] System Activity
~&F Zones
-} Diganizations
-4 Actions
-5 Time tasks
-3 Datalmport/Export
@ Holidays
I Controllers/Terminls
. Info fields
EJ Contraller groups
5% Masios
<3 Key
- 10s
@ Infolog
&P Change Protocel

A Location operators
e s TR

Last name owler

II

First name: Patiicia

S 10/24/2006 B

Unil

(Drganization
Persornel D

Department - 1 assignment - -
[

Cost carter - N0 &85IgNMENt -~

‘working group - N0 &ssighment -

m If the image assignment is saved, ‘ H the modified image assignment will also have an effect in IQ

MultiAccess!

Capture / load signature
This is the same procedure as the for images, except the file to be =» loaded/created is a signature instead of an
image.

Start CardDesigner

User Login x
= x| This menu item starts the actual program

User Marne: Iadmin for creating an individual card layout.
' The factory setting for user and
Pazaword: |1 password is admin (small letters) .

(] I Cancel
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ﬁtardnesigner—[[ard Tahle] i Dlll
File CardTable Wiew ‘window Help == =l
J [ Mew C. Layaut
1 @EEm Card Lavout... tr\+0
J [ Default Colour
Default Fonk
No | Back | Prinker | Encoding |
o0; 1 honeywell_card_layout_2.lay Demo (R
2 honeywell_card_layout_1.lay
Exit Al+F4
ﬁtardDesigner - [Layout1]
Flle Edit Objects Wiew wWindow Help
| O] 2 W ||[a <z =

"[NooocyLdrmsEr|o =D

ﬁ[ardDesigner - [Layoutl]
Fil= Edit ©Objects Wiew ‘Window Help

| D=z 28

|Arial

—

lIr[Nooo

The following example shows the new
creation of a card layout. Detailed
information concerning this program
package is to be found in the V.P.S.
documentation.

Select:
File = New
Card Layout

The demo logo cannot be deleted.But it
will not be printed. It is also possible to
place an object there. It is covered by the
demo logo only on the screen, the
printout will be correct.

There are several variables that can be
inserted from the symbol bar onto the
empty card.

Procedure:
Click on the required field to highlight it.
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£ CardDesigner - [Layout1] The cursor will change to a cross-hair.

File Edit Objects wiew Window Help Move it to the desired position on the card.

| O|= = 2 & ||[adal

[ x[(Nooofg & 2 T s e

Hold down the left mouse button and drag to

[=5] File EdEt Objects WYiew Window Help create the field size.
|Ol=a==al2 |
[ [NDDo oy £ e T m s R

Object Properties...
Double click the image field. Further dialogue

boxes will appear to allow the properties of the
new object to be defined.

Image |Pusiti0n| Eunditionl Fririt Settings

v aspect Fatio 344

™ Keeplmage Aspect Fatio

[ Black-and-white

Ok Cancel




166 User Manual - IQ MultiAccess

To move an existing field, put the pointer over the highlighted object and holding down the left mouse button, drag
the object to its new location and release.

A text field can be created that allows free text to be entered or to contain text downloaded from a database.

Example: The example ID-card must contain the ID-card number, name, Christian name, department,
signature, photo and the company logo.

° Highlight the Text field as described above.

° Click the text button and select the text tab. I

Object Properties... x|

] Click the button =» database field.
Tent IF'nsitiu:unI Cnnditinnl \-"ariantsl
<[ atabaze Field>| or Fired Test [Line Feed by <Chilx+<Enter:];
-
—Font Tepe and Size————————— [~ Alignment
Fantz. .. | Colours... | Fiotation - o
& Align Left
[ Adjust Size € Alan Right
ign Rig
(o I VI
2 = align Centre
X
— Databasze Field .
° Select the database field ID card number.

Description;
Carmpary
Department
Ernail
Fax
Firstname
Group
Laztname
spzCardT ppe
Telefon
Werzion

Farmatting of Mumeric Fields:

[T with Leading Zeras M urnber of Digits: I'l 1] 3:
ok I Cancel |
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Font type Size

£ CardDesigner - [Layout1] i =] 3]
le Edt Objects View ‘Window Help e 55[
| 0@ =8 % % |[Engisni11 vivace BT ===

‘English111 Vivace BT T
HT‘\EIOOE.IQFixedsys §|RRD

Futura Lt BT

Futura Md BT [

Futura XBlk BT

|FuturaBlack BT =

| Georgia

{GoudyHandtooled BT Lh
=]
=3
=
=)
O
¥

The content of the field changes according to the settings of font type and size

@EardDesigner - [Layoutl]

[Z5| File Edit Objects Yiew ‘Window Help
|Ola==al? |l
[ xooo g £ 2 1 m|y e

ﬁ[ardDesigner - [Layout1]

File Edit Ohjects View ‘Window Help
| Ol z=a| 2 |||
s ocoo @ T4 e e

Select font and set font size.

Repeat steps 2 - 5 for the other text fields
as name, christian name and department.

Insert the field =» signature.
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@EardDesigner - [Samplen1]
[25] File Edit Objects View ‘Window Help

|Ojtzw=a 2w

J [arial

Insert the field =» logo.

Use the =» Browse button to select the

o

Object Properties...

Lago |Positi0n| Conditionl Variantsl PrintSetlingsI

drive and path of the logo file.

File:
"""""" IE:\F'mgram Files\Multhw/intAccessilogo BMP
™ Rotation I 'I 1
<Lastnam
oA I~ Adjust Size

Honeywell

¥ Keep Aspect Ratin
ID %
Qolours...l

™ Transparent

[ Hide Colaur

For Help, press F1

Cancel |

ok |

Adjust position and size of each field.

For fine alignment of each individual field, use the zoom button % and click on the area to view.

Move a field:

Change size:

Print preview:

Place the pointer over the field, and holding the left mouse button down, drag the object to
its required location and release.

Highlight the desired field and place the tip of the pointer over one of the handles that
appear. The pointer becomes a double ended arrow when it is located correctly over a
handle. Using the left mouse button, drag to the required size.

Click the button and an input box opens to enter the data for printing an ID-card with the settings

previously described.

Enter the required information for the fields image and signature. Clicking on the button to the right of the
input field opens the browse dialogue box.

Test Data Enktry

Cardno IDEI1
Department ISUDPUrt
Lastname IHone_l,Jdew
Firstname IF'atriu:ia

Signature I

Image I

Cancel |
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preview x| Anexample of a completed card is shown here and can be printed,
provided a suitable printer is connected and configured. Refer to

the IDCardX manual for printer details.

Honeywell

ID no. 90-60-90
Dept.: Support

Honeydew, Patricia -‘%{(r{}v}f c }’{ﬁ‘-ﬂr’.y{/ﬂ!{f

p oy
P e =
L  ——

Car Layout |

If the box “Print card back” is ticked in the start screen, a second
o layout (as described before) can be created for each card type.
In this example, both sides of the card will be printed.

] Save the defined layout

Select file =» Save ID-card layout. A user defined path and filename can be entered. However, it is
recommended that the default settings are used.

Start ConfigurationManager
(see section 16.2.3)

Lock program (Shift + F1)

This function is used for preventing unauthorized access. The program will not be exited but only blocked. The login
screen is displayed. To continue, the same user must relogin. He / she can continue working exactly where the
program has been blocked.

If a new user logs in, the program is loaded completely new with standard settings (or the new users profile). This
happens also when the first user logs in afterwards.

Relogin (Ctrl + F1)
not active in the demo version

Exit
The program is quit.

Edit: Cut (Ctrl + X), copy ( Ctrl + C, paste (Ctrl +V)
Any range of data selected in the operation window can be cut (Ctrl + X), copied (Ctrl + C)
and/or pasted (Ctrl + V) anywhere within the program.
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View: The functions that are available here are used for showing/hiding the list and/or detail window.

Help: The two menu items Info and Licence Information provide information about the program version installed
and the licence used.

T]D of IQ ¥PS = IDIEI ’ [ License information =10 x|

—Custo

1
Henry Happy
oneywe e
52, Tickford Street
I GEMK16 8 Newport Pagnell

10 VRS ~Constructor

i HIQ Yersion S1A4P.00.0M04.01 | E:::sgo ééii’?é‘f Systems
i 24, Bletcham Way

GEMK1 1 Milton Keynes

ight & : I Phone +{44)-(1508)-640404
Copyright € 2004-2006 by Movar GmbH ! Fax +(44)(1908) =
: E-Mail D_D@DD.com

| "Glﬁ;url
i Full Version 1-1-80-1230-1-4274425
! Max. Cards 2147483647
Antipassback Multi-Client Capability
i ‘wWebCam Card Creation
Time Recording IDCU AC

15.3.2 Further functions

There are additional buttons / functions in the detail window. The basic functions of the buttons is described in chapter
2.5. Here there are some more meanings:

Smiley. Cheryl ;: PersMo [null), ID card 11

(7 < FFrontiice) =5 Back side
rMame rOrganizatiors
Last name (S_niey: Departrent | no assignment - - I
First name [Chey ] Cost centre |- o assignment - ~|
‘working group | no assignment - - I
1 n ID card no. 3 Function | |
2 —> n Version 57?' ImportlD | I
Card coding | ] | Wehicle registration | I
Personnel number | Show |QMA TZ assignment I‘— 3
15.3.2.1 Add data records

New data records can be created directly in IQ VPS. In general, the procedure is similar to the creation of persons
described in chapter 5. After saving, the records created here do exist in 1Q MultiAccess as well (in the location 1Q
VPS is allocated to, and in the global personnel master file). They can be continued processing there.

15.3.2.2 Delete data records
The selected data record will be deleted (after confirmation to delete it). In IQ MultiAccess the allocation of the

location will be deleted from the personnel record, which means, the person is no longer available in the location it
was allocated to. In the global personnel master file the record will be kept.
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15.3.2.3 Show IQMA RTZ assignment

This button switches directly to the =» room/timezones tab of the = personnel master file. Here the access

authorizations of the person can be edited according to chapter 5.1.

Pressing the button =» Show person in IQ VPS returns to IQ VPS.

15.3.2.4 Search / Sort

Select a search/sort criterion (a) and press the search button (b) to search / sort the data records.

b a b a

If an input is made in the search criterion field, the data records will be sorted according to the search criterion

selected and the required data record ( if existing) will be viewe after pressing the search button

Location GB SK14 Hyde/Hollingsworth

Card layout Dema B

Piint front side ¥ Pintbackside [ T
Mode 1D card o

Eject Card

Caid coding

’SEEIDM
L\Hy
[~] ﬂ
I S T

Persannel number

Queen of England  Elizabeth e e |
-_l
=

*
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Using the continue search button = < | the next data record corresponding to the search criterion will be
displayed.
Example: Search criterion = 1D Card no, input =3

Search: Displays data record with id card no. 3.
Continue search:  Displays data record 30, 31, 32 etc. (if existing).

16. Change groupwise
Madifications concerning more than one data records can be carried out globally.

Example 1: The cost center of a certain department changes. If you proceed as follows you do not have to carry
out the modification for each member of this department individually:

@ D@ 90 Lokatio ® Click on the = IQ symbol.
o AT 2 ® Select = Change groupwise.
Mew View Ctrl+N
Lock program Shift+F1
MNew legin Ctrl+F1

Change password

Save settings as default  Ctrl+5

@ Change groupwise I}
|_LTJ In cache

From cache

Settings

° Select the individual personnel records in the list window and shift them into the Data record selection.

- Select the individual records and assign them with the [ button.

- Select several individual records while pressing the Ctrl key and assign them with the [ button.

- Select individual records from - to while pressing the Shift key and assign them with the [ button.

- The M button is used for assigning all records.

- Make the relevant grouping by department already in the list window (see Chapter 13) and assign
this selection with the D button.

1-9 N ) Lokation / Personnel data - IQ MultiAccess --- Novar GmbH, developer licence - internal use only = ¢
g} Logdata TR e Last name |F\r5t name ‘ Walid | ID data car... |Personnel ID | Cost center | Working gr... ‘ Department | Zone

v m Logdata IACP Friday Erna v 2 Organisatio... — Purchasing ... Meutral -~
d@ QOrganizations | . .

T — Happyday Fritz ¥ & Organisatio... — Purchasing ... Meutral

[+ Time tasks 4 : L
d@ Dataimport/expart | | nday d\f v i Administrat... -— Warehouse euh\

@ 1nfog > | Y N ™ I S = S I

G'_.,"’ Change protocol Sonntag Andrea v 11 - - - Meutral =
(8@ Operators Newsday  Paul v 15 - - - Neutral

=+ Locations Sunday Mary Ed 3 - - — Meutral —

=+ Lokation

Personnel datal

| Data set selection | common || Data carrier | Access control data | Attendance time | Macra | Relays |

[Sh Visitor data
i3 Visitor data iz ParentID  |Lastname  |Firstname | ID datacar... |PersonnelID | Message
L] Visitor d
) Visitor cards > 46 46 sunday Mary 3
@ Room/Timezones |-
% Room/Timezones calendar b... |= éL‘I; | 2 dL;Newsdy bt L
@ Room/Timezone groups s 22 26 Sonntag Andrea 11

@ locking-cylinder weekly plans
= '[ﬁg Key Depot Plans
-4 Salto plans
-4 Salto Devices
- E| Doors
--[2] Logdata AC

21 13 Sunday Paul 10
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° Enter / select the current data (cf. Chapter 5) and mark the assigned fields, then activate checkbox Change.
A1 Vo @ Lokation / Personnel data - I MultiAccess -— Novar GmbH, developer licence - internal use only - B X
Q)

[ Logdata TR - Last name ‘Flrstname |Vahd ‘ID data car... |Persunns\ o ‘Custcﬁntﬁr |Wnrlﬂng ar... ‘Depariment |Zuna
i ] Logdata 1acP Friday Ema v B Organisatio... — Purchasing ... Neutral -
[+ Organizations — - e 2
= —([ [Hapeyday  Fritz v 3 Organisatio... — Purchasing ... Neutral
(338 Time tasks - g
(5% Dato mportiesport Monday Andy v 1 Administat... — Warehouse Naual
L@ riog B sy = N N [
1P Change protocol Sonntag Andrea v 11 - - - Meutral =
[2+3@ Operators Newsday paul g 15 == = = Neutral
% Locations Sunday Mary ¥ 3 = e = Neutral
=+ Lokation e o
& = = T
e | Datasetselection | Common | Data carrier | Access cantrol data | Attendance tme | Macro | Relays |
w3 Visitor dats @ Operationally data | & Free data |
-] Visitor cards Entry stats
~(f] Room/Timezones
-1 Room/Timezones calendarb... (=||| & @
~{%) Room/Timezone groups
() loddng-cylinder weekly plans | X ‘ Employment Personablatt drucken
‘3 Key Depot Plans Entry date - Select print template
# | Sdofas Leaving date -
# Salto Devices —
[=] Doors | [ ‘ O
[ Logdata AC = Department ---no assignment - - X
3 LogdamTR ‘ i3] | v| Costcenter i4 = Administration e x
4] Logdat= AP (o AdmINSTAtion ..ot
£F Zones working aroup - no assignment — - %
[#p{E] Organizations Function

m Only fields for which <» Change is activated will be changed. It is not enough to simply modify the contents
of the field.

Tabs Relays, Macros, IDCU (if existing), Room/timezones and Room/timezone groups include the additional
options add, exclusive and delete.

e Add 0 exclusive 1 Delete
Add: The modifications of this tab will be added to the existing data of the persons selected (factory
setting).
Exclusive: Only the modified entries of the corresponding tab will be applied to the persons selected. All existing

entries on this tab will be deleted for the persons selected. The data of other tabs are not affected.

Delete: The data for which the Change checkbox is activated will be deleted for the persons selected.

° Save | H ‘ = modifications are accepted and acknowledged

The correction was done without any errar,
4 Records were changed.

accordingly.

The =» Data set selection displays the modifications or an error message with a possible reason.

| Data set SE|ECﬁ0n-= Common Data arrier: Access control data Attendance time g:._Macro EE|EE. ol
jin} | Parent ID | Last name | First name | 1D data car... | Personnel ID m |

B 22 26 Sonntag Andrea 11 ‘Dataset changed.

E:}' 38 41 Mewsday Paul 15 Dataset changed.

46 46 Sunday Mary 3 Dataset changed.

i 21 13 Sunday Paul 10 ataset changed.

x I
%]

° You exit this program part by selecting again =» Change groupwise or simply selecting another part of the

file dialog window.
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Warning! Data loss possible!!
To remove data records from the selection use data records from the
selection use [«.

If is used instead, the records will be deleted completely out of the
database and not removed from the selection!

Please note the corresponding confirmation:

anﬁrmation

HATTENTION I
\ ! This function will delete all selected data sets from the main database!
To remove selected data sets use the arrow buttons,

Are you sure to delete all selected data sets ?

Yes

In order not to delete the data records by mistake, = Cancel is pre-defined.

Example 2: Persons are to be allocated to another location. This groupwise changing must be done generally
location independent and can only be done by the superuser.

° Select the general personnel data (location independent).

- Groupwise changing, select persons as shown in example 1.
- Change data.

° Save-):H'

Example 3: Print personnel sheet of multiple persons (cf. chapter 5.2).
Select persons according to example 1, activate Print person sheet in the Common tab.

° Save-):H'

Exit groupwise changing
You exit this program part by selecting again =» Change groupwise or simply selecting another part of the file
dialog window.
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16.1

Work with cache

Madifications concerning only one personnel data record can be carried out easily.

Example:

An employee comes new in a Department. He should get the same access permissions as an

existing employee. This assignment can be carried out simply and conveniently when proceed as

follows:

In the list window, select the relevant personnel record whose data is to be copied (source).

& V@R IN
Look And Feel
MNew View

Lock program
Mew login
Change password

Save settings as default

Change groupwise

&

In cache

1 I.ﬂ’ E.—

From cache

Settings

Ctrl+N
Shift+F1
Ctrl+F1

Ctrl+S

Lokatio

® Click on the = IQ Symbol.

Select = In cache or

® click with the left mouse button on the symbol =» In cache I_-] at
the quick-start bar.

- b Personnel data
o Visitor data
[E] Logdata AC
[ Logdata TR
[d] Logdata IACP
._ﬂ(: Organizations
[+HER) Time tasks
‘_J@ Data import/export
o Infolog
&P Change protocol
[+}-83 Operators
.;}“E Locations
=+ Lokation
[Ffa Visitor data
(3] Room/Timezones
Room/Timezones calendar b...
(va Room/Timezone groups
[@ locking-cylinder weekly plans
'% Key Depot Plans
- Salto plans
- P Salto Devices
El Doors
-[] Logdata AC
@ Logdata TR
-[d] Logdata IaCP
-4F Zones
_4_-}{3 Organizations
._t};:" Actions
Lﬂ[@ Time tasks
Lﬂg Data import/export

| »

Q|

Lokation [ Persomr

bd Tuesday
Wednesday Carl

-
lw

_LJ‘}  Visitors allowed
‘ a ¥ RoomTimezone assignment
| |¥ Room/Timezone groups
V| Key-depot-plan-assignment
€

® Select the required data to copy in the
dialog window =» Cache selection
with the checkboxes and confirm with
- OK.

Last name First name

Bernie

valid | ID data carrier no.
4444
' 4

(=8OR )

Personnel IC

&, Cache selection

B I e ]

Incorporate the following data into the cache:

w

w

¥ Costcenter

=

¥ Working group

¥ Function

¥ Authorization for ext. key control
¥ Image comparison

¥ Antipassback

¥ Use Barring Repeated Entry

¥ Gen. access [ Room,Timezone assignement

| oK | | Cancel |

In the list window, select the relevant personnel record, the copied data is to be assigned (target).

® Click on the = IQ Symbol.

Select = From cache or

® click with the left mouse button on the symbol = From cache m at the quick-start bar.

Save-)‘ H ‘
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17. Import/Export

This function permits importing/exporting personnel data from/to other systems. Also visitor data can be imported or
exportet from IQMultiAccess.

The data of the transfer file are /have to be saved in ASCII format. The transfer file to be imported must be stored
in directory 1Q_MULTIWIN\SERVICES\IMPORT of the server. The export file is stored in directory
IQ_MULTIWIN\SERVICES\EXPORT of the server.

The import/export function can either be done manually or automatically via a time task (cf. chapter 11 =
Scheduler/time tasks).

17.1 Data import

17.1.1 General requirements

For importing data, 1Q MultiAccess must know the structure / sequence of the individual fields of the data records in
the import file. This information is specified in an import definition. Data can be imported from any system. For this
purpose, it is possible to create a separate import definition for each import file. Create own import definitions for
visitor data, because some other field definitions are adapted on the visitor data.

Example: For starting work with 1Q MultiAccess, personnel data are to be imported from an external system
(e.g. SAP application of Human Resources).

° Export the data in ASCII format from the external system and make these data available on the IQ
MultiAccess Server.

. Create an import definition according to the record structure of the import file (see section 17.1.2). Important
when data are transferred for the first time:Option =» Create new data records must be active (see 17.1.2).

° Manual, global data import (above location level) has the effect that all personnel data exist in the global
personnel master file of IQ MultiAccess (see 17.1.3).
Assignment to the locations can be made manually or automatically via an import ID for the location (see
17.1.4).

.g. SAP

External system v

1Q MultiAccess
Import definition

Import into global
personnel master file

= all master file data exist in

1Q MultiAccess

Location allocation manually
or via Import ID (see 18.1.4)
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° Updates which do not contain any new data records but only modifications of existing data can be made
directly in the individual location via an =» scheduler (see Chapter 11). For this purpose, itis enough to make
the import file available on the server. The rest is carried out automatically via the corresponding scheduler.
Option =» Create new data records in the import definition can be deactivated.

17.1.2 Import definition / import definition visitor data

17.1.2.1

{1 i ee———
E| Doors

; Logdata AC
Logdata TR

i[d] Logdata IACP
ﬂ Zones

_ﬂq: Organizations
4% Actions

() Time tasks

;} % Data import/export

3 Import definitions

& Import definition visitor

& Export definitions
- Export definition visitor
| Calendar

[ Holiday formulas

Common tab

1@

x| &

Common || Field definiton | Infolog

The first takeover of data

[»

Start manually

MName The first takeover of data
Import filename Demoimport_1.txt

Primary identification field | Import ID

War.length with separator

Separator

Used chars

Import options

Comment char #

string surrounded by

| Create new data sets
Delete file after import

Log Import

i[5 Controllers/Terminals

Any number of import definitions may be created. A new import definition is created via the insert function | ] |

Depending on the structure of the file to be imported, the following definitions of fields, separators, comment
characters and delimiters are possible:

Name: Description of the import file selected (e.g. data from program xyz).

Import file name:
Enter the name of the file to be imported (e.g. Pers_Data_POS.K00 or visitor_ factory _ tour.txt). The pathname is
not entered. The file is stored in directory IQ_MULTIWIN\IQ_SERVICES\IMPORT of the server.

Primary identification field:

This field defines by what the data records to be imported are to be identified in case of an update if the records
already exist in 1Q MultiAccess. The following options are available for selection: Import ID for global and location-
related imports (18.1.3, 18.1.4), card no. and personnel number for only location-related imports. This field must be
available for the field definition (see 18.1.2.2), otherwise the import process is aborted. There is only the import ID
available for visitors import definitions.

Variable length with separator:

This field must be activated if the individual fields of the file to be imported are separated by a particular character.
This also activates the separator field. The individual separator must be entered into this field. If the data of the import
file are not separated by a character, this field remains inactive, the actual length is entered in the =» Field definition
tab.

Separator:
Enter the character which separates two fields (e.g. “;"). This field is only active if field Variable length with
separator has been activated, otherwise the individual fields will be identified by their length.

Comment character:
Characters used to mark lines that serve as comments only and are not to be imported (e.g. # import of 23.06.2007;
in this case, the # character would be the comment character, the text "Import of 23.06.2007" would be ignored).

The comment character must be the first character of a line. The entire line up to CR/LF is ignored.
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String surrounded by:

Characters used to mark a string consisting of several fields. This string is treated as one field for the import (e.qg.
“valid for all branches”; in this case, the “ character would be the character surrounding the string, the text “valid for
all branches" would be imported).

This character is required particularly in cases where a character otherwise used as separator is now within a string.
Example:

String surrounded by

Happy,Helga,Cheshire Oaks,"valid for all branches, except 5, 7 and/8"

N ot o
f all digits - including the commas -
separators are regarded as one field.
In this case the commas will not
be interpretird as separator.

Create new data records:

If this field is activated, new data records are generated from the imported data in IQ MultiAccess, provided that these
records do not yet exist. If the field is not active, only the existing data records are modified. Data records of the
import file that do not exist in IQ MultiAccess are ignored.

Delete file after import:

If this field is activated, the import file is deleted from the directory of the server when the import has been completed.
Otherwise, it is saved as backup file with date/time in the file name in directory
IQ_MULTIWINAIQ_SERVICES\IMPORT\DONE of the server. The user / administrator should check and clean up
this directory from time to time, otherwise it will be filled unnecessarily with many old backup files.

Log import:
This function is not available for the time being.
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17.1.2.2 Field definition tab

The sequence of the individual fields within the ASCII import files as well as additional information concerning the
individual fields are defined here. These depend on the type of the individual field. Depending on the chosen definition
of import / import definition for visitors are different field definitions available.

- ) . The first takeover of data
| ommon. | Field definition |/ infolog. | =
Available Fields |§| Selected Fields
MNAME | | o Import field further data | Default value
Mationality = ﬁ Last name 1 0-0ff
Mo. of children % First name 1 0-0f/
Phone number . Data carrier defaultcode  0-0/ [
PIN : }?| Default data carrier num... 0-0/ 0
F th o Personnel ID a-0//
E)[* | T/ [—
Religion 3
Residence L
Import field Settings
SRR < | Fix length 10 * | Min.value Flo1/o001 -
Name Date of birth ||| pe oyt value 01/01/0001 - | Max, value 01010001 =
Type Datumswert Date Format
The first field to be imported is marked in the left window and selected with button k]:
Each other field to be imported can be inserted either  behind &]:.
or in front of ﬁ}'

the field that is marked.

Change sequence

The sequence of the individual fields must be identical with the sequence in the import file. The position of individual
fields within the list is corrected with the arrow up/down buttons. The field that is marked is shifted by one position
up or down with each click on the button.

Field information
Depending on the field type, different additional information is required which is not recognized and copied
automatically (grey highlighted and not to be modified) but must be entered manually.

Dummy field This field is used for all cases where the field in question of the import file is to be
ignored. Itis the only field that can be selected any number of times. All other fields
are available for selection only once.

A dummy field can be used for any field type. Manual entry of additional information
is not required, except for field Fix length if field Variable length with separator in
the = Common tab is empty.

Field type: string of characters

Fix length: Depending on the setting of field Variable length with separator in the =»
Common tab, the length of the field selected is entered.
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Minimum length:

Maximum length:

Default value:

Insert in front/behind:

Auto-Generate:

Field type: numerical value

Fix length:

Default value:

Minimum value:

Maximum value:

Enter the minimum number of characters that the field must / may
comprise. If the content of a field is too short, it is ignored and automatically
replaced by the =» Default value.

Enter the maximum number of characters that the field must / may
comprise.
The rest is truncated at the end.

Enter a value which is used if the field content of the import file is empty
(see also 17.1.4).

Enter a value or characters which is/are to be inserted in front of / behind
the field selected.

If active, =» department, =» cost center and =» work group will be
automatically created and allocated to the corresponding person, if they
exist in the import file but not in 1Q MultiAccess.

If this box is inactive, department, cost center and work group will neither
be created nor allocated to the person.

Depending on the setting of field Variable length with separator in the =»
Common tab, the length of the field selected is entered.

Enter a value which is used if the field content of the import file is empty or
does not correspond to the defined = Minimum/maximum value (see also
17.1.4).

Enter the minimum value that the field must / may have. If the value of this
field is smaller than the minimum value, the =» Default value is used
automatically.

Enter the maximum value that the field must/ may have. If the value of this
field is greater than the maximum value, the =» Default value is used
automatically.

Character for grouping digits:

Enter a character that is used for grouping digits within the ASCII import
file.

Example: no entry = 1234
“ " (space) =1 234
“."=1.234

Field type smaller than numerical value
In contrast to the numerical value, the values here have the size of one byte max. (0 - 255).

Fix length:

Default value:

Field type: date value

Fix length:

Depending on the setting of field Variable length with separator in the =»
Common tab, the length of the field selected is entered.

Enter a value which is used if the field content of the import file is empty or
is smaller than O or greater than 255 (see also 17.1.4).

Depending on the setting of field Variable length with separator in the =
Common tab, the length of the field selected is entered.
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Default value:

Minimum value:

Maximum value:

Date Format:

Field type: Time value

Fix length:

Default value:

Minimum value:

Maximum value:

Time Format:

Enter a date in the defined =» date format or select one via the calendar
(is opened by clicking on the arrow) that is used if the field content of the
import file is empty or outside the =» min. / maximum value (see also
17.1.4).

Enter the minimum (earliest) date in the defined =» date format or select
one via the calendar (is opened by clicking on the arrow). If there is a
smaller date in the field of the import file, the =» Default value is used
automatically.

Enter the maximum (latest) date in the defined =» date format or select one
via the calendar (is opened by clicking on the arrow). If there is a greater
date in the field of the import file, the =» Default value is used
automatically.

This field defines the format that is to be used for transferring the date in the
import file.

Examples: With separator:
Y.M.D. (in capital letters)
Y = Year, M = Month, D = Day.
They can be used in any order. The length does not have
to be defined, it results from the separator (in the example

“M.

Without separator:

ddmmyyyy

mmddyy

They can be used in any order. Each small letter
represents one digit of the date of the import file.

Depending on the setting of field Variable length with separator in the =
Common tab, the length of the field selected is entered.

Enter a date in the defined =» time format or select one via the calendar
(is opened by clicking on the arrow) that is used if the field content of the
import file is empty or outside the =% min. / maximum value (see also
17.1.4).

Enter the minimum (earliest) date in the defined =» time format or select
one via the calendar (is opened by clicking on the arrow). If there is a
smaller date in the field of the import file, the =» Default value is used
automatically.

Enter the maximum (latest) date in the defined =» time format or select one
via the calendar (is opened by clicking on the arrow). If there is a greater
date in the field of the import file, the =» Default value is used
automatically.

This field defines the format that is to be used for transferring the time in the
import file.

Examples: With separator:
HH:MM or HH:MM:SS (in capital letters = 24 hours
display)
hh:mm or hh:mm:ss (in minuscles = 12 hours display)
The length needs not be defined, it results of the separator
digit (in the example “:").
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Field type: value list

Without separator:

hhmmss

hhmm

HHMMSS

HHMM

Each letter represents one digit of the time of the import
file.

On the basis of the value entered in the import file, this field type is used for the assignment of master
data to the location to which the data to be imported are allocated. Used for automatic assignment
of location and/or room/time zones. See the examples of section 17.1.4.

Fix length: Depending on the setting of field Variable length with separator in the =»
Common tab, the length of the field selected is entered.

Default value: Enter a value that is used if the field content of the import file is empty (see
also 17.1.4).
Exclusive: If active, only this value will be allocated. All values that are already

allocated will be ignored and/or removed. If this field is not active their
content will be additionally allocated.

Example:

Field type: Boolean value (true/false)

The default value of the room/timezone allocation is to be
set to 1, the field exclusive is inactive.

Result:

If the field assigned room/timezones of the import file is
empty, a person will be automatically assigned the
room/timezone “1".

As the field exclusive is inactive, the room time zone(s) of
the import file will be added to the persons’s already
allocated room/timezones.

This field type can be used for defining true (= yes) / false (= no) statements.

Assignment of values: yes: |, v,Y,1
no: all other values
Fix length: Depending on the setting of field Variable length with separator in the = Common

tab, the length of the field selected is entered.

Default value: If this field is activated, the default value yes is used if the field in the import file is
empty or has another value than yes (see above).

User-defined fields

AII user-defined fields (see 5.1) are only transferred as strings (= Field type: string of

characters).The format is not checked.
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17.1.3 Execute import

It is generally possible to execute a data import
=> per location
=» globally (optionally with automatic location assignment)
=» automatically via an =» scheduler (see Chapter 11)

The import of personnel data and visitor data is done in the same way. When import the visitor data, relevant
field functions exist only for visitors.

17.1.3.1 Manual import

For test purposes or for a single data import, the button =» manual start inthe =» Common tab can be pressed.This
function starts the import once and is available per location and globally.

17.1.3.2 Global import

For global imports, there is the additional field Assigned locations. This field is used for assigning data records
automatically to one or several locations during the import (see also = Field type: value list and 17.1.4).

On the basis of the = Import ID that was previously defined (see also 17.1.2, Primary identification field), it is
checked whether the data record in question already exists or not. If yes, it is only updated; if not, it is created if the
import option =» Create new data records is activated (see also 17.1.2.1).

Example with Import ID as primary identification field:

e R oG ] SelectImport ID as primary identification
Comman | Field definition | Infolog field in the Common tab of the import
' definition.

“ [ Start manually

Mame The first takeover of data

Impart filename Demoimport_1. txt

Primary identification field Impart ID h

Var.length with separator Separator ;

° Include field Import ID into the list of

fields to be imported in the Field definition
Available Fislds tab of the import definition (observe
NAME | | sequence of the import file).

| Common || Field definition | nfolog |

Handicap e

Image

Last name 2

™ Last name +First name @
Leaving date

License plate

Marital status
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Wednesday, Car @ If there is a personnel master record with an
Common | Data carrier | Access data | Attendance time | 32 Actions | 580 identical import ID as in the import file, this record
@ Operationally data || ighName fAddress) | i Personnel data) | 95 Freed is updated. Otherwise it is created with the import
o ID of the import file (for option active see
17.1.2.1).

Last name Wednesday

Last name 2

Fsivere Carl Since the data record already exists when the

Sl next import is made, it will then only be updated.
Organization

Entry date 07/10/2014 -

Leaving date -

Personnel ID

Department 2 = Sales department - X

Cost center 3 = Organisation / Development - X

Working group —- o assignment — - X

Function

Import ID A-BdfFb

Controller group -

If the primary identification field is not found in the import file, the data record is newly created if required.
Field Import ID remains empty or it is set to a default value.

If field Import ID is not included in the list of fields to be imported that has been selected, the entire import
process is aborted.

Alog or error list is not available for the time being. Only the start of the program will be logged in =» Infolog
(cf. 13.2.2) After an import, you should generally check whether the program has been carried out and
terminated correctly. This can be seen in the Event Viewer (Start =» Control panel = Administrative tools

=>» Event viewer =» double click on the application). The imported data should be checked and, if necessary,
corrected manually after an import.

17.1.4 Automatic assignments
Automatic assignments can be made via an = Import ID.

Possible assignments are: Automatic assignment of locations (only for global imports).
Automatic assignment of room/time zones (for global and location-related imports).

Example: Assign room/time zones. The corresponding field in the import file contains e.g. the number “2". That
means that the room/time zone with the import ID "2" is to be assigned to the data record during the
import.

Important: The room/time zone “2" does not necessarily have to be the room/time zone with the import ID "2".

Already when planning and defining room/time zones, care should be taken to assign the same
numbers and import IDs to the same room/time zones in different locations.

If the import is not carried out in a location but in the global master data, it is possible to assign data
records to certain locations with this field type (see also 17.1.3).
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In the Common tab in the installation
program 1Q NetEdit, an import ID of the
location can be entered as it is available
in the import file e.g. town abbreviations
Hyde/Hollingsworth, “Ch”

17.1.4.1 Assignment of locations
= ﬁ Network
= 3@5'(14W\19ﬂ10'1m ACSx | 10 - output | 10 - input | Switch ¢
=& Pc_onl - PC Common | Estended | Reader settings | ID Carc
@B COMport 1 - X
[+ mgl 15DM card 1 Type: Location
[E) sw_noz - 1q Mulkificcess w.:sz modifie Tue Oct 24 11:23:22 2006
A SW_001 - 1) NetEdit —
- 5W_003 - 1Q Monitor
I 5 _004 - IQ System Monitor [t} [i
e L Descripti B,5K14 Hyde/Holingswarth
i sw_o06 - 1 ¥ideo bicn ot t
Liaf S\ _007 - Lobby'Woarks Sync H
#5) SW_008 - Visitor module Import 1D H
@5 CO_00S - COM port server Add for Duress code B
[#-= CO_006 - COM port server oy ST et [l]—

If field Assighed locations is defined as import field for global import (above location level) in IQ MultiAccess, each
data record is not only imported into the global master data but it is also automatically assigned to the location with
the relevant location import ID. This corresponds to the same principle as for entering personnel data (see Chapter

like “H/H"

Chester, “Lo” = London etc.

& Personnel data = global / Import definitions: Occupancy 1
g Visitor data Name Valid Filename Primary ID-field | var. length | Separator Comment char | String char MNew sets delete file
Logdata AC
~[g) Logdata TR

~|d] Logdata IACP

L—J@ Organizations

i Departments

E Cost centers

@ Working groups
() Time tasks

=+ Dats import/export

. [mport definitions
3 Import definition visitor
& Export definitions

i@ Export definition visitor

-

@ Infolog

~&F Change protocal
[+ Operators

Common ‘l Field definition “ Infolog |

The frist takeover of data

% Key Depot Plans

Data carrier number

&% Locations a Avallable Ficlds 4 | selected Fields I
(5% Lokation NAME [ [ tmport field further data Default value
& Personnel data dh 3 - ﬁ \iEAssigned locations

L:J& Visitor data Assigned room /timezone groups % @
3 Visitor dats ® Assigned room/ftimezones

.27 visitor cards T Lo

L ost center i

@ Room,Timezones i B |i‘

) Room|Timezones calendr b... | |Data carrier coding ®

@ Room/Timezone groups T | H ‘ | |Data carrier default code _‘

@ locking-cylinder weekly plans Data carrier IS-Code 3

@ ||
¢ Salto plans ‘ Data carrier valid from

- Salto Devices —

Data carrier valid to -
E Doors
[E Logdatz AC Import field Settings
Logdata TR

% S Ser.no. 1 Fix length 10 * | Defauit value HH,K,B,5,BL

-4 Zones Name Assigned locations Min.length 0 * insert befare
L-}'g Organizations Type String Max. length 0 * linsert behind
(£33 Actions
[+ Time tasks
ELE Mits immart lavnnrt b

Li ]

empty.

Data which are imported in one location are automatically assigned to the location where the import takes

place. An assignment of locations as described above is not possible on location level.

If “*"is entered as Default value, the data record is assigned to all locations if the field in the import file is
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17.1.4.2 Assignment of room/time zones

If field Assigned room/time zones is defined as import field for global import (above location level) in 1Q
MultiAccess, the room/time zone(s) with the relevant import ID are assigned to each data record.

Example:

Li:} @ Data import/export

s
& Import definition visitor 4] I »
Export definitions =
® Soo The frist takeover of data
% Export definition visitor
O rfolog @ Common || Field definition “ Infolog |
: P Change protocol Available Fields 4 | Selected Fields
(i} Operators NAME ‘ | | Import field further data Default value
[=}™% Locations Dummy-field - > | Assigned room timezones 0
53
L_-}"‘? Ekation Assigned locations EI @
i d, Personnel data .
H Y i 5
ol Ve ot | ||| |
& Visitor data —| Cost center |g
22 visitor cards Data carrier coding
-2 Room/Timezones Data carrier default code |S‘
/T
% Room/Timezones calendar b... Data carrier 15-Code |@
-{3) Room/Timezone groups i ‘ @ | Data carrier number T
3 @ lodkingcylinder weekly plans Data carrier valid from
'Qa Key Depot Plans . e -
- Salto plans
.. Salto Devices Import field Settings
[=] Doors Ser.na. 1 Fisc length 10 =
% togjazis Name Assigned room/timezones Defaudt value 1,2,5
ogda
I}] Logdata TACP Type Value list ] excusive
Excerpt from the import file: ...Happy,Helga,Cheshire Oaks,2,AW-15...
Import ID

of
room/timezone

In this case, the room/time zone with import ID "2", in this example corresponding to room/time zone 1 = main
entrance, would be assigned to this data record.

.5}’9 Locations = —
2 e . '
[} Lokation @ Common | (=] Door definition | [=] Controler assignment || £, Authorized persons | /@ Authorized visitors | % Macros |
i £ Personnel data
@& Visitor data Room/Timezone no. | 1 Mame Purchasing department 1 Import 1D
L =|l| — ||| acFunction Naormal operation | [C] ACS1Relay 1 | ACS1Relay 2
; % R.oom,Timezones calendar b... ‘ = ‘
+-4%) Room,Timezone groups — Time range A 00010203 040506 070809101112131415161718192021222324
oy | Trivalid ~ 06:00 - 18:00 -
(%) locking-cylinder weekly plans I ‘ 74
3 Key Depot Plans —— | | E] T2 valid - 1400 -|17:00 -
- Salto plans
ig Salto Devices ¥ Mo M| Tu V| We ¥| Th a7 ¢ Sa Su T Ho
(e =

If this field is empty, the default value entered in =» Field definition will be used for the data record. In our example,
that would be the room/time zones with the import ID 1, 2 and 5.

In case of a global import, these two import IDs could be used for assigning data records to their location and,
within the location, for assigning room/time zones to the data records.
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17.1.43

Fields used in common

The fields described here are used in step 1 and 2:

Fix length:

Default value:

Exclusive:

17.1.4.4

Depending on the setting of field Variable length with separator in the < Common tab, the length
of the field selected is entered.

input of one or several values, seperated by comma, to be used if the field of the import file is empty,
e.g."1,2,3,6,9". Each number represents a room/timezone of the corresponding location. The input
“*” allocates all room/timezones of a location.

Location IDs are to be entered as a list, e. g. “H/”,Lo,Ch” in the fieldAllocated locations (cf. 17.1.4).
The input “*” allocates the individual data record to all locations.

If active, only this room/timezone or location will be allocated to the person. All the other

room/timezones that are already allocated will be removed of the person. If this field is not active the
room/timezones and/or location(s) will be additionally allocated.

Assignment of non-existing fields

The fields must generally be defined in the sequence of the import file. Fields that do not exist in the import file but
are required in IQ MultiAccess can be set automatically to default values. These fields must be added at the end of
the list so that the default value is inserted.

Import definition 8

- |{_}_i Selected Fields
D o Impaort field all Width further data Default value
= E‘ Cost center 10 10 0-0/ff
@ Entry date 20 10 —-—f
. Function 30 0 0-0f/f
=€l |2 o | woo// [
— | |pefaultDepar... 50 10 0-0//
| & [~
@]
w
Settings
Fix length 10 > | Default value
Min.length 0 = |insert befaore
Max. length 0 % | insert behind
Auto-Generieren

In our example, the data are available in the import file and are imported with the contents of the individual fields.
Data which do not exist in the import file, treated as follows: The corresponding fields were added at the end of the
list and are therefore set up with their default values in 1Q MultiAccess.

[I] We generally recommend to check that the data are complete and correct after an import.
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17.1.5

Delete character:

Field definition PIN:

Number fields:

17.1.6

Special hints

If this field is used in the field definition, make sure that the =» Default value is not
activated.

Reason:

Only if the actual delete character is available will it be interpreted as true and the data
record will be deleted.

If the default value were activated, exactly the opposite would happen. For all data records
without the delete character, the delete IDs would be interpreted as true by default - and
thus these records would be deleted.

This field in the field definition allows you to export all existing PINs of a location. To use this
field definition, it must be enabled by the installer in IQ NetEdit.

Various fields contain numbers or combinations of numbers and letters/special characters
referring to values of the individual location.

Example department:

The import file e.g. has the entry “7a”. During import, department “7a” is assigned to the
individual location in the master data file. Depending on the location, this number may be
different. Standardized designations for all locations are therefore advisable.

The same principle applies to cost centers, marital status, room/time zones, etc.

Examples:

The use of a global or location related import depends basically on the organization of the individual company and
its transformation by locations.

A global import is always suggestive when personell data of the complete company are administrated at a central

place (e. g. Human Rec

orces department), and the locations are several sites of this company.

If locations are used to represent another company structure (e. g. several companies within the same building), the
file imports have to be done in each of the corresponding locations, as a collective data bank does not make sence.

17.16.1

Initial data transfer (the example shows a global import)

Already existing personnel data are to be transferred to 1Q MultiAccess via input of a file with the following structure:

Personnel number, name, christian name, ID number, card coding, location identification.

W‘ 1_Demoimport_lengl - Motepad
File Edit Format View Help

[F=1 Eem =)

23 Haﬁp}»f; Hanna; 2; 6060300; BL
13;Thirteen; Tessa;13; 50201;
29;weird;william; 29; 200253; A

# Importfile as example for documentation
# structure: personnel number;name;christian name; ID number (default);Is-code (default);location identifikation
#

1;Nonsense;Nicole;1; 6060200;BL
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Create a global import definition accoring to the example below:

- 3, Personnel data
w}, Visitor data
-] Logdats AC

[ Logdata TR

[ Logdata 1aCP
[Zh{E Organizations
i-gf Departments
i@ Costcenters
.28 Working groups
LJ@ Time tasks
L—)g Data importfexport

S e r—

i d Import definition visitor
i Export definitons

L. Export definition visitor
D infolog
&P change protocol
#1843 Operators
(=}™¥ Locations

[z+% Lokation
- & Personnel data

3 Visitor data

-

global / Import definitions: Occupancy 1

MName

The frist takeover...

Primary ID-field Comment char New sets delete file

Default Personn...

wvar. length Separator String char

The frist takeover of data

03 | Field definiton | Infolog |

| > Start manually ||
Name: The frist takeover of data
d} | Import filename Demoimport_1. bet

Primary identification field | Default Personnel ID

Data carrier default code
Data carrier I5-Code
Data carrier number

Data carrier valid from

Pimd cmeice canlid b

-4} Visitor data | Var.length with separator Separator
~@2] WVisitor cards -
(3 Room/Timezones | feedichas imparbonions
% Room/Timezones calendar b... Comment char # ¥| Create new data sets
@ Room/Timezone groups = string surrounded by Delete file after import
(5 locking-cylinder weekly plans i .
i -89 Key Depot Plans o
The frist takeover of data
Camman | Field definition || Infolog |
Available Fields |§| Selected Fields
MAME [ Import field | further data Default value
> - E Default Personnel ID o-0f/f
Assigned room/timezone groups El g Last name 1 0-0f/
Assigned room/timezones First name 1 o-0f/f
Cost center H |?| Default data carrier number o-0/f 0

After the global import, all four data records of our import file exist in the global personnel master file.

Firma B [ Personnel data: Occupancy 4
[ First name [vald | Personnel D [15Code | Department Cost center Working crat
hiicole w 1 995099
Hanna v 2 6050300
Tessa v o3 50201

Additionally, both of the personnel records with the location identification BL exist in the location with this

identification. This identification must be defined in IQ NetEdit.

E}@ Data importfexport
- & Import definitions
& Export definitions
0 Infolog
P Change protocol
&_}n Operators
E}-L‘} Locations

Lﬂa Lokation

Ba Firma A

% Firma B
a
-3, Visitor data
i) Room/Timezones

Firma B / Personnel data: Occupancy 6

Last name
>
Happy

First name

Hanna

Wald | ID data carrier no. | Personnel ID Cost center Working group | 2

Department

The record without a location identification is not allocated to any location as this is not possible without a location
identification. The record with the location identification A is also not allocated to a location as no location with the
import identification A exists.
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After the import the import directory is empty.

®% C:\WProgram Files\Q_MultiWINMO_ Serviceskimport

File Edit Wiew Favorites Tools  Help ;J.
o ) Y ] ; -
@ Back </ lﬁ - Search FET Folders 3 | ¥ x g
Address |E| C:YProgram FileshIQ_MUltWIMIG Services\Import v o
Folders x hame Size | Twpe Dat
[C5) Export || [CiImages File: Folder 1047
[ HTTP IChDone File: Folder 7j1z
=]
() Dane
[P Imanes

A copy of the import file with including date and time in its original filename is in the directory Done.

% C:\Program FilestQ_MultiWINMO_ServicestimportiDone

File Edit “iew Favarites Tools  Help J,.
o ) : D) ; 3 =
e Eack > l'.ﬁ P Search f.f—f Faolders = | ¥ x u)
Address |@ CHiProgram Files) IG_MultiWINIIG_Services) ImportiDone V| Go
X
Folders i 070713 _1310_demoimport_L bt
|5 Export ~ ==| TextDocument
= HTTR = ke
= C3) Import
©
[ Imanes

card coding is used in the globa import definition file, indeed the card coding will be transferred to the
location when the record is allocated to the location, but in the global personnel master file the field default
card coding remains empty.

In the global import definition the default values should be used (e. g. default card coding). If only the field

17.1.6.2 Modifications

The import file is to be modified as follows:

mj 1_Demoimport_lengl - Notepad EI@
File Edit Format View Help

# Importfile as example for documentation
# Structure: personnel number;name;christian name; ID number (default);I5-code (default);location identifikation

#
1;Nonsense;Nicole; #;996099; B
2; Happy: Hanna; 2; 6060300

13;Thirteen;Tessa;13; 50201;

29;weird;william; 29;200253; A
111;New;Neil;111;1100110; BL%

1. Personnel number 1 gets a new card with another coding.
2. Personnel number 111 is to be added.

A global import causes a modification/new creation of those two personnel numbers only. All the other persons will
not be changed.

& Personnel data Firma B | Personnel data: Occupancy 4

‘& Visitor data Last name First name ‘ Valid | Personnel ID ‘ 15-Code Department Cost center Working grot
() Logdata AC Nonsense Micale v ik 996099

B Logdata TR —

m Logdata [ACP Happy Hanna v 2 6060300

L‘JG Organizations Thirteen Tessa W 50201

13
Bro e Bl s | ]

53? Departments
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L‘T_-) 9 Data import/export f— Firma B | Personnel data: Occupancy 7
¢ & Import definitions Last name | First name ‘Valid |1Dda|3 carrierno. | Personnel 1D | Department Cost canter Working group | 2
9 Export definitons
@ Infolog Frihlich Franziska V| 4] — — —
GF change protocol | |MNew Robert ¥ 11| 111 =3 — —
[+-8@ Operators Unfug Rainer i 1| % — — —
(=" Locations Monsense  Nicole v 3 = — —
L*J& Lokation Happy Hanna V| 4 == = o
% Firma A i :
g; F"maE Thirteen Tessa 'l 13 13 — — —
=+ irma
-5 T B bt '@ o - [ - |
3 Visitor data
~(*] Room/Timezones

Modifications that concern only one location can be done directly in the location. The example below displays a
modification of of the card coding from 6060200 to 996099 for personnel no. 3 in the location. Whereas the default
value in the global personnel master file remains unchanged.

Bl

L]

o %
@

Nonsense, Nicole : PersNo. 1, Data camier3

Common | Dats CaiMiEr |- Access daia | -Attendance tme | 37 Actions | & Macos | [} iogdata AT | | g Logdata TR | - ig infoiog
Data carrier Validity

| Number 3 2 | Startdate 21/05/2015
| Version 0 * | End date 31/12/2025

15-Code b060200] End Time 2355

e — ID card will be swallowed after expiration
Replacement badge Ealto
o e et

All locations will be (re)set to the default values of the global personnel master file by clicking the button =»
Synchronize locations which exists only in the global master file.

-EF Change protocol
E}n Operators
E}"f Locations
LE}“} Lokation
G—]‘ﬁ Firma A
E—J Firma B
‘&
[} Visitor data
il Visitor data
2] Visitor cards
-(3] Room,Timezones
- RoomyTimezones calendar b. ..
@ Room,Timezone groups
- Salto plans
- Salto Devices

HEE A

Use:

<

I

Common ||

Monsense, Micole :

| Actess data | Attendance tme | %> Actions |

Data carrier

Mumber 3

Version 0

AR [4F

15-Code 996093

Search by coding

| Replacement badge

PIM

Mumerical sequence T

Get suggestion

If one of the staff members, who is authorized to several locations, has lost his/her ID card and gets a new

one, this modification will be done in the global personnel master file. This modification will automatically be
updated in all locatations the employee is allocated to by clicking the button =» Synchronize locations. They
need not be done manually in all the locations the employee is allocated to.
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17.1.6.3 Import images

Images used in the personnel master file can also be imported. The image files (*.JPG or *.BMP have to be in the
directory
L AIQ_Multiwin\iQServices\Import\images

===
PR B o s Honevwe T LTy e e = o || e al
L€ 1Al Local Disk (T} » Honeywell » 1Q MultiWIN » IQ Services # Impoit # Images | *r eG G5 pe
Organize + Include in library w Share with = Shide show New folder = O @

L Certs i [=|Hanna

i Cylinder [ Nicole

.. Download = Tessa

. S =] William

L. Export

& HTIP

o Import

ju Done F

.. Images

10 SETLIP

12 Demoimport 1engl - Notepad el
File Edit Format View Help
# Importfile as example for documentation -
= Efrllrfllrn- nnrrnnn:'l mbhaor - mamas cheictrian namas TR nombhor Fdaf T Te_rada Fdaf o016 Torarion ddanrifikbarion
# sStructure: personnel number;name;christian name; ID number (default);Is-code (default);location identifikation
#
1:Nonsense:Nicole:;1:996099:BL:1:Nicole. ipa
2:Happv; Hanna: 2; 6060300; BL:1; Hanna. ipa
13: Thirteen; Tessa;13; 50201 essa. ing
29:weird;william; 29; 200253; A; 0;william. ipa

The image definition must be at the corresponding position of the field definition table.

) o The frist takeover of data
| Common | Field definition | infolog
Available Fields |_§| Selected Fields

NAME | | = Impart field further data Default value
First name 2 - ﬁ Default Personnel ID o-0//f

: First name -+ .ast name E['EI : Last name 1 o-0//f
Function . First name 1 o-o0//f

: General authorization E : |?| : Default data carrier num... 0-0/ a
Handicap e Data carrier defaultcode  0-0/ [
!rrpartﬂ} nain ¢ |!| ] Assigned locations 0 BL
Last name+First name -

While importing, the image files are stored with consecutive numbering in the directory

AIQ_Multiwin\lQ_Clients\IQ_MultiAccess\binData

The export (see chapter 17.2) only writes the file names of the files to be exported (according to the designation of
the directory...\bindata) into the export file.
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17.1.6.4

Deleting

Data records to be deleted must be marked by the Del char field.

ﬂ 1_Demeoimpeort_lengl - Motepad
File Edit

# Importfile as example for documentation
# structure: personnel number;name; christian nal

#

1:;Nonsense; Nicole;1l; 996099; @
2;Happy;Hanna; 2; 6060300; BL ﬂ

13;Thirteen; Tessa; 13; 50201{0) Tessa. jpg
29;weird;william;29; 200253 A{0] william. jpg
111 New;Neil;111;1100110; BL Neil. jpg|

Format View Help

In the field definition the del character is a =» boolean value, which means the content of the field may either be
1,j,J,yorY in order to fulfill the condition as “true”. All other values will be interpreted as “false” and the record will

not be deleted.

The frist takeover of data
" Common | Field definition "W‘
Available Fields @ Selected Fields
MAME Import field further data Default value |
¥ - E‘ Default Personnel ID a-0f/f
Assigned room/ftimezone groups @ @ ] Last name 1 a-of/
B Assigned room/ftimezones L ™ First name 1 0-0//
: Cost center : 'T| : Default data carrier num... 0-0/ 0 The d efau It Val u_e bOX
Data carrier coding a7 Data carrier defaultcode  0-0/ f must not be aCtIV&ted
B Data carrier I5-Code |!| m Assigned locations i} BL (See Chapter 1715)
: Data carrier number |£| E Del char _—
Data carrier valid from i
Import field Settings
Ser.no. Z Fix length 10 | Default value
Mame Del char] Min.length |0 = insert before
Type String Max. length ] * | insert behind
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17.2 Data import via LDAP-Interface

17.2.1 Definition®*

The Lightweight Directory Access Protocol (LDAP) is an application protocol for querying and modifying directory
services (a hierarchic database distributed among the network) running over TCP/IP.

LDAP-Directory

The data structure of a LDAP directory is given by a hierarchic tree with roots, branches and leaves. The root (root,
suffix) is the top data object, under which the higher structures branch out.

Directory Server Data Structure
(Directory Information Tree - DIT)

dn:  c=acme
objectclass: top
objectclass: country
o acme

dn: c=de, o=acme
objectclass: top
objectclass: country

c de

dn; c=de, o=acme
objectclass: top
objectclass: country
< de

dn; oushardware, c=de, o=acme
objeciclass: top

objectclass: organizationunit

ou: webdesign

ou=webdesign

dn: cu=webdesign, c=de, c=acme
objectclass: top

objectclass: organizationunit

ou: webdesign

dn: ou=People, design, 3 dn: ou=Groups, ou=webdesign, c=de, o=acme

objectclass: top objectclass: top
objeciclass. uorganizationunit objectclass: organazationunit
ou: People ou: webdesign

,—l——LL! \

l" .
—IL":J'LIJ_I—— ",

dn: uid=juser, cu=People, ou=webdesign, c=de, D=acme
objectclass: top

objectclass: parsan

objectclass: organzationperson

objectclass. inetorgPerson

cn. Joe User

givenname. Joe

sn: User

cn: User Jos

telephonenumber: +48 123 123456

mail: joe yser@acme.de -
userpassword: {SHA}dowskjdap123hdknfc —

Example:
If an LDAP directory called ACME is used in a company, the organization can be defined as root: o=acme.
Persons can be deposited in branches below this root: ou=Persons,o=acme

Groups can be deposited in other branches below the root: ou=Groups,o=acme

Source: Wikipedia
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Directory Server Entry

Distinguished Name

dn: uid=juser,ou=Pe ople, ou=webdesign, c=de, o=acme
objectclass: top

objectclass: person

objectclass: organizationalPerson

objectclass: inetorgPerson

To avoid an arbitrary data organisation, each LDAP
directory uses an individual standardized and if necessary
e extended structure. The structure is defined by the
givenname: Joe schema used. An LDAP schema defines object classes
z:f 323.101; with their attributes each, as e. g. the class person or the
telephonenumber: +49 123 12345 class organisation.

mail: joe user@acme.de
userpassword. {SHAHdowskjdap 123hdknic

L

User Reference Data Schema definition of entry

The directory labels are called LDAP objects. Each object belongs at least to one, but normally to several classes.
So for the data of a person, his/her e-mail-address and his/her passwords, there are for instance not three objects
required, instead the same object belongs to three classes. In the example they could be calles person,
inetOrgPerson and posixAccount.

For further detailled informationen see e. g. Wikipedia.

17.2.2 Appliance of the LDAP-Client

DotNet 2.0 incl. latest ServicePack

Requirements:
A network user with appropriate access authorizations to the data of the LDAP directory.

The LDAP client is automatically included with the server installation of 1Q MultiAccess. For LDAP import, the
software 1Q MultiAccess must be inserted directly at the locations in IQ NetEdit*®. The name may be changed to
LDAP import. The entry of a server identification is mandatory.

%2 JONetEdit - I0NetEdit
Fie Edt View 7

SRV AR -0

= _,% Network: -
P = 5B GB K14 Hyde/ Hollingsworth

- B pc_o01 -PC
+ B comport 1
B comport2
+ mal ISDN card |

B sw_ooz
A Sw_not

P sw_o4
o] SW_016

Ty sw_n17

Q) sw_os

Ve SW_D1S -
Il 5w _003 -
- 10) Visitor

- 10 Multificcess
- 10 MetEdht

B sw_o3-
= I System Monitor

IQ Morstor

Qws
10 Guard

- Iy Cyfinder
- Iy Tableau

B co_o06-
+ g o0z
[ TEL003 -

+ TE_004 -
ol TE 014 -

O SW_020 - IQ operating

—P [ sw_021 - 1Q MukiAccess

IGIS-LOOP
ME100
ACSE
ACSE
ME100

Last modified

10 Multécoess
Fri Sep 04 01:44:37 2009

1]
’ Description
Auto logout

Active W

—

[Loap

e—

| dentfication 19

Reason: The LDAP client is logged in as IQMA.

IQMA can only be logged in once per workstation.
A corresponding error message would be displayed,
when starting LDAP with active IQMA and the

other way round.

Error. on login E|

@ Already logged in
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= gl Metwork
- BB GB 5K14 Hyde/ Hollingsworth
- & PC_001 - PC

+ B COMport 1
B COMport 2

+m= 15D card 1
& sw_ooz - 1q Multiaccess
A¥ SW_001 - IQ NetEdit
B 5w _013 - 1Q Monitor
@ sw_014 - IQ System Monitor
vE SW_015- IQ YPS
[ 5w _003 - 19 Guard
8s:) SW_D16 - IQ Visitor
T sw_017 - IQ Cylinder
[E§) sw_015 - 1Q Tableau
B co_nos - 1GIS-LOOP

+- [l TE_002 - MB100

+ E TE_O03-ACS &

+ [V TE_OD4 - ACS &
% TE_014 - MB100

w120 - 1O} Oper ating unit

Display after saving:

Start the program by double-click of the file IQLDAP.EXE in the directory

...\Program Files\IQ_MultiWIN\IQ_Services\LDAPImp

g LOAR

Q) &

Honeywell

Identification

User name

Passwark

Server Identification

# 10 Server

Serveriame localhc - Fort: 23757

| ok

| Cancel

User interface:

Input of user name, password and server
identification according to IQMA standard.

{g} IQ LDAP Client B X
LOAP Server LDWP Login

Server LUser

Part 389 SaL Password

LDAR search

Container

Search filker

| Reread schema and data | | Reread data |
| LDAP attribukes Evaluate Destination field | Default value Pararmeter |
Irnpork

Location GB SK14 Hyde( Hollingsworth ~ | Global import

Primaty identification figld --- - Unknown data entries - |Mew data entries V¥
| Irpatt data
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Required entries:

Server: IP-address of the LDAP server.
Port: Port number of the LDAP server (default 389).
User: Name or combination of characters of the user with access authorizations to the LDAP files in the

format he/she is created in the network (e. g. global\A458771-Smith).
Password: Above mentioned user’s password, he/she logs into the network.

Recommendation: Do not activate any restrictions of the duration of validity of the password,
as otherwise no automatical import via action or scheduler will work any
longer after expiration of the validity.

Create a separate user for the LDAP client, as this information inclusive the
password will be saved in the individual settings (details later on).

Container: Input of the file structure according to the previously briefly mentioned hierarchy wherefrom data are
to be imported to IQMA.

Search filter: Input of an object category to be used for filtering.

Read in data
Click button =» New read in schema and data to load data from the directory entered above.

The Data tab displays all data in the sequence of the source database.

v

Ig) I3 LOAP Client - B X
LDAP Server LDAF Login

Server User globaliezagsze

Paort 389 5L Passward shststatthbh

LDAP search

Container ou=5ES7, ou=Regional,ou=EMEA, dc=global,dc=ds,dc=honeywell,dc=com

Search filter {objectCategory=Person)

| Reread schema and data | | Reread data
Field selection | Data %

lastLogoff instanceType streetAddress deliverandredirect -
a 4 Johann trass: Albskadt Scheduling
D 4 Johannes-Mauthe Strasse 14 albstadt 8053068368 FALSE Research and Development 0
0 4 Johannes-Mauthe Strasse 14 Albstadt 805306363 FALSE Research and Development 0[]
0 4 Johannes-Mauthe Strasse 14 Albstadt 805306363 FALSE Scheduling u]
a 4 Johannes-Mauthe Strasse 14 Albstadt 805306365 FALSE 155 i}
i} 4 Johannes-Mauthe Strasse 14 Albstadt 805306368 FaLSE Research and Developmant 0
0 4 Johannes-Mauthe Strasse 14 Albstadt 805306368 Scheduling
i} 4 Johannes-Mauthe Strasse 14 Albstadt 805306368 Apprenticeship
] 4 Johannes-Mauthe Strasse 14 Albstadt 805306368 FaLSE Production i}
] 4 Johannes-Mauthe Strasse 14 Albstadt 805306368 FALSE Research and Development 0 o
L w ] y
Import
Location GE SK14 Hyde/ Hollingsworth - | Global impork
Primary identification field --- = Unknown data entries leave ~ Mew data entries |
Impart data
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The adjustment of the window size and the navigation (e.g. via scroll bars) corresponds with Windows standard.
Sorting and filtering in the individual columns correspond with the descriptions of the chapter “List handling” (cf.
chapter 13.1.3).

Use the button =» Refresh data to update the data displayed. Data should be refreshed before starting the import
to IQMA.

Select data
Enter input definitions in the Select fields tab:

] Whether a database field is to be interpreted or not.
Find out the entries of a database field in the Data tab.
Fields not marked for interpretation are not displayed in the Data tab.

° Which field of the IQMA database corresponds to the selected field of the source database. In the example
below the content of the field streetAddress is to be transferred to the field Street of the IQMA database.
After the import the corresponding field of the personnel master file is filled.

1Q LDAP Client =B X

. 3

LDAP Server | [LDAP Login
Server Lser globallez98826
Part 389 S5L Password s b
LDAP search
Container ou=GEBT  ou=Regional,ou=EMEA, dc=global, dc=ds, de=honeywell, dc=com
Search fiter (objectCategory=Person)
Reread schema and data Reread data
Field selection | Data Q
LDAP Attriate Evakuate | Destination Field | Default value Parameter —~
LastLogolt de L
a ; >
sreet |
Function -
Date of birth
Flace of birth

|
|
General authorization |
Sex |
Valid |

|

|

o Import identification
I w; E Cost center
s Mobile phone
i v Last name 1
sorptPeth v Last name 2
homeMTA v Last name-+christian name
Mationality 1
logortiues . personnel number | -
PN I
Import Post code [
Religion
Location GE SK14 Hyde/ Hollingsworth
Primary identification field --- Total ey tries leave = | New data entries v
Telephone number -
Import dga

b

Depending on the nature of the IQMA field to be filled entries / selections in the columns Default value and
Parameter are possible. They depend on the individual field types and correspond to the descriptions of the import
definitions / Field definition tab (cf. chapter 17.1.2.2).

Special conditions with Microsoft Active Directory (MSAD): The LDAP attributes
- “UserAccount Control” can be assigned to the IQMA field “valid” resp. “Master record valid” and
- “Account Expires” to the IQMA field “Default data carrier date of validity” resp. “Data carrier date of validity”
with MSAD.

At the time the above mentioned information are fixed values of IQ LDAP. A future version will provide an more
flexible application.
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Import definitions

In order to import the data correctly into IQMA, some settings are required (corresponding to the standard import,
cf. chapter 17.1.3).

Import in a certain location (1) or globally (2). Both options are mutually exclusive.

Import i
|Location GB 5K14 Hyde/ Hollingsworth « Global import vl|

Primary identification Field MNAME Brnknown data entries leave - Mew data entties ’ vl
4GB 5K 14 Hyde/ Hollingsworth
|GB BN457 Brighton et /
QB ST 119 Stoke-on-Trent
GB Y0325 York/Strensal /
1 B 593 Sheffieldfatterchffe

Site with cylinder doors mifare 2

x

Select a primary identification field (cf. chapter 17.1.3).

Impork

Location 36 3k14 Hyde) Hollingswarth -

Primary identification Field | [sEgEsglal= Aal =,

ImportID main dakta entry

How to handle unknown data records (data records existing in IQMA, but not in the import file)? Per default they will
remain unchanged in IQMA.

Lnknown records leave

Create new data record if a person does not exist in IQMA? (factory setting: active).

Mew records v
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Save definition

In order to prevent creating these definitions again and again for each import, they can be saved and reloded at any
time according to Windows standard. The corresponding menu opens by clicking the 1Q symbol.

Look AndFeel » ||
Load [
2—p| s B
-k F
M o

551

IQ LDAP Client

| |LDAR Login
User

|Password

ou=GES7,ou=Regional, cu=EMEA, dc=global, dc=ds, dc=honeywell, dc=com

globaliezosaz6

sk

Search filter {objectCaty =Person
Rere]

Field selection | Data Savein |7 LDAPImp bt > 2 &
LDAP Attribute oY Chde
Lastlogoff ‘_‘:_} hen
nstanceType My Recent
EETTTR oo
| -
sAMAccount Type [a
debverandRedeect Desktop
o
lochont Tine
codePage /
-
ot My Documents
mDEUseDef aits
scriptPath =
1A :.T g
logoniours -
My Compuler
| Import —
3 e “—H—» File name: v Save
Primary identification field - My Metwork | Save 3 pe: Ldap files [* Idap) - Cancel
Tmport daka

-

-

7|

In this connection the login parameter (user, password, server identification) will be saved as well. The configuration

files must be saved in the directory

...Program Files\IQ_MultiWIN\IQ_Services\LDAPImp

if they are intended for using automatic imports via actions or schedulers. This directory is suggested by default.

Run an Import

Recommendation:

subsequently data check should be done.

For testing whether all parameter have been entered correctly, a manual import with

Click the = Transfer datato 1Q button. Depending on the amount of data records, the import may last some minutes.
During this time the Transfer data to 1Q button remains yellow, all other other functions of IQLDAP are locked.
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Automatic operation

The data import can be executed via an action Execute program (cf. chapter 10.11) or scheduled (cf. chapter 11).
Select Start external program as task. In both cases the start parameter must be IQLDAP.EXE <filename>.LDAP.
<filename> stands for the name of the file the field and import definitions are stored (cf. save definition).

MNarme LDAP impart

4

Espirat Tirne [hi:mm] |00:03

rexecutable file

Path |E:'\F‘rogram FileshQ_Multiwin'lQ_Services\LDAP mpy QLD AP.EXE

Paramater ty_company_1.LDAF

Example for scheduled task:

Task:

Example for action:

Start external program on server - Path |l::'\F'rogram Filesh0_kMulttadintlO_Services\LDAPImpU ALDAP EXE

Parameter  |My_company_1.LDAP

With automatic import via actions / scheduled tasks the IQ_LDAP client must not be started manually on the
same workstation.

Individual adjustment

This function allows a selection between several layouts.

1 —p Ig IG LDAF
2 _’ Look And Feel » Skins » | Caramel

Load Flat Money Twins

Save

UltraFlat Liliar
Style3D The Asphalt World
Office2003 iMaginary

Black

Office 2007 Blue
Office 2007 Black
Office 2007 Silver
Office 2007 Green
Office 2007 Pink.
Coffee

Liquid Sky

London Liquid Sky
Glass Oceans
Stardust

¥mas 2003 Blue
Yalentine

McSkin

Summer 2008

® Click the =» I1Q-symbol

® | ook and Feel

Bl ® Select a style or skin.

The layout will automatically be saved locally (not in the user profile!).
The next program start activates the last settings, no matter which user logs in.



202 User Manual - IQ MultiAccess

17.3 Data import from SQL databases

This function allows to import data from existing SQL databases to IQ MultiAccess.

Supported databases: Firebird
Microsoft SQL

Oracle

Requirements: DotNet 2.0 incl. latest ServicePack

The IQSQL client is automatically included with the server installation of IQ MultiAccess.
For IQSQL import, the software IQ MultiAccess must be inserted directly at the locations in IQ NetEdit"’. The name

may be changed to IQSQL import. The entry of a server identification is mandatory.

. IONetEdit - IONetEdit
File Edit View 7
B %P2 T

1 = ;‘! Netwoark. -
e = B GB 5K14 Hyde/ Hollingsworth
- B rc_ont-pC
+ B COMport1
B comport 2
+ ol 1SDN card 1

Comman
Type: 10 Multidccess
Last modified: Mon Sep 07 07:1857 2

A 5w _001

B sw_o0z2-
- 1Q NetEdst
B sw_013-
W 5w 014 -
vm S _015 -
il 5w _oo3 -

1 SW_016 -

% SW_017 -
ﬂ SW_D18 -
CO_D06 -

+ [ TE_o02 -
+ [ TE_003 -

+ [ TE0D4 -
) tE_014 -

1Q MultiAccess

1Q Monitor
I} System Maondtor
1QYPS

IQ Guard
IQ Visitor
10 Cylinder
10 Tableau
1GIS-LOOP
ME100
ACSE

D
Description
Auto logout

—
ek

Active ¥

Cancel

Display after saving:

= gty Metwark
- 8B GB 5K14 Hyde/ Hallingsworth
- £ pC_001 - PC
+ B COMport 1
B COMport 2
+ g 1SDMcard 1
[ sw_00z - 10 Multiaccess
A SW_001 - IQ NetEdit
B sw_013 - 1Q Monitor
B 5w _014 - 1Q System Marnitor
VP SW_015 - IQ VPS
[l sw_003 - 1Q Guard
6] SW_016 - IQ) Wisitor
Ty sws_017 - 1Q Cylinder
SW¥_018 - IQ) Tableau
B Co_o0s - IGIS-LOOP
+ [ TE_002 - MB10D
+ [V TE_003- ACS 8
+ [ TE_DD4 - ACS &
E TE_D14 - ME1OD
feSillenl20. 1O operating unit

Error. on login [g|

@ Already logged in

7 Reason: The IQSQL client is logged in as IQMA.
IQMA can only be logged in once per workstation.
A corresponding error message would be displayed,
when starting IQSQL with active IQMA and the
other way round.
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Start the program by double-click of the file IQSQL.EXE in the directory

...\Program Files\IQ_MultiWIN\IQ_Services\SQLImp

1G 561 x |

"
Honeywell

Identification

Input of user name, password and server identification according
to IQMA standard.

User name

Password

Server Identification

# 10 Server

ServerMarme localhe - Part 23757

| Cancel | | Ok

User interface:

. I@ 15 SGL Clent: e

S0L search
Table

LB Tvpe Firebird -
QDBC
Lser

Passwiord

| Reread schema and data | | Reread data |

Figld selection | Data

| Figld name Evaluate [Drestination Field | Diefault values Parameter |

Impart

Location B 5K 14 Hyde/ Hollingsworth - Global import Delete source data

Primary identification field --- = | Unknown records leave - Mew records i

| Impork data

Required entries:

Table: Name of the table within the database to be imported. It is recommended to create a separate table
for the data to be transferred.

DB Type: Select one of the database types available by clicking the line or the field |i|

ODBC: Enter the ODBC driver of the selected database. To find select Start = Control Panel =
Administrative Tools =» Data Sources (ODBC) =» System-DSN.
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&7 ODBC Data Source Administraton

UserDSH  System DSN I File DSN | Drivers | Tracing | Connection Pooling | About |

System Data Sources:

MName | Driver I
nowardbsery  Firebird/InterBase(r) driver

SRR SISO Firehird/InterB aselr) diver

—»

Remove

e

Configure...

An ODBC System data source stores information about how to connect to
the indicated data provider. A& System data source is visible to all users
on thig machine, including NT services.

€

ok | cancel | | Heb

P

User: User name of source database.

Password: Password of source database

Recommendation:

Do not activate any restrictions of the duration of validity of the password,
as otherwise no automatical import via action or scheduler will work any
longer after expiration of the validity.

Create a separate user for the SQL import client, as this information
inclusive the password will be saved in the individual settings (details later

on).
Read in data

Click = New read in schema and data button to load data from the directory entered above. The Data tab displays

all data in the sequence of the source database.

I@ 10 SGL Cliert =l

SCL search

Tahle SELIMPORT

DE Twpe Firebird -

QDEC SELIMPORT

User MNOVARUSER

PaSSWDrd AREEEEEERERERES

| Reread schema and data | | Reread data |
Field selection | Data

| Christian name Mame Pers.no. Coding | Card type Location Roomdtime zones Phone |
Haracio Darkwing noz4s 00254565730021 .. 170 )] 123 +445 25 25 61
Samartha Darling 21559 O000s00000s152.. 115 om 02 general authorizati,. +446 23 54 75
Frederic Fronkensteen nonsy 090044 511 00000.. 316 03 16810 +445 55 44 75
Molly Mckinley ooq0z 001 52000542001 .. 1:0 o1 128 +44511 59 711
Wictaoria Cullen BE001 002105510001 54, 150 m 15 +445 44 77 61
Brenda Martan ooz215 0202400001105, 114 0z 125 +445 51 24 60
Fiona Earthman OG0GE 0060066066606, . 112 06 16511 +d445 66 66 0
Patric Peel 05150 000001 20200001 .. 240 0z 125 +446 5321 7.
Haracio Darkwing noz4s Q0254565790021 .. 7o m 123 +445 25 25 61
Samartha Darling 51589 0000s0000051 52 115 o ,02 general authorizati.. +446 2384 75
Frederic Fronkensteen noasy 090044 511 00000.. 316 03 16510 +4453 5544 75
hdolly Mckinley o010z 001 52000542001 .. 140 o1 129 +44511 29 71
Wictoria Cullen BE001 002105510001 54 150 o 15 +445 44 77 61
Brendsa Martan ooz15 0202400001105, 114 0z 125 +445 51 24 60
Fiona Earthman OG0EE O00S00EE0EEE0E., 112 1] 165911 +445 66 66 05
Patric Peel 03150 Q00007 20200001 .. 2/ 02 125 +446 83 21 7.

Irnport

Location GE SK14 Hyde/ Hollingsworth - Global impart Delete source data

Primary identification field --- + Unknown records leave - New records cd

| Import data
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The adjustment of the window size and the navigation (e.g. via scroll bars) corresponds with Windows standard.
Sorting and filtering in the individual columns correspond with the descriptions of the chapter “List handling” (cf.
chapter 13.1.3).

Use the button =» Refresh data to update the data displayed. Data should be refreshed before starting the import
to IQMA.
Select data
Enter input definitions in the Select fields tab:
] Whether a database field is to be interpreted or not.
Find out the entries of a database field in the Data tab.
Fields not marked for interpretation are not displayed in the Data tab.
° Which field of the IQMA database corresponds to the selected field of the source database. In the example

below the content of the field streetAdress is to be transferred to the field Street of the IQMA database. After
the import the corresponding field of the personnel master file is filled.

SQL search

Table SOLMPORT

OB Type Firebird

o0BC SQLMPORT

Jser MNOVARUSER

Daseword JrTTTTR,

| Reread schema and data Reread data
Field selection | Data %

Destination field Defaul value Parameter =

street - NG
Function -
Date of birth
Flace of birth
General authorization
Sex
Valid
Import identification
Cost center
Mobile phone
Last name 1
Last name 2
Last name+christian name
Mationality %
personnel number -

Imnpart Post code
X . Religion
Location GB SK14 Hyde/ Hollingswaorth Delete source data

Primary identification field --- lzr:;gge —— I = leave « New records v
daa

Impork

b

Depending on the nature of the IQMA field to be filled entries / selections in the columns Default value and
Parameter are possible. They depend on the individual field types and correspond to the descriptions of the import
definitions / Field definition tab (cf. chapter 17.1.2.2).
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Import definitions

In order to import the data correctly into IQMA, some settings are required (corresponding to the standard import,
cf. chapter 17.1.3).

Import in a certain location (1) or globally (2). Both options are mutually exclusive.

| Import

| Location GE 5K14 Hyde/ Holingsworth - Global import ¥ Delete source data
Primary identification field | NAME | Unknown records Iea\ff - MNew records v
GE 14 Hyde/ Holingsworth
Bt ata
il __#58 BN4S7 Brighton t d —
GB ST 119 Stoke-on-Trent
GB YO325 YorkjfStrensall
1 GB 593 Sheffield/Atterchffe 2

Site with cylinder doors mifare

4

Select a primary identification field (cf. chapter 17.1.3).

Imnpork
Location 6 3K14 Hyde/ Hollingsworth -
Primary identification field Personnel number -

'Impcurt D
| Daka carrier no
Personnel number

How to handle unknown data records (data records existing in IQMA, but not in the import file)? Per default they will
remain unchanged in IQMA.

Lnknown izcords l2ave

éinactive
| Delete

Delete source data after import? Per default this option is not active. It should only be activated if it is for sure that
those data are stored in a separate transfer table and deleting them will not have any influence on other applications.

Delete source data

Create new data record if a person does not exist in IQMA? (factory detting: active).

Mew records v
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Save definition

In order to prevent creating these definitions again and again for each import, they can be saved and reloded at any
time according to Windows standard. The corresponding menu opens by clicking the =» 1Q symbol.

11— IQ 1Q SQL Clert T = x
Look And Feel »
Load IMPORT
2 Save Ek bird
’ |
IMPORT
User NOWVARUSER I
Password Save As
Reread sch T
ooty Savein: | 3 SOLImp S
Field selection | Data .
: 9 IChde
Christian name Mame ; ‘, Clen
Horacio Darkwing My Recent
Samantha Darling Documents
Frederic Fronkensteen =
Iefodly McKinley B
Victoria Cullen -
Brenda Norton Desktop
Fiona Earthman
Patric Peel =3
Horacio Darkwing 7
Samantha Darling
Fredetic Fronkenstean My Documents
Molly MekKinley
Yictoria Cullen
Brenda Morton =3
Fiona Earthman gg
Patric Peel My Computer
Import e - 1
3 T T —q—’ File name: defaull ¥ Save
-vj
Primary identification field --- My Metwork Save as lype: 1Qsql files (*.igsql) v

TIpoTt oot

In this connection the login parameter (user, password, server identification) will be saved as well. The configuration
files must be saved in the directory

...Program Files\IQ_MultiWIN\IQ_Services\SQLImp

if they are intended for using automatic imports via actions or schedulers. This directory is suggested by default.

Run an Import

Recommendation: For testing whether all parameter have been entered correctly, a manual import with

subsequently data check should be done.
Clickthe = Transfer datato 1Q button. Depending on the amount of data records, the import may last some minutes.
During this time the Transfer data to I1Q button remains yellow, all other other functions of IQSQL are locked.
Automatic operation
The data import can be executed via an action Execute program (cf. chapter 10.11) or scheduled (cf. chapter 11).

Select Start external program as task. In both cases the start parameter must be IQSQL.EXE <filename>.IQSQL.
<filename> stands for the name of the file the field and import definitions are stored (cf. save definition).
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Name SOL import Example for action:

L3

Expirat. Time [hh:mm] 00:03 <

rexecutable file
Path C:AProgram Filesh B_Multiw/inhIQ_Services\SHLImphGSALEXE

Parameter automatic.iqsql

Example for scheduled task:

Task:
Start external program an server - Path C:\Program Filesh O_Multhaind0_S ervices\SOLImph G SHAL.EXE

Parameter altomatic.iqsgl

With automatic import via actions / scheduled tasks the IQ_LDAP client must not be started manually on the
same workstation.

Possible SQL errors are logged in the file Errorfile.txt in the directory

...Program files\IQ_MultiWIN\IQ_Services\SQLImp.

Individual adjustment
This function allows a selection between several layouts.
1 -19 1Q LDAF ® Click the = 1Q-symbol

| T [ ]
2 > e — - - Look and Feel

Load Flat Money Twins

Save

UltraFlat Liliar

Style3D The Asphalt World
Office2003 iMaginary

Black

Blus ® Select a style or skin.
Office 2007 Blue

Office 2007 Black

Office 2007 Silver

Office 2007 Green

Office 2007 Pink.

Coffee

Liquid Sky

London Liquid Sky

Glass Oceans

Stardust

¥mas 2003 Blue

Yalentine

McSkin

Summer 2008

The layout will automatically be saved locally (not in the user profile!)
The next program start activates the last settings, no matter which user logs in.
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17.4 Data export

Basically, data export corresponds to data import. Depending on the chosen definition of export / export definition
visitors are different field definitions available.

Differences:
° The export file is stored in directory:
IQ_MULTIWIN\SERVICES\EXPORT of the server, according to the field definition.
] no import ID
° The = Common tab provides fewer definition options.
=+ Dataimportfexport Exportdefinition 3
LB Import definitions @ Commen | Field definition | Infolog
Import definition visitor
tdefnmms ‘ [ Start manually
Export definition visitor |—| N = e
@ IﬂfﬂIDg d} lame xportdennibon
@;ﬂ Change protocol '— | || Expart filename | All members
ja E]DDE:::;;S ‘i‘ variable length with separator Separator
._tjﬁ Lokation right justified El
(% Firma A || | T leftjustified 1
[+ FirmaB ‘ ‘ Ivight justified s, I]
(=} Firma C |:| hed
1]
o Within a location a = filter field exists.

Here a =» user defined field (cf. chapter 5.1 and installation instructions P32205-26-0G0-xx), which is
defined as a checkbox can be selected. In this case, only the data records with this checkbox active will be
exported (e. g. all colleagues using a parking lot).

° The records to be exported can either be arraged left justified or right justified in the export file. The remaining
digits will be filled with spaces.

] The individual fields do not provide any additional information, such as minimum/maximum length, default
value, etc. The actual field content is exported.

° Delete identification (Del char.) of person and/or location allocation (not for visitor export)

Running an export, normally the currently existing data records will be written into the export file. Due to this,
personnel records that have been deleted in 1Q MultiAccess since the last export will remain in the target
system. By defining a field (e. g. the personnel no.) which is used as identification for deleting, the target
system can be told which records have been deleted in 1Q MultiAccess and therefore have to be deleted in
the target system as well.

The definition of this field must be done in the installation program 1Q NetEdit (cf. Installation instructions
P32205-26-0G0-xx).

The field =» del char must be selected in the field definitions.

H Zones
GH{J Organizations . Exportdefinition 7
1% Actions @ | Common | Field definition | Infolog |
\_ﬂ@ Time tasks Available Fields & Selected Fields
EJ-Q? Data import/fexpart R Name ‘ | | | MName Exportfield No. further data all Width
& Import definitions | i ‘ Default data carrier valid from = ﬁ u Del char
{8 Import definition visitor = [l — ——
2 n — Il Default data carrier valid to @
# Export cefirition visitor ‘ 38 | L Default data carrier valid until ti... E B
@ Calendar — L Default data carrier version i |?‘
[& Holiday formulas o Default Department e
[ controllers/Terminals ‘ H | [ Default Function |!‘
A5 Info fields — | | Default Personnel D
@ Controller groups — A
x iame | ‘ Default Working group -] 000

For list export to other formats (Excel, TXT, HTML, XML) please see chapter 13.1.3.
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18. Guard module IQ Guard

This option enables (individually or in combination):

° The image of a person booking displayed at any workstation (web-cam required).
° In addition, a reference image deposited in the personnel master file.

] Manual release or blocking of the corresponding door.

° Personnel check via random generator

IQ MultiAccess supports several camera models of AXIS. The camera can be connected via Ethernet:

. with a 1:1 Ethernet cable to any network connection of the network.
or
° with a crossed over Ethernet cable directly to a computer with a local ethernet connetor.

Preconditions:

° A camera must be connected and configured in working order.
For this we refer to the installation instructions of the manufacturer.
° A camera must be created (right-click on =» location = insert =» controllers/terminals =» webcam) and

configured (Common tab of the camera and input of an FTP-Port in the = Global settings) in the installation
program IQ NetEdit (cf. installation instructions P32205-26-0G0-xx). These entries must be conform with the
camera settings.

The software =» 1Q Video must be inserted at a workstation and switched active.

In the door configuration of the corresponding door, a camera and the software IQ Video must be selected
(= Multi eye AC/Image compare / ATR tab).

Optionally, display only can be selected.
° The box Use image compare must be active for the person(s) in IQ MultiAccess (= factory setting).

% Common & Card dat J Atten

%) Room/Timezones () Room/Timezor

—Common option:

| Autharization for external key control

v Uselmage Enméalé >

[v permitted to receive visitors

~Optiohs for ACS 8 and ACS 2+ only
[v Use Antipassback

[v Use Baring Repeated Entry

rAuthorization

+ General authorization

via Room/Timezones and -groups

A reference photo is useful and recommended (cf.chapter 5.1).
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Operation: Select = Start =» (all) programs =» 1Q MultiAccess = IQ Guard

or click the icon

%10 video Login o=
Enter user, password and server identification according to chapter 1.
2 Honeywell
ke I Try: 2 from 3
| |
Password
| ]
Server
|Iocalhost - I
|dentification:
| ]
,TI Cancel |

If no booking is made, an empty user interface is displayed:

File Edit View Help

T Wl EE)
- Main data window Detail Window

<ho data availabley

The functions window size, menue and symbol bar apply to chapters 2.2, 2.3 and 2.4.
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If a booking is made at a corresponding door, the information of the ID card is displayed as a list in the main data

window on the left side.
The detail window displayes detailled card data and the live image of the camera and - if existing - the referece photo
of the person allocated to this ID card.

%

“* na ssigment "
0B000800150111110815 |
85

Now the doorkeeper can either use one of the buttons release or block to open the door or not.

Till now the door remains closed and the reader is in basic condition (yellow LED on). This behavior
is the same even if the program is not started!

If there are sevaeral persons booking one after the other,
they will be processed sequencially (queue in the list

UsedD|Doord | [Non window)
) 1 St
12

T
7 1

If the field =» Display only is active in IQ NetEdit, the buttons release and block will not be faded in. The live image
and the reference photo will be displayed, but the door will automatically be released if the ID card is authorized.

FTi%

Main clati wirdow

= v =
BAOCEONE 1110818 |
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If the =» check option is activated in IQ NetEdit, a check prompt depending on the settings in % of the bookings is
displayed. The door remains closed for the person to be checked, even if “display only” is set in 1Q NetEdit. In
addition a relay can be activated (e. g. siren, strobe). The event is logged as “check person” (booking code 255).

P p———
CB000B00150111110815

8
0z

Release

Timeout after 26 seconds

Please check person!

19. Visitor Management / 1Q Visitor

This program section can be used to create visitor ID cards with individual access authorizations and allocate them
to external persons for the duration of their visit. When using an absorption reader, the visitor ID cards can be
retained after expiring or generally when leaving the company premise.

In general, the creation of the data required is similar to chapter 4 = room/timezones and chapter 5 = personnel data.
The evaluations correspond to chapter 13. Additionally there can directly be switched to the program section 1Q VPS
to create and print ID card (cf. chapter 15).

Due to this we hold to the essential part and refer to the corresponding chapters.

19.1 Preparations in 1Q MultiAccess / 1Q NetEdit

° Allocate the software Visitor module to the corresponding location / workstation in 1Q NetEdit (cf. installation
instructions P32205-26-0G0-xx, chapter 6.3 = software). At least one user must have rights for this software
(cf. chapter 12 = operators and installation instructions P32205-26-0G0-xx, chapter 8 = operators).

° Define in the personnel data of IQ MultiAccess who is allowed to meet visitors.



214 User Manual - IQ MultiAccess

-  —— =» Personnel data

@ I Comman I, Data carrier || . -» Access data
e ; -» Parameter:

|| Yy Parameter I- @Rﬂﬂmﬁmems I

st e el |

' Commmon opons Only those persons are available in 1Q Visitor.
E‘I;a Ext. controliing allowed o o
= The authorization to meet visitors can also be
5 ¥ Use Image Compare done via = groupwise changing (cf. chapter
#| Permitted to receive visitors 16).
(] Similar to personnel ID cards, access authorizations must be allocated to the visitor ID cards. This will be

done via room/timezones.

The security concept of IQ MultiAccess allows the creation and administration of room/timezones and room/timezone
groups in the essential access control software only. The creation of room/timezones is described in chapter 4.

There can be allocated:
- any room/timezones (via IQ MultiAccess only)

- room/timezone groups which are released for the visitor management (via IQ MultiAccess and/or I1Q Visitor).

Any room/timezone can be allocated or there can be created individual visitor room/timezones.

The example shows a room/timezone visitor selling agents with the showroom door allocated:

=

\-’lsmor Agent Mo.12

I Common |: =] Door defirition | uthorized persons || u&numonzed visitors | || xr\"racros |

Room/Timezone no. |12 _ Name Visitor Agent Import ID
AC-Function Normal operation « | | ACS1Relay 1 ~ | ACS1Relay 2

line gance 00010203040506070809101112131415161718122021222324
V| Tr1 valid - 08:00 - 16:00 -

| Tr2 valid - 14:00 - |17:00 -

¥ Mo ¥ Tu V| We ¥ Th W Fr Sa | Su | Ho

R

.;J'ﬁ Locations Visitor Agent No.12
[+ Lokation @ | Comrnonq [=] Door definition || Z Controler as-agrment || s Aumonzed persons " vl Authorized visitors .| XMacms |

-ga Personnel data -~
L aé Available Doors: e Selected Doors:
(3 Visitor data

R Room Timszonss| —— |[[[no: [rame | No.[Hame

~&8) Room,Timezones calendar b... 1 DR_001-Door 1-Gale ... 2 visitor Room | |

L]
= @ Room/Timezone groups e > Door Main Entrance
x| T

outs... ‘inside }armed ‘disa‘.. ‘r_nmml

v

(& loddng-cylinder weekdy plans Door Warehouse

>
= '@ Key Depot Plans e lieizissmnl
-- P Salto plans i

# Salto Devices e ‘ » ‘
/=] Doors | H o
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The = room/timezone groups (cf. chapter 4.3) can be used to combine several individual room/timezones. In the
example below the room/timezone visitor selling agents and main entrance have been combined.
To be available in 1Q visitor, the box Display within IQ Visitor must be active for this room/timezone group.

;} Locations

Lokation

i B Personnel data

g Visitor data

l_@ Room/Timezones
Room/Timezones calendar b. ..
() locking-cylinder weekly plans
'Qa Key Depot Plans

- 4P Salto plans

- 4P Salto Devices

--[®] Doors

--[5] Logdata AC

[ Logdata TR

19.2 Create cards

H & Personnel assignment Ii n&\l‘isihor assignment |

Name Group Agents {%/ Display within 10 Visitor
Import ID ~ automatic assignment
Available Room/Timezones: Selected Room,Timezones:
Mo Mame No. /I’I;]ame \
J » / 7 Main Entrance PIN

Sales department 1
Sales department 2

Warehouse

%]+

Warehouse prevent...

2
3
4
5
6
1

Purchasina denartm.

12 Visitor Agent

A more or less “blanco” visitor card is created in 1Q MultiAccess of the locations.

E}"f Locations
B Lokation
& Personnel data
i Visitor data

Ly Visitor data
() Room/Timezones
Room/Timezones calendar b. ..
{3 Room/Timezone groups
() locking-cylinder weekly plans
'[ﬁg Key Depot Flans
- ¢ Salto plans
- Salto Devices
E Doors

[£ Logdata AC

Pl

El

Visitor Card 20

I Commen !l Access data " 2 Actions H & Macros !| Relays ” [ Logdata AC |i @ infolog |

| Data carrier

PIN
MName Visitor Card 20 Numerical sequence | ¥¥****
Number 9 = | Get suggestion
Version 0 &
15-Code 46585 |
| Search by coding ‘

Assigned Visitor

Data carrier is not assigned to any visitar

At least an empty data record must be created using ‘ ] ‘

All further access parameter (room/timezones, room/timezone groups, actions, macros etc.) can either be entered
directly in 1Q MultiAccess (this means, the ID card is already valid for the predefined access authorizations, or on

request in 1Q Visitor (which is the more flexible variant).

The settings in IQ MultiAccess correspond to chapter 5, except that Visi
there is still no person allocated. So far the ID card is invalid. | Common | Accessdata | % Actons | g Mados | Relays |

Data carrier

Name Visitor Card 20

MNumber 9

Version 1]

15-Code 45585

| Search by coding

] A d Visitor
Data carrier is not assigned to any visitor
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19.3 Person allocation

The allocation of persons to ID cards can either be done in 1Q MultiAccess or in IQ Visitor.

19.3.1 Person allocation in IQ MultiAccess
The allocation of persons must be done in the individual locations (=» Visitor data =¥ Visitor data).

The entries are similar to chapter 5 with the following expansions:

° Assign avisitor ID card and the visited person by selecting them out of a menue to be opened via the button | =
.j"} Locations I ; 5
; ew , Max
&, “5 &0 P:rZonnel ot @ Common | £ Name / Address | [] Logdata AC | (@) Infolog
LEJ-& Visitor data Visitor
‘& — | || Last name New
2] Visitor cards ‘ s ‘ )
@ Room/Timezones First name Max
% Room/Timezones calendar b... Title
-{%) Room/Timezone aroups L & Company
-] locking-cylinder weekly plans :
% Key Dip:t Plans & Yidunt Zi07/2016 . e
¢ Salto plans H Impart ID
- P Salto Devices as o i
El Doors =
--[Z] Logdata AC ® Visitor Card 19 - X
(g Logdata TR Begin date | 21/05/2015 -
E ;Zii:m IS End date 21/05/2015 -
G Organizations End Time 20:00 - ‘5:] Get image |
'ﬂ%& s Visited Person  e—
_ﬂ'C‘E} Tne fass r Mo signature available
- i Name Monday, Andy - X
[} @ Data import/export ’,
[T Calendar Phone 123456 [
-[¥] Holiday formulas | i Record signature |
[ )

If the visited person is selected, the corresponding phone number will be displayed (cf. chapter 5, step 4). The visited
person can be informed by phone of arrival of his/her visitor.

By allocating a person, the vititor ID card gets valid within the time H g . — O et
period entered in the Validity field. —  cormen TRemes Pracior| R vocs | hcore |2
Data carrier
||| Mame Visitor Card 19
‘ o ‘ Number 8 &
— ||| version 1} &
I ‘i‘ 15-Code 0 ‘
= | Search by coding ‘
Assigned Visitor
Mame MNew, Max
Company
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19.3.2 Person allocation and administration in 1Q Visitor

Select = (all) programs =» |Q MultiAccess =» 1Q Visitor

or click the icon

IQVisitor x

Q)
oneywell

Identification

User Name
Password

Server Identification

& IQ Server

Server Name localhost -

Cancel | | oK

The first start displays an empty user interface only.

Enter user, password and server identification according to chapter 1.

Location |GE SK14 Hyde/ Halingswarth

& Visitor deta | i Data carrier |

Last name First name Company

3 Comman H (7] svstem activiey | @ visitorlog

Name

Companty data

Salutation
Title
First name 1

e
—— | |First name 2
*

Company
Street
Zipcode
ity

Last name 1 Fhone number
Last name 2 Mobile phane
Laocation |GB SK14 Hyde) Halingsworth -
| 5 wisior data || &7 Data carrier |
Data carrier | Walid Fron Data catrier

¥ 003 @ Marne visitor card 18

visitor card 19 15 12/5/200¢ D datacarrierno |17

Wisitor card 20 19 12/5/200¢ _
Version 0

visitar card 21 20 12512008

visitor card 22 21 12/5/200¢ Coding

Visitor card 23 22 12/5/2004 L] Search via card reader

visitor card 24 23 12512004
Assigned Yisitar

Visitor card 25 24 12j5/200¢
Hame Blacksmith, Carol
Company
Valid From 12/5/2008 -
Yalid until 12/5/2006 -
End time: 20:00:00
Available RTZ groups Selected RTZ groups

[ B e

If some data have been created in IQ MultiAccess before (cf. chapter 19.1 to 19.3), they will already be displayed.
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Automatically the own (current) location is displayed (a). A location change can only be done by a supervisor via the
menue (b). A location manager only sees his/her location.

° Add a new (c) data record ‘ gl ‘ .

a +'Lccatbn GB 3K14 Hyde) Holingsworth &

& visitor data “ £ Data cartier |

| Ast narme | First name ‘ Comnany ‘ valicl | W Common | [] Sostem Artivity ” © visitor Ing |
Elacksrith Caral 5l e - ompary data
i Sal.tation - || Company

Sirst name @ Frank. Zipcode
Sirsl nie 2 Cily
_astname 1 Miller Fhoree numbzr
-ast name 2 Mobil: phone
3ex - |||Fax
Sy of birth 110001 = | [EMail

Petsomnel data Azcan badge via

Wakionaity card reader,

Pamspurl 1o =4

Car data Delete hadoe

jccnse plabs assicnment
Mo image data %

“arkinglok o

Vister parsnn i L visilur-Lard

ol ML K iziig, Haruhl - e

Departnent  Salzs -

Phone nurmber 4584 - search via
readin-skztior

Assigned wisibcr data carrisr Getimage | *

Datacarrist Misitor card 19 -

5 N : get data from
validfrem 232001 - Nn image dat= JESSPOIt-SCANner
valid il z3jz001 - B
=nd Timz 23159 record signature

The input fields are self explanatory and can be filled optionally.
An ID card (d) and a visited person (e) must be allocated to the new created visitor. The search for a name can be
increased by entering a match code in the input fields.

i Common ” [] Svstem Activity ” @ visitor log |

Passport no &

@ MName Company data
Salutation Sir = | Company Hairdres ser Company
— ||Tde Street
‘ i | First name 1 Frank Zipcode
— ||First name 2 City
‘ E ‘ Lastname 1 Miller Phone number
| |Last name 2 Mobils phone
Seix Male - || |Fax
‘i‘ Day of birth 281977 - | |Emat
— || Personnel data Assign badge via
‘ 1 | Makionality card reader.

Car data

assigriment

Delete badge
License plate

il dat
Parking lot AR

Wisited person print wisitor-card

Mame M Kenzie, Harold - ‘ e é

Department  Sales -

Phone number 4554 - d search via
readin-station

Nt
Assigned visibor data carrier V Get image | L.
Daka carrier  |Wisitor card 19 -

3 & qget data from
Validfrom  [2f3/2000 Mo image daka e e

walid until Zf3iz011 = ]
End Time 2359 record signature
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Assign badge via As an alternative, a card can be read in via a connected read-in station. To do this, the assign card
card reader, button must be clicked and a card must be hold within the reading area of the read-in station instead
| of selecting a card (d).

& N Assign the room/timezone(s) / room/timezone group(s) in
w0 the card data tab.
* || Coding
® .
Assigned Visitor
Mo Mille, Frank
|
@ Walid untl 232011
_ End bime 235500
Avalable R1Z groups Sekcted RTZ groves
AT wassk 1 Vi RTZ
h
» —_——_—_—
Save = ‘ H ‘
‘ —_—_—
«

From now on, the vistor has certain access authorizations with his/her card.

The symbol bar enables the following additional functions:

@ & & BTN

prink wisitor-card

&

- Print: If the visitor IDs are to be worn visibly, they can be printed. The button has the same function.

- Create: The visitor IDs to be printed can be created via the card designer program 1Q VisitirDesigner. A click starts
the program. There is the possibility to open an existing template (default) or to create a new one.
Note: Templates of the “List and Label” card designer are not compatible to 1Q VisitorDesigner.

For 1Q VisitorDesigner we refer to the manuals of the manufacturer which can be found in pdf-format on the

installation CD of IQ MultiAccess in the directory \...\Doc. Reading requires a program which is able to open
PDF files, e. g. Adobe Acrobat Reader.
assignmenk

The allocation of a person to a visitor ID card can be removed by
Py

company. This causes the ID card getting invalid again and being available for assignement to another visitor.

Delete badge L.
after the visitor left the

When using mifare DESFire cards EV1 and systems, the mifare DESFire % & u|ﬁ|:_|
data carrier must be reset to the default key after deleting the allocation of _{g} — =
the visitor badge in order to be reusable after any key change within the | *
system. This can be done by clicking the “Reset mifare DESFire card” button

and subsequently laying the card on the read-in station. I
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Please note, that reading or deleting of keys is not possible in IQ Visitor if IQ KeyChanger and 1Q Visitor are
started on the same PC.

- List window, filter function, i. e. list display of the visitor data.

- Detail window, filter function, i. e. detailled display of every visitor.

194 Evaluations

All evaluations (such as search, sort, filter, print, export) described in chapter 13 are possible.

. . i . X X search via
With a read-in station connected, ID cards and their allocations can be searched via the = readinstation button.

&

Press the button and hold the card within the reading area of the read-in station.
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20. Using collective doors by several mandators

This feature can be used, if several companies are located in one building and have to use one or several doors
together (e. g. main entrance, staff entrance, park garage etc.).

By correspondent settings in IQ NetEdit (see installation instructions P32205-26-0G0-xx) , a location manager has
access to his/her own location and one (or several) collective used location(s). In the cokllective used location he/she
sees only his/her own data but not data other location managers have created for this location.

Generally, the operation corresponds to the procedure of a =» location operator who has access to two or more
locations.

Entries concerning the collective location only, have to be done in this location. All the remaining entry possibillities
are faded out. Each location operator sees only his/her own data in the collective location. The data of other locations
are not visible in the collective location.

Exception: The holiday calendar is available for the location operators of all involved locations and must be
administrated additionally to the holiday calendar of the own location, as this door behavior (e. g.
permanently locked on holidays) has effects to all companies using this door.

Example: A Swiss and a German company share one building. On August 1* (Swiss national holiday) the main
entrance would be closed - even no employee of the German company could get in. The Swiss
company enter their holiday ibn the calender of their own location but not in the calendar of the
common location. Thus, the doors of the Swiss company remain closed whereas the common main
entrance and the doors of the German company show their normal “all-day-behavior”.

The same principle is applicable for the holiday calendars.

Creating data

£+ Locations |4 z The collective location does not allow any

_ﬂ‘ﬁ, Lokation A
G+ Firma A personnel creation.

_t}ﬂ Firma B
S+ Firma C

-5
G Visitor data
(] Room/Timezones
Room/Timezones calendar based
\\%\ Foom/Timezone groups
- Salto plans
- Salto Devices
-[®] Doors H
-[Z] Logdata AC
uB Logdata TR @
-] Logdata IACP

° The creation of personnel data is done in the own location according to chapter 5. The person must be
allocated to the collective location (=» location assignment tab).
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° Intab =» Locations assignment / Available Locations, select the Location(s) concerned and assign them
via button [ .
:pi"' "Pb!jense, Micole
@ Common | Data carrier default valuls | "Locations assignmeat 'Logdata AC | Logdata TR
Available Locations ﬁons
MName | Mame
| EC,J | Firma A Lokation
~ — y :_

i
k

»
»

sz

The selection corresponds to the Windows standard (Shift marks all records between two mouse clicks, CTRL marks
only the clicked records). With [y , all available locations can be assigned).

° =» Save button | k-l |

From now on the person is available in the common location, too.

Allocating access control authorizations

The authorizations for the individual persons are generally allocated as described from chapter 3 on. However, the
authorizations must be done per location. This means, room/time zones must be created and allocated to the
persons in the common location.

These data cannot be transferred from the own location as there the corresponding doors do not exist. In the common
location there is no general authorization possible.

In order not to disturb settings of other companies (e. g. = automatic functions like permanently blocked,
permanently released, access criteria), there must be an agreement beween all the participants. Otherwise a setting
of company A could accidentally abrogate the settings of company B.

Collective used doors can not be set to the access criteria door code only, PIN-Code only, door code or

card and PIN-Code or card. Reason: Employees of the individual companies can have identical codes. An
unambiguous identification by code only would not be possible.

Modifications

Modifications of common personnel data should always be done in the own location. Modifications can be updated
in the common location by using the Synchronize location key in the common tab.

Modifications of authorizations must e done in the individual locations. They will not be updated by synchronization.
Deleting a person in a common location

If a person is no longer allowed to use a common door, the corresponding location assignment must be removed in
the person’s own location.
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21. Doors with cylinder lock
Starting V13, IQMultiAccess supports two different systems of cylinder locks. Different methods are used to set

parameters and place the two systems in operation. For the Dorma system, refer to Chapter 21.1, and for the SALTO
Ship system, refer to Chapter 21.3.

21.1 Setting up the authorizations (System Dorma)

21.1.1 Create week plans

RF cylinders / door fittings are handled like hard-wired ACS-8 doors (continue reading at chapter 21.2).

online cylinders / fittings. They may contain only arming/disarming at the respective doors. To this room/time
zones must be allocated separate data carriers which can be used for arming/disarming only. Due to
technical reasons a combination of AC functions and arming/disarming on one data carrier is not allowed.
In this case the AC authorization of datacarriers with combined authorizations will be ignored.

m With an IACP connection one or more separate room/time zones must be created for arming/disarming at

The basic handling with offline cylinders corresponds to the “normal” room/timezones (cf. chapter 4), with the
following variations:

A maximum of 32 week plans can be created per loction.
On activation of a time range firstly the time bar will be diplayed hatched. Times cannot be set yet.

e
™% Locations

.;}ﬁ Lokation

i [ Persannel dats

i [ visitor data

i (%) Room/Timezones

% Room/Timezones calendar based

i (%) Room/Timezone groups

@

! -#3 Key Depot Plans
i g Saltoplans ¥ Mo ¥|Tu v/ We Sa Su Ho

€YL_001 - Access plan 1

<)

| Common |

Mame CYL_001- Access plan 1

Time ranges ;

— Trivalid = 08:00 - 100 &

il

Tr2 valid - 14:00 - 17:00 -

The bar changes its colour only after allocation of at least one day the time range is to be valid. Times can be set
according to chapter 4.

CYL_001 - Access plan 1
Commaon

Name CYL_001 - Access plan 1

"L 000102030405 060708091011 121314151617 181920212223 24
7| TrL valid - 08:00 12200 = TP O 0 O D O OO O P B T O T O B
V| Tr2 valid - 14:00 - | 17:00 -

Mo Tu We Th 5 Sa Su Ho

Days a time range is already allocated to are no longer available for further time ranges within one access program.

CYL_001 - Access plan 1

Common

Mame | CYL_001 - Access plan 1

Time ranges oo Dll 0‘2 0‘3 UI4 UIS UIE DI?UB 09101112 1I3 1I4 IIS lF 1|?' IIS 1|9 ZIU le 2|22‘3 24
| ¢ A || R R Er B TR B

Th Fr 5a Su Ho

LB 000102030405 060708091011 1213 14151617 181920212333 24
S < 08 W00 " Y B T B A A T I SO N I B

EET I

(\'_— ) Th Fr Sa su Ho
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21.1.2 Authorize persons

Create/select a person according to chapter 5.

Doors operated by a locking cylinder are basically handled separately. They can be allocated to a person
exclusively or in any combination with doors operated by access control controllers. The settings do not cause

any reciprocal interfereces. Access control functions of doors operated by controllers (e. g. permanent
release, general authorization etc.) have no influence on doors operated by locking cylinders.

Personnel data = Access data = Locking cylinder

° In tab =» Locking cylinder / Available cylinder, select the cylinder concerned and assign them via button
Bl .

(£} Locations u
% Lokation i g — TR~ — 1 = i I - = r
y @ Common | Data carrier | Access data !_ Attendance tie | @Aqmp; J XMaqa; | Relays || DLpgdatarAci I EgLoggamm | TACP bookings |

(43 Visitor data | £y Parsmeter | () RoomTmezones | (S)Room/Tmezone aroups | (g Access profie | 54 AP6 | [Bkey depot | # loddng-cylinder | g Sato

B s I u cui o s : I L |
25 Room/Timezones calendar ba... |

%) Room/Timezone groups

(3§ Iocking-cylinder weekly plans

&3 Key Depot Plans

& Salto plans ‘

& Salto Devices

[=] poors

[=] LogdataAC H ‘

[g Logdata TR

, : ,Data carrieri -

— ||| avaiable cylinder | Selected Cylinder

Name Name Cylinder weekly plan Office permission

* 010 - Schliesszyfinde 4 d f V|

The selection corresponds to the Windows standard (Shift marks all records between two mouse clicks, CTRL marks
only the clicked records). With [ , all available cylinder can be assigned).

° =» Save button ‘ | ‘

To each person any number of locking cylinders can be allocated, but each locking cylinder can be allocated
only once with one week plan to one person.

Select the required week plan entered in step 1.

Selected Cylinder

MNarme Cylinder weekly plan Office permission
& 0 0 A - i
MName

CYL_001 - Access plan 1
| C¥L_002 - Access plan 2
CYL_003 - Access plan 3 I}
CYL_005 - Access plan 4

Alternatively activate the option =» office permission

Selected Cylinder

Name Cylinder weekly plan Office permission

e TE_009 - locking-cylinder

Within the defined times, persons (data carriers) with office authorization can switch the corresponding door to
permanent release.
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While setting up the doors, those times will be set to predefined defaults, but they can be modified at any time for
each door individually.

[:;-“','9 Locations U ‘ 4 il ] »

3% Lokation
im DR._014 -Door 14: No.7

- B Personnel data

j& ik @ Door number 7 Controller/Terminal | TE_009 - locking-cylinder

'\@ Room,Timezones Mame DR_014-Door 14 Terminal valid V|

4B room/Timezones calendar ba...

({‘Q Room,Timezone groups i

| Common | Autherized persons | (] Logdata AC |

() locking-cylinder weekly plans Times
-1£3 Key Depot Fians Open time a0
-4 Salto plans
L4 R Office permission
# Salto Devices
E' m Times A 09:00 -t 12:00 -
D Logdata AC H Times B 00:00 - |to 00:00 =
R L
(g Logdata TR Monday v Friday
[ Logdata IACP
£F Zones Tuesday | Saturday
;J\[S Organizations Wednesday Sunday
[£+3% Actions Thursday Holiday
TLAN Tima facbe
H 18
Operation

Switch to permanent release: Read data carrier twice
or
Hold data carrier in front of the reading module as long as 2 optical (green
LED) and acoustic signals indicate that the door is switched to permanent
release (door can be opened without data carrier).

Exit permanent release: Read data carrier once
1 optical (red LED) and acoustic signal indicates that the door has been
reset to normal operation (release only possible with authorized data
carrier).

Automatic exit of permanent release:

The permanent release mode ends automatically by achieving the defined
end time unless it has not been stopped manually before.

° Revoke door authorization
Select the required person

- Select the allocated door operated by locking cylinder.

- Delete cylinder allocation with button& .

s + ,Datacarrierl
Common | Data carrier | Accessdata | Attendance tme | ¥ Actions | & Macros | Relays | [] Loodata AC | [glLoadata TR | [ TACP bookings |

._ Ty Parameter | (%) Room/Timezones | r‘\?l'~‘.ocnrr|,."|’|mez::na agroups |y Accessprofile | g5 aPE | @9 keydepot | # locking<cylinder | g Salto |

Available Cylinder Selected Cylinder

Cylinder weekly plan
CYL_005 - Access plan 4

Office permission

B TE_009 - lncking-cylinder

(%]l v]

(& s

The allocation of the locking cylinder will be deleted from the personnel record without any further prompting.

Possible variations see original manuals of the concerning cylinder.
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Warning! Data loss possible! @ | Common | Data carrier | Access dats | Attendance tme.
| Y Parameter " () Room//Timezones || [@R.oom,f'ﬁmem
. . === Available Cylinder || I Selected C
If the common delete button is used instead . ‘ o ‘ T — U L,
of delete cylinder allocation, the complete ; — (> Ll sl
data record will be deleted (after confirmation)! .@ bl e be b
‘ W ‘ bootes oo Qﬁ
== =1

21.2 Data transfer

The following procedure must be carried out once after the installation when using RF cylinders / door fittings
(cf. installation instructions P32205-26-0G0-xx, chapter 6.5.4).

Basically, offline locking cylinder doors are operated offline. That means the data transfer between 1Q MultiAccess
and the doors must be carried out via a PDA (PALM) or a laptop/netbook regularly or if required. Besides, functions
which regire online connection are not supported (e. g. actions, macros, APB, etc.). For this reason the data of the
authorized persons and bookings tabs will not be quite up to date.

21.2.1 Overview

PDA/PALM Version PC / Netbook / Notebook Version

1Q Server " Notebook with

IQMA witht 1Q Cylinder and

1Q Cylinder and
| XS Manager PDA X8 Manager PC

RF connection

//‘ online \\ 1
ZEoS T
Qz 4 Module bus RS485 | pcg.g

B

|
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] Data created/modified in 1Q MultiAccess are internally trransferred to the program section 1Q Cylinder.
° PDA only: Via the HotSync operation of the PDA the data arrive at the PDA (USB connection).
° Via an infrared interface the PDA or laptop sends the data of IQ MultiAccess / 1Q Cylinder to the individual
cylinders.
° In case that bookings have already been done there, they will automatically be transferred to the PDA or
laptop.
° PDA only: The bookings received from the cylinders will be transferred to the program section 1Q Cylinder
via the HotSync operation.
o Internally, the bookings will be passed from IQ Cylinder to IQ MultiAccess for evaluation.
21.2.2 Data transmission via PDA
] Enter the personnel and door data as described previously.
° Start the program =» 1Q Cylinder.
prog QCyli \ I Cylinder x
1Q)
Identification
User name SCUser
Password it

Server Identification

10 Server

ServerMame localhc - Part 23757

| Cancel | | Ok

1 il | »

A list of all available doors operated by locking cylinders is displayed (offline / online cylinder tabs for the
corresponding types).

1-9 IG Cylinder - =3 x
Offline Cylinder | Online Cylinder
Device | Name | change | PoA downinad | Downlosd | Upload
2 TE_D0Z - Locking cylinder 1 12/10/2008 6:51:05 AM 12/31/1959 4:00:00 PM 12/31{1969 4:00:00 PM 12/31/1969 4:00:00 P
3 TE_003 - Locking cylinder 2 12/8{2008 5:20:00 AM 12/31/1959 4:00:00 PM 12/31/1959 4:00:00 PM 12/31/1969 4:00:00 P

i

®

5 TE_O0S - Locking cylinder 4 12{10/2008 7:03:51 AM 12/31/1969 4:00:00 PM 12/31{1969 +:00:00 PM 12/31/1968 4:00:00 PM
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Click the + symbol of the device column to open further information.

Ig) 1Q Cylindler - B2 X
Offline Cylinder | Online Cylinder
[Device [ hame | change | PoA dowrload | Dowrload | Upload
€] 2 TE_002 - Locking cylinder 1 12/10j2006 6:51:05 AM 12/31/1969 4:00:00 P 12/31§1968 4:00:00 PM 12/31/1969 4:00:00 PM
Doors

[Name

DR_001 - Door 1
a 3 TE_003 - Locking cylinder 2 12/8/2008 8:20:00 AWM 12/31/1969 4:00:00 PM 12/31/1969 4:00:00 P 12/51 /1969 4:00:00 PM

Dinors

[ Hame |
DR_002 - Door 2

Doors

[Name I

The size adjustment of windows, columns and lines can be done according to Windows standard and the descriptions
of chapter 2.2 and is possible at the marked positions. The lines and columns will fit dynamically to the modified size
of the main window.

Honeywell

Device Narie rigad Domnboad pload
(o] 2 TE_002 - Lacking eylndsr | 2008 f:51 015 A 1569 4:00:00 P 12311969 4:0%00 12j31 1945 &

Doors
Hame
CR_001 - Door 1

=] 3 TE_DO3 - Locking cylinder 2 12/6{200% 8:20 00 &M 12431/1969 4:00:00 PH 12431/1969 4:00:00 PM 12/31/1962 4:00:00 M

The individual doors/cylinders are highlighted either red, yellow or white.
Meaning of the colours
Red: Data synchronisation succsessful.
Yellow: AC data have been transferred to PDA.
This does not provide any information whether they have already been transferred to the

doors/cylinders.

White: AC data of the doors/cylinders have been synchornised.
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o Use a USB cable to connect the PDA with the PC and start the HotSync operation on the PDA. The
communication between the computer and the PDA is displayed by a corresponding window of the
communication software. (For details see original manual of the PDA).

Q

IQ Cylinder - 8 X

Honeywell

|Dawce ‘ Narne ‘ Change | PDA download | Download ‘ Upload
=] 2 TE_00Z - Lacking cylinder 1 12/10§2008 6:51:05 AM 12131/1969 4:00:00 PM 12/31/1969 4:00:00 PM 12/31/1969

Offline Cylindsr | Onling Cylinder

Doors

[ Wame
DR_001 - Door 1

=] 3 TE_D03 - Locking cylinder 2 12/8/2008 §:20:00 AM 12/31/1969 4:00:00 PM 12/31{1969 4:00:00 PM 12/31/1969

Daors

‘ Marme:

= L [

Daors

‘ Nlame
DR _003 - Door 3

User: td

@ @ e

Daors

‘ Mame
DR_004 - Door 4
RED

FOWERE

For red highlighted doors/cylinders there exist data to be transferred. The data of IQ Cylinder/IQ MultiAccess will be
synchronized with the data of the PDA. The doors/cylinders will be hoghlighted yellow in 1Q Cylinder. (There will
always be transferred all door relevant data of all doors, even if they are not highlighted red - so they have not been
modified).

(] For each door/cylinder:
Start the program =» XS-Manager on the PDA. Turn the cylinder to activate it'°. Adjust the
infrared interface of the PDA to the locking cylinder. The communication will be established.

Select Synchronize in XS-Manager. The modified door data will be transferred to the
cylinder. Subsequently the bookings (if existing) will be transferred from the cylinder to the
PDA.

Details on communication between cylinder and XS-Manager see user manual of XS-
Manager.

] Use a USB cable to connect the PDA with the PC and start the HotSync operation on the PDA. The
communication between the computer and the PDA is displayed by a corresponding window of the
communication software. (see step 3. For details see original manuals of the PDA). The data of the PDA and
IQ Cylinder/IQ MultiAccess will be synchronized. The doors/cylinders are highlighted white in IQ Cylinder®
(in the example door 1 and 2). The lower window protocols the communication operations. Now the bookings
are available for evaluation in IQ MultiAccess (see chapter 13).

10 The actuation may differ depending on the cylinder type. For details see manuals of the individual cylinders.

2 unless new modifications have been done in the meantime. In that case the doors are highlighted red again.

The data will be distributed to the doors/cylinders the next turn.
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. I _Oy 1Q Cylrder

Honeywell

Device | Mame | Charge PO download | Dowriced Upload
a8 2 TE_D02 - Locking cylinder | 12{10/2008 6:51:05 AM 12/311963 4:00:00 PM 12/31{1969 4:00:00 PM 12{31/1969 4:00:00 PM

Cffiina Cylinder  Online Cylinder

Duces
Hame
DR_DOI - Door 1
B 3 TE_003 - Locking cylinder 2 120812008 8:20:00 A4 12731/1963 4:00:00 P 123111969 4:00:00 P4 1213111965 4:00:00 PM
Dincr

Name
DR_002 - Door 2

Doces
Hame
DR_003 - Doer 3

a § TE_DOS - Locking cylinder 4 12/10/2008 7:03:51 AM 1231 /1969 4:00:00 PM 12/31/1969 4:00:00 PM 12431/1969 4:00:00 PM

Doors

Name
DR_DO4 - Door 4

Dowarlessd clata - TE 030 - evinder 2 -
Dmarkesed claka - TE_O30 - eyfiratos

Dovarload data - fireshed

[ =

Lo ot 0 bk

Ukoard Ok

Dowrioed data - TE_020 - cinder |

D clsta - TE_130 - eyinder 2

Devrioad data - TE_O31 - cylder

o Blcosbiaw .. [®ep @R | I Adbehom. | [P Wordbednct. DaCHAnder NET BN - % w5 20

Modifications which may have been done in the meantime (indicated by red highlighted doors/cylindes) now again
will be transferred to the PDA, the procedure restarts right from the beginning.

To guarantee the most up date data stock, the synchronisation should be done regularly.

21.2.3 Data transmission via PC (laptop/notebook)

Basically, the PC variant works identical as the PDA version. Both software transmission programms (IQ Cylinder
and XS-Manager) are installed on the laptop/notebook. The procedure is the same as described in chapter 21.2.2.

. Connect laptop with the network and start IQ Cylinder. Then start XS-Manager and synchronize the data. The
registered / changed data from 1Q MultiAccess are synchronized with IQ Cylinder and transfered to the
software XS-Manager.

° Disconnect laptop from the network. Use the IrDA-USB-Adapter to connect laptop with the offline cylinder /
fittings. Start XS-Manager and use the command synchronize to send the data to the cylinder/ fitting.

] In case that bookings have already been done there, they will automatically be transferred to the laptop.

° Reconnect laptop with the network and start IQ Cylinder. Then start XS-Manager and synchronize the data.
The bookings received from the cylinders will be transferred to the program 1Q MultiAccess.
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21.3 Setup of authorizations (SALTO Ship (SVN))

21.3.1 Create SALTO plans

Fundamentally, off-line cylinders/fittings are administered based on “normal” room/time zones (cf. Chapter 4), with
the following variances:

A maximum of 255 SALTO plans can be created for a site. A maximum of 10 of these SALTO plans can be
assigned to any one authorized individual.

There is a dedicated submenu “SALTO plans” for SALTO plans. When a time zone (Tz1 or Tz2) is activated, its time
bar is displayed with factory default values. Authorized times for the time zone can be configured on this time bar.

(=¥ Locations
[} Lokation U ‘

" saltol: No.1
- g Personnel data T — = R =
C3, Visitor data @ || commen || oo defison | [ conokrassgmment | & Asthorizd persons |
LVQ Room/Timezones

% Room/Timezones calendar ba... -
- JCYQ Room/Timezone groups ‘

@ locking-cylinder weekly plans
= % Key Depot Plans
-,
- Salto Devices E— ¥/ Mo Tu V| We Th Fr ¥ sa Su Ho
--[%] Doors
--[£] Logdata AC
- Logdata TR
-] Logdata IACP
ﬂ Zones @l

Planna. |1 Name saltol Import ID

Time range A

¥ Trivalid ~ 08:00 - 12:00 %

¥| Tr2 valid + 1400 - 17:00 4

Next, days on which the time zone is in effect are assigned. Times are configured as shown in Chapter 4.

Each SALTO plan can have one weekday axis with at most two time zones.

° =» Save button

Ll

21.3.2 Define doors (SALTO door groups)

Mark the desired door(s) in the field “Available doors” in the tab “Door definition” and define by pressing [l The
defined doors are now listed in the field “Selected doors”. The selection procedure follows the Windows standard
(Shift marks all elements between two mouse clicks, Ctrl marks only elements clicked).

[£}™% Locations Ll |
% Lokati =
'J? . saltol : No. 1

----- & Personnel data 7 — i
i3 Visitor data @ Common | [=] Door definition | [=] Controler assignment | £ Authorized persans

@Q Room/Timezones | Available Doors: Selected Doors:
Room/Timezones calendar ba... |
k;g Room/Timezone groups

() locking-cylinder weekly plans
'@ Key Depot Plans

»

-4 Salto Devices

El Doors

-[Z] Logdata AC &

B Logdata TR

x|[¢]

[¥][+]

° =» Save button

Ll
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21.3.3 Controller assignment

This tab is only for informational purposes. In the Controller Assignment tab, the SALTO Software configuration
(SALTO SHIP) in IQMultiAccess is shown as a controller and as such listed as a selected controller.

.f}‘} Locations U |

[ J‘ﬂ Lokation

- saltol : No.1
i g Personnel data = = = : = = i
L:J'\& Visitor data @ Common |:| Door definition | |:| Controler assignment | & Authorized persons |
@ Room,Timezones Available Controllers: Selected Terminals

Room/Timezones calendar ba... || | |No. |Name |
l[;\a Room/Timezone groups
@ locking-cylinder weekly plans
'Qg Key Depot Plans

»

. 4 Salto Devices

-[®] Doors »
-] Logdata AC =]

|3 Logdata TR

x|[e

- Delete cylinder allocation with button .

21.3.4 Authorized persons

In principle, SALTO cylindersffittings are separately handled and therefore configured in the =» Authorized persons
tab, a separate tab for SALTO plans. The selected SALTO plan will be assigned via selection procedure to the
person.

Mark the desired person(s) in the field “Available persons” in the tab “Authorized persons” and define by pressing [
The defined persons are now listed in the field “Selected persons”. The selection procedure follows the Windows
standard (Shift marks all elements between two mouse clicks, Ctrl marks only elements clicked).

2} Locations U |
S Lokation
Rl saltol : No.1
g Personnel data - = = i & oo
(33 Visitor data @ I Common- | [®] Doar definition || [=] Controler assignment | g Authorized persans

(3! Room/Timezones Available Persons: Selected Persons: |
% Room/Timezones calendar ba... -
J\% Room/Timezone groups | e |
;‘@ locking-cylinder weekly plans [T
tg Key Depot Plans (=]
s \ |

# Salto Devices

Last name | First name | IC| Last name First name Limitation

Friday Erna

Monday Andy

22/05/2015 | 31/12/2025

Sunday Paul

¥ ][]

E| Doors Ay Sonntag  Andrea
t[2] Logdats AC ‘ = | Tuesday  Bernie
° =» Save button ‘ k- ‘
21.3.5 Personnel Data / Authorize individuals

Select/define individuals as shown in Chapter 5.

tab. These settings do not have any effect on other terminal-controlled doors. The access control features of
terminal-controlled doors (such as standing approval, general authorization etc.) do not affect doors with
cylinder locks/fittings. Elaborate key plans can be designed with the following settings for room/time zones,
individual door authorizations, individual door group authorizations and locker-single rights.

In principle, SALTO cylinders/fittings are separately handled and therefore configured in a separate SALTO
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Personnel data =% Access data =» SALTO = SALTO-Plans

=+ Locations 4 it | |
2+ Lokation o
-
[+ Visitor data
(5] Room/Timezones
% Room/Timezones calendar b...
@ Room/Timezone groups
- @ locking—cylinder weekly plans
- 'Qg Key Depot Flans
-4 Salto plans
- Salto Devices
--[®] Doors
|=] Logdata AC
Logdata TR
|# Logdata 1aCP

ﬁ Zones

At most 10 SALTO plans can be assigned to an individual.

Select the relevant weekly plan from step 1.

! Cy Parameter || () Room/Timezones || @Roommmazone groups “ I Access profile uﬁﬁ" B key depot " # locking-cylinder || # Salto L
() Saito-Pians | B tndvidusl door authorization | [ indvicualdoor group authorizston | i, Locker-Single Right |
Available Salto-plans Selected Salto-plans
Ma. Mame Ma. Mame
> alto *
3 salto3

=[] @

4 saltod

Bk

5 salto5

[¥)1¥]

In the field “Available SALTO Plans” in the SALTO tab, mark the desired SALTO plan and select by pressing 1.
Selected plans are listed in the field “Selected SALTO plans”. The selection procedure follows the Windows standard
(Shift marks all elements between two mouse clicks, Ctrl marks only elements clicked).

Batteries for SALTO cylinder/fittings can be monitored through actions (see Chapter Actions) via entry code
146 “Battery low”.

Personnel data =% Access data =» SALTO =» Individual door authorizations

In the field “Available SALTO doors” in the SALTO tab, mark the desired individual door authorizations and select by
pressing ¥ . Selected SALTO doors are listed in the field “Selected SALTO doors”. The selection procedure follows
the Windows standard (Shift marks all elements between two mouse clicks, Ctrl marks only elements clicked). These
are doors that are defined in the SALTO software, and not the SALTO doors shown in IQ MultiAccess, since the latter
already symbolized door groups.

Common M Data carrier " Access dgu Attendance time || ¥ Actions || 5% Macros || Relays || [ Logdata AC || [} Logdata TR || [} TACP bookings i

| £y Parameter " (5! Room/Timezones ” @R.otxn,-"ﬁmemnegroups " @ Access profie " 9 aPB " [tG]KEydeput || #F locking-cylinder || # Salto |_

_® Salto-Flans || ! u m Individual door group authorization || { Locker- Single Right !
Avaiable Salo doors: Selected Salto doors:
Mame Time range as
1Y su_021- (1) always
5U_023- (2) o
SU_024- (2) ‘ > ‘
»
Hl
<]
[«]

Overall, amaximum of 96 individual door authorizations, individual door group authorizations and locker-single
rights can be assigned to an individual.
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Personnel data =» Access data =» SALTO = Individual door group authorization

In the field “Available SALTO door groups” in the tab, mark the desired SALTO door group individual authorizations
and select by pressing . Selected SALTO door groups are listed in the field “Selected SALTO door groups”. The
selection procedure follows the Windows standard (Shift marks all elements between two mouse clicks, Ctrl marks
only elements clicked).

| Common | Datzcarrier | Accessdata | Attendance time | 5% Actons | 3% Macros | Relays | [0) Logdata AC | [g) Logdata TR | [ TACP bookings |

|' 4 Parameter (%) Room|Timezones i @Roomfﬁmemnegroups 9 aPB I [t@]l(eydepot | ## locking-cylinder | # Salto | |
e s e T R
(34 salto-Plans | B individual door_ authori.zation. | |_‘F Locker- Single Right i
Available Salto-door groups Selected Salto-door groups |
| Mame MName Time range as
‘ > 'm_lﬂl_—.ﬁ'xm-ﬂ}: b3 SU_013 - Thrgruppe (!] | always
t

Overall, amaximum of 96 individual door authorizations, individual door group authorizations and locker-single
rights can be assigned to an individual.

Personnel data =» Access data = SALTO = Locker-single rights

In the field “Available SALTO lockers” in the tab, mark the desired SALTO locker single-rights and select by pressing
[>]. Selected SALTO lockers are listed in the field “Selected SALTO lockers”. The selection procedure follows the
Windows standard (Shift marks all elements between two mouse clicks, Ctrl marks only elements clicked).

| Data carrier | Accessdata | Attendance time | % Actions | 5§ Macros | Relays | [0 Logdata AC | [g} Logdata TR | [l 1acP bookings

| Comrnon.I
roups A_fg Arcess pmﬁlé QTFAPB | BAKey depot || _[ \oddng-(yliﬁ.aer_ | & salto |

|_ ,ﬂf Parameter | @_Roomﬂ'lmezones _@ Room/Timezone g

| |_LQ Saltc-PIans- ! Individ_ual door_auﬁ'\oriza_ﬁon !.-m Indiwdua@or gr@ au;i'\;nz_aﬁon_f JF Locker- Single Right |

; Available Saltoockers Selected Saltodockers
MName Mame Time range as
| SW_Pool_1 (3) B campus_1(5) always:
SW_Pool_2 (4) P
1

rights can be assigned to an individual.

ﬂ\ Overall, amaximum of 96 individual door authorizations, individual door group authorizations and locker-single

Note on lockers: Lockers can be operated in two different operating modes. In the first operating mode, a locker is
directly assigned to an individual (similar to cylinders and fittings). In the second operating mode, the individual is free
to select the locker, such as the lockers at a swimming pool.

The locker operating mode is defined with the SALTO Software “RW Pro-Access” under the option
“FREE_ASSIGNMENT_LOCKER?”. A separate door group must be defined in the SALTO software for locks that are
to be selected as free. This group is then used like normal door groups.

Further information on the functionality can be found in the product documents for your SALTO Ship (SVN) System.
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21.3.6 Salto Devices

The tab = Common is only for informational purposes. Select the desired cylinder, then in the Common tab the
address used in IQMultiAccess, the name and the SALTO ID (External ID) are listed.

[+ Organizations A m Name valid
Lﬂ@ Time tasks
\ﬁ@ Data import/export 3 oz
i~{ Infolog

&P Change protocal 25 5U023- ()
(382 Operators 24 SU_024- (2)
.;}’9 Locations

=+ Lokation

-8 Personnel data
(3 Visitor data
(] Room/Timezones

% Room/Timezones calendar b...
{3 Room,Timezone groups -
(%) locking-cylinder weekly plans S | Commen | Authorized persons
i@ Key Depot Plans Q | Name su_021- (1)

# [Salioplas Address i
’
--[=] Doors External ID
-[2] Logdata AC
| Logdata TR
[d Logdata 1acP i
-4F Zones

Address External 1D

21| 50_021- (1)

< |« =
[SHECRA

dh

The tab = Authorized persons is only for informational purposes. In the Authorized persons tab, the assigned
persons are shown to the desired cylinder (SALTO Device).

.j? Locations

1 Lokation
Personnel data
[+ Visitor data
() Room/Timezones

184 Room/Timezones calendar b. .. =
@ Room,Timezone groups = Common | Authorized persons
@ locking-cylinder weekly plans | Q Last name ‘ First name | Data carrier |
13 Key DepotPlans

'? [ I‘:nplpO Wednesday Carl 4
alto plans
i -
El Doors
~[] Logdata AC

—_ : oF

21.4 Create a SALTO segment when use LEGIC data carrier

With the read-in station ADMITTO LEGIC it is possible, to create a SALTO segment on LEGIC data carriers.
To write the actual data on the data carrier of the SALTO permissions of the previously segmented data carrier, use
the SALTO code station (with Ethernet connection / with USB connection) or SALTO online reader.

Inthe presence of a SALTO license and a already installed read-in station , the button "SALTO LEGIC segmentation"
will appear at the location level.

.;J"ﬁ Locations

P
£ Personnel data
(1o, Visitor data
-] Room/Timezones
% Room/Timezones calendar b. .. . Lokation
-{%) Room/Timezone graups Common ||, Actions
-4 locking-cylinder weeKly plans Name  Lokation
'Q] Key Depat Plans
-4 Salto plans
-4 Salto Devices
~[® Doars
-[5] Logdata AC 54
B Logdata TR Checksum 00000000 00000000
-[d) Logdata IACP
ﬁ Zones Timestamp 01.00.1970 01:00:00 - 01.00.1970 01:00:00 %
[#Hz) Organizations
.;}EE‘ Actions @ Primary key
) Time tasks [
[#+& Data import/export
-7 Calendar
-[B] Holiday formulas
-5 Controllers{Terminals =
-3 Info fields
] Controller groups
& Macros
<} Keys
(& 10s “

AN Tl i

o

Import ID

Key A Key B

Primary key

Salto Legic Segmentation ‘ ‘
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Proceed as follows to create the SALTO segment:

e Clicking the button “SALTO Legic Segmentierung” = Start of the IQ SALTO Formatter.

1 i 10 Salto Legic Formatter @E‘é}
9
Parameter
COM Port 2
Legic TAM Code
Salto Segment 512 Byte -
512 Byte
Info | 768 Byte
1024 Byte { <ard > 1KB)
uo | 1184 Byte ( <ard > 1KB)
Typ
Status
Press the <Start> button
Start

- Select the desired size of the SALTO segment.

- Clicking on the button =» Start

® Place your IAM system card belonging to the sytem on the read-in station.

During this process, the LEGIC IAM code is read and displayed in the info field. The read-in station indicates
the “ready for use state” by light on all LEDs.

® Remove the IAM data carrier.

Place the LEGIC data carriers to be segmented one after the other on the read-in station. A correct
segmentation process shows the read-in station respectively with the green LED. A failed process is indicated
by the red LED. The UID code of the data carrier is shown for confirmation in the window UID. When you
segmented the last LEGIC data carrier exit the program 1Q SALTO Formatter with the button [x].
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22. Capture/ Layout print

This option enables the capturing and allocation of photos in the personnel master file as well as creating layouts for
ID card printing. In addition, this option supports a signatur pad (cf. chapter 5.1, signature).

° Hardware requirements:

For image capturing: USB-camera installed and tested in working order at the computer the personnel
adminitration/image capturing is done (for this see installation manuals of the individual
camera manufacturers), or Web-Cam via TCP/IP (e. g. the AXIS camera supported by IQMA,
cf. chapter 18 Door guard module 1Q Guard).

For printing cards: Commercially available Windows-compatible card printer
° Software requirements: IQMA V7 or higher, license for item no. 029625
] Operation:

With the licensed option the capture image, create layout and print layout buttons are active in the personnel
master file.

-

@ Data carrier | Accessdata | Attendance time ¥ Actions I 5% Macros | Relays [7] Logdata AC | @ Logdata TR [ 1ACP bookings
@ Operationally data | £ Name / Address | G Personnel data | 5 Free data |
_— MName
‘ E‘} ‘ Last name Tuesday
— e |
Last name 2 |
“ ‘ " Create persondayou ‘
First name Bernie r N— |
Mo i lected | & |
First name 2 SERSRERS Print person-sheet \ ‘
——— o
‘ | Organization Hﬁ A E ,H
— || Entry date 07/10/2014 -
‘ @ ‘ Leaving date > m Print layout /
o . r |
Personnel ID % Getimage | | CaEJre fingerprint o |
Department --- no assignment --— - X f gearch for
Cost center 3 = Organization { Development - No signature available J Mame -
Warking group - no assignment — - X h Record signature /1
Function \____/ | o | |
Import ID
Controller group -
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® Capture image:

Press button = Get image. A new window opens.

Camera - Contral

evelopme
2l 2 evelopme
= EF E
evelopme
Br. Co. 5a. Hue
Reset
Camera
lpgdata AC

Freeze image

\ Cancel
= Personnel ID L_‘J\i\ Getimage

Department -—no assignment -— - X
ey Mo signature available
b ; Cost center 3 = Organisation [ Development - X
‘expor
Working group --—-no assignment -— - X @ Record signature
T ilas Eiimtimm

Depending on the installed camera type and their drivers / software some more windows may open, which normally
close by clicking window. If not, they can be closed manually.

When using this option for the first time, select the installed camera and the resolution in the =» settings tab
(recommended value: 640x480) .

Example for USB camera:

Record

USE cameras || IP cameras

Camera

Size -

Video standard -
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Example for IP camera:

| Record || Settings |

J USE cameras | IP cameras |

hittp: /{160,221, 101.88/axis/cgi/mjpa/video. coirresolu tion =640x4#80

Start camera |

Stop camera |

Save settings

Get image

—

Camera - Control

Br. Co. Sa. Hue

| Reset

Freeze image

Acceptimage

Get image

Camera - Control

Br. Co. Sa. Hue

| Reet |

| Camera ‘

i Live image

|- Accept image

Click = Save settings button.
This enables the selected
camera automatically on each
start of IQMA.

Capture image in the =» capture tab.
Orientate camera to the person to be
captured. (focus, autofocus etc. see original
manuals of the individual camera). Brightness,
contrast, chroma and hue can be adjusted via
the slide controls. The =» reset button
reactivates the factory settings.

The = camera button loads the
manufactorer’s original camera software. It is
necassary for correct function of the camera
and is automatically loaded when starting the
capture option. It can be started if required, in
case it has manually been stopped.
Subsequently click -» freeze image or
terminate capturing via =» cancel.

Select picture datail. The position of the frame
can be modified by pulling it with pressed left
mouse button. The madification of the size
corresponds to Windows standard. Regard the
aspect ratio to be about 4 : 3 (height : width).
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The quality of the image can be optimized via the blur or sharpen button or use undo to cancel (depending on the
camera manufacturer).
If the image does not meet the expectations, a new capture can be started by clicking the =» Live image button.

Use =» Cancel to ignore and exit the complete procedure.
Click =» Accept image to transfer the image to the personnel master file.

i Sunday, Andrea : ,Data carrier11
| Common || Datacarrier | Accessdata | Attendance time | %% Actions | & Macres | Relays || [0 Logdata AC || [g Logdata TR || [ IACP bookings |

&l operationally data _' P Name [ Address _. &7 Personnel data .: & Free data |

Mame
Last name Sunday
|& Create persondayout |
Last name 2
|| First name Andrea | @ Print person-sheet |
|| First name 2
| ﬁ Create layout |
|| Organization
Entry date 23/07/2013 x | = Print layout |
Leaving date - |_§j Getimage || Capture fingerprint |
Personnel ID | search for
Mo signature available
Department - no assignment — - X Mame -
Cost center 4 = Administration - X | [ ] Record signature |
Working group ---no assignment -— - X | R H
Function
Impart ID
|| Controller group -

® Print Layout:

Open the menue for printing via button =» Print person-sheet / Print layout. The data of the personnel record that
is selected are used for a preview of the card. The layout selected previously can be printed by clicking the =» Print
layout button. If a compatible card printer is connected, the ID-cards can be printed directly. A double-sided printing
is also possible on a suitable printer.

There are the data of the selected record displayed.

You can find the original manual of the product DevExpress Designer in PDF format on the installation CD
of IQ MultiAccess in the directory ...\Doc\** .

e Create Layout:
Open the menue for creating and editing of a print template via button =» Create person-layout/Create layout. Click

in the window =» Open print template, the button = New =» Template to open a existing template for printing. If no
template exists, this will open an empty template.?.

\ Open print template ¥ jstration -
Q ===

[MyCard.REPX || change directory | B tondata ac | [@rogd: « »
W ] 1 it

| e_'ﬁ Create personayout

| @ Print person-sheet

| ;‘E Create layout |

Mew | = | Open | Cancel | |§ Print layout
e | Template I
avinl = |_g'j T || Capture fingerprint

2 Reading requires a program which can open PDF files, e. g. Adobe Acrobat Reader.

2 If some files already exist, they can directly be opened and modified.
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23. Virtual Operating Unit for Intruder Alarm Control Panels

23.1 General

This option simulates the graphic operating unit “Touch-Center BUS-2", item no. 012577 in IQ SystemControl and/or
1Q MultiAccess with option IACP-connection. It serves for status indication and operation of the intruder alarm control
panel(s) controlled via IQSC / IQMA (Hint: This function is not supported by the IACP MB-Secure).

Very few operating procedures are requiered in normal, everyday operation. The explanations following describe and
restrict to the use of the intruder alarm control panel in conjunction with the virtual oerating unit:

- General operation functions
- Function of indication and operation elements
- Simple fault clearance

For sequence and meaning of the individual operation steps as well as the meaning of the messages and
management of appropriate activities see manual of the individual intruder alarm control panel.

Programming which affects the system, is reserved to the installer. Please contact the installation company if you
have any problems, desires to upgrade the systems etc.

23.2 Installation/Setup
Requirements IACP (MB-Classic panels): Firmware as of V10.xx
The standard version of 1Q SystemControl / IQ MultiAccess with option IACP-connection includes one virtual

operating unit. This virtual operating unit has access to all IACPs created in IQSC / IQMA if enabled in IQ NetEdit
for operating. The use of further virtual operating units requires item no. 013598 which is an option with costs.

® Insert the software IQ Operating Unit in IQ NetEdit:

- at one or several workstations (a)

. IONetEdit - IONetEdit
File Edit vView 7

B 4 %/ ®2 9

= 551_., Metwork A
- &) GB 5K14 Hyde/ Holingswarth
plp- = JBL PC_001 - PC Tine:
+ COM port 1 '
COM port 2
+ = [SDNcard 1
SW_002 - I Multiccess
A SW_001 - IQ MetEdit
B 5w _013 - IQ Monitor
SW_014 - 10 System Monitor
a v S _01S - IQ WPS Auto logout
[ 5w _003 - 1Q Guard
o SW_016 - 1Q Yisitar
T W _017 - 1Q Cylinder
z3] 5w _015 - IQ Tableau
CO_006 - 1GIS-LOOP

Common
10 Operating Lnit

Last modified: Mon Sep 14 02:37:00 2009

D R

!SW_EI23 - 10 operating unit

IU Op. time [Sec.) EBL‘I

Description

+ B TE_00z-
+ £ TE_003 -
O TE_004 -

5 TE_D14 -

Sy 023 - IQ operating unit

MB100
ACSE
ACSE
MB100

Active v

Cancel
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and/or

- at one or several locations (b). In this case the input of a server identification is mandatory?>,

. JONetEdit - I0NetEdit

Fle Edt Wiew 7
B o/ b W[5 B

= s Network A
- B B 214 Hyde/ Holingsworth Common
= 5 p'c—é"o’ﬂ'zt : . 1Q Dpesating Uni
B cotport 2 Last modified Mon Sep 14 024307 2009
+ ol ISDN card |
B 5w _00z - 1Q Multinccess
A SW_D01 - 10 NetEdit o
0 5w _013 - 19 Monitor Description [SW_024 10 operating unt
B W _014 - 1Q System Monitor
Auto logout 1] Op. time [Sec) |30

VP SW_0I5 - 1Q WPS
[l 5w _003 - 10 Guard
b o) SW_DI6 - 10 Viskor Identification |1
T SW_D17 - 1Q Cylinder
SW_018 - 1Q Tablesu

? CO_006 - 1G15-L00P

S8l TE_OOZ - MBIOO

= OV TE_003-ACS 8 Active ¥

+ OV TE_004-ACS B
B o [
3 SW_023 - 1Q operating unit

B st import

1 SW_020 - 1 operating unit

e oIl 5W 024 - 10 operaking unit

On the basis of the IACP-standard, an operation time in seconds can be entered. The default value is set to 30
seconds. The operation time covers the time period during which entries are possible. It restarts afer each input
(keystroke / mouse click). If no input occurs within the time defined, the program will switch automatically back to the
first screen of the user interface. The value “0" means unlimited operation time.

Commat l
Type: 10 Operating Unit
Last modified: Mon Sep 14 02:37:00 2009
ID El
D escription |SW_D23 - |0 operating urit
Auto logout ’D— Op. time [Sec.] ’30—

Every new created operator with default rights has full access to the virtual operating unit. These rights can be
restricted individually (cf. chapter 12 = Operators and installation instructions P32205-26-0G0-xx, chapter 5.22 Rights
tab and chapter 8 = Operators). The software 1Q OperationUnit inclusive its rights must be manually assigned to
already existing operators transferred via an update from version 7 or older.

%a IONetEdit - IOMetEdit
File Edit Wiew 7

Vb %8R

+ OP_011 - System operator
service
= @ GB SK14 Hydef Hollingsworth
= ' Operators
+ QP_007 - Lacation manager
+ OP_006 - Lacation manager
3 o
= OP_014 - Location manager
@ 10y Multidccess
A% 10 NetEdit
vE [0 VPS
[ 12 Guard
o] 10 Visitor
:'5 Iy Cylinder
10y Tableau
IR0 operating unit
{28 7ones
+-{] Controllers/Terminals
+ Doots

= For details see installation instructions P32205-26-0G0-xx, chapter 6.3.

= E% Network,
= "’ Operakors Rights ]
+ pers =1-#J; 1ty operating unit

=I-*F’ Rights Flter
Read
=1 &F Protocals
IACP bookings
Alarms
= ﬂ Zones
[ Show
[ A inkern
[~] Disarm intern
[~] Delets
=1 [ messaga selection
Show
Disable detector groups
= . Disable alarm message
[Z] show
[ Tamper slarms cleared
[#] Technical alarms cleared
= . Input Messages
Show
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23.3 Operation
To start the program double-click the file IQOpUnit.EXE in the directory

...\Program Files\IQ_MultiWIN\IQ_Clients\IQ_OpUnit

I} operating unit x

Q
Honeywell

Identification

Input of user name, password and server identification according
to IQMA / 1QSC standard.

User name
Passward

Server Identification

% 10) Server

Serveriame localhe - Port 23757

| Cancel ‘ | Ok

4 il ] »

User interface:

i IQ,; 1Q operating urit S

Intruder alarm control panels created in IQSC / IQMA and enabled in 1Q NetEdit for operating will be displayed with
their current status and, if existing, pending alarms. Select the desired panel by double-click or by highlighting +

View

The activation of certain functions can be done by clicking the corresponding button or directly via double-clicking a
participant / message displayed in the view window.

Buttons: & “Home”, back to basic state.

<H ‘ Back to previous screen or ESC key.

Scroll within a screen.
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Further buttons are context dependent and labelled in plain writing.

Basic state

a) Display of the selected panel and its current status.
b) Display whether the system can be armed or not.
c¢) Information on further procedure.

Depending on b) and c) appropriate buttons are additionally available (e. g. “Internal arming”, “Messages”).

Example: Ready for internal arming

1Q,
[ TE_010-MB100 Andy
@ Zone 1/00 =
| disarmed
|
Ready for internal arming
| Clear zone Arm internal
|
Further
functions Mozsages
Regard messages
K\
c
Example: Arming not possible 5 b
IQ)
; TE_010-MB100 Andy
83 Zone 1/00 «
| disarmed
|
Arming not possible
| Clear zone
|
Further Messages

funchions

Regard messages

™

c
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Further functions

The key [Futer  gpens the menu:

I operating Lnit - B x

TE_010 - ME100 Andy
@ Zone 1/00 @

disarrnied -

u Detector groups Alarm rmonitor

Event rmonitor Tirne

V Test Maintenanc e X

th Aukomatic Addresses G

Detector groups

|| Current conddion

Swiched of f 3 There is an overview of the current status of the
Stored DGs 0 detector groups in general and buttons to select a
e type of detector groups where individual detector
| groups can be switched on or off
Internal detector group
External detector group
Technical group
Fire detector group
Detector groups | Within a detector group type there is a list of the
.* individual detector groups. They can be switched
Datostorgroup-2- on or off (enabled / disabled).
Detector group 3
Detector group 4 Disabled detector groups are crossed out in this
Betestorgroup-o- ‘; display.
Detector group 6
Switch on
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Detector groups

Detector group 1

Deteate g
Detector group 3
Detector group 4

e e e
Detector group 6

Alarm memory

Switch off

=y

13 operating Lnit

TE_010-ME100 Andy

Depending on the status of the selected detector
group, either the button “Switch on” or “Switch off”
is available.

In opposite to the =» event memory which
displays all saved events of an IACP the alarm

% zoe 00 o
disarmed
[Booking time. Info 1 {info 2 |Zone | Detector group
15.05. 2009 14:51:22  Tamper lid contact front. BUS-Z Line 1 User 50 10
15.05.2009 14:4522  Tamper lid contact front. o
15082009 14:4520  Tamper lid contact front BUS-Z Line 1 User 50 1m0
14.09.2009 07:28:21 Intrusicn atarm off 20
14092000072208  Intrusion alarm recognzed  Analogue channel 0 DG 002
1409.200007:1524  Infrusicn pre-alasm off 210
14.08. 2008071400 Intrusion pre-alarm on Analogue channel 20 DG 002
13.05.2009 14:51:22  Tamper lid contact front BUS-2 Line 1 User 50 1
13052009 14:4522  Tamper lid contact front 10
13.08.2009 14:45:20 Tamper lid contact front BUS-2 Line 1 User 50 1
11.08.2008 07:26:21 Intrusion atarm off 0
1092000072208  Intrusion alarm recognized Anglogue channel 20 DG 002
1.08.200007:1524  Intrusion pre-alam off an
11082008 071400  Intrusion pre-alam on Analogue channel 210 DG 002
14082008 07:1524  Intrusion pre-alarm off 20
14082009 07:14:00  Intrusion pre-alarm on Analogue channel 20 DG 002
13.05.2009 145122 Tamper lid contact from BUS-2 Line 1 User 50 10
13.05.2000 14:45:22  Tamper lid contact fromt. 1m0
13002009 14:4520  Tamper lid contact front. BUS-Z Line 1 User 50 1m0
11.08.2008 07: 2621 Intrusion alarm off 20
11.08.2008 07:2208  Intrusion alarm recognized Analogue channel 20 DG 002
1408 2009071524  Intrusion pre-alarm off 20
14.08. 2009071400 Infrusion pre-alarm on Analegue channel 20 DG D02
13.05.2009 14:51:22 Tamper lid contact front BUS-2 Line 1 User 50 10
13.05.2009 14.45:22 Tamper lid contact front 1m
13.09.2009 14:45:20  Tamper lid contact front. BUS-2 Line 1 User 50 1m0
i
Event memory
I@ 13 operating Lnit - "
TE_010-ME100 Andy
@ zoe 10 &
disarmed
[Booking time. Info1 {info 2 |Zone | Detector group
16.01.2009 162523 Detector group nternal swic 65335 DG 003
16.01.2000 16:24:02  Detector group mtemal swilc. . B5335 DG 003
16.01.2000 181552  Detector group intemal switc 65335 DG 002
15.01.2000 094235 Start Operation BUS-2 Line 2 User 5
15.01.2008 091552 Deteclor group infernal switc...  BUS-2 Line 2 User 5. 65335 DG 003
15.01.2009 081012  Sta n BUS-2 Line 2 User 5
15012000 09:09.50  Checking RTZ and data car.
15.01.2000 090822  Start Operation BUS-2 Line 2 User §
14:01.2000 18:24:42  Zone disarmed 65335
14.01.200917:2434  Deteclor group cleared 65335
1401.200917:2315  Detector group cleared 65335
140120080 172238  Detector group cleared 85335
14:01.200016:24.42  Zone internal armed 65335
14:01. 2000 162048 Transmitting device ok
14:01.2009 16:18:114  Fault transmitting device
1301.2000 122053 Fault connection line
13012009 121520  Program start after reset
13012008 120701 Remote parametrzation on  WAINFEM UISE con.,  Station 1 User 0
12012000 162523 Detector group internal swic 65335 DG00I
12012000 16:24:.02  Detector group ntermal swile 65335 DG 003
12012009 161552  Detector group intemal swic 65335 DG 003
11.01 2009 08-4235  Start Operation BUS-2 Line 2 User 5.
11.01.2008 09-15:52  Detector group internal switc. . BUS-2 Line 2 User 5 65335 DG 003
11.01 2009 08:10:112  Start Operation BUS-2 Line 2 User 5.
09.01.2009 16:25:23  Deteclor group internal swilc: 65335 DG 003
00.01.2009 162402  Detector group internal swilc: 65335 DG 003
09.01.2000 161552  Detecior group internal swilc: 85335 DG 003
06.01.2000 084235 Start Operation BUS-2 Line 2 User 5 E
—

memory only displays alarms.

The event memory stores all events happening at

the IACP.

This display shows the latest 1000 entries.
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Time
I3 operating Uit - 8 x
{Q
TE_D10 - MB100 Andy
@ Zone 1j00 ¢
disarmed -
Current tirme
Time 11:25:14
Date 26.01.2009
Set time
Time 11:23:57
Date 26.01,2009
DST autornatic: v
Test
1 S—
1Q,
TE_010 - MB10O Andy
87 Tono 1j00 *
INTERNAL armed
‘Walk test
Switched off
Start
walk test
1 S
Q)
TE_010 - MB100 Andy
gj Zono 1/00 *
disarmed
‘Walk test
running
Maintenance
operating unit - =X
1Q)
TE_010 - MELO0 Andy
33 Ione 1j00 *
INTERNAL armed
Maintenance
Next date 26,01,2010
Remate programming
Connectson Permanent release
Connection status  Disconnected
Automatic

In the upper section of this menu date and time of
the intruder alarm control panel is displayed.
They can be set by overwriting them in the lower
section.

In addition, the automatic daylight saving time
switch can be activated.

Confim \ to save settings.

Click

Via this function a walk test can be activated.

A message indicates that the walk test is currently
active.
Arming / disarming switches off the walk test.

This function displays the next maintenance due
date and the release / blocking of the remote
parametrization.

This function lists all existing macros, which can be individually selected and started.

Addresses

This function lists all addresses stored in the IACP, e. g. the address of the responsible installer or the security

service etc.
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Individual adjustment

Individual adjustment

This function allows a selection between several layouts.

pe) —h Look And Feel » skins
| Load Flat
Save UitraFlat

Style3D

Office2003

1Q LDAP e Click the =» 1Q-symbol

® | ook and Feel
Caramel
Money Twins
Liliar
The Asphalt World
iMaginary
Black
Bie ® Select a style or skin.
Office 2007 Blue
Office 2007 Black
Office 2007 Silver
Office 2007 Green
Office 2007 Pink.
Coffee
Liquid Sky
London Liquid Sky
Glass Oceans
Stardust
¥mas 2003 Blue
Valentine
McSkin

Summer 2008

The layout will automatically be saved locally (not in the user profile!)
The next program start activates the last settings, no matter which user logs in.
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23.4 Description of Function Arming / Disarming

23.4.1 Intrusion detection control unit arming/disarming
Arming/disarming - these terms mean practically the same thing as switching the system on and off.

To switch on means to arm the system. This can either be the “internally armed” status for presence security or the
“externally armed” status for absence security.

To switch off means to disarm the system.

Arming and disarming is performed using appropriate operating elements. Depending on the version and components
of your system, these elements can be operating units, a block lock, a security operating panel, a door code or a
proximity operating device (IDENT-KEY system).

23.4.2 Absence security

Absence security refers to external arming using a suitable
operating element e.g. a block lock. This means that you assume
that the zone to be secured has been vacated and cannot be
entered even accidentally through an unlocked door, for example.

The control panel can only be externally armed if there is no fault
in the mains or the battery. In addition, no detector group or lock
group may be actuated. Also, no uncleared alarm or fault of the
telephone dialing device (transmission device) should be pending.

[T

" Detector groups which were internally disabled are automatically
reactivated by external arming. However, after disarming disabling

is active again.

Arming is acknowledged by an audible signal which lasts approx.

3 seconds.

Every impending alarm criterion now releases a main alarm. Depending on the system configuration, the alarm is

transmitted visually (flashing lamp) and/or audibly (loudspeaker). This alarm can also be reported to a security service

via a transmission device, if installed.

Absence security status can only be lifted by disarming using an operating element such as the block lock. After
disarming, an actuated alarm is displayed on the corresponding displays of the operating units and on any parallel
display boards installed.

23.4.3 Presence security

Presence security does not require that the secured zone must be
vacated. Partial zone arming is possible with this form of security,
i.e. you can disable detector groups. It is then possible to move
about within these detector groups without releasing an alarm by
actuating a motion detector or a window contact, for example.
Internal arming is carried out using operating units.

An impending alarm criterion releases an internal alarm. The
displays of operating units and parallel boards are not blanked -
this means that the system status is immediately recognizable.

Presence security can be cancelled by disarming using operating
units or, if programmed, by briefly locking and unlocking the
external arming element.

[T g:

The latter function is intended for persons who return home late and who must deactivate internal arming before
entering the internally armed zone. This disarming simultaneously switches off the internal acoustic signal
transmitters.
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24, Visualization with IQ DoorTableau

24.1 General

With the program IQ DoorTableau it is possible to display the condition of doors in a graphically way.
Active operations such as e.g. short release could also be made.

24.1.1 Requirements

The software 1Q DoorTableau must be installed. This is a component of IQ MultiAccess (Installation see Installation
Instructions P32205-26-000-xx, Chapter 3).

If installing the software IQ Tableau on a separate computer (e.g. for information in the reception area), it is
mandatory input of user name, password and server identification (name of the computer where IQ Server is running)
when starting the software. Optional the software IQ MultiAccess can be inserted directly at the locations (in 1Q
NetEdit). When starting IQ Tableau input of user name, password and server identification is required (cf. Installation
Instructions P32205-26-000-xx, Chapter 6.2.2 and 11).

Settings in 1Q NetEdit

Insert the software IQ DoorTableau at the concerning computer.
Define a operator as user for the tableau with read rights in IQ DoorTableau.

Depending on the rights a user can customize the user interface,
110 Tableau including card layout, and save 'ghese settings.
" % Rights Filter Eyery new created operator with default rights has full access
[ Read without Doorstate -control.
b arintaus For existing users, these rights need to be adapted.
Save settings
Setup dialeg
i Card layout - change
B [=] Doors
.| Doorstate - Control

Setup / Card layout-change: Customizing user interface / Card
layout (see subsequent

executions).

Save settings: The individual settings can be saved. Is this right not activ, the user can made
changes only for evaluation. Next time you start the original settings are active
again.

Doorstate - Control: Allows the operation of all doors with the graphical user interface in 1Q DoorTableau.

In the descriptions below, all rights are active.
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24.1.2 General operation

@ IQDTableau * | Selection: Start =» All Programs =» IQ MultiAccess =» IQ DTableau

S : Input of user name, password and server identification according to IQMA / 1QSC
User Mame Manager 5 Standard

Password = = | e

Server Identification

2 IQ Server

Server Name localhost -

Cancel | oK

‘_ @ 9 1Q Door Tableau - = x| The first start displays an empty user interface only.
Location Lokation -

| sunmary | Doars |

b ol

1Q Door Tableau

a desired Location to display.

Location Lokation

Summcl D Name ‘
1 Lokation
2 Firma A I:?
3 Firma B
- Firma C

Doors (Tab):

Sumary (Tab):

Select doors to display

Graphical display of doors selected previously in the doors tab.

@ e

1Q Door Tableau

Location Lokation

| Bummary | Doors

3 [ nave | curr, State

| Area outside

‘ Area inside

Door Main Entrance

Door Warehouse

v DR_001 - Door 1--Sale department ... Normal operation

Normal operation

Normal operation

respective check box.

Depending on the user rights select in tab =» Location

Here all the doors of the selected location listed. Selected zones appear in the overview.

Individual doors are activated by left clicking the
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i)

Q-

e Click on the first field in the table to bring up the drop-down menu to activate all doors to
Summary __?_°_°T_== | display. Doors that are not to be displayed can be individually disabled.

ﬂ ) S RABE . The menue =» Column selection is for individual adjustment and evaluation of lists, refer

| " Select all

| by to chapter 13.

|| =  Column selection » ks

Door Warehouse

IQ) D 1Q Door Tableau ERETX

LsummLme | Marked doors are shown in the tab = Summary.
_ According to the pre-selection in the door tab “all Doors” or
(A s Wit Tor B0 . “selected Doors” are displayed.
:::: ;:.“stifj':f” - These data are updated in real time and are immediately

available when a person is booking in or when a manual
operation (switching doors) via the software is being made.

|curr. State: Normal operation

E:a'“e’ i Door Main Entrance | The maximum number of doors shown depends on the
e | screen resolution and the set of the window size. If all
e, state:  [EIEREEGIN : doors on one side of the screen cannot be displayed, a

scroll bar would appear automatically.

24.1.3 Buttons / Operation of doors
— Left click in the selected =» Door (graphic field) opens the pop-up
Name: Visitor Room menue for manually switching door states.
|Area outside:
| Area inside: The Short Release button causes a brief release like pushing the
curr. State:  Normal oneration | door strike key.

The Permanent release button sets permanent release.
Permanent release

'Name: U Permanent blnck | The Permanent block button block the door.

\Area outside: | ot Releasep _ , _
A " i The Normal operation button sets the door in normal operating
|Area inside: state.

?curr. State: Normal operation

24.1.4 Individual settings by adjusting in the layout view

Name: Visitor Room
Area outside:

Area incide: Tempiate Cand | View Layoust
curr, State:  Normal operation

Pttt :
Empty Space Item
A Label

- 1 Separator
Name: Door Main Entrance =

Area outside:
Area inside:
curr. State:  Normal operation

& Duer rubes
@ lrrar

oo

& Cperasonmode

@ Aelese

_ —
o
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Right click anywhere in the field in the Summary tab opens a editing window for individual configuration of the
graphical display.

In the Template card tab it is possible to edit individual fields with pressed left mouse button:
- slide inside of the display tab to a desired position.

- insert from the list of available fields in the display tab.

- remove from the display tab (back to the list).

| Template Card | view Layout

For a better overview via right click on the =» Show Text
button the name of each field will be displayed.

I [ Hide Customization Form

| & Hideltem
| & Group
| 3 Create EmptySpace ltem
(3 Create Tabbed Group
[l Size Constraints r

i Create Template

i Gt ahon Form Right click on the field to be modified = Size Constraints = Free
| 226 Rename sizing allows an arbitrary resizing by dragging the field on the
| 7 Hide Text dotted line with pressed left mouse button.
| [ TextPosition x|
& Hideltem i
. Group

[ Create EmptySpace Item
& Create Tabbed Group |
fﬁ_' Reset to default
i Create Template | (&) Freesizing

| F Lock Size

[ Lock Width
| I Lock Height

The same method applies to the complete template card (doted mark in
lower right corner).

+ G Hide Customization Form

axb Rename

-

| [ Text Position
| ¢ Hideltem
. Group
[ Create EmptySpace ltem
3 Create Tabbed Group
[l Size Constraints L4

Right click in each field and select =» Hide text button to...

[} Creste Template

Visitor Room
Area outside:
Area inside:

curr. State:  Normal operation ...remove the headline text in the fields, otherwise these are displayed.
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1
! ."3'- Reset to default
| @ Free sizing
1 r Lock Size
5 Lock Width
- [E Lock Height

Template Card || View Layout

Name: Test 8
Area outside: Test 3
Area inside: Test 4

curr. State: |ReleaseN

Name: Test7
Area outside: Test 8
Area inside: Test6

curr. State: [REleaseII.

Name: Test 5
Area outside: Test 5
Area inside: Test 3

curr. State: |Pefmanent release I

Name: Test 1
Area outside: Test 6
Area inside: Test7
curr. State:

[ ]

3

7ok ]| cancd | [v Apy |

Then select =» Lock Size button, because the template cards may have a different size.

Check the result in the = View Layout
tab.

Buttons:
=> Apply, if the layout matches your
needs. The original display will change

accordingly.

=» OK to save the settings, =» Cancel
button to discard the settings.

These settings apply only to the user who made them and remain only until the next program startup.

Look &nd Feel »

Show all doors

Save settings
i} | About
24.1.5 Look and feel customization

One of several themes can be selected using this function.

Q-

IC

Look And Feel » Skins
Show all doors Flat
Save settings UltraFlat
}) About Style3D
Office2003

3

® ook and Feel

® Click on the IQ symbol

® Select a style or skin.

e In order to prevent creating template cards again and again, they can be saved (Left click the
{9 IQ symbol =» Save settings. The operator must have the right Save settings.
In this pop-up menue the pre-selection filter for the door tab “show all Doors” can be set, too.

n The layout will automatically be saved locally (not in the user profile!)

The next program start activates the last settings, no matter which user logs in.
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24.1.6 Sorting and filtering

Name: Door Main Entrance
Area outside:

Area inside:

curr. State: Normal operation

Click on a small = arrow symbol in the right corner of any field. This
causes sorting in ascending or decending order of the doors.

Multiple sorting: For this purpose, the first column is sorted as described above, then the second and each
other column is defined in addition while pressing the shift key.

et | Lokabion In the Door tab click as well on the =» arrow symbol as described above.

e Dours This causes sorting the desired column in ascending or decending order.

= NAME O

v Door Main Entrance

The filter symbol appears when passing over the column header with the mouse pointer. Use the filter icon by
touching the column to select the desired filter. To set a filter, use the left mouse button to open the pull-down menu
using the filter symbol in the column heading field and select the desired filter entry. The evaluation / sorting all of
the filter functions are described in chapter 13.1.2.5. In addition, Custom-defined filtering can be selected in every
heading field, too.

Summary | Doors Summary | Doors

e
£ | NAME @ # | ame %un;hjtm. [ Area custeide
Door Warehouse Door Main Entrance
BN et B n e [Door Viarehouse )
EDoor Main Entrance I ¥ Vistor Room ‘?‘F:iiroén':n?m La5dle deppriment ourside]
= e : DR_001 - Door 1--5ale department ]
Summary || Doors Via a right-click into each column headline a pop-up menue appears
P NAME . L with more options for sorting, filtering and grouping. The evaluation
Door Warchouse | 27 | >0T Ascending functions are described in chapter 13.
Door Main Entrance &y | Sort Descending
7 Visitor Room Clear All Serting
L DR_001-Door 1-5{ =, Group By This Column If a door list should be =» Print: Printing is carried out according to the
= | Show Group By Box individual adjustments described in chapter 13. Via double click in any
= . field of a list the =» Print preview would be opened.
emove This Column
Column Chooser
i | BestFit

Best Fit (all columns)

Filter Editor...

=i

Show Find Panel

Show Aute Filter Row
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25. Use of mifare DESFire EV1 data carriers

25.1 General

The mifare DESFire EV1 technology is the follower of the mifare classic system, however it has a higher security
class.

The mifare DESFire EV1 technology use the common accepted encoding procedure AES (Advanced Encryption
Standard). The current encoding procedure AES of DESFire EV1 readers uses a 128 bit key.

The encoding procedure AES is known as extremely tap-proof and tamper-resistant. In th USA it is approved for
government documents in the highest security ratings. IQ Multi Access also supports the new electronic service and
troop card (eDTA) of Germany.

25.2 Enter data carriers

ﬂ\ There is no manual entry of data carriers possible only reading cards via read-in station (Admitto DESFire).

iy, oo - e Put card on the read-in station.

| Common | Data carrier | Access data _Attendance time || @28 e Click the button = “read-in ...".

Data carrier

Number 4494 : With this procedure “Random UID” will be activated on the card
Version 0 : and the currently active primary key will be written onto the card.
Coding 0RAO0EOR0AERTIED The read-in station indicates ready for read-in via a flashing

e yellow LED.
15-Code 555555
Replacement badge

The correct reading procedure is indicated by a green LED. An abortive reading procedure is indicated by a red LED.
The IS code of the card is shown in plain text.

25.3 Identification/Enter data carriers

All card owners have to have their cards programmed to the new primary key within a certain period of time. This can
be done via a read-in station (e. g. in the personnel office) or via a self-service station IQKeyChanger.

Please note, that reading or deleting of keys is not possible in 1Q Visitor if IQ KeyChanger and 1Q Visitor are
started on the same PC.

After expiration of the transition period the secondary key will be deleted or replaced by a new key which later on will
replace again the current primary key.

-[Z] Logdata AC - Activate the Desfire checksum column. Left click on the = list
[} Logdata TR symbol O opens the pop-up menue for selection the data fields.

] Logdata IACP
:_}qj Organizations

FHY) Time tasks | Wednesday
_ﬂ@ Data import/fexport Friday
@) Infolog Happyday
&P Change protocol = e
:Jm Operators — S
=™ Locations =
:_}‘_,; Lokation = Sunday
LA | Newsday
| G Visitor data sunday
: Q[:] Room/Timezones ;

P -

Activate the “Desfire checksum” column in the grid of the personnel data to find out if all card owners have adopted
the new primary key.
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bl T T T T
il [EgUAGTR Lastname | Firstname |¥alid |IDde
-[d] LogdatalACP =il -
(}4Z Organizations L Mo. of children I
:rg Time tasks Religion
+4 Data importfexport
_f. Place of birth
Birthday
(-2 Operators | Profession
[=}™#% Locations T Jate1
: : icense plate
(=} Lokstion I
- datal | License plate 2
G+ Visitor data | License plate 3

-] Room/Timezones
-- Room/Timezones calendar b...
~{(] Room/Timezone groups Handicap

License plate 4

(3 locking-cylinder weekly plans

< Function
'@5 Key Depot Plans

Data carrier version

- Salto plans 1
- 4P Salto Devices Data carrier coding
- [ Doars Y 15-Code
[Z] Logdata AC [ . _
[ Logdata TR | Data carrier valid from
Lna Logdata IACP Data carrier valid until
-§F Zones Data carrier valid until (time)

[+ °] Organizations

General authorized

Permitted to receive visitors

,J'i? Data import/export External control
-[17] Calendar
- (& Holiday formulas atbeaking £
[E controllers/Terminals Image comparison
-\ Info fields Antipassback
‘E Controller groups Barri d
ted entry
5 Mieros | arring repeal
-olB Keys ImportID
_ﬂg 10s Controller group
-8 Infolog =
—— — |« | Feldl

Alarm- and info mEssages]

Attendence time recarding

first coming

last going

Time sum

Days of attendance Now you can sort by “Desfire Checksum” and filter the card owners
o) still not having updated their primary key.

last enter

J | last leave

Appendix

Changes as against the previous version

Client 1Q MultiAccess performance improvements.
New variables for text input for the actions.
Individual storage path for settings.

Additional selection menu for read-in stations.

Number of user-defined fields now 40.

LR I T 2R R

Support of DESFire EV1/EV2 for MB-Secure.
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Booking Codes

Code Code new

©OoOo~NOOOIThM~,WNEO

NNNNNNNNNRRRRRRRRRE
O~NOURWNRPOOONOUAWNRO

126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150

Message

Release

Wrong version number
No zone assigned

No fitting time range
No door assigned
Wrong system number
ID card unknown
Wrong key code
Special code armed/disarmed
Antipassback error
Duress code

ID card number invalid

Door blocked after picture comparison

Error barring repeated entry
ID card retracted

Special function activated
Area reassignment

IDCU armed by ACS-1
IDCU disarmed by ACS-1
Door blocked - IDCU armed
Area engaged

Area empty

Buffer full

ID card blocked

Reassign queue in use
Length of stay: Error in check
Length of stay: Too short
Length of stay: Too long
Error Image matching

Key taken

key available

Control unit offline

Control unit online

Door opened too long

Door closed again

Tamper contact active
Tamper contact OK
Release time expired

Door number unknown
Internal door strike key used
External door strike key used
IDCU armed

IDCU disarmed

Max. attempts exceeded
Door opened without card
Door permanently released
Door in normal operation
Door blocked

Door with key code

Battery low

Reader fault

Reader OK

Door number unknown
2-wire keypad fault
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151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190

191-228

229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19

2-wire keypad OK

3-wire bus fault

3-wire bus OK

ACS-1 Printer error

ACS-1 Printer on

ACS-1 Printer off

Door opened after release
Door closed after release
Door opened with key code
Wrong key code

Positive drive of IDCU fulfilled
Positive drive of IDCU not fulfilled
Door monitoring off (ACC)
Door monitoring on (ACC)
External input closed
External input opened

Read error

Alarms reset (ACC)

Error 2-person AC

External output closed

External output opened

Door opened while permanently released
Door closed while permanently released
Released by Host

Host command not accepted

Tamper door strike

Door strike OK

Mains fault

Mains restored

Battery fault

Battery OK

Battery OK

Hardware reset Controller

Acoustic alarms cleared

Alarms cleared

Factory reset, data deleted

Printer error fixed

Reserved for ACS-1 and ACS Compact
Overflow booking memory

Artifical watchdog reset

Connection to CD lost

Connection to CD established

CD ready for operation

OEM identification wrong. CD deleted
Prot.version wrong CD deleted
Defect CD deleted

Memory test ROM ==> Error

Memory test ROM ==> OK

Memory test RAM ==> Error

Memory test RAM ==> OK

Memory test EEPROM ==> Error
Memory test EEPROM ==> OK
Checksum error in RAM

Checksum error in EEPROM
Checksum error in CLOCK

Hardware error RAM

Hardware error EEPROM
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229 20 Hardware error clock

229 21 Unknown telegram

229 22 Unknown telegram recognition
229 23 Unknown block address

229 24 Hardware reset

229 25 Watchdog reset

229 26 Data loss

229 27 Tamper CD triggered

229 28 Tamper CD cleared

229 29 Mains fault CD triggered

229 30 Mains fault CD cleared

229 31 Battery fault CD triggered

229 32 Battery fault CD cleared

229 33 Battery fault CD triggered

229 34 Battery fault CD cleared

229 35 Acoustic alarm cleared

229 36 Input -> ACTIVE

229 37 Input -> INACTIVE

229 38 Input ->ACTIVE Offline

229 39 Input -> INACTIVE Offline

229 40 Input -> Connection established
229 41 Output -> ACTIVE

229 42 Output -> INACTIVE

229 43 Output ->ACTIVE Offline

229 44 Output -> INACTIVE Offline

229 45 Output -> Connection established
229 46 Reader -> Tamper triggered

229 47 Reader -> Tamper cleared

229 48 Keypad -> Tamper triggered

229 49 Keypad -> Tamper cleared

229 50 Prevent access

229 51 Parallel lock

229 52 Permanent release ended

229 53 Permanent locking ended

229 54 Prevent access ended

229 55 Parallel lock ended

229 56 Unauthorized opening ended

229 57 Code type “Card only”

229 58 Code type “Door code only”

229 59 Code type “Door code and card”
229 60 Code type “PIN Code only”

229 61 Code type “PIN Code and card”
229 62 Code type “PIN Code or card”

229 63 Code type “Door code or card”
229 64 Input -> Connection lost

229 65 Output -> Connection lost

229 66 Reading not clear

229 67 CD signals offline

229 68 Door clodes correctly

229 69 Macro selection activated (ID card)
229 70 Macro selection terminated (ID card)
229 71 Macro selection activated (door code)
229 72 Macro selection terminated (door code)
229 73 Automatic macros activated

229 74 Automatic macros deactivated

229 75 Execution quick macro (ID card)
229 76 Execution quick macro (door code)
229 77 Timeout macro selection

229 78 Automatic macros activated (Timeout)
229 79 Automatic macros deactivated (Timeout)
229 80 Door: Input Alarm >>> ACTIVE
229 81 Door: Input Alarm >>> INACTIVE
229 82

229 83
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229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229
229

84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131

Macro: Trigger queue full

Macro: No authorization

Macro: Not manually executable

Macro: Not executable

Macro: Manual execution

Macro: Quick macro execution

Macro: Automatic macro execution
Macro: Forced macro execution

Macro: No quick macro assigned

Macro is invalid

Macro: Time of maturity expired

Macro: Execution by user

Macro: Execution by host

Macro: Execution by controller/terminal
Macro: Execution by timezone

Macro: Execution by MacroControl
Macro: Execution by host not allowed
Macro: Execution by controller/terminal not allowed
Macro control: Internal error

Macro control: Start by host

Macro control: Stop by host

Macro control: Reset by host

Macro control: Delete by host

Macro control: Invalid command

Macro control: invalid key

Timestamp correction: Recalculation
Timestamp correction: Internal foreward
Timestamp correction: Internal backward
Timestamp correction: External error
Timestamp correction: External foreward
Timestamp correction: External backward
Error spin direction recognition

No. of attempts: Blocking time started
No. of attempts: Blocking time expired
No. of attempts: Blocking time reset
Error length of telegram

Chechsum error in ROM

General hardware fault

Bus device not supported

Card transport error

Reader - battery failure

Reader - battery ok

RF user offline

RF user online
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IQ MultiAccess products

Item No. Product description

29601 Basic package 1Q MultiAccess for 300 ID cards

29602 Basic package 1Q MultiAccess for 500 ID cards

29603 Basic package 1Q MultiAccess for 800 ID cards

29604 Basic package IQ MultiAccess for 1000 ID cards

29605 Basic package 1Q MultiAccess for 1500 ID cards

29606 Basic package 1Q MultiAccess for 2000 ID cards

29607 Basic package 1Q MultiAccess for 3000 ID cards

29608 Basic package IQ MultiAccess for 5000 ID cards

29609 Basic package 1Q MultiAccess for 7500 ID cards

29610 Basic package 1Q MultiAccess for 10000 ID cards

29646 Basic package 1Q MultiAccess for more than 10000 ID cards
29611 Database expansion MultiAccess from 300 to 500 ID cards
29612 Database expansion MultiAccess from 500 to 800 ID cards
29613 Database expansion MultiAccess from 800 to 1000 ID cards
29614 Database expansion MultiAccess from 1000 to 1500 ID cards
29615 Database expansion MultiAccess from 1500 to 2000 ID cards
29616 Database expansion MultiAccess from 2000 to 3000 ID cards
29617 Database expansion MultiAccess from 3000 to 5000 ID cards
29618 Database expansion MultiAccess from 5000 to 7500 ID cards
29619 Database expansion MultiAccess from 7500 to 10000 ID cards
29620 Database expansion MultiAccess for more than 10000 ID cards
29621 Client processing ability option

29622 Antipassback/Barring Repeated Entry option

29624 Camera option

29625 Capture of image and signature, layout and card printing option
29626 IDCU Interface option

13598 Virtual IACP operation unit option / |Q ControlCenter (1 xincluded in basic / professional package with option 029626)
29631 Professional package 1Q MultiAccess for 300 ID cards

29632 Professional package 1Q MultiAccess for 500 ID cards

29633 Professional package 1Q MultiAccess for 800 ID cards

29634 Professional package 1Q MultiAccess for 1000 ID cards

29635 Professional package 1Q MultiAccess for 1500 ID cards

29636 Professional package 1Q MultiAccess for 2000 ID cards

29637 Professional package 1Q MultiAccess for 3000 ID cards

29638 Professional package 1Q MultiAccess for 5000 ID cards

29639 Professional package 1Q MultiAccess for 7500 ID cards

29640 Professional package 1Q MultiAccess for 10000 ID cards
29647 Basic package 1Q MultiAccess for more than 10000 ID cards
29641 Upgrade from MultiAccess for Windows to 1Q MultiAccess
29643 Upgrade from IQ SystemControl to IQ MultiAccess

29645 Upgrade from 1Q MultiAccess previous version to IQ MultiAccess current version
29650 Option Salto for IQMA/IQSC

29651

Number of readers for Salto
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