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1. General information

1.1 Introduction

These installation instructions will guide you step by step in easy language through the installation and
commissioning process.

To keep these installation instructions to a reasonable size, basic knowledge in operating the Windows user
interface is assumed and not enlarged upon.

When setting up the individual controllers/ terminals, modules etc., repetitive entries must be made in identical tabs.
These tab entries and their meaning will be explained in advance at a central position so that this manual remains
clearly structured (and does not get too complex). In the individual chapters, a reference to this description will then
be made.

Program 1Q NetEdit is the central part of thelQ SystemControl and 1Q MultiAccess package where the installer
makes the complete hardware definitions, incl. the system settings (according to the user's directives). Settings
which the user must (can) make himself are therefore limited to options of the daily business and are made in the
application part of IQ SystemControl or IQ MultiAccess.

The visible and so usable options depend on the installed license.

Some functions within IQ MultiAccess are only possible by activation of additional options with costs. 1Q
SystemControl is a subset of IQ MultiAccess, which is restricted to one location and intruder alarm control panels.
However, the basic work with IQ NetEdit is - within the activated possibillities - identic for both systems. For IQ
SystemControl there is especially chapter 15 = Connecting an intruder alarm control panel of interest.

All controllers/terminals shown in this manual are units with the maximum extension level. The standard functions
required for 1Q MultiAccess, however, are already included in the basic models of the relevant units. Necessary
extensions will be referred to in the individual example. For firmware requirements of the individual devices see
chapter 2.2.

The maximum values (e.g. number of workstations, controllers, terminals, doors etc.) are to be taken into
account for all installation options. Please see the documentation of the individual units and the
corresponding general software for more detailed information.
When assigning computer names, please note that all computer names must correspond to the Microsoft
NetBios conventions (15 characters max.; no special characters). If this is not the case, it might happen
that a client cannot log on to the server.
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1.2 Frequently used abbreviations and terms

(in alphabetic order)

ACS-1
ACS-2/
ACS-2 plus /
ACT

AC Controller
BC

APB

CL

Defgult
settings
DVA

EU

IACP

MBxxx

MVA

PC

SSV/-W
TRSxx

TR Terminal

Access control system

Access control system, as an alternative to ACS-1
Access control terminal

Access control controller

Bus controller
Antipassback

Current Loop

Basic settings in delivery condition (concerning switches, jumpers for hardware and entries in

various tabs)

Destination Virtual Address, see event log

Evaluation Unit

Intruder Alarm Control Panel (sometimes used: IDCU Intrusion Detection Central Unit)

IACP 561-MB24, 561-MB48, 561-MB100
My Virtual Address, see event log
Personal Computer

Interface multiplier/converter

Time recording terminal (xx = 8, 15)

Time recording terminal
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Backup of existing data
(refer the corresponding user manuals)

v

Replace master-slave architecture by
single controllers if possible

v

Check system requirements of the
computers (chapter 2.1)

v

Update controllers [ terminals to latest
firmware (chapter 2.3)

v

Installation
(chapter 3)

New installation

chapter

Update
from
MultifAccess Lite

chapter 3.3.1

J [

Update
from
MultiAccess
for Windows

Update
from previous
1Q Multifccess,

At least check the settings
change/expand if necessary

Update
from
1Q SystemControl

1.3 The central thread / Checklist for Installation

chapter 3.3.2
Absolutely to be read
before updating!

Fy

v
Start |Q NetEdit

‘ Chapter 3.3.5 ’—.
apter (chapter 4)

¥

1Q SystemControl: Chapter 15
1Q MultiAccess:
Define a location
Insert see chapter 7
Location see chapter 6.1 and 11
Details about the individual fields
of the corresponding tabs see chapter 5

—_—

From this peint on the procedure
repeats for each location/workstation

e

A

Check/change settings of the location
Location see chapter 6.1 and 11
Details about the individual fields

of the corresponding tabs see chapter 5

v

Insert workstations
Insert see chapter 7
Workstation see chapter 6.2 and 6.4
Details about the individual fields
of the corresponding tabs see chapter 5

v

Insert interfaces
Insert see chapter 7
Interface see chapter 6.4
Details about the individual fields
of the corresponding tabs see chapter 5

v

Insert software
Insert see chapter 7
Software see chapter 6.3, 11, 13 and 14
Details about the individual fields
of the corresponding tabs see chapter 5

v

Insert devices / controllers
Insert / search see chapter 7
Devices see chapter 6.4 and 9
Details about the individual fields
of the corresponding tabs see chapter 5

Define doors
See chepter 6.5

v

Define operators
See chapter 2.5 and 8
Details about the individual fields
of the corresponding tabs see chapter 5

v

Prameter / load controllers
See chapter 7 load data/parameter
or exit IQ MNetEdit (that causes all
medifications to be sent to the controllers
automatically) or via 1Q MultiAccess

Create a test ID card in 1Q MultiAccess
and do some test bookings
see chapter 10
or user manual

Enter data in 1Q MultifAccess
Check, expand or create entries
See User manual
Do some test bookings

v

Define further functions as required
e. g. APB, macros etc.
according to the descriptions of the
corresponding chapters or manuals

any more locations,
workstations, controllers
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2. General system information

2.1 System requirements

IQ NetEdit is part of the program package IQ SystemControl / IQ MultiAccess. The system requirements are
therefore the same as for the application software. These are:

Recommended size

Server Client
Processor Intel (R) i7 Standard PC with latest
operating system
RAM 16 GB min. 4 GB
HDD min. 1 TB min. 500 GB
Security RAID1 (= disk mirroring)* / UPS (= uninterruptable power supply)*
* required for server only
Monitor with corresponding | 19" 1152 x 864 Pixel

graphic card

Operating system Windows Server 2008 R2 / 2012 R2 / Windows 7/8/10 (32/64 bit)

Server / Client: Use preferably 64 bit operating system.

Other requirements DVD-ROM Drive

Mouse, trackball or another Windows-compatible view device (PS/2 recommended)

For network applications Network card with TCP/IP-protocol

If 1IQ MultiAccess resp. 1Q SystemControl is installed on a computer with a 64-bit operating system,
the ODBC registration is no longer at: Start = control panel =» Administrative Tools = Data
sources =» Data sources (ODBC). This registration is reserved for 64-bit ODBC drivers only.

To see or to change the settings of the ODBC registration at a 64-bit operating system, run

the program (Administrator rights required to run the program):
C:\Windows\SysWOW64\odbcad32.exe

IQ SystemControl and IQ MultiAccess can not be installed/run coeval on one computer. An
upgrade from 1Q SystemControl to 1Q MultiAccess is possible. If IQ MultiAccess is installed, 1Q
SystemControl con not be installed any more.
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2.2 Hardware requirements of the Novar peripherals
IQ NetEdit supports the following hardware as of software / firmware release:

- External bus controllers item no. 026 815.00 as of software release ZDIC0O.01.0V08.00

For APB: Item no. 026 815.10 as of software release ZDIC0O.02.0v02.02
- Internal bus controller as of version 1
-ACS-1 as of software release ZACS1.03.0V06.01
- ACS-8 as of software release ZACS1.00.0V06.00
- ACS-2 as of software release ZACS1.00.0V06.01
- ACS-2 as of software release ZACS1.00.0V06.00
-ACT as of software release ZACTA.00.0v03.00
- AXS4Secure As of firmware release V4.8.x

Programming software IQ PanelControl as of V4.8.x
neccessary for initial start-up.

- For analogue transmission: Modem certified by Novar/Honeywell (see chapter 6.6)
- For ISDN transmission: ISDN card with capi 2.0
ISDN modem with Capi 2.0
- For IGIS-LOOP transmission: IGIS-LOOP controller (if necessary in a separate
housing with power supply unit and battery)
- IK3 EU firmware: as of P08.03

- Central units 561-MB24, 561-MB48, 561-MB100 (devices with item no. index .10):
as of firmware V09
Programming software WINFEM-Advanced (from V07
on).
- Central unit MB-Secure: as of firmware V4.6.x
Programming software 1Q PanelControl (as of V4.6.x).

- Dialling devices (ISDN) DS 7600 as of V02.14
DS 7700 as of V02.14
DS 9500 as of V02.14
DS 9600 as of V02.14
- Dialling devices (IP) DS 7700 as of V02.14
DS 6700 as of V03.xx (IQ SystemControl only
from V6 on)
DS 6750 as of V03.xx
- Dialling devices (analogue) DS 6600 as of V02.xx
DS 6700 as of V03.xx (IQ SystemControl only
from V6 on)
DS 6750 as of V03.xx

extensions can be used (this relates especially to the external bus controller). Firmware updates
are dependant on the device and are implemented either via EPROM exchange or flash update.
Please see the documentation of the individual devices for more detailed information.

We generally recommend to install the most recent firmware release so that all new functional
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2.3 Handling / backup of database

There is no knowledge required to supervise the Firebird database included. Appropriate programs for automatical
installation, administration and maintenance are part of IQ MultiAccess. Connecting another database requires
apropriate knowledge of the installer or the customer’s system administrator®.

Caution!

Never copy the database when the system is in operation!

Correct procedure:
1. Open explorer
2.-7. Double-click IQBACKUP.EXE in the directory

C:\Program Files\IQMultiwin\IQDatabase\etc

Fle Edit View Favorites Tools Help
Q Back ~ " - Search Folders '
Address |7 C:\Program Files\1Q_MURIWIN{IQ_Databaselstc
Folders X Name Size  Type Date Modified
[ Desktop A i File Folder 5/14/2008 8:46 AM
& () My Documents S5KE  Application 4/25/2008 10:02 AM
= § My Computer S 1KE  Configuration Settings  5/14/2008 8:46 AM
3 J4 3% Floppy (A1) #¥ 1GMaritenance 76KB  Application 4/25/2008 10:02 AM
2 _’ =i <o Local Disk (C2) 18 1Gsec 82KB  Application 4{25/2008 10:02 AM
# () Documents and Settings b1gsec I KB Configuration Settings  5{14/2008 8:46 AM
—.’ 5 C3) Program Files B 1qUpdsteDatabase 7 290KE  Application 4/25/2008 10:02 AM
3 # ) Common Files “$1QUpdsteDatabase | KB Corfiguration Settings  S/14/2008 8:46 AM
) ComiPlus Applications = NovarDB_empty.FDB 2,73ZKB FDBFie 1/31/2008 11:49 AM

O Corel

L) iCard

i) Internet Explorer
) 1Q_MultiwIN

% () Firebird

# D 1Q_Clents
= ) 1Q_Database

(I

4 —>

5 —p
) doc
6 ﬁ = I etc
) Protocal
O sic
*® 110 Services

8. Select a path where to
copy the backup of the
database or accept the
default settings.

10 Backup

=

Honeywell

Save databaze

D atabase

Backup directory

9. Button Save.

‘C: “Program FilessIG_Multiw/INYIGE_D atabasedSIC

Save [:

Seaich

Load database
New database

Backup directory

‘C:\Plogram Files\O_Muliw/IN4IG_Databaseh5ICh

Load
oK

Search

Cancel ‘

Only possible with professional package and prior consultation.
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10. Confirm message with OK

10Backup

\11) Backup successfully finished!

11. Now the backup-file is in the selected directory.
(Factory setting: C:\Program Files\IQMultiwin\IQDatabase\SIC).
The file name is <date><time>.fbk.

Example: 0805280110.fbk
That means, the file has been saved on May, 28" 2008 at 01:10 AM.

File Edit View Favorites  Tools  Help

[ ) Back - >} ﬁ 7~ Search W= Folders '
Address |[5) CriProgram FilesiIn_MulbbWIMIQ_Databasesic
Folders x Mame Size  Type Date Modified
(B Deskinp | = 0s0s140846. Fbk 604 KE  FEK File S/ 14/2008 5:47 AM
{23 My Documents DE0S2E01 10, Fhk 1,473KE  FEK File /282008 1:10 AM

= 3’ My Camputer
J;. 314 Floppy (&)
[=) % Local Disk (C:)
|) Documents and Settings
[=) [Z) Program Files
|2 Comman Files
|0 ComPlus Applications
[ ) Corel
[ ) iCard
[# [Z) Internet Explorer
= [ Io_MulkiwIn
|- Firebird
|0 1 _Clients
= [ I9_Database
|0 doc
[# [ etc
=] |
[ [J) I9_Services
| Update

This file can be copied onto a data carrier during the system is in operation.

We recommend to create a time task for an automatical cyclic backup (see user manual, chapter
11.7). This can also be started manually if required.

Load data can be used to restore a previously backed up database from the backup directory to the
directory ...IQ_Multiwin\IQ_Database. However, the name of the backup file will remain.

If this file is to be used from now on, the services IQ CommTask, (IQ Server and IQ UpdateServer) must
be stopped, the database renamed to NovarDB.FDB and subsequently the services restarted.

Caution! Data loss possible!

If a previous database is reactivated, the basic master files and bookings comply
with the moment of the backup.

As already mentioned never copy the database when the system is in operation. From IQ MultiAccess V11 onitis
possible to stop all running 1Q Servers and the corresponding IQ Firebird database using the program IQ
StopServers (Start =» all Programs = 1Q MultiAccess =» IQ StopServers). Important: Administrative rights
necessary to start a program from Windows 7 and Server 2008. After that the 1Q Firebird database can be copied

resp. saved. To start the 1Q Servers use the program IQ StartServers via Start =» all Programs =» 1Q MultiAccess
= |Q StartServers.



14

Installation Instructions - 1Q MultiAccess

2.4

Client/server principle

Client/server is a combination of at least two computers that are logically - and usually also physically -
separated and that share certain tasks.

The (database) server manages central data and makes them available to all users (clients).

The IQ server is responsible for the central communication between the individual clients and the database
sever.

These two functions may also run on one computer.
The clients are the actual application programs of the workstations where AC/TR hardware can be

connected and managed and where the authorized operators work.
A workstation may handle individual functions (e.g. only manage hardware, only permit work in IQ NetEdit,
etc.) or a combination of several individual functions.

In principle, it is also possible to install all functions on one computer (this is selected during program
installation). In this case, the hardware requirements of the server apply. The logical separation, however,
will be maintained.

Microsoft NetBios conventions (15 characters max.; no special characters). If this is not the case,

m When assigning computer names, please take care that all computer names comply with the
it might happen that a client cannot log on to the server.

orkstation)

e.g.
COMMTask

orkstation)

e.g.
IQ NetEdit

orkstation)

e.g.
IQ MultiAccess

e.gd.
IQ NetEdit

1Q MultiAccess

Communication via
TCP/IP, SSL coded
(SSL = Secure Socket
Layer)

The 1Q Server manages the central communcation with the database server and the workstations(clients).
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2.5 Operator concept

Operators are users with different rights. The product is delivered with one superuser having all rights in the entire
system. The superuser defines further operators. These may be other superusers, system managers, personnel
managers, location managers or shadow manager. In addition, the superuser can make changes directly in one
location and he/she can also work in the general personnel master records of the personnel managers.

Usually personnel managers do not deal with access control as such. In most cases, they are members of Human
Resources who centrally define and manage personnel data. Personnel managers can view and access all
members of the staff in the entire system and across locations and clients. They can neither view nor access the
access control data.

System manager correspond to (“little”) superusers with restricted rights. They can have right in all areas of
operation except 1Q NetEdit.

Location managers are the real users of the access control software at a particular location. They can view only the
access control data and persons that are relevant for their location.

Depending on the operator who is logged in, the desktop may be more or less comprehensive.You will find further
information about operators and their rights in the Installation Instructions.

Editing and adminisiration . n .
of the whole personnel B Editing and administrating of perscnnel in general including allocating to the indjvidual locations er  creating directly in the locatjon

including assignment to locations

e85 e A

AC rights

10000+

Persons™

i o
* = Persons created
directly in a location will
ally appear in

the personnel manager’s
entire personnel master
file

Sadowmanager have an exceptional position which enables an access to the same doors by several mandators
(see chapter 12).
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2.6 Hardware components

ACS-1

ACS-8

ACS-2

ACS-2 plus

ACT

AXS4Secure

The ACS-1 receives the access control rights from "IQ MultiAccess". It works completely
"autarkically", so that access control continues to work without any interference even if the PC is
switched off or the RS-485 bus is disturbed. All local functions are maintained.

Depending on the extension level, it is possible to control one door with one reader, one door with
two readers or two doors with one reader each. Further functions can be implemented via the
relevant additional boards (cf. documentation of ACS-1).

The ACS-8 handles basically the same functions as the ACS-1. But in contrast to the ACS-1, it is
not available with integrated operating panel, display or integrated reader and can therefore be
operated only in connection with a programming and evaluation medium, e.g. with the access
control software IQ MultiAccess.

An ACS-8 can manage a maximum of 8 doors. The relevant extension and connection options
permit a variety of possible installations and combinations (cf. Installer Instructions for the ACS-8
as well as the descriptions below).

The ACS-2 corresponds to a reduced ACS-8. It can manage a maximum of 2 doors onboard -
further extension is not possible. APB/BRE are not supported. Use:for simple access functions
within a time recording system.

The ACS-2 plus corresponds to an ACS-8 without module bus. It can manage a maximum of 2
doors onboard - further extension is not possible, otherwise all ACS-8 functions.

The ACT handles basically the same functions as the ACS-1. But in contrast to the ACS-1, it is not
available with integrated operating panel, display or integrated reader and can therefore be
operated only in connection with a programming and evaluation medium, e.g. with the access
control software 1Q MultiAccess. An ACT can control only one door.

The AXS4Secure terminal receives access control rights from "IQ MultiAccess". Its operations are
completely "autonomous”, so that access control is not affected even if the PC is switched off or
the Ethernet connection goes down. All local functions continue to remain operational.
Depending on the stage of development, the terminal can manage one or two doors with one entry
and one exit reader each. Appropriate expansion and connectivity options present several
possibilities for deployment and combination (refer to the AXS4Secure Installation/Connection
instructions). No support for Anti-passback/time tracking systems. Support for calendar-based
room/time zones.

BC Bus controller

- external bus controller

The external bus controller is responsible for the communication between the PC and the
peripherals connected to the individual bus controller (these might be access controllers ACS-1,
ACS-2 / ACS-2 plus, ACS-8, time recording terminals TRSxx or additional bus controllers in a
master-slave arrangement). The bus controller is generally used as single, master or slave
controller. The mode is selected via DIP switches.

Single controller: A single controller can be connected to every COM port of the PC. Each of them
controls up to 32 controllers/terminals (ACS-1, ACS-2 / ACS-2 plus, ACS-8, TRSxx).

- internal bus controller

The internal bus controller is a PCI card that can be integrated into the PC and handles basically
the same functions as an external bus controller.

Deviations: - one internal BC corresponds to two external BCs
- up to 4 times faster than an external BC
- 4 internal BCs max. per PC
- APB is not supported

Allowing for the restrictions stated above, a combination of external and internal BCs is possible.
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Client

Dialling device

EU

Workstation/software with individual functions within the program package (see also Chapter 2.2).

DSxxxx, required on an intruder alarm control panel for dater transfer (to compare with a
modem/ISDN card).

Evaluation Unit of IACP doors/switching devices. Readers/operating units are connected to
evaluation units and their information will be analysed there.

Interface converter

Key depot

Locking cylinder

MBxxx

PC

PDA

Server

Services

SSV-IW

The pure interface converter is used for conversion of RS-232 to RS-485. It is equipped with an
RS-232 input interface and two RS-485 output interfaces connected in parallel and supports 3-wire
and 5-wire technology.

A key depot is used for managing keys which may be taken out according to certain rights. 1Q
MultiAccess manages key depots manufactured by Kemas.

Important:When ordering a key depot from Kemas, please note that a device with a firmware that
is compatible to MultiAccess is required.

In IQ NetEdit and IQ MultiAccess, the key depot is treated like a controller / terminal. Key depots
that were already managed via MultiAccess for Windows are not compatible to IQ MultiAccess.
They must be upgraded. For details concerning the key depot see section 6.4.3 as well as the
relevant Kemas documentation.

Independent electromechanic device in the form of a door knob or door handle with appropriate
intelligence to open/close a door. The administration of access data and the evaluation of the
bookings take place in IQ Cylinder/IQ MultiAccess. The data transfer happens via a PDA.

Intruder alarm control panels of the type series 561-MB24, 561-MB48, 561-MB100 and MB-
Secure. IQ MultiAccess is able to communicate with and to administrate their data (data carriers,
room/timezones and authorizations).

IQ NetEdit can be installed on a stand-alone computer or on any PC within a network. The AC/TR
hardware can be distributed among all PCs in the network. IQ NetEdit and the access control rights
can be accessed from all defined PCs.

Commercially available hand held computer / organizer (e. g. PALM) for data transfer between 1Q
Cylinder/IQ MultiAccess and locking cylinders.

Computer that manages central services and/or data and makes them available to the clients (see
also chapter 2.2).

Services are certain (administration/system) programs which are required for correct working of the
individual applications.The services required for the program package 1Q MultiAccess are installed
automatically in the course of the installation and are started even before the user log-in, similarly
to the hardware drivers.

The interface multiplier/converter can be used if individual controllers/terminals must be connected
over longer distances or if a star-shaped cabling is the better option for an installation. The
interface multiplier/converter has 8 slots on the output side which can be equipped optionally with
RS-232, RS-485 and Current Loop.

Restriction: When RS-485 interfaces are used, the maximum equipment on the output side is 4
RS-485 interfaces with and 4 without potential separation.

Switching device

TRSxx

Reader, keypad, operating device of an intruder alarm control panel. IQ MultiAccess interprets
them as readers/keypads of a door.

TRS 8 and 15 are time recording terminals which receive their master data from the central TR
software and then work autarkically.

Entries are buffered even during OFFLINE operation. Special entries (e.g. balance /holiday
inquiries, absent on business) can be made via function keys.



18

Installation Instructions - 1Q MultiAccess

Please see the updated product list for the current terminal models. Older models are listed for
reasons of compatibility.

W&T COM Port Server

USB

Via RJ45 this device can be installed at any place in the network where it will then provide a COM

interface.
If the relevant driver which is available for free download on

WWW.WUT.DE
is installed at a workstation, this additional COM port is available on the individual PC.

This means for 1Q NetEdit: Another COM interface is defined at the PC where the driver is installed
and it will behave exactly as an interface that really exists at the PC.

As an alternative, it is also possible to define the COM Port Server as such directly in NetEdit. The
control is then made via TCP/IP via the PC to which this COMPortServer has been assigned.

Interface to connect external devices, such as read-in stations, cameras, signature pads. For
details on installation and setup see original manuals of the individual devices. Description of
application see user manual of IQ MultiAccess P32205-20-0G0-xx.
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3. Program installation

Requirements:

For the installation, you need the administrator rights on each device where the software
is to be installed.

The IP address or the computer name of the server should be known (to be required from
the responsible system administrator). One of them will be needed during the installation.
If neither of them is known, the installation program suggests a dummy address
(127.0.0.1), which always refers to the local computer.

The energy options of the computer the software shall be installed must be set in a way
the harddisc will not be stopped during the installation and the standby and/or sleep mode
will not be activated (best deactivate / set ot no before starting the installation).

For applications in conjunction with installed DLC/DLF (door locking cylinders / door locking
fittings), the installation of the add-on program DORMA XS-Manager is mandatory before installing
IQ MultiAccess /IQ System Control. It is necessary to install the XS-Manager on the same client
PC you will install the software 1Q Cylinder. The XS-Manager are available in two different
versions.

1. XS-Manager 2.7 with PALM-PDA.
(Runs under operating system Windows 7 (only 32-bit).

With this variant you have to note that the PALM-PDA software has to be installed first and then
the software DORMA XS-Manager. Observe if the communication PC-PDA via HOTSync
procedure works correctly. The PDA must be switched on and ready for operation.
Communication between software and DLC/DLF is made via a PALM-PDA. For detailed
information on installation of a Palm-PDA please see the documentation of the PALM-PDA.

2. XS-Manager from 3.2 with mobile PC (Laptop or netbook).
(Runs under operating system Windows 7 (32/64-bit).

XS-Manger 3.2 is a completely PC-based application. Communication between software and
DLC/DLF is made via the IrDA-USB adaptor (022909) in conjunction with the XS-Servicetool
(022908).

Important
Only one variant has to be installed on the PC/laptop. The simultaneous installation of both
XS-Manager variants is not supported.

Information on the installation of the DORMA XS-Manager are to be found in the documentation of
this program?. The documentation can be found on the installation CD in the directory drive:\XS-
Manager\PC or PDA\XS-Manager x.x\Dokumentation.

The installation file Setup.exe for installing the DORMA XS-Manager is to be found in the directory
drive:\XS-Manager\PC or PDA\XS-Manager x.x\ Setup.

If an older version of DORMA XS-Manger is installed, please deinstall this version first
manually. After this you can install the new version of the DORMA XS-Manager. The
operating system Windows Vista is currently not supported.

Reading requires a program that can open PDF-files, e. g. Adobe Acrobat Reader.
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3.1

3.1.1

New installation

Installation from CD

Basically, a new / initial installation should be done at the server. From there, the clients (workstations) can be
installed.

Insert installation CD into CD drive. If the autostart
function is installed on your computer, the
installation will start automatically.

If not, select Start =» Run.

Change to the CD drive and select the file
Setup.exe.

Click on OK.

Follow the instructions on the screen. We
recommend to accept the suggested values with
Next or OK.

Select a setup language. You will be guided
through the setup in the selected language.

If the setup language has been selected either
German od English, the application will be
installed in the same language. A modification of
the application language can be done
subsequently.

21X

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For you,

|

oK I Cancel | Browse, .. |

10 MultiAccess CD - Installshield Wizard

Choose Setup Language

Select the language for the installation from the chaoices belaw.

German

IristallShield

< Back | Mest » I Cancel

1Q Multifccess CD x|

‘Welcome to the InstallShield Wizard for 10
Multidccess CD

The InstallS hield® wizard will install 10 Multidcoess CD on
your computer. To continue, click Next.

< Back | Next > I Cancel
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Select directory and path.

Factory settings:
C:\Honeywel\NIQ_MultiWIN

Recommendation: Accept with Next.

Because of the changed structure of the data, user and rights
in Windows 7, 1Q MultiAccess from Version 11 on will be
installed in the “Honeywell” folder and no longer in the
“Programms” folder.

Select what components are to be installed.
According to factory settings, all preselected
components will be installed (server, client,
database and communication). This is the required
installation type for the computer used as server.
All other options must be selected manually from
the menue. Select the required / not required
components by activating / deactivating the
corresponding box..2

Some options are with costs. However, they can
be selected and istalled here, their use will
certainly be activated via the corresponding license
file.

First the demo version will be istalled. The
activation of the customer’s license (in case it has
been aquired, it will be delivered on a floppy disc
or a CD) is described in step 13.

Both of the lines below the selection window
informabout the required and remaining disc
space.

If IQ Server has been selected in step 3 (factory
settings), the computer actually being installed will
be the server (as required in step 1). The window
displayed to the right will be skipped . Continue
with step 5.

If IQ Server has not been selected, there must be
defined where the 1Q Server program section has
been or shall be installed.

Enter the IP-address or computer name of the
server (to be required from the responsible system
administrator, see requirements in the beginning
of this chapter). As a factory setting the IP-address
of the local computer is predefined.

10 Multifccess CD x|
Choose Destination Location ﬁ y
Select folder where setup will install files. I = b
Setup will install 10 Multidccess CO in the following folder.
Tainstall bo thiz folder, click Nest. To install to a different folder, click Browse and select
another folder.
Destination Folder
’7C:\F‘rogram Files'O_bultiadIN Browse... |
IristallShield
< Back | Mewt > ! Cancel |
10 MultiAccess CD |
5elect Features %
Select the features setup will install I‘NM
Select the features you want to install, and deselect the features you do nat want to install.
m Description
irebird
CommT ask
Clients
0 Multibcoess
0 MetEdit
10 Manitar
18 Sysbd onitor
10 video
10 YRS =
16.13 ME of space required on the C diive
1317.75 MB of space available an the C drive
Iristall Shield
< Back | Mext > I Cancel
1Q Multifccess CD x|
Enter Text W i
Pleaze enter information in the figld below. 3

Computer name or IP address of the machine on which the "0 server” is mwnning.

ristallShield

Cancel

< Back | Nest > I

1Q SystemControl does not offer all options of IQ MultiAccess
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Follow the further instructions on the screen. We ""““e”“’ . : E
. elect Program Folder ‘ %
recommend to accept the sugges?ed valu_es with Ploase select & progrem folder -
Next. Windows which open up briefly during the ‘
|nsta”at|on process Only Conta”’] |nf0rma‘t|on about Setup wil add program icors to the Program Folder listed below. You may type & new folder
L. . i 3 name, or select one from the existing folders list. Click Mest to continue.
the activity that is being carried out at the Rl

moment.These windows are closed again
automatically; entries are not needed / permitted

Existing Folders:

h ere. e Tools
CorelDRAw 3
Games
Startup
IrstallShisld

< Back | Next > I Cancel |

If the application is to be installed in a language — EEEEIEG—_—S_——— b

dlﬁerent to the SeIECtad InSta”atlon Ianguage’ enter @ ‘Would you lke to install the applications in another language version than “English” #
Yes when prompted.
No installs the application in the same language as 1 |[ wen |

the installation language (factory settings).

1Q Multifccess CD x|

Select Language Yersion &

Choose the language version far the |3 Multidccess CD applications.

& Jtalian
" Romanian

" Slavak

Iristall5higld

< Back | Next > I Cancel

Check and confirm the entries. Click Next if IICHIEEEE) B
everything is ok, otherwise click Back to return to Start Copying Files ‘- 4

the |nd|v|dual sett| ngs . Feview settings befare copying files. ‘h

Setup has enough information to start copying the program files. |f pou want to review or
change any settings, click Back. |f you are satisfied with the settings, click Mext ta begin

copying files.
Current Settings:
Target-Diectony:  C:\Program Filess Q_ultia -

Program-Folder: 10 Multidccess
Language: Englizh

Operating System:  “Windows <P Service Pack 2
Registered to: Mame: Heinz Erdmann Compary: Movar GmbH

User Right: Administrator _ILI
»

IrstallShizld

< Back | Next > I Cancel |

4 This is prompted only if the current version is avaliable in further languages.
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8.

10.

11.

12.

If additional programs (e.g. the V.P.S card
designer program) are installed (which is the case
if ®» complete installation has been selected), the
installation routine will additionally branch to the
external installation(s). Each of these installations
is ended by the request to reboot the computer.

This is not necessary! It is sufficient to restart
the computer when the request for rebooting is
displayed at the end of the entire installation
routine.

Just confirm with OK

The program now branches automatically to the
relevant installation routine(s) of the selected /
possible additional program packages.

Example: Installation routine of the V.P.S.
card designer program

Click the Setup button and follow the instructions
on the screen. Recommendation: Accept the
values that are suggested. Skip the request to
reboot the computer after installation of each
product part by Cancel or Ignore. For details
please see the documentation of the individual
products.

At the end, a note will be displayed that tells you to
release the executable programs and services
used by IQ MultiAccess in the firewall (if there is
one installed).

Confirm with OK and complete the installation

After all partial installations have been completed,
the installation routine will return to the actual 1Q
MultiAccess installation program.

=» Finish.
The computer is rebooted (confirm factory setting).

Attention external setup! C:\DOCUME~1}ADMINI~14LOCALS~1}TempbyedE tmy x|

'E Don't reboot the system now, even if the Following external setup will suggest vou a reboot in the end.

Please walt until 1 VPS has finished his Setup completely.

WinZip Self-Extractor - IDCardX SDK.exe

auf lhren PC und startet die Installation.

Version: 2.1.5.1254 Schiiefen |
[

Infa

“ Diese Software entpackt daz Setup des |DCard< SDE Setup

& Maoke!

should a Firewall be active on this compuker,
&.g. with the use of "windows XP SPZ2",
the 1 applications musk be released in the Firewall,

For further information refer to the installation manual.

10 Multifccess

Maintenance Complete

InstallShield Wizard has finished performing maintenance
operations on |0 Mulidccess.

< Back | Finish I ooz

If no firewall is used, the demo version is now installed and ready for operation. If a firewall is installed, step
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14 must be carried out in addition.

13. Install user licence.

The demo licence is installed automatically with the first installation. It is restricted to 500 days, 10 persons
and one location and standard functions. Chargeable options are not included.

The options that you have actually purchased will be activated by the customer-specific user licence. The
latter will be supplied on a storage medium together with the delivery or acquired later. File 1Q.LIZ on the
storage medium must be copied to directory ..\IQ_MultiWIN\IQ_Services of the server (computer on which
the complete installation has been carried out). The demo licence is overwritten in the process.

After achange of licence, areboot is recommended. At least the IQ Server must be stopped
and restarted! (Control Panel =» Administrative Tools=» Services).

If there is no licence (demo or full version) or if the o [=] 3}
demo licence has expired, it is no longer possible

to start IQ MultiAccess including its components.
N g ts comp 5. Honeywell

[Ty thoms
|.;\HCB I
Fasswod x|
: Login not successfull

The database server could not be connected!!

User name:

Server
[localhost Please check the given server name,

Identification:

l

E Computer Management

| acton vew || & & A EH BB 2

You will find a corresponding entry in

Tree I Type | Date Time | Source Categor Ewent | the Event V|eWer (Start -) Contro'
Computer Management: {Local) I”f””'”at‘”” 2/16/2005 : TCserver hlone 1 Panel - AdmInIStratlve TOOIS => Event
Em System Taols SLError 2 r MNone 1 - .
EI@ Event Viewer @Informat\on 2{16/2005 IQServer None 1 V|eWer), €. g . see flgu re.
; ﬂj Application @Informat\on 182005 10401 PM IQServer Mone 1
Security E ﬂﬁl MNone 1
“ 24| System Mane 1
[]---@ System Information Ewvent | None 1
[]---ﬁ Performance Logs and Aler None i
1521 Shared Falders Date: 2ME6/2005  Source:  QServer + Hone 1
2 Device Manager Tirne: 1307 Categon: Maone None 251
3 R
-2 Local Users and Groups Type: Error Event D: 1 Mare 1000
= @ Storage u (h ) .
= o . ser Hane s42
sk Management Computer. w2000 3SHEFHYX
W Disk Defragmenter
=) Logical Drives Description
[]"@ Removable Storage 10 Server expired
= gﬂ Services and Applications
4y WMI Control

14, Update firewall
If a firewall is used, it might be necessary to carry out a manual registration of executable files and/or
services, depending on the manufacturer and the configuration of 1Q MultiAccess. Please contact your
system administrator for this. We recommend to reboot the computer once more afterwards.
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IQ MultiAccess and the database Firebird supplied with it use the following executable files:

*1

*2

IQ MultiAccess

Services IQSERVER.EXE ™™
IQCT.EXE ™
Executable files IQMA.EXE

IQNETEDIT.EXE 2

IQMONITOR.EXE

IQSYSMON.EXE ™

IQ_CONV_V7.EXE

IQCYLINDER.EXE

IQSEC.EXE *

IQBACKUP.EXE ™

IQKEYCHANGER.EXE

IQLDAP.EXE

IQMAINTENANCE.EXE

IQOPUNIT.EXE *

IQUPDATEDATABASE.EXE

IQPRINTSERVER.EXE

IQTBSSYNC.EXE

IQSQL.EXE

IQUPDSRV.EXE

IQVIDEO.EXE

IQVISITOR.EXE

IQVPS.EXE

IQVTABLEAU.EXE

IQDTABLEAU.EXE

Firebird

Services

FBGUARD.EXE ?
FBSERVER.EXE ™

Executable files

Firebird ODBC ", if required

IQServer Listener Port is number 23757. It is used for all SSL-protocol packages and the

http connections.

In addition, the FTP Listener might be added, which can be configured freely in Global

Settings of 1Q NetEdit.

Executable files for IQ SystemControl.
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3.1.2 Client installation from a network drive

In larger network systems, it is enough to do the installation of the server (as described in chapter 3.1.1). Here with
the installation files for the clients (workstations) will automatically be stored on the server.

° The installation can be run at each workstation directliy from the server by entering the IP-address of the
server in a Web browser application (such as the Internet Explorer) without any need of inserting the
installation CD at each individual workstation.

° Click on the link of the components to be selected.
G- - | & http://127.001:23757/
File Edit View Favorites Tools Help
IQ client downloads
Client Setup |Version Size

IQ MultiAccess 181767592
1Q NetEdit 31588159
1Q Monitor 141243977
1Q System Monitor 141244813
EQ VPS 127530179
1Q Guard 64496394
1Q Visitor 144474369
1Q Cylinder 141692457
1Q Tableau 141286845
1Q Operating Unit 141660196
EO Key Changer 141261596
I larm Monitor 141266915
IQ TBS Svnc 140587635
IQ Doortableau 141294952
1Q CommTask 10881038

Run: The Setup of the selected file is going to be started File Download - Security Warning x|
immediately. .
. . . Do you want to run or save this file?
Follow the on-screen instructions (in general they
correspond to the information of chapter 3.1.1). Name: SETUPHMA EXE
Type: Application, 11.0 ME
. . Fram: .0.0,
Save: The selected setup file will be saved on the local compter o
(preferred under “Documents and Settings \ My Run Save |[ Cancel |

Documents”, another place can be selected).

“while files from the Intermet can be useful, this file type can
o potentially harm your computer. [F pou do not trust the source, do not

1un or save this software. ‘What's the risk?

Due to the safety settings within Windows, a safety warning L —
mlght be OUtDUt When the InSta‘”atlon IS made from a The publisher could not be verified. Are you sure you want to run this
"non local" drive, e.g. a network drive. software?

MName: SETUPMON.EXE
Fublisher: Unknown Publisher

5

This warning is generated directly by WINDOWS.
If you know where the file comes from (e.g. CD Rn ] [ penitun

supplied by us or download from our homepage),
thls Warn|ng can be Sklpped for the Insta”atlon should only run software from publishers you trust, How can I decide what

@ This file does not have a valid digital signature that verifies its publisher, You
software ko run?
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2%

Save it IM-"' Docurnents j &) lj: = HEF

(=) My Pictures

""" Iy Wideos

= SETURCMP EXE
= SETUPMA,EXE
= SETUPMON.EXE
= SETUPSYS EXE
= SETURYPS EXE

File name:

SETLPMON EX = save |
Save as type: I.ﬂpplication j Cancel |
A

Double-click the setup for execution.

dministratoriMy Documents

File Edit View Favorites Tools Help

eaack - @ - [} [‘/':)Seaﬂ:h || Folders ‘ = x ) | [T~
Address |E) Ci\Documents and SettingsiAdministratoriMy Documents
Folders x
@ Deskrop =
= B My Documents
= ¢ My Computer
JA 39 Floppy (A1)
[=] % Local Disk (C:)
|) DependencyWalker
E |3 Documents and Settings
B ) Administrator
IC5) application Data
I2) Cookies
) Desktop
7 Favorites
I5) Local settings
=]
=) My Music
E My Pictures
& My Videos
@ My Recent Documents

I SETUPCMP.EXE
ENlseTupma, Exe

ENsETUPMON.EXE
BN setupsys.exe
= SETUPYPS. EXE
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3.2

Initial installation with existing database

If a database is already existing, not the basic kit will be installed (as described up to here), but the
professional kit. The differences to the basic kit are:

- either do not install (deaktivate the component) “firebird database” in the install setup
- or run the standard installation and afterwards deinstall the firebird database manually.
In both cases a manually connection to the existing database must be set up.

With copy deadline there existed prepared adaption tools to the databases:

- Microsoft SQL Server (incl. MSDE)
-> ORACLE
-> MySQL

At the moment, adaptions to other databases are only possible on request (ODBC drivers required).

For the adaption of the professional kit to another database as firebird (even via the above
mentioned tools) a database administrator is absolutely required, who is to be provided

either by the user or the installer.

The latter is also relevant if a firebird database is already in use. The installation routine neither installs an
empty database as normal, if it recognizes an already existing entry of a firebird database in the registry,
nor modifies the existing database. In this case there are also manual adaptions necessary. Best to talk to
our support before starting the installation, if there might be some more necessary preparations.

Update installations from 1Q MultiAccess do not require any further manual activities.
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3.3 Update installation

=

We strongly recommend to make a data backup before starting an update!
Prefer to save the backup files in a directory that is not used by IQ SystemControl or IQ
MultiAccess.

The manufacturer assumes no liability in case of data loss and all directly or indirectly
resulting disadvantages.

We generally recommend to check the master data after data transfer from other programs
and to complete / correct them manually if necessary. Only then should these data be
passed on to another program.

Data backup has changed against MultiAccess for Windows. (For detailed information see
user manual (P32205-20-0G0-xx), chapter 17.7 Backup as a time task). Data backup using 1Q
SystemControl see user manual (P03118-20-0G0-xx), appendix 2.7.

3.3.1 Updating from a previous version of IQ-MultiAccess

If up to now the locking cylinder option has not been used, the following steps are
not necessary. Continue reading after the dividing line.

Before the update: As of IQMA version 9/ IQSC version 4 cylinders / fittings can handle IK2 and IK3

data carriers. If there are already doors with offline cylinders / fittings in use, their
bookings and events must be collected before installing the IQMA version 9/
IQSC version 4, because it will not be possible to assign them anymore after the
installation and will be lost.

Precondition for the operation of online cylinders / fittings:

- ACS-8: Firmware version 8.xx (component of IQMA V10 / IQSC V5)

- Online door fittings: Firmware 3.49f 8, 29.01.10 or higher®

- Online cylinders: Firmware 4.44r_2, 26.01.10 or higher®

- 1Q Cylinder V10.xx (component of IQMA V10 / IQSC V5)

- On Palm/PDA: XS-Manager minimum version 2.6.4 (delivery of IQMA V10 /
IQSC V5 includes the appropriate latest version).

In order to transfer both the latter components correctly when installing IQMA V10
/ 1QSC V5 it is recommended to delete the files XS-Manager, AESL,
BeschlagListViews and if existing BeschlagErrorsRel and DoorInfoRel from
the Palm before starting the update installation / after collecting the offline cylinder
data (cf. original manual of the PDA) and to deinstall the programs 1Q Cylinder
and XS-Manager from the computer used for communication with the PDA (cf.
chapter 3.4) and subsequently run the HotSync process.

As from now on the cylinders / fittings can handle IK2 and IK3 data carriers, the
data must be send to the cylinders (cf. user manual P32205-20-0G0-xx, chapter

21.2), even if there is no coloured highlight indicating any data modifications.

State at deadline (complies with the ex-works condition of all cylinders / fittings obtained from now on from
Honeywell. Older devices must be updated).
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If a previous version is already installed, the following window opens after starting the setup:

10 Multificcess CD

Welcome

Modify, repair, or remove the program.

‘welcome to the |0 Mulibccess CD Setup Maintenance program. This program lets you modify
the current installation. Click one of the options below.

" Modify

iz}

{* Repair

TEMOYVE,

ﬁ Reinztall all program features installed by the previous setup.

" Remaove

ItstallS higld

Select new program features to add or select currently installed features to

Femove all installed features.

< Back I Mext > I

Cancel |

Repair is the factory setting. Accept this setting with Next. The installation routine of version 3 will now
install exactly the same variant that had been installed before with version 1/2.

10 Multidccess CD

Start Copying Files

Review zettings before copying files.

Setup haz enough infarmation to start copying the progran filez. [F pou want to review or
change any settings. click Back. If you are satizfied with the settings, click Mest to begin

copying filez.

Current Settings:

Target-Directory:  C:5Program Filess  G_MultiwiN -
Program-Folder; 10 Multidcoess

Language: English

Operating Syatem:  Windows <P
Regiztered to;

Llzer Right:
Kl

| ritallShield

Administrator

Mame: Heinz Erdmann

Service Pack 2
Company: Mowvar GmbH

i

< Back | Mext » I

Cancel |

That means, if a complete installation had been carried out with a previous version, an upgrade to the
complete new version will be carried out - including all additional programs contained in the previous

version. If any chargeable options are required, they must be purchased and activated in the licence file.
Otherwise, the programs are available but they cannot be used.

Exception:

V.P.S card designer program: A demo licence for this product is provided and installed

together with the installation via 1Q MultiAccess. A full licence is to be obtained from V.P.S.
For details please see the documentation for the product in question.

After the installation is completed, the database is converted automatically to the new format by pressing

the Start Update button.
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10 UpdateDatabase El 10 UpdateDatabase

Honeywell Honeywell

X

Updating current database version 21 to version 29

The database version is on the curent conditions.  Databage version: 29,

Start update oK

For technical reasons, the database version and the program version are not identical. The
information above can be ignored.

After the conversion, confirm with OK in the window shown above. The next message must also be
confirmed with OK.

x

! 5 Database successfully updated

The note concerning release of the 1Q MultiAccess programs and services in a firewall that might possibly
be installed is displayed as a reminder at this point of the installation process as in case of a first installation
(cf. section 3.1.1, step 6 and 10).

If the firewall entries had already been made with the installation of a previous version, they still
exist even after deinstallation of IQ MultiAccess. Normally, there is no need to make these entries
once more after an update installation®.

The licence file of the previous version is automatically adapted to the new version. All options of
the previous version are maintained in the new version.

No other manual entries or settings are required.

This depends on the used firewall and should be checked in any case.
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3.3.1.1 Add new modules

Reinsert the installation CD after updating via Repair (see chapter 3.3.3) and select Modify. The already
istalled modules are automatically activated (checkbox active). Never remove these activations, but
activate the new modules in addition.

Caution! Loss of data possible!
All not marked program modules will be deinstalled!

For options with costs, the license accordingly extended must be installed (cf. chapter 3.1.1, step 13).

Before adding IQ Cylinder, the compter used for the communication must be prepared accordingly (cf. chapter
3.1.1, preliminary remarks and step 9, example 2). The XS-Manager installation is described there.

3.3.2 Auto Update

By installing version 3 or higher, the system will be prepared to run all update installations that will follow
automatically at the workstations (for multi-user systems). That means, a new program release (new
version or service pack) must only be installed once manually at the server. During the start of each
workstation there is an automatical check whether the installed program version of the workstation fits to
the version of the server. If not, the user will be guided through the automatic update installation by the
dioalogue displayed below:

1onetedit x| BT - E
Server message: Program out of date! Identification [
Software 10 MetE dit
The automatic update will be executed!
Server LOCALHOST
IF:Part 127.0.0.1:23757
Status Ready
|
| Start update I

From version 5 on, this is also possible for users with restricted rights.
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3.3.3 Update from 1Q SystemControl to 1Q MultiAccess

We recommend to save the license file (IQ.LIZ in ...IQ_Multiwin\IQ_Services) in addition to the standard
data backup (see chapter 3.3) before start updating.

If there are already offline door cylinders / fittings in use, chapter 3.3.3 paragraph Before the update must
absolutely be executed.

The installation procedure is similar to a new installation of 1Q MultiAccess according to chapter 3.1.1. As
IQ SystemControl is already installed on the computer, the setup offers the selection shown below:

10 Multidccess CD

Welcome
tdodify, repair, or remave the program,

Welcome to the 10 Multibccess CD Setup Maintenance program. This program lets you modify
the current inztallation. Click ane of the options below.

) Modify

Select new program features to add ar select currently installed features to
remove.

Freinztall all program features installed by the pl‘\}yious zetup.

) Remove
ﬂ Remove all installed features.

[ Mext > l[ Cancel ]

As a default setting Repair is preselected. Select Modify, then Next.

10 Multihccess CD

‘Welcome

Madify, repair, or remove the pragram. l -

‘wielcome ta the [0 Multidcoess CD Setup Maintenance program. This program letz you madify
the curent installation. Click one of the options below.

%Modif}l
@ Select new pragram features to add or select currently installed features to

[EMOYVE.

ﬁ Reinztall all program features installed by the previous setup.

() Remove
a Femove all installed features.

Mext » ][ Cancel

Select the components reqgired (see chapter 3.1.1, step 3). The install sield installs 1Q MultiAccess
using/extending the already existing database with all entries of IQ SystemControl.

Follow the screen instructions and confirm with Next (see also chapter 3.1.1 and the following page).



34 Installation Instructions - 1Q MultiAccess

When the installation has finished, the the database will be converted to the new format if necessary by
clicking the button Start update. Otherwise only the ormation of the current version must be confirmed with
OK.

E9)

10 UpdateDatabase m 10 UpdateDatabase

Honeywell Honeywell

Updating current database version 21 to version 29 o . .
The database version is on the curent condttions.  Database version: 23,

Start update 0.

For technical reasons, the database version and the program version are not identical. The
information above can be ignored.

Confirm with OK after the conversion has finished.

Caution! At this time the demo license of IQ MultiAccess is installed which causes that the
already existing intruder alarm control panels will no more be displayed. You just
have to copy the customer’s license (with option IACP-connection!), see chapter
3.1.1, step 13.

3.3.4 Update from a previous version of 1Q SystemControl to current version of 1Q
SystemControl

The update from a previous version of IQ SystemControl to the current version complies with the
descriptions of chapter 3.3.3 with one exception: There are no AC components to select.

Information on door fittings / locking cylinders see chapter 6.5.4. However, preparing the PDA /
communication computer are necessary in this case.
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3.4 Deinstallation

Normally there is no need of deinstalling the program manually. As far as this should be necessary at all
with an update installation, it will automatically be done by the installation routine.

If nevertheless the program kit IQ MultiAccess must be removed from a computer, proceed as follows:

1. Save database if you want to continue using it later on. The database is to be found in directory
LAIQ_MultiWINMIQ_Database and is called NOVARDB.FDB.

Do not save the database in a directory under 1Q_MultiWIN, since this directory including all
subdirectories will be deleted afterwards.

The manufacturer assumes no liability for loss of data and all directly or indirectly resulting
disadvantages.

2. Start =» Control Panel =» Software

Here you will find a list of all subprograms of 1Q MultiAccess. Each of them must be removed one after

another.

They are called: IDCardX SDK (if existing)
IQ CommTask
IQ Cylinder
IQ Monitor

IQ MultiAccess CD
IQ MultiAccess

IQ NetEdit

IQ Sysmonitor

IQ Video (if existing), as of V7 new name 1Q Guard
IQ VPS (if existing)
IQ Visitor (if existing)
IQ Vtableau

IQ Dtableau

IQ TBSSync

IQ AlarmMonitor
XS-Manager

Select each single entry and click on Change/Remove’.

ﬁ Add/Remove Programs = | I:IL;_]
g : o
Currently installed programs: Sort by:| Name -
(@) Firebird 1.5.1.4481 Size 26.4v8 =]

[#] Firebird ODBC Driver 1.2.0.69

%I IQ MultiAccess W™

rogram or remove it from your computer, click

g Multiiccess For Windows V07 Size 2.47MB
& snaqlt 7 Size 14.9M8

The version number behind the program name indicates which version is installed at the moment (in the
example version 1 will be deintalled.
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Select Remove Program in the installation routine and follow the on-screen instructions.

1Q Multiccess CD i X

Welcome ‘ y |
Madify, repair, or remaove the prograr, I M
‘Welcome to the 10 Mulidccess CD Setup Maintenance program. This program lets you modify
the current installation. Click one of the options below.

" Modify

' Select new program features to add or select curmently installed features to
@ TEMOVE,

" Repair
ﬁ Fieinstall all program features installed by the previous setup.

q f* Remove

r_"% Remave all installed features.
5

|rstad|Shield

: Back | Mext > I Cancel |

Selecting IQ MultiAccess CD deinstalls all components of IQ MultiAccess including the database and its
components.

You will be asked, if the firebird database and their ODBC drivers should also be deinstalled. Answer with
Yes.

In between there might be the question if you also want to deinstall some common used system files. Here
you can select Yes to all.

ﬂ The finally recommended restart of the computer should absolutely be done (Answer the question
with Yes, which causes an automatical reboot).

ﬂ Products / options being installed via a separate setup, have to be deinstalled separately as well
(XS-Manager, David, ID Card SDK). For this, see original manuals of the corresponding products.

Delete the entire directory 1Q_MultiWIN incl. all subdirectories and if necessary all directories of the
deinstalled 3" party products after the restart.
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4. Overview and first steps

After the installation, IQ NetEdit can only be started on the computer on which the 1Q

Server runs. In the example below, all program components are installed on one computer
(Server installation).

Caution Unwanted door functionality possible!

On exiting 1Q NetEdit the controllers automatically get parameterized if
modifications have been made that require a parameterization. Within this time
the doors are out of function. The factory setting of 1Q NetEdit is to leave the
program automatically after 5 minutes if no input has been done within this time
period.

Due to this, it is recommended not to connect any hardware at first and/or to enter
a =» start time for delayed factory reset (see chapter 3.3.2 and 5.3) and/or to
set the =» time for auto logout to 0 = no auto logout (see chapter 4.3.1 and 5.3).

4.1 Starting program IQ NetEdit

Start program 1Q NetEdit on the computer where the software has been installed via Start =» All Programs
=>» |Q MultiAccess =» IQ NetEdit or the corresponding icon "

NetEdit Login x|
User name: service

P d:
Honeywell B e 127001

(These values apply if the 1Q Server

Uszer Iservice L.
e = runs on the local computer. This is the
AEIWar . . . .

case with first/standard installations).
Server |Iocalhost j

Server |dentification |

e T Server Identification: no input.

Modification of these values and the resulting effects will be described in chapter 11 = Several locations
and chapter 6.2.2 = Multi-user installation.

Button OK.

10 NetEdit Startup Info

—Info

While the program is being loaded, this info

Feading location entries

| v

window will be briefly displayed. It will close Freading workstation entries
automatically after 10 seconds, when all relevant Fieading inteface entiss

. . . . Feading software entries
information has been read in, but it can be closed

Feading davice entries
prematu rely by CliCking the OK button. Feading controller/terminal entries
Feading module entries

Feading 10 entries

Feading virtual devices

Feading virual inputs/ autputs
Fieading door entries

Feading ACS links

Feading extended ACS parameters...
Feading macro assignments
Feading zonas

Feading actions LI

P o adivin roaers cararazeds

Before recording the hardware, the default settings of the location(s) must be checked/set (reader-/
DIN-settings, controllers etc., see 10.1).
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4.2 Unsuccessful attempts

1Q NetEdit ' Per location there can be defined how many

— unsuccessful login attempts are allowed and for

which time period after exceeding the maximum

@ User unknown ar wrong passward! number of attempts a login is not possible any

more. The factory setting for both of them is “0",

which means “no restrictions”. These values are

applicable to all programs that require a user
name and password to login.

1Q NetEdit 3l After exceeding the maximum number of
unsuccessful attempts a login is not possible for
the time period that is determined in the
installation program.

@ Your access is temporarily denied because of
exceeding the maximum no. of invalid attempts!

4.3 Delivery status and general description

IQ NetEdit distinguishes between two modes of representation. The physical representation shows the
hardware configuration (computers, controllers, terminals, readers, keyboards etc.). The logical
representation shows operators and door authorizations/configurations. Operators are persons who are
authorized to work in the access control software.

The physical representation (1) is activated automatically.

s IQNetEdit - IQNetEdit

File Edit Yiew 7

Location
= & pC_001 - PC

A% SW_001 - IQ NetEdit
"\‘f@ Global Settngs

Network: Superordinate system for managing the entire hardware.
Location: Physical location of the devices /clients used.
PC: Generally: All (at least one) computers physically existing at one location.
Here: The PC on which the IQ Server has been installed.
SW_xxx: Software which is authorized on the individual computer. In the delivery status, the 1Q

NetEdit software is already assigned to the pre-configured computer. By assigning the
relevant software to a particular computer you determine which computer can operate
which program. At the moment, only program IQ NetEdit can be operated from this
computer.
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Logical representation by clicking on button(2). =

a0

. IQNetEdit - IQNetEdit

Operators:

Zones:

File Edit WYiew ?

20 WA S "o R

Operators
" service
= B Location
' Operators
&8 Zores
) Controllers/Terminals

Doors
Ap User defined Fields

Persons with different rights within the AC software. Operators on a higher level
than a location have cross-location or location-independent rights. Operator
service (as we are logged in at the moment) is pre-configured in the factory. This
operator corresponds to the administrator and has all rights in the entire system.
In the further process, he/she defines the individual users as other operators with
their individual rights.

If operators are assigned to a location, their rights are only valid within this
location.

With 1Q SystemControl one operator scuser with password scuser exists as
factory setting in addition to the operator service. The user rights of this operator
correspond to the requiremants of IQ SystemControl.

Users can save their personal settings for the design interface and settings for the
window size and position in IQMA. If a user has limited operating system rights
(Windows), an alternate storage path for personal settings can be set using the
following registry key:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\NovaniQ MultiAccess]
"PathTolQMAData"="D:\IQsettings\my_user" =» the file path entered here must be
accessible to the user.

Each location can be subdivided into zones. This is necessary if you work with =»
Antipassback (APB) and/or = Barring Repeated Entry (BRE). APB is available as
of V2 and described in a separate documentation (Supplementary functions of I1Q
MultiAccess, as of P32205-46-0G0-01).

Controllers/Terminals, Doors:

In the factory setting, these icons exist per location, but the configuration can only
be made when terminals/controllers have been configured in the physical
representation.

User defined fields:

There are a maximum of 40 fields to be individually defined. They can be used as
additional fields in the personnel master file.
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4.3.1 Buttons

vy
ER

Save automatically
Each modification must be confirmed before it is stored. If this button is pressed, it is
saved automatically without confirmation prompt.

Largeicons
When this button is pressed, the size of the representation is changed.

Normal Large Icons

= ER-N.
E| ; Operators ;s

. ' SErvYice E gl Cperators
=1 B8 Location 3 )
H fr SEFVICE
frree "' Operakars
“ Zanes E ----- @ Location
- Controllers{Terminals
- Dioors [ g COperators

D Controllers/ Terminals
. Doors
Log off

When this button is pressed, the current user logs off from NetEdit without terminating the
program. The dialogue window opens up. This function is to prevent unauthorized persons
from working in NetEdit.

Log off automatically

If no entry is made in the program for the time period defined, the current
user will be logged off automatically.

If modifications have been made which require a parameterization of the
controllers/terminals concerned, this will be carried out automatically after log off. The
doors concerned are out of function during this time.

Defining a time period for auto log off

For each software a time period (in minutes) can be entered in the < Common tab (see
5.3).

The user will be logged off if no entry appears within this time period.

Caution Unwanted door functionality possible!

On exiting 1Q NetEdit the controllers automatically get parameterized if
modifications have been made that require a parameterization. Within this time
the doors are out of function. The factory setting of 1Q NetEdit is to leave the
program automatically after 5 minutes if no input has been done within this time
period.

Due to this, it is recommended not to connect any hardware at first and/or to enter
a =» start time for delayed factory reset (see chapter 3.3.2 and 5.3) and/or to
set the =» time for auto logout to 0 = no auto logout (see chapter 4.3.1 and 5.3).

If the same user logs in again afterwards, the database connection gets reestablished (the
program restarts and is in the standard user interface of the selected program).

The factory setting of is time period is 5 minutes. If “0" is entered, the auto log off function
is not active.

This modification requires a restart of IQ NetEdit to become active.
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Packed representation

EIE If this button is pressed, the representation of the tree structure is reduced to the main
* levels.
BlE v+ %" % IEEMEN @)L
=] Operators v Operators
"' service et E5) Lacation
= BB Location >
‘ ‘.’ Cperakors
ﬁ Zones
{7 Controllers| Terminals
Doors
':? Info
The Info button provides i
lenry Happy
general system and e e

licence information: SOMICE & Nawpoc Raanel]

Constructor

Dave Doorstrike
Acos BI‘:;;’:""J\:;"""“" 103 NetE ditVersion: SIANE.00.P04.01
GBMEK1 1 Miion Keynes

Phone +{44)-(1908)-840404

Fax  +(44){1908).640405

E-Mail D_DgaDD.com

oy e HONCYWell

Full Version

D 2147483847

Anbpasshack Muti-Chert Capabdity

‘WebCam Card Creation i

Time R \DCL AC Capyright Movar GrmbH

oK I Spstem info

RéM total: ZE1E1E KB
Rishd available: 97180 kB
Hard Disk: 841924 KB free on C
actpath  C:A\Program FilessI0_Mulia/IMA O_ClientssI0_MetE dit

4.3.2 Menu bar

%a| [QNetEdit -
Edit  Wigw

Ak save
Mew Login
E:xit

File =» Auto save.
Each modification must be confirmed before it is stored. If this button is pressed, it is saved automatically

without confirmation prompt. This menu item corresponds to button: ,,'JI"

File =» Login
The current user is logged off, the program returns to the dialogue window.

File = Exit
Closes 1Q NetEdit.

If modifications have been made which require a parameterization of the controllers/terminals
concerned, this will be carried out automatically after log off. To prevent this, enter a =» start time
for delayed factory reset. The doors concerned are out of function during this time.
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%al [ONetEdit - IQNetEdit
View 7

Controllerf Terminal DragDrop
— Insert Ins
g. Celete Cel
Edit =» Controller/Terminal DragDrop

Before: Modem connected to COM2

Ela‘géI Metwork
=8B NOvAR Albstadt
[+ {8 SUPPCRT

- & SUPPORT-1

= E SUPPCRT-Z
B CoMPort 1 Drag with the left mouse
=B ComPort 2 button pressed
—P 8 C0_005 - Modem m——
H-&9 CO_006 - Single Controller Afterwards: Modem connected to COM 1

- TEOLL - ACS &
w0 TE_O1z - ACS &
-] TE_013 - ACS 2Plus
-] TE_D14 - ACS 2Plus
F-J TELOIE - ACS &

EIQEQ Metwork
- NOVAR Albstadt
- {8 SUPPCRT
- B SUPPORT-1
= B SURPORT-2
=B Port
272_005 - Modem
E-&9 CO_006 - Single Contraller
-] TELOLL - ACS B
- TE_12 - ACS 8
- TE_013 - AC5 2Plus
-] TE_O14 - ACS 2Plus
F-J TELOIE - ACS &
----- COM Port 2

Objects (devices such as bus controllers, modems etc.) including all devices connected to them can be
dragged from one COM interface to another one while keeping the left mouse button pressed - not only
within one workstation but over the entire installation!

This is useful e.g. when on a particular computer a COM interface to which a bus controller or a modem
has been connected so far is required for connecting another device. Thus the bus controller or the modem
with all controllers/terminals belonging to it can be assigned to another interface or another PC provided
that the hardware installation (cables etc.) permits it.

If “Edit - Controllers/Terminals DragDrop” is activated in the menu bar, it is also possible
to drag/drop individual controllers/terminals (incl. all sub-components).

Note! Compare the address of the controller/terminal in 1Q NetEdit with the physical
controller/terminal address after drag/drop. If necessary, the latter must be set
again physically on the controller/terminal concerned!

Reason: If the previous controller/terminal address already exists at the
destination, a free address will be allocated automatically.
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If controllers/terminals are dragged over locations, this will only concern the
physical connection (communication channel). Logically the

controller/terminal remains assigned to its original location!

For logical / physical assignment of hardware see Chapter 11 = Several locations.

Edit =¥ Insert / Delete
With this function you can insert objects or delete selected objects.

View =» Status Bar

If this is activated, a status bar is displayed in the program window. The display depends on the cursor
position.

%= [OMetEdit - [OMetEdit
File Edit

s || v Taskbar

Big svmbols
Packed
Logic configuration

View =» Big Symbols/Packed/Logic Configuration/Hardware Configuration/About IQ NetEdit Licenses.

%= IONetEdit - IONetEdit
File Edit  View B

B | o € about IQ MetEdit. ..
Licenses

These functions correspond to the buttons described earlier on.
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4.3.3 Mouse functions

Left mouse button
After a click with the left mouse button on an object, tabs with the relevant setting options will appear in the
right window (depending on the object).

BV & [% 8 2 For a description of the
- ebwork, . .. .
B Y — Common | Resdersetngs | 1D Cardooting | Boudraes | individual fields see chapter =
ACSH | Dutput I Input ‘ 5 Tabs
Type: Location

Last modified: ‘wed Feb 16 08:34:43 2005

Auto create doors from ACSx onboard hardware Manual 'I
Auto create door from ACS« door module Manual 'I

Auta assign keyboards
Auto create door from ACSH 442 10 madule:
Butn enable |0

PIN code

Baning repeated entiy

Two persons access control
Silent alarm

AR 0107

Cancel Apply |

Right mouse button
Right-clicking on an object will open one or several sub-menus (depending on the object) with further
options ( see Chapter 7). Alternatively, the sub menues can be opened by pressing the Windows key.

E& Mekwirk
=) MOVAR Albstadk
+ B s
; gl SLIPPC COM3 interface
E sUppe Delete Software b COM4 interface
¥ COMSinterface

Reinitialize Devices

T cControllers{Terminals »  COME intetface
ZOM7 interface
COME interface
COM3 interface
COM10 interface
COMI11 interface
COM12Z interface
COM13 interface
COMI14 interface
COM1S interface
COMI16 interface
ISDM card
ISDM card
ISCM card
ISDM card
455 PCI card
485 PCI card
455 PCI card
485 PCI card
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5. Tabs

Description of the individual fields per tab / in alphabetic order.

The definition of the individual components (controllers/terminals, inputs, outputs etc.) requires repetitive tab entries.

As we do not want to make these instructions too complex, this chapter will only provide an overview of the
individual tabs with explanations concerning the individual fields®. Modifications must be confirmed with “Apply".

Tabs and fields concerning =» Macros, Antipassback and Barring Repeated Entry are described in a separate
documentation (Supplementary Functions of IQ MultiAccess, P32205_46_0G0_xx).

The following description is restricted to the fields entries can be done. Fields not mentioned here are highlighted

with hgrey and can not be modified.

Which tab exists for which component can be seen from the table below. The components may be found in the
physical representation as well as in the logical representation.

Components

2 doors expansion
485-PCl-card
ACS-1

ACS-2

ACS-8

ACT

Bus controller
COM-Port-Server
Doors

Door module
Global settings
IGIS-LOOP
I/Q-card (ACS-1)
I/O Module

Inputs

Interface
Interface converter
Key depot
Keypad

Location

Macro

MBxxx
Modem/ISDN B-channel
Module bus
Operator

Qutputs

Readers

Read-in station
Software
TRS8/15
Userdefined fields
WebCam
Workstation

Zone

shown for the individual components.

o(?'

Within a tab, not all fields are always relevant for all components. Therefore only the relevant fields are
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5.1 ACSx tab

Activate inputs/outputs automatically:
If this field is activated, all inputs/outputs will be activated automatically when they are
configured.

Auto assign keyboards:
If this field is activated, keyboards will be added automatically when doors are configured.
As many keyboards as readers will be activated.

Auto create doors from ACS8 door module:

An ACS-8 door module is used to control a maximum of two doors.The latter is/are
configured automatically according to the selection entered. Since the connection options
for the ACS-8 are so manifold, these settings must always be checked manually (see
Chapter 6.5 as well as the Installation Instructions for the ACS-8 and the ACS-8 door
module).

In the factory setting, this field is set in such a way that one door with two readers is
defined.

The selection options correspond to the explanations for field “Auto create doors from
ACSx onboard hardware”.

Auto create door from ACSx 4/2 1/0 module:
If this field is activated, a door is assigned automatically to an I/O module when the latter
is configured.

Auto create doors from ACS2 onboard hardware:
You can choose among the following options via the scroll-down arrow right of the entry
field:

Manual: When an ACS-2 plus controller is configured, you will be asked
how many doors this controller is to manage via its onboard
hardware. There are the following options:

@) not defined: No door is configured auto-
matically, this must be made
manually (see Chap. 6.5
Doors).

O one door (1 reader): One door with one reader is
configured automatically, the
second reader remains in-
active.

O one door (2 readers):  One door with two readers is
configured automatically.

©) two doors: Two doors with one reader
each are configured auto-
matically.

In addition, you can define whether keyboards are to be
configured as well. If this field is activated, the same conditions
apply to the keyboards to be configured as to the readers.

One door (1 reader) When an ACS2-plus controller is configured, one door with one
reader is defined automatically. The second reader remains
inactive.
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One door (2 readers) When an ACS2-plus controller is configured, one door with two

readers is defined automatically.

Two doors: When an ACS2-plus controller is configured, two doors with one
reader each are defined automatically.

[D See chapter 6.5 and the installation instructions of the individual central units/modules for
a detailed connection overview of the readers, inputs and outputs.

Auto create doors from ACS8 onboard hardware:

You can choose among the following options via the scroll-down arrow right of the entry

field:

Manual: When an ACS-8 controller is configured, you will be asked how
many doors this controller is to manage via its onboard hardware.

There are the following options:

O not defined:

O one door (1 reader):
O one door (2 readers):
O two doors:

O three doors:

O four doors:

No door is configured auto-
matically, this must be made
manually (see chapter 6.5
Doors).

One door with one reader is
configured automatically, the
second reader remains in-
active.

One door with two readers is
configured automatically.

Two doors with one reader
each are configured auto-
matically.

Tthree doors with one reader
each are configured auto-
matically.

Four doors with one reader
each are configured auto-
matically.

In addition, you can define whether keyboards are to be
configured as well. If this field is activated, the same conditions
apply to the keyboards to be configured as to the readers.

Onedoor (1reader)  When an ACS8 controller is configured, one door with one reader
is defined automatically. The second reader remains inactive.

One door (2 readers) When an ACSS8 controller is configured, one door with two

readers is defined automatically.

Two doors: When an ACSS8 controller is configured, two doors with one
reader each are defined automatically.
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Three doors: When an ACS8 controller is configured, three doors with one
reader each are defined automatically.

Four doors: When an ACS8 controller is configured, four doors with one

reader each are defined automatically.

See chapter 6.5 and the installation instructions of the individual central units/modules for
a detailed connection overview of the readers, inputs and outputs.

Barring repeated entry:

By activating/deactivating this check box you define whether the Barring Repeated Entry
function is to be used or not. Barring repeated entry means that, after a room was left, it
may only be accessed again after a defined period of time has elapsed, or that rooms may
be accessed only in a certain direction (sequence).

Multi person access control:

PIN

Silent Alarm:

By activating/deactivating this check box you define whether multi person access control
is to be used or not. This means that several persons (2 - 9, to be set in =» Multi eye AC
tab of the doors) have to identify themselves one after the other at the same reader in
order to obtain access to the especially protected room (e.g. for strongrooms or rooms with
special dangers where one person alone is not allowed to stay).

An identification is generally also possible by entering a key code.This code may be
entered in addition to or instead of ®identification via a card.(This definition is made
under =» door data).

The basic definition of this field per location/controller/terminal has the following meaning:
If this field is not activated, a door code can be used. This code is defined per door. If field
PIN is activated, a PIN is used.

Difference door code - PIN:

A door code is a combination of numbers (4 up to 6 digits) assigned to a door. Each
person who knows the code has access to the particular door.

A PIN is a combination of numbers (4 up to 8 digits) assigned to a person. Only this
person has access to all doors where identification via PIN is permitted. (PIN = Personal
Identification Number).

The PINs of all involved systems / locations must have the same length when working with
a connection / integration to an intrusion alarm control panel and/or using collective doors
by several mandators (see also =» key code tab, chapter 12 and the separate
documentation for integrating an intrusion alarm control panel P32205-80-0G0-xx).

By activating/deactivating this check box you define whether silent alarm is to be used or
not. A silent alarm is output as screen alarm e.g. in case of duress (see also =» Duress, =»
Add for duress code, =» Silent alarm).

Not with collective doors (see chapter 12).
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5.2 Additional tab (Additional Settings)

Blocking time after max. unsuccessful logins:
Input of a time period in minutes for the duration the program is locked if the maximum
number of unsuccessful attempt has been exceeded (see also = max. no. of
unsuccessful client logins and 4.2).

Deactivate APB when Offline:
The antipassback option only makes sense when the system is ONLINE. On the one
hand, APB has the effect that the current location of a person can be displayed e.g. via a
tableau and, on the other hand, that access is only permitted to a zone next to the one
where the person stays at the moment.

When the connection between the ACS-2 / ACS-2 plus / ACS-8 and the bus controller
fails, APB is deactivated if this field is active. That means that the persons are no longer
registered in the zone where they currently stay, but that they do not stand in front of
closed doors either.

As soon as the connection works again, APB is reactivated and the persons are again
associated with the current zone when the next booking is made.

Delete history memory:
A serial printer may be optionally connected for logging the bookings.
If this field is activated, the printer memory of the ACS-1 is deleted when the printer is
switched on. All bookings since the last power off are thereby deleted.Only the current
bookings are printed.
If the field is not activated, the data buffered in the ACS-1 printer memory while the printer
was switched off are printed as well.

Delete identification of person/location asignment
This can be used to define a field in an export file to tell the target system which records
of IQ MultiAccess have been deleted since the last export. This enables the target system
also to delete the no longer existent records (see user manual, P32205-20-0G0-xx,
chapter 17).

Delete unreferenced main data:
If active, a person’s complete master file record will be deleted, if a location manager
deletes a person in his/her location, unless the person to be deleted is allocated to one or
more other locations. If this field is not active, only the allocation to the location willbe
deleted, but the record remains in the global personnel master file.

This setting is not relevant for personnel managers and superusers.

External control: With this function it is e.g. possible to permit an IDS control via WINMAG. This function is
comparable to the functions dd card with “-* key” and "IDS controlling”.

Forgotten enter (clock in):
Input of a default time to be used for = attendane time recording if the booking type
Enter/come has been forgotten or done at a door without “Entry/Exit” definition. Factory
setting: 08:00 h.

Forgotten leave (clock out):
Input of a default time to be used for =» attendane time recording if the booking type
Exit/leave has been forgotten or done at a door without “Entry/Exit” definition. Factory
setting: 016:00 h.
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IDS controlling:

Indexing:

Int. reader 2 outside:

Language:

Max.

Max.

Max.

Max.

Max.

Max.

Max.

day plans:

ID cards:

macros:

An ACS-1 can simulate an operating unit of an intrusion detection system.lf this check box
is activated, the IDS can be armed/disarmed via a special function ( “-“ key) on the ACS-
1.For this purpose, the check box dd.card with “-“ key must also be activated(for more
details see Installer Instructions ACS-1.)

Indexing means that the database is sorted by different criteria in order to obtain quick
access to the data, in particular for a large quantity of ID cards.That means, however, that
a considerable part of the memory is used for this so that it is possible that the number of
possible ID cards is reduced (for details see ACS-8 instructions).

The integrated reader is normally defined as entry reader. If it is however to be defined as
reader 2 = exit reader, this check box must be activated.

You can choose one of the languages German, English or French via the scroll-down
arrow right of the entry field.

This selects the language for the displays of the individual devices (for details please see
the Installation Instructions for the devices concerned).

The max. number of day plans can be entered here.The factory setting is 500.

The controllers/terminals where this field is shown have a dynamic memory management,
i.e. they reserve exactly the memory space required for the number of ID cards to be
managed. The remaining memory space can be used for other data (e.g. bookings).The
maximum number informs the controller/terminal about the number of ID cards for which
memory space is to be reserved. The memory space required will be calculated and
displayed by entering a number of ID cards. See also = max. zones.

Enter here the maximum number of macros managed by the ACS-8. An ACS-can manage
64 macros max.You can define only as many macros per controller/terminal as are defined
here.

no. of unsuccessful client logins:

timer:

week plans:

Zones:

Enter a maximum number of allowed unsuccsessful attempts to login. After exceeding the
program will be blocked for the time defined in the field =» Blocking time after max.
unsuccessful logins (see also 4.2).

Enter here the maximum number of timers managed by the ACS-8 when the Barring
Repeated Entry function is active.lt is possible to assign one timer per door side, i.e. the
maximum number is 16 (8 doors max. with two sides each).You can define only as many
timers per controller/terminal as are defined here.

The max. number of week plans can be entered here. The factory setting is 255.

The controllers/terminals where this field is shown have a dynamic memory management,
i.e. they reserve exactly the memory space required for the number of zones to be
managed. The remaining memory space can be used for other data (e.g. bookings).The
maximum number informs the controller/terminal about the number of zones for which
memory space is to be reserved. The memory space required will be calculated and
displayed by entering a number of zones. Depending on this field also the memory space
of =» max. ID cards changes. A maximum of 512 zones can be entered per controller.

New person/Validity of ID card:

Printer baudrate:

Enter here a period of time and date. This is the default value set in the field “End time” of
validity of ID card when a new person is set up.

Via the scroll-down arrow right of the entry field, you can set the baudrate for controlling a
(log) printer. This baudrate must correspond to the device settings.
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key:
Certain functions which are e.g. controlled via a relay can be activated on the ACS-1 by
pressing the special functions key (“-* key) and booking with an ID card which authorizes
activation/deactivation of this special function.In this case, this check box must be
activated. The functions are assigned to the corresponding relay in IQ MultiAccess.

Relay card with

Turnstile: An ACS-1 can also control a turnstile instead of a door (in this case, the alarm relay is
operated as second release relay). For this purpose, this check box must be activated.

5.3 Alarms tab

Depending on the user selected,
this tab may be structured in v
different ways (see example). W
Generally, there is one area sl W
where different events can be Battery OK. v
selected which are to be displayed
Batteny empty v
as screen alarms.
Combinations are possible. AL power v
Accu power v

Duress relay:

Via the scroll-down arrow right of
the entry field, you can select one of the Duress relay |- =l
existing relays for triggering an alarm in

case of duress. glaminghins [0

The relays available depend on the
input/output card that is installed.

Alarm time:

The duration (in seconds) of one of
the above alarms is entered here.
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5.4 Antipassback/Barring repeated entry tab

This tab is used for the antipassback and barring repeated entry functions. For a detailed description please see the
separate documentation Supplementary functions of IQ MultiAccess (P32205-46-0G0-xx).

For ACS-1 controlled doors this tab has an additional field called access options. Its factory setting is standard.
It can be selected either:

Multi person access control:

Two persons authorized for this door have to book one after the other to get a door release.
Thereby it does not matter if one or all persons booking have general authorization or not. The
door will be released only if the total number of persons required is reached.

or

Multi person access control with general authorization:
Generally, two persons authorized to this door have to book one after another to cause a release.
But if one person has general authorization, only this person’s booking will cause a release.

In the logical view of the controller that controls this door the number of authorized persons required booking one
after another have to be entered in the =» Multi person access control tab.

E] With ACT controlled doors those two options are not available. For ACS-2 plus / 8 see 5.17.

The antipassback option which as well is located in this tab is described in detail in the documentation mentioned
above.

55 Automatic Macro tab

For macros, there is a separate manual Supplementary Functions of IQ MultiAccess, P32205-46-0G0-xx.

5.6 Baudrates tab

Baud rate bus controller terminal: The value entered here is used for the transmission speed between the
bus controllers and the controllers/terminals.By clicking on the scroll-
down arrow right of the entry field, the desired speed can be selected
from the options listed. The factory setting is 19200 bauds.

Baudrate master <> slave: The value entered here is used for the transmission speed between
master and slave controllers. By clicking on the scroll-down arrow right of
the entry field, the desired speed can be selected from the options listed.
The factory setting is 19200 bauds.

Baudrate PC <> bus controller: The value entered here is used for the transmission speed between PCs
and bus controllers. By clicking on the scroll-down arrow right of the entry
field, the desired speed can be selected from the options listed.

The baudrates entered here must be set in the relevant hardware components via DIP
switches or via Setup (please refer to the relevant manuals).
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5.7

Card coding tab

1. Reader Settings

The reader type used is set in tab =» Reader settings. The relevant settings for reading the corresponding

cards must also be made here.

The cards differ basically in their coding, either DIN coding or ESSER coding, as well as in the reading

method (magnetic, chip, proximity).

The following table includes the basic settings with concrete examples for each data carrier type:

DIN Coding

no entry in field System number
Entries in the DIN field acc. to the examples below:

possible reader / ID cards: Prox, IK2 / IK3 data carrier,

proximity, contactless

Commoh Reader settings | I Card coding I Baud rates e I DUl I T
Type: Leesian Camman I Reader zettings ID Card coding I Baud rates
o Type: Location
Last madified: Mon Feb 21 06:57:05 2005
Lazt madified: ton Feb 21 06:57:05 2005
DIM coding
Reader bype Promirnity Start position Characters
; ; Syzhemn number lE 0
|0 card coding DIM variable (1T M 5 16
Turn DIN code l Yersion number 0 0
DIM sypstern number ID
DIM start zign I-I-I
Sygtem number IU
Legic prime / Mifare classic
ACSR | Output I Input I
Carmmar Reader settings | 1D Card cading I Baud rates ACGH I Output I Input
Type: Location Cormman I Reader settings ID Card coding Baud rates
Last modified: Mon Feb 21 06:57.05 2005 .
Type: Location
3 Last madified: Maon Feb 21 06:57:05 2005
Fieader type Leqgicreader - var. DIN
1D card coding DIM wariable ol -:c-ding
TunmDIMcode T Start position Characters
System number ID ID
ACS5K | Outprt I Irput D card number |1 E |1 E
Common Reader settings ID Card coding | Baudrates |
Wersion number IEl IEl

Type: Location

Last modified: Mon Feb 21 DE:57:05 2005

Reader type

DIMN wariable

ID card coding
Tum DIN code |

DIM system number
DIM start sign

Syztemn number
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Legic advant / Mifare DESfire EV1

Common 1 Bdended ] Key code ~ Reader settings | Data canier coding

Type: Location
Last modified: Thu Mar 13 12:51:27 2014
" Common | Extended I Key code I Reader settings ~ Data camier coding
Reader type Legic Advant - var. DIN -
Type: Location
Data camier coding  DIN vaniable
Last modified: Tue Jul 30 13:09:52 2013
Tum DIN code r
DIM coding
Start position Characters
| System number ID 0
Data camier number !1 16
- z Version number Iﬂ ID
Comman | Extended I Key code  Peadersettings | Data camier coding |
Type: Locati I
£ st DIM system number ]
Last modified: Tue Jul 30 13:09:52 2013 DIN start sign Iﬂ.
System number I
Reader type Mifare Desfire EV1 -var. DIN -

Data camier coding  DIN var. Desfire EV1
Tum DIN code u

Basekey I

By use of mifare DESFire EV1 data carriers observe the programming instructions for
encryption, for this, note the information in chapter 17.

These settings refer to data carriers obtained from Honeywell Security.

For the settings for third-party products (cards, key rings, etc.) please contact the Service
Team of Honeywell Security Technical Support.
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2. Reader Settings
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ESSER Coding
Enter system number (from security sheet)
No entries required in the DIN fields. Existing entries will be ignored.
ID card number and version number are entered individually for each person in =» 1Q MultiAccess.
possible reader / ID cards:
Legic, Chip, Magnetic
l:nmm:nESH Headlr settings le’itpurID Card c!din | ln;:tud rates I Al I Ootaul I I
g Common I Feader zettings 1D Card coding | Baud rates
Type: Location .
Type: Location
Last modified: Tue Feb 22 05:51:40 2005
Lazt modified: Tue Feb 22 05:51:40 2005
DIM coding
Reader bype Start position Characters
|0 card coding Mo special code System number ID ID
Turn DIN eode | ID card number ID ID
Wersion number ID ID
ACSx | Olutput I Input
Camman Reader settings | ID Card coding | Baud rates B st e ||:|
Type: Lacation DIM start sign ID
Last modified: Tue Feb 22 05:51:40 2005 System number |4;-'1 1
Fieader type F agnetic plug in reader - E-
ID card coding Ma special code
Turmn DIM code r
ACSx I Output I Input I
Common Reader settings | 1D Card coding I Baud rates I
Type: Location
Last modified: Tue Feb 22 05:51:40 2005
Fleader type Chipcard reader - Esse
D card coding Mo zpecial code
Turn DIM code | ]
These settings refer to ID cards obtained from Honeywell Security. For the settings for
third-party products (cards, key rings, etc.) please contact the Service Team of Honeywell

If proximity, DIN-coded ID cards are used, these can be read in via a corresponding reader during definition

of the personnel data.

Insert a reader (only possible at COMXx):
Right-click on the COM interface =» Insert =» Controllers/terminals =» Reader

The following settings apply to the reader:

Proximity Start position 1 Length 20
Legic / Mifare Start position 23 Length 20
Admitto Mifare Start position 1 Length 20
Admitto Legic Start position 1 Length 20
Admitto Desfire Start position 1 Length 16

USB reader Start position 1 Length 20
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5.8 Common tab

485 PCI card: Instead of / in addition to external bus controllers, 4 “internal bus controllers" (485 PCI
cards) max. may be installed per PC. Each of these cards replaces two external
controllers. You can define the cards installed by making the relevant selection (1 - 4) in
this field. The factory setting is “1".

Active: Field "Active" must be selected so that the component defined (controller/terminal, reader,
input, output etc.) is marked as existent for the program. In case of devices that have
already been defined but are not yet to be used, this field remains empty.

Account doesn't expire:
If this field is activated, there is no time limit for the user's (operator's) validity.If required,
this limit must be entered in field =» Expiration.

Account with card: Additional identification via ID card to login.
For starting one of the 1Q MultiAccess programs (according to the rights allocated) the
operators personnel manager, systemmanager and location manager can be set to
require an additional identification via their ID card.

Recommendation: Read-in station connected to the corresponding workstation.

The coding of the data carriers can either be entered manually in IQ NetEdit or read via a
read-in station. The Read in button opens a corresponding window. The upper 4 grey
highlighted fields display information on the settings of the read-in station. For “free driven”
defined software (directly at a location) these parameters can be entered manually.

Deposit a data carrier: Press Read in button
Hold the data carrier into the reading area®™
The coding will be displayed.
Press the accept button

Effect: After input of user and password there is a prompt to
read an authorized data carrier.

Any combination of the Account with card option with the Account with second
operator option (see next item) is possible.

Account with second operator:
For starting one of the 1Q MultiAccess programs (according to the rights allocated) the
operators personnel manager, systemmanager and location manager can be set to
require the login of another user.

Select the second operator required to log in the field second operator. Available are
operator of the same or higher level.

If no second operator is defined here, any operator of the same or higher level can login as
second operator.

Effect: After input of user and password there is a prompt for
the second operator to log in.

Any combination of the Account with second operator option with the Account with
card option (see previous item) is possible.

10 A Timeout message appears if the data carrier is not held into the reading area within the defined reading

tie.. Confirm with OK and repeat the procedure.
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Address:

Anonymous bookings:

Antipassback:

Auto log off:

Barring repeated entry

Baudrate:

Blocking time:

Buttons /icons:

Buzzer:

The address serves for identifying a user within the entire system (each device has an
unambiguous address assigned to it). Addresses may exist only once within a system). It
is determined automatically by the system with function Scan for controllers/terminals or
ACS-2/8-Scan on the basis of the device settings. In all other cases, it must be entered
manually. If it is entered/modified, it must correspond to the settings in the device. For
some users it is not possible to modify the address manually.

If this field is active, the creators of the bookings (name, no. of data carrier) will be
displayed in the logdfiles.

By activating/deactivating this check box, you define whether the zone selected
participates in the Antipassback function or not.

Input of a time period in minutes, after that the connected user automatically will be
loggedd off, if no input occures within this time period (see 4.3.1). Factory setting = 5
minutes. “0" = no logout.

By activating/deactivating this check box, you define whether the zone selected
participates in Barring Repeated Entry or not. For details please see the separate
documentation Supplementary functions of IQ MultiAccess (P32205-46-0G0-xx).

In this field, the speed in which the user selected communicates with another user
connected via serial interface (usually a workstation) is set by means of the scroll-down
arrow. Default settings are suggested.These may be modified, but they must correspond
to the hardware settings (DIP switches or setup) of the users concerned. Default value:
9600, must be set to 19200 for the ACS-1 controllers.

When working with = Barring Repeated Entry, you define here the period of time which
must elapse before repeated entry is possible again for the zone selected.

In this tab, there are additional buttons for the doors which can be used to cause a short-
time modification of the (basic) state of the door.These buttons are used for test purposes
and temporarily overrule the current state of the door. The door tested must be reset to its
original state afterwards by means of the relevant button.With the next parameterization,
at the latest, the door will be reset automatically to its original state.

Meaning of the buttons:

|_ brief release
prevent access inside (ACS-2 plus / 8 only)

Normal operation

permanent blocked

permanent release

prevent access outside (ACS-2 plus / 8 only)

(ACS-2/8 firmware V8.xx or higher required). This field must be active if you work with =»
Door open time and =» Door open signal This causes an acoustic signal to be resound
at the door which calls attention that the maximum door open time will soon be reached
and the door should be closed by now. Alternatively, an acoustic or optical signalling
device can be activated via a relay output.

For ACS-2 / 8 doors, in the Buzzer field there can be set how long the buzzer shall be
active. The default setting until message corresponds with the hitherto existing function:
The buzzer stops anfter expiration of the door open time. At this point in time the message
“Door opened too long” is generated and an additional alarm might be triggered.

Further settings: Off: Basically, the buzzer will never be activated.

Until closed: Buzzer is active until the door is closed again
(corresponds to IACP-default setting).
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Cameratype:

CD Number:

Check:

COM Port:

Computer name:

Select the camera used for image matching.

The CD number is assigned by the system and cannot be changed. This field is for
information only and is used internally by the program.

A slider from 0 - 100% helps to set the random generator for the bag and/or person check
of module 1Q Guard. According to the settings on every x% of the booking persons a
check prompt will be displayed. The door remains closed till it will be released manually.

Since the description can be freely chosen when a COM port is set up, the actual COM
port description (COM1 to COM16) is always maintained in this field.This field cannot be
changed.

When IQ NetEdit is started for the first time, the computer name of the computer where the
program has been started is adopted automatically.If another computer is configured, its
name can be determined via the Search button. Only computer names may be used that
really exist, as otherwise NetEdit and the software linked with it will not work properly.

Data carriers learnable / learn data carriers:

David API path:

Data carriers from locations with the check box data carriers learnable active can be
“learned” in locations with the check box = learn data carriers active.

Example: Location A: Data carrier known, check box data carriers learnable
active.

Location B: Data carrier unknown, check box learn data carriers
active.

The first reading of the data carrier in location B denies the access (red
LED on, message: “unknown data carrier”). Simultaneously, the program
browses the master files of the locations with the learnable check box
active and takes over the data of the corresponding data carriers into the
own location. From now on the data carrier is known in location B,
however, it has still no access authorization. The latter must be allocated
either manually or via a room/timezone with the attribute automatical
assignment. With the next reading of the data carrier the person is
authorized to enter (depending on the individual access rights).

IQ MultiAccess is able to send messages (SMS, e-mail, fax, voice-mail) using a link to the
software kit DAVID. At this place the path to the David API directory is to be entered. In
this directory all the jobs to be handled by David are created as a text file. The path must
be entered in UNC notation:  \\computer name\DAVID\APPS\FAXWARE\OUT\API

Recommendation: The David software and the IQ_Server must be installed on the
same computer, e. g. on the server.

Default (normal condition) (outside/inside):

Definition of the normal condition of a, separate for inside and outside.

=» Normal operation: Door is closed, reader is ready for operation, yellow LED
is on, keyboard is ready for operation (= standard
setting).

=>» Door locked: Door is/remains closed, reader does not react, red LED
is on, keyboard is not ready for operation, no access
possible.

=» Permanent released: Door can be opened without identification, green LED on
the reader is on.

Permanent release always releases both sides of the
door even if this function is only activated on one side of
the door!
Other combinations are possible, e.g. door locked on the

outside, normal state on the inside means: Nobody may
enter but all those who are inside may exit.



Installation Instructions - IQ MultiAccess 59

Delayed factory reset: Start time for parameterization of the controllers/terminals after updating from MultiAccess

Description:

for Windows V7 to IQ MultiAccess or any modification requiring a parameterization. If no
start time is entered, the parameterization starts automatically directly after exiting 1Q
NetEdit (see also chapter 3.3.2).

The name entered here is assigned to the relevant user in NetEdit. The user will be
managed with this name in the AC or TR software. The description selected should be
unambiguous. We recommend to correct the description manually directly after the
automatic set up (e.g. via Scan for controllers/terminals, ACS-2/8-Scan), since the entry
assigned automatically does not unambiguously indicate the installation location of the
user. With manual definition - as the name suggests - entries must be made in every field

anyway.

Don’t show within pc software:

Each macro with this box active will not be displayed in IQ MultiAccess. Use: Automatic
macros need not be in the menu of manual macros and would only blow up this selection.

Executable by PC software (host):

If this field is active, the macro selected can also be started from IQMA

Executable by remote ACSx:

Expiration:

Field type:

Field value:

Fire door:

FTP port:

Global I/O number:

ID:

Identification:

Import ID:

Internal address:

I/O point:

If this field is active, the macro selected can also be started by another ASC-2/8.

If field =» Account doesn't expire is deactivated, it is possible to define here an expiration
date for the validity of the user concerned (operator). This date may be entered either
manually or via the calendar (arrow).

Setting of the field type for user defined fields. Possible field definitions: Number, string,
date, time, combo box, check box. The entries / selections in IQMA correspond to the
settings made here.

Here you can enter default values for the combo box field type (separated by semicolon)
to be displayed as a selection in IQMA (e. g. a; b; cc; d1). These entries are ignored by all
other field types.

With this setting, this door can not be switched in permanently release. It is no longer
possible permanent release from a control of actions, automatic zones, normal operation
and WINMAG control. Installers have to check if any macro is programmed to switch to
permanent release and change them if necessary.

An Axis webcam can be connected via Ethernet for transmission of live images or a
sequence of images. In this field the 1Q-internal FTP Server port used for the
communication to the camera must be entered (see also user manual to 1Q MultiAccess
(P32205-0G0-xx), chapters 10.9, 10.10 and 18).

The global I/O number is assigned automatically by the system and cannot be changed.
This field is for information only and is used internally by the program.

Unambiguous device identification. This value is assigned automatically by NetEdit and
cannot be changed.

Password for WINMAG and/or device/serial number of the locking cylinder (see separate
documentation).

This field is used for identification of data records when importing data from other systems.
A detailed description is to be found in the User Manual (P32205-20-000-xx, Chapter 18,
in particular sections 18.1.3 and 18.1.4).

The internal address is assigned by the system and cannot be changed. This field is for
information only and is used internally by the program.

The 1/O point is determined by the system and suggested automatically. /O points are
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used for process visualization in WINMAG.They can be modified, but they must
correspond to the settings in WINMAG.

IP address: The IP address is determined automatically on the basis of the computer name if field Use
IP is deactivated. In all other cases, it must be entered manually.If necessary, contact your
system administrator.

ISDN card: A consecutive number is automatically assigned while inserting an ISDN card. The
number can be changed, but we recommend to keep the automatic settings.

Key code length: The key code (= PIN code, =» door code) is defined here with 4 or 6 digits. A
modification of the key code length from 6 to 4 digits is only possible if no personnel data
have been entered yet in IQ MultiAccess (see also Chapter 10.1).

Last modified: This field shows when login name and/or password of an operator were modified for the
last time.
LD Number: The LD number is assigned by the system and cannot be changed. This field is for

information only and is used internally by the program.
Learn data carriers:  see = Data carriers learnable.
Log execution: If this field is active, the execution of the macro selected will be recorded.

Login name: Operator's name, can be freely assigned. This name must be entered into field =» User
name at login.

Loop address: Entry of the IGIS-LOOP address of the intruder alarm control panel connected via IGIS-
LOOP.

Masked: If this box is active, the content of the corresponding user defined field is displayed as
*rxxekkkk This function is only effective for the field types number and string (cf. chapter
14).

Maximum duration of stay:
When working with Antipassback, it is possible to define the maximum duration of stay
permitted for the selected zone.There is a separate documentation for APB and BRE,
Supplementary Functions of IQ MultiAccess, P32205-46-0G0-xx.

Minimum duration of stay:
When working with =» Antipassback, the minimum duration of stay permitted for the zone
selected can be defined here. If the duration falls below this value, a message/alarm is
triggered.

Mp/l/O no.: see /O point
Multi persons access control:

Generally this field must be activated, if at least to persons” s are required to get a door
released. The individual parameters can be defined for each door(side) separately (see

5.4 and 5.17).
MVA: My Virtual Address. The value suggested should not be changed (see also Event Log).
No.: Serial number of the relevant device. This value is assigned automatically by NetEdit and

cannot be changed.

No EP- Wake Up: If this field is activated, no check is carried out during ongoing operation as to whether the
device is still active (physically accessible). A connection to this device is only established
if data are available for being transferred. It is recommended not to activate this field so
that it is possible to notice when a device is OFFLINE. Using this function makes only
sense (for reasons of costs) with network dial-up connections.

No operating unit: Enable or disable a MBxx panel for access with a virtual operating unit IQ OPUNIT. This
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Number of doors:

Number of keys:
Office permission:

Password:

checkbox defines if the panel will be operate or not. By use of a virtual operating unit and
setting “no operating unit” the panel will be not shown for operating.
When Connecting a MB-Secure panel a virtual operating unit is not supported.

By means of function “Scan for controllers/terminals”, expansion boards that are installed
are recognized automatically, e.g. a two-door expansion board at the ACS-1. In this case,
the number of doors will automatically be set to 2 as well.

For the ACS-2/8, the doors of the on-board hardware will be defined according to the
default settings.

This field cannot be changed.

When an ACS-1 controller is configured manually and a 2-door expansion board is added
(also manually), the content of this field will also change automatically.

Enter the number of keys which are managed by the key deposition in this field.

see chapter 6.5.4.2.

The password of the operator must be entered into field <» Password at login. The
password must have a length of least 5 characters (alphanumeric, no blanks or special

characters). The maximum length is 32 characters.There is no distinction between
upper/lower case.

Password change not allowed:

Password valid:

PIN:

Quick Print:

Reporting:

Reset alarms/displays:

Runtime elimination:

If this field is active, the user (operator) cannot change his/her password himself/herself.

The time of validity of the password is defined in this field. It is either entered as a value (in
days) or selected from the default settings (always, 10, 30, 100, 300 days).
Always password is always valid, it does not need to be changed.
x days After the set value has expired, the operator is requested to
change his/her password. The last password must not be used
again (automatic repetition check).

Depending on the key deposition(s) used, permission to take the keys is either granted via
a card booking (field remains empty) or by entering a PIN (the latter is managed in 1Q
MultiAccess, field is activated). The relevant data (PIN or data carrier) are passed on to
the key depositions concerned during parameterization.

If the checkbox Quick Print is activated for a zone, a list containing the current zone
occupancy can be printed using the key combination ALT B. Only the occupancy of the
zones with this field active will be printed.

Here you can define if and how execution criteria (triggers) are to be interpreted. Default
= ignore. The execution criterion/criteria can either be interpreted as trigger or as
condition. For trigger you can additionally define, whether the macro will be started if the
condition is fullfilled or not. For detailed information see Supplementary Functions of IQMA
(P32205-46-0G0-xX).

If an alarm has occurred at a controller/terminal with alarm indicator (e.g. ACS 2 / 8 with
LED), the alarm indication is maintained at the controller/terminal even after the cause has
been eliminated and must be reset manually. At least read permission in NetEdit is
required for this.

This parameter is active per default. It prevents a delayed start of a macro. Enter a time in
the field behind this checkbox after its expiration the macro should not be started anymore
(default = 10 minutes). This can be used if a delayed execution is not useful.

Deactivating the field “runtime elimination” means that every command to start a macro will
be added to the command queue. Depending on the number of activities running at the
same time it could be possible that a (macro)command will reach its target delayed and
the macro will start too late. However, it will be executed.

In most of the cases this delay is not relevant and can be disregarded.
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This parameter is valid for all start conditions.

SD number: Number of a switching device (reader/operating unit) of IACP doors. This will automatically
be taken over by scanning an MBxxx and should not be modified.

Silent alarm: On a = duress only a screen alarm will be triggered, if this field is active. The alarm relay
will not be activated. This function helps to protect the threatened person.

Sluice function: Here you can define wheter the selected zone is participant of a sluice function. The sides
of the doors belonging to this zone can be allocated according to the sluice function. Exit
and entry readers are active/inactive depending on the sluice conditions. For more details
see Supplementary Functions of IQMA, P32205-46-0G0-xx.

Sub loop adress: Enter the sub loop adress of the intruder alarm control panel connected via IGIS-LOOP.

Suppress /ignore external area (zone) changes:
This function can be used to ignore zone change messages from other
controllers/terminals and to prevent sending the zone change messages of the own
controller /terminal to others. This helps to fulfil some special requirements of APB/BRE.
Examples are described in the separate documentation Supplementary functions of IQ
MultiAccess (P32205-46-0G0-xx, chapters 2.3.4.2 and 2.4.3.2).

TCP/IP Port: TCP/IP-Port under which the device can be accessed. Together with the IP address, this
permits a further differentiation for addressing. Please contact your system administrator
if necessary.

Threshold value absorption reader:
All cards which have a higher card number than the number entered here will be retained
by the absorption reader.
An absorption reader is a magnetic card reader which can retain the magnetic card.
Possible application: Visitor cards / multi-storey car park exit.

Only one absorption reader can be connected to the ACS-1.

Times (outside/inside): Time specified in seconds for certain timers, sometimes separated by
inside/outside of a door.

Alarming time: Input of the duration (in seconds) of an alarm.

Open time: Activation time of the door strike relay. During this time
the door can be opened.

Key code input time: The key code (= PIN or = door code) must be entered
within this time. If the code is not yet entered completely
after expiry of this time, the complete input must be
started again from the beginning.

Door open time: Maximum time a door may be open. Starts when the
door state contact reports that the door is actually
opened. After expiry of this time, an alarm will be
triggered (message: door opened too long).

Door open signal: If a reader / a keyboard is equipped with an internal
buzzer, an acoustic signal indicates that the door must
be closed before the door open signal time has expired,
since otherwise the =» door open time will expire and
an alarm (door opened too long) will be triggered as a
result.For this purpose, field = Buzzer must be
activated.

The door open signal time is part of the =» door open
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Type

Unique:

Use IP:

VdS compliant:

time and should always be shorter than the door open
time so that enough time remains for closing the door.
The time entered here indicates the time remaining
before the door open time expires (within this time the
door must be closed to avoid an alarm).

Door open signal

- NP
Qor open time - 5 —
> e Th—

P N

Alarm, if door is still open

For the key depot option, you can choose between a KeyBox (corresponds to a lock
where the keys can be inserted and from where they can be taken out ) and a Dispensor
(corresponds to a safe deposit box).

A switching device of an IACP can be specified via the type. Depending on the type some
functions are available/not available for the definition of =» room/time zones (cf. chapter
15.3, step 8). The status of already existing switching devices is “not defined” and should
be reworked.

If this field is active, the entries of the user defined field selected will be checked for
duplicates. A new creation of an entry will be refused if this already exists with another
person.

If this field is active, the IP address entered is always used for the event log. If the field is
not active, the IP address is determined on the basis of the computer name.
Default setting: not active - it is recommended to maintain it like this.

Is this parameter is active (will automatically be read out from the IACP and set for the
complete location, but can be modified manually), a location operator has no rights within
the room/timezones to create, change or delete authorizations for disarming and to create,
change or delete door allocations, datacarrier (person) allocations or complete
room/timezones which contain disarming (required for IACP-connection).
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5.9 Counters/Image matching/Access time recording tab

With ACS-1-controlled doors, it is possible to use counters when the option =» Antipassback / Barring Repeated
Entry is activated. For possible applications see also the separate documentation Supplementary functions of I1Q
MultiAccess (P32205-46-000-xx), section 2.5.3.

Show on display: If this field is activated, the counter value is displayed on the ACS-1 concerned (this
requires a device with integrated display ).

Relay: If the ACS-1 is equipped with an I/O board, you can select here a relay that will be
activated when the =» Threshold value has been reached.

Threshold: Enter the counter value which will cause activation of a =» relay.

Counter active: This field must be activated if the counter is to be used on this door. Only then is it

possible to make entries in the fields =» threshold, relay and show on display.

Read/set counter: Via this button the current counter level of the selected ACS-1 can be displayed and set to
any value.

Image matching:
If the option image matching is used, a camera can be selected and allocated to the
corresponding door. If the doorkeeper module is used, the corresponding software can be
selected. The options can be used either separately or in combination. For more detailed
information see the user manual to IQ MultiAccess (P32205-0G0-xx), chapter 18.

ATR (Attendance Time Recording):
IQ MultiAccess offers a simple attendance time recording, which is but not to be mistaken
by a real time recording system. The only thing that is recognized is whether a person as
present and how long he or she has been in the company from the first entry to the last
exit booking of one day. Balances, extrapolations etc. are not possible. In order to use this
function, doors can/must be defined as entry, exit or entry and exit doors. Bookings at
doors without such a definition will be ignored and falsify the calculated balance.

There are default settings for “omit entry” and “omit exit” to be determinated per location in

the =» Additional tab. The factory settings for “omit entry” are 08:00 h, for “omit exit” 16:00
h. They will be used if one or both bookings is/are missing.

5.10 Daylight saving time

The automatic time change can be activated per location and can be set for different months. The change to
daylight saving time is made on the last Sunday in March in Germany. The clock is advanced by one hour between
2:00 and 3:00 h. The clock is changed to standard time on the last Sunday in October. The clock is set back by one

hour at 3:00 h. It is possible to shift the months for changing between summer and winter time and between winter
and summer time.

In the factory setting, the daylight saving time change is activated,
change to daylight saving time as of March, change to standard time as of October.

5.11 Distant Station tab

This tab is only required for RDT and is therefore described in Chapter 6.6.



Installation Instructions - IQ MultiAccess

65

5.12 Door tab

Encryption RF cylinder:

Open time:

Key code input time:

Door open time:

Door open signal:

Door open time

5.13 Door definition tab

Per location an encrytion for the online fittings / cylinders
can be deposited. A maximum of of 48 digits numeric 0-9
and HEX A-F can be combined arbitrarily. Tthe data will
be transferred by 1Q Cylinder to the PDA and from there
to the door fittings and cylinders.

The default setting “0000....” means no encryption.

Activation time of the door strike relay. During this time
the door can be opened.

The key code (= PIN or =» door code) must be entered
within this time. If the code is not yet entered completely
after expiry of this time, the complete input must be
started again from the beginning.

Maximum time a door may be open. Starts when the
door state contact reports that the door is actually
opened. After expiry of this time, an alarm will be
triggered (message: door opened too long).

If a reader / a keyboard is equipped with an internal
buzzer, an acoustic signal indicates that the door must
be closed before the door open signal time has expired,
since otherwise the =» door open time will expire and
an alarm (door opened too long) will be triggered as a
result.For this purpose, field = Buzzer must be
activated.

The door open signal time is part of the =» door open
time and should always be shorter than the door open
time so that enough time remains for closing the door.
The time entered here indicates the time remaining
before the door open time expires (within this time the
door must be closed to avoid an alarm).

—8=
O\

Alarm, if door is still open

Acoustic door open signal

When working with the functions = Antipassback /Barring Repeated Entry, door sides are assigned to the zone
selected by making the relevant selection and pressing buttons M or [€. The available door sides are listed in the
left window and the door sides assigned in the right window.
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5.14 Firmware tab

The fields of this tab are for information only. They cannot be modified (except for field = Description).

What is relevant are the two buttons = Download and =» Switch Flashbank which are required for firmware
updates.

The firmware update of the ACS-2/8 is implemented via Flash update by the higher-level software (e.g. IQ
MultiAccess in program part NetEdit). We generally recommend to update to the most recent firmware release so

that all functions - including the current extensions - can be used.These are available for free download on our
homepage.

5.14.1 ACS-8 Firmware Update

Updating the ACS-8 firmware no longer requires an exchange of EPROMSs, but it can be carried out comfortably via
software from an 1Q MultiAccess workstation. Requirement: The operator must at least have read permission in
NetEdit.

The installation routine of IQ MultiAccess creates the directory required for this already during the program
installation process. The directory is called:

.AIQ_Multiwin\iQ_Services\Download\ZACSS8

If a firmware update of the ACS-8 controllers becomes necessary, the file to be obtained from our support or to be
downloaded from our homepage

ACS8.FDL

must be copied into this directory of the IQ Server.

The latest firmware update files for ACS-2plus and ACS-8 (date of delivery) are on the 1Q
MultiAccess installation CD. During the installation, both of them will automatically be copied into

the firmware update directory.

Procedure:

1. Store file ACS8.FDL into the directory specified above (if not happened automatically during the installation,
of if a later version is required).

2. Select:
1. Logic configuration

2. Select the relevant ACS-8.
3. Open the Firmware tab.

File Edit View ?
1 D NS
= etwork. -
=4 Operatars 3 — n  fimware |
- ' service
T ACSE
- HOvAR Albstad: e
- ' Cperators Last modified: tMon Feb 21 08:13:08 2005
- 8 zones
= D Cantrollersi Terminals
+ ACSE
Lo Mo ¢
ACSE
019-ACS 1 Description
- ACS ZPlus
-ACS1
- ACS 2Plus Firmware Bank 1 IZAESS 0000410
AEE Firmware Bank 2 [Z8C58.00.0v0410
-ACS1
-ACS 1 Active bank 1
= Buid 5
2 ¢ (0] ACS & - 2nd floor i
[=-§ Internal zone Download Switch flashbank
et Daors T

Cancel | fapply |
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Active bank: The ACS-2 plus / 8 has 2 flashbanks where 2 different firmware versions
may be stored.Field Active Bank shows which bank (i.e. which firmware
version) is active at the moment.The new firmware may e.g. be loaded
into the flashbank which is not active at the moment so that the ongoing
operation is not disturbed.With button =» Switch flashbank, you can
determine when another bank is to become active.

Build: Consecutive generation number for the firmware assigned by the
compiler.This field is for information only and cannot be modified.

Description:  The name entered here is assigned to the relevant user in NetEdit. The
user will be managed with this name in the AC or TR software. The
description selected should be unambiguous. We recommend to correct
the description manually directly after the automatic definition (e.g. via
Scan for controllers/terminals, ACS-2/8-Scan), since the entry assigned
automatically does not unambiguously indicate the installation location of
the user. With manual definition - as the name suggests - entries must be
made in every field anyway.

Firmware Bank 1/ 2:
One firmware version can be stored per flashbank. Normally, a firmware
update is loaded into the bank which is not active.The bank with the new
firmware can be marked as active bank at any time. Now the terminal is
working with the new firmware, but the previous version is still available in
the inactive bank. If necessary, you can change back to it.

ID: Unambiguous device identification. This value is assigned automatically
by NetEdit and cannot be changed.

No.: Serial number of the relevant device. This value is assigned automatically
by NetEdit and cannot be changed.

3. Click on the Download button.
The status bar at the bottom shows the progress of the download.

Common  firmware I

Type: ACS 8
Last modified: kon Feb 21 08:13:08 2005
D Mo |2
Description
Firmware Bank 1 IZAESB. 00.m04.10
Firmwware Bank 2 |ZACSB. 00,0410
Active bank |1
Build |?5
Download | Switch flashbanl |
—
=)

During the download process, which may take up to 30 min., the previous function of the terminal and the
doors connected to it remains unaffected, since the new firmware is loaded into the second flashbank
which is not active at the moment. This condition is maintained as long as the other flashbank is activated
(see point 4).

Via =» Start = All Programs =» 1Q MultiAccess = 1Q SysMon, you can open the system monitor for
displaying the system messages. The software IQ SysMon must have been enabled in IQ NetEdit
previously. Start and end of the download process is logged here.
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7 IQSysMon

Time | Source

Message

| Location

10:20:37 B NOVAR Albstadt
10:59:48 B NOVAR Albstadt

O Acs 8 - 2nd floor
O &cs 8 - 2nd floor

Download: granted

suceessiul

Download:

|22/02/2005  [11:40

=101 x|

|In

facteory reset

timestamp - new calculaticn
facteory reset

Hardware reset central computer
timestamp - external forvard

4, Activate the new firmware
Click on button=» Switch flashbank.
The switching may happen immediately or at a Switch flashbanle
defined date/time. The two fields are mutually
exclusive. The entry must be confirmed with ¥ Switch immediately
Switch, the process can be interrupted with the .
Cancel button. switch time
Cancel |
1 = The new firmware is stored
into the inactive flashbank. BT (L
Tope; ACS 8
. Last modified: Tue Feb 22 03:21:02 2005
2 = At the time selected, the
flashbank with the new firm- I Wo
ware becomes the active bank. Desciption |35 8- Znd flowr
The controller/ terminal is
automatically bootstrapped, a ' T jmeses
resetis carried out and a para- 2 = st [T
meterization is executed. e 5
Download
3 = The processes are logged B = 10Monitor
|n program IQ Monltor 3 T Time |L0cation |:’:‘Durce Message
” 11:31:46 S NOVAR ... EJ ACS B8 - 2nd ...
11:31:48 B NOVAR ... CJ ACS 8 - 2nd ...
11:32:17 B wovar ... ©J A2 8 - Znd ...
11:30325 @ wovak ... C)AcS 6 - 2nd ...
11:32:45 B NOVAR ... CJ ACS 8 - 2nd ...
Please note that an automatic parameterization is triggered by the server after switching
to another flashbank (irrespective of whether this takes place immediately or at a
predefined time).The doors of the controller concerned are out of function during this time
(if necessary, inform the security service).
5.14.2 ACS-2 firmware update

The procedure is the same as for the ACS-8 firmware update (cf. 5.13.

located in directory ..\IQ_MultiwWin\IQ_Services\Download\ZACS?2.

5.14.3 ACS-2 plus firmware update

The procedure is the same as for the ACS-8 firmware update (cf. 5.13.

located in directory ..\IQ_MultiWin\IQ_Services\Download\ZAC2P.

1). The file is called ACS2.FDL and must be

1). The file is called AC2P.FDL and must be
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5.15 Inputs tab

Debounce time:

Delay time:

Erasable:

Normal condition:

Offline position:

Time (in 1/100 seconds) the device or the software waits until a constant level is available.
Only then will the state be evaluated. The factory setting is 1.

Usually, an event defined at the input triggers immediately a defined action.If this is not
desired, a delay value in 1/100ms can be entered.

The factory setting is 0 = no delay.

This field indicates whether the ACS-8 can erase the individual input automatically. Time
= duration of the erase pulse in 1/100 sec.

The factory setting is not erasable.
This field is only relevant for the ACS-8 and its components.

(The definition of normal condition corresponds to the definition of normal condition in the
Outputs tab ).

This field defines the state in which the input is to be in normal condition. For the ACS-8
and its components, the state open/closed no longer exists, it has been replaced by
high/low. The normal conditions defined by the factory are dependent on the input type
and are shown in the overview in Appendix 2.

One of the options listed can be selected via the scroll-down arrow right of the entry field:
This way it is possible to operate an input invertedly.

The definitions of Low and High are dependent on the individual device that is connected
(control edge from “+” to “-* or vice versa).™*

This field is only relevant for the ACS-8 and its components.

If the connection to the ACS-8 module bus user where the input is located fails, the ACS-8
continues working with one of the following states:

O Inactive:*? The input is to be deactivated or to remain inactive.
O Active: The input is to be activated or to remain active.
@) Maintain state: The input is to maintain the current (most recently known) state.

The factory setting is Maintain state.

for definitions of high/low see chapter 9.

for definitions of active/inactive see chapter 9.
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5.16 Keyboard tab

Clock data keyboard:
This field must be activated on the terminals where a keyboard is connected via clock
data.For the time being, this function is only supported by keyboards in Accentic design
(corresponds to IK3 for IDS).

Debounce time: Time in 1/100 seconds the device or the software waits until a constant level is available.
Only then will the state be evaluated. (Thus, "false entries" caused by incorrect evaluations
are to be avoided).

Max. input time (1/10 sec.):

Here you can enter the maximum time in 1/10 seconds during which the entire entry must
be completed.

Max. time between two characters ( 1/10sec.):
Here you can enter the maximum time in 1/10 seconds which may elapse between the
entry of two characters.

Signal when pressing a key:
By activating one or several check boxes, you can define whether and how a key
activation is to be acknowledged (example: each time when pressing a key, an LED lights
up).Combinations are possible. If the check box is not activated, the key activations are
not acknowledged.
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5.17 Key code tab

Add for duress code:

Allow double PINs:

Key code length:

No duress code:

Export of PIN:

If you work with =» key code, a person can enter a code in case of danger (e.g. duress)
which is made up of the code number plus the number defined here. This means that the
door is opened as usual, but an alarm message is displayed on the screen defined for this
purpose. To this end, the check box =» Silent alarm must be activated under =» Location
=» ACSx.

Care must be taken that the duress code of one person is not the normal PIN of
another person (IQ MultiAccess checks this when creating a PIN number and
displays an error message). This can be achieved e.g. by assigning even

numbers to the normal PINs and odd numbers to the additional numbers and the
resulting duress codes. The same applies to the door code.

Example:

PIN / door code (= even number): 1234

Additional number for duress code (= odd number): + 3

Duress code (= odd number): 1237

The duress code is entered without carry-over.

Example: PIN / door code 7818
Additional number + 3
Mathematical sum 7821
- Duress code without carry-over: 7811

The additional number for duress can only be modified if no personnel data have
been entered yet in IQ MultiAccess (see also Chapters 6.1.1 and 10.1).

Pay attention that the length of the PIN code and duress code must be identical
for both systems when working with the intrusion detection panel interface
option (see also chapter 15, IACP-connection).

= =

In the location with this box active, one =» PIN can be allocated to several IDs (persons).
But the doors can not be set to the release criterion PIN, because no unique identification
of a person would be possible. Use: For integration of an IACP and/or if several mandators
have access to the same door(s) of one location (see chapter 14).

Here the key code (= PIN) can be defined to 4 up to 8 digits. A change from a higher to a
lower number of digits is only possible as long as no personnel data are captured in IQ
MultiAccess (see also chapters 10.1 and 14). If you select 5, 7 and 8 digits it should be
noted that this PIN length is not supported by older ZK devices. The terminals ACS1, ACS
Compact and ACT are no longer available in this location. The =» door code is
independent from the PIN key code length. The door code can be defined up to 6 digits.

The duress code will not be evaluated in a location with this box active. Use: For
integration of an IACP and/or if several mandators have access to the same door(s) of one
location (see chapter 14).

If this field is active, it allows by field definition in the export function to export all existing
PINs of a location in an export file.
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5.18 Manual Macro tab

For macros, there is a separate manual Supplementary Functions of IQ MultiAccess, P32205-46-0G0-xX.

5.19 Multi person AC/Image matching/ATR tab

ATR (Attendance Time Recording):
IQ MultiAccess offers a simple attendance time recording, which is but not to be mistaken
by a real time recording system. The only thing that is recognized is whether a person as
present and how long he or she has been in the company from the first entry to the last
exit booking of one day. Balances, extrapolations etc. are not possible. In order to use this
function, doors can/must be defined as entry, exit or entry and exit doors. Bookings at
doors without such a definition will be ignored and falsify the calculated balance.

There are default settings for “omit entry” and “omit exit” to be determinated per location in
the =» Additional tab. The factory settings for “omit entry” are 08:00 h, for “omit exit” 16:00
h. They will be used if one or both bookings is/are missing.

Always retain visitor’s card:
Using an absorption reader, visitor ID cards can be retained:

a) always, if this field is activated,
b) after expiration of validity, if this field is not activated.

In both cases the card will be read, the door opened and the card retained.

As of V7, this applies also to employee’s data carriers which are marked accordingly (cf.
user manual P32205-20-0G0-xx)

The definition of the validity of IDs is done in IQ MultiAccess (P32205-20-0G0-xx) in the =»
card data tab of the personnel master file.

Image matching: If this option is used, a camera monitoring the concerning door can be selected. For this
application the doorkeeper option (IQ Video) is mandatory. The software in compliance
with this function must be enabled.

For details see User manual of IQ MultiAccess (P32205-20-000-xx), chapter 18.

From ACS-2/8 firmware version V8.xx on the image matching can optionally be disabled
if the controller runs offline (Disabled in offline mode). This prevents unwanted times of
waiting.

As no identification via comparing the person with a deposited photo can be done, it will be
ignored. The person gets access with a valid ID card only.

Multi eye AC (inside/outside):
With ACS-2 plus / 8 controlled doors it is possible per door side to define a number of
persons (2 to 9) required to book one after another to cause a release. Thereby no
differece is made whether one ore more persons have general authorization or not. The
door will be released only when the number of persons requiered booking is reached.

The option =» Multi person access control must be active in the < Common tab in the
logical view of the controller that controls the corresponding door.

For ACT controlled doors this option is not available. For ACS-1 see 5.4

If the option image matching is used, a camera can be selected and allocated to the
corresponding door. If the doorkeeper module is used, the corresponding software can be
selected. The options can be used either separately or in combination. For more detailed
information see the user manual to IQ MultiAccess (P32205-0G0-xx), chapter 18.

Image matching:
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5.20 OFFLINE state tab

The entries in this tab apply mainly to the ACS-8 bus users.They define how the individual users are to behave if the
connection to the ACS-8 is interrupted.

By clicking on the scroll-down arrow right of the entry field, the following offline states can be selected per LED or
buzzer :

Off: Buzzer/LED is off during offline operation.
On: Buzzer/LED is on during offline operation.

Toggle fast:  LED flashes in short intervals (approx. 2Hz) / buzzer sounds in short intervals
(approx.2Hz).

Toggle slow: LED flashes in long intervals (approx. 1Hz) / buzzer sounds in long intervals
(approx.1Hz).
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5.21 Output tab

Activation time:

Activation type:

Delay time:

Normal condition:

The output remains active for the period of time entered here.
The factory setting is 0:00:10.
The activation time for door openers is defined in 1Q MultiAccess.

This field is only relevant for the ACS-2/8 and its components.

One of the options shown below can be selected via the scroll-down arrow right of the
entry field:

O On: The output is activated.

@) Toggle slow:  The output is activated/deactivated in long intervals (approx.
1Hz).
Example: Light flashes in long intervals / hooter sounds in

long intervals.

O Toggle fast: The output is activated/deactivated in short intervals (approx. 2
Hz).
Example: Light flashes in short intervals / hooter sounds in

short intervals.
The factory setting is On.
Only after the time entered here has elapsed will the output become active.If no delay time
is specified, the output is activated immediately (e.g. by an event defined in IQ
MultiAccess.
The factory setting is 0:00:00.

This field is only relevant for the ACS-8 and its components.

(The definition of normal condition corresponds to the definition of normal condition in the
Inputs tab).

This field defines the state in which the output is to be in normal condition.

One of the options shown below can be selected via the scroll-down arrow right of the
entry field: This way it is possible to operate a relay invertedly.

@) Low: If a relay is e.g. controlled via this output, its normal condition can be

defined as deactivated with Low.

@) High: If a relay is e.g. controlled via this output, its normal condition can be
defined as activated with High.

The factory setting is Low.
Fur further information concerning outputs see Chapter 9 (Definition of input/output states).

For possible applications see also the separate documentation Supplementary functions
of 1Q MultiAccess (P32205-46-0G0-xx).
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Offline position:

Permanently active:

This field is only relevant for the ACS-8 and its components.

This field defines in which state the output is to be if the connection between the ACS-8
and the bus module has failed.

One of the options shown below can be selected via the scroll-down arrow right of the

entry field:

O Inactive:

O Toggle slow:
@) Toggle fast:
O Active:

The output is to remain inactive or is to be deactivated.

The output is activated/deactivated in long intervals (approx.
1Hz).

Example: Light flashes in long intervals / hooter sounds in
long intervals.

The output is activated/deactivated in short intervals (approx. 2
Hz).

Example: Light flashes in short intervals / hooter sounds in
short intervals.

The output is to be activated or remain permanently active .

Maintain state: The output is to keep the current (most recently known) state.

The factory setting is Maintain state.

As an alternative to a certain duration of time which is defined in the previous entry field,
it is also possible to activate the action or the device assigned to this output permanently.
For this purpose, this field must be activated.
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5.22 Parameters tab

Basic state (outside/inside):
You can define for each door side which kind of identification is required for access:
Data carrier only
Door code only
Door code and data carrier
Door code or data carrier
PIN only
PIN and data carrier
PIN or data carrier

One access criterion can apply to one door condition:

Normal operation:
The access criterion selected applies as long as the door is in
normal operation.

Automatic operation: The access criterion selected applies as long as an = automatic
operation is active on the door selected.By means of an
automatic operation, it is e.g. possible to set a door to
"Permanent released"/"Door locked" for certain periods (see User
Manual for examples).

Description: The name entered here is assigned to the relevant user in NetEdit. The user will be
managed with this name in the AC or TR software. The description selected should be
unambiguous. We recommend to correct the description manually directly after the
automatic definition (e.g. via Scan for controllers/terminals, ACS-2/8-Scan), since the entry
assigned automatically does not unambiguously indicate the installation location of the
user. With manual definition - as the name suggests - entries must be made in every field

anyway.

ID: Unambiguous device identification. This value is assigned automatically by NetEdit and
cannot be changed.

Incorrect attempts (outside / inside):
Definitions depend on the door side:

Max. number: How many incorrect attempts are the maximum permitted for
reading/input.Depending on the definition, one of the following options will
happen

Block time: Enter a time (in seconds) for blocking access or macros after the
maximum number of incorrect reading/input activities has been exceeded.
=» Block access
=» Block Macros

Alarm: If this field is activated, an alarm will be triggered on the
controller/terminal controlling the corresponding door side after the max.
number permitted for reading/input activities has been exceeded. An
alarm is also triggered if "0" or nothing is entered in = block time.

Block access:
If this field is activated, the reader/keyboard will be blocked for the
duration of the =» block time after the maximum number of incorrect
attempts permitted has been exceeded. The yellow LED and the red LED
are lit simultaneously. The yellow LED indicates that reader / keyboard
are in the =» normal condition defined, the red LED, however, indicates

18 The selection of identification possibillities depends on the type of the door, the type of the terminal that

controls the door and/or other settings. Deviations are described in the corresponding parts of the
documentations.
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that the normal condition is blocked at the moment. An identification is not
possible.

Block macros: If this field is activated, the execution of the = macros assigned to this
door side will be blocked for the duration of the defined =» block time
after the maximum number of incorrect attempts permitted has been
exceeded.The yellow LED and the red LED are lit simultaneously. The
yellow LED indicates that reader / keyboard are in the =% normal
condition defined, the red LED indicates that the normal condition is
blocked at the moment. Macros cannot be activated, but the door is
opened in case of correct identification. If a macro which is executed
automatically is assigned to this ID, this person will only be granted a
door release. The macro assigned will be suppressed.

Alarm, block access and block macros may be used in any
combination.

Key code (outside/inside):

No.:

The relevant =» door code is entered in field Exit reader or Entry reader. Depending on
the definition, this code may have 4 up to 6 digits.

In addition, field =» Duress code can be activated.

Mixed operation of door code and PIN is possible within the entire system.

Serial number of the relevant device. This value is assigned automatically by NetEdit and
cannot be changed.

5.23 Reader Settings tab

Basekey (in preparation):

Card coding:

Entry velocity:

Reader type:

Turn DIN Code

5.24 Rights

An encryption code can be deposited for each location for use during data transfers on the
ACS-8 module bus (composition: 32 characters, hexadecimal 0-9 and A-F in any desired
combination). Using this encryption code, reader data will be encrypted before
transmission over the module bus.

On the basis of the bus reader type selected above, the corresponding coding type is
displayed automatically.This field cannot be changed.

This field is active for magnetic readers only. The entry velocity for motor readers can be
set continuously by means of the slide control.

The type of the individual reader is entered here. You can select the relevant reader type
by clicking on the scroll-down arrow right of the entry field.

Certain card codings require the code to be turned after reading.If this is the case, this
check box must be activated. With the ACS-8 controllers, this value is set automatically
depending on the reader/card coding concerned.

In this tab the individual user rights are allocated to the operators. For more information see chapter 8 = Operators).
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5.25 Settings tab (controller/terminal settings)

Area ldx: This field is for information only and cannot be edited. The value displayed is entered
automatically by the program.It is dependent on the type of the card used (factory setting
=0).

Balance display This value (in quarters of a second) indicates for how long the balance is to be displayed.

(Example: Input 8 corresponds to a display of 2 seconds).

Baudrate: This field defines the transmission speed between PC and the modem connected to it. The
speed depends on the modem that is used.Select the maximum value via the scroll-down
arrow right of the entry field to keep the connection time as short as possible.

Baudrate bus controller - controller/terminal:
The value entered here is used for the transmission speed between the bus controllers
and the controllers/terminals. By clicking on the scroll-down arrow right of the entry field,
the desired speed can be selected from the options listed. The factory setting is 19200
bauds.

Baudrate PC - bus controller:
The value entered here is used for the transmission speed between PCs and bus
controllers. By clicking on the scroll-down arrow right of the entry field, the desired speed
can be selected from the options listed. The factory setting is 9600 bauds and must be set
via DIP switch in the bus controller.

Display switch-on time:
The value entered here (in minutes) specifies how long the display is ON
(illuminated).Applies only to TR terminals.

Door strike function:
If this check box is activated, it is possible to open a door by booking on this terminal.

Door strike relay activation time:
The value entered here (in quarters of a second) indicates for how long the door strike
relay is to be activated.

Expansion board: A maximum of four 485 PCI cards can be installed. They are numbered from 1 to 4. This
field shows which board is being processed at the moment.This field is for information only
and cannot be edited.

Initialization string:
Each modem requires certain settings which cause the modem to work according to the
individual requirements.
These settings consist of one or a combination of several AT commands which may differ
from one device to the other.
The initialization string is described in detail in Chapter 6.6.5.

Local access code:
If the individual modem is connected to an extension of a telephone system which does
not provide direct access to a telephone exchange line, the preselection for obtaining this
access must be entered in this field.In most cases that will be “0".
In this case, field PBX connect must be activated as well.
If a direct exchange line is available, no entries are required in this field.
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MSN:

PBX connect:

see chapter 6.6.2

see Local access code.

Port on expansion board:

Pulse dial:

Each 485 PCI card provides two ports (Port 0 and Port 1) which are entered automatically
by NetEdit.This field shows which port is being processed at the moment. It is for
information only and cannot be edited.

Most modern telephone systems/telephone connections use multiple-frequency dialling
(which can be recognized by the fact that each push of a button is acknowledged by a tone
- usually in a different pitch). In this case, no modification of this check box is required.

Older systems sometimes still work with the pulse dial method (you can hear a clattering
noise as with the dials used in the past). If this is the case, this check box must be
activated.

Switch off error messages:

Timeout:

If this check box is activated, no error messages are output on the display of the terminal
concerned. Applies only to TR terminals.

If there is no longer a connection between the software and the individual bus controller
after the time entered here (in seconds), this will be reported in the software and, if
necessary, output as screen alarm OFFLINE (cf. Alarms tab, Chapter 5.3).

5.26 Serial Number tab

Serial number (in preparation): Enter the serial number of the concerned reader, confirm with =» Accept.

This becomes the unique identifier for the reader.

Encryption (in preparation): If encryption is enabled, reader data is transmitted in encrypted form on

the module bus.

5.27 Tamper monitoring

If tamper monitoring is to be carried out, field "Tamper monitoring” must be selected in this tab.In this case, it is
possible to enter values for debounce time and delay time.

Debounce time:

Delay time:

Time in 1/100 seconds the device or the software waits until a constant level is available.
Only then will the state be evaluated. (Thus, "false entries" caused by incorrect evaluations
are to be avoided).

Usually, an event defined at the input triggers immediately a defined action. If this is not
desired, a delay value in 1/100ms can be entered.

The factory setting is 0 = no delay.
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6. Defining hardware / software

6.1 Location

6.1.1 One location

1.

2.

Start IQ NetEdit (see Chapter 2.2)

Define a location:

One location is already defined in the factory. Assign an unambiguous name to the location, e.g.
the site (left mouse button, tab Common, field Description, or F2 within the tree).
The location defined in the factory is already marked as active.

Each entry must be confirmed with Apply. As an alternative, button .ui"

may be activated. Thus all entries will be saved automatically.
This comment will no longer be included in the following sections.

File Edit ‘“iew ?

HEi| v %P2 R

=) E% Metwork
= BB Lokation

“ # Swi_001 - IQ MetEdit
Type:

Last modified: Mon Feb 21 02:02:12 2005

ACSy I Output | Input |

=1 & pC_o01 - PC Cormmarn | Reader settings I Card coding I Baud rates |

Location

10

Description

Add for Duress code I2
Abzorpt, threshold value ID
Fey code lenath I4 j

Active ¥

Cancel | Apply |

Enter, or at least check, default values:

The basic settings which apply to the entire location are made in the other tabs of the location (see
chapter 5 =» Tabs). If e.g. reader type Proximity Esser - var DIN is selected in the Reader
settings tab, all readers defined manually or automatically will correspond to this reader type.If
necessary, it is possible to change the reader type of individual readers.

The possibility to define default settings per location permits using different reader
technologies in a global system. Thus it is possible to combine several individual AC

systems controlled by MultiAccess for Windows (V7) into one large global system
controlled by 1Q MultiAccess.

For many small and medium-sized applications, it will be sufficient to define one location (this
corresponds to the features of MultiAccess for Windows).
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6.1.2 Several locations
Requires a licence! In the demo version, only one location is possible.
1. Further locations are inserted by right-clicking on Network:

Fil= Edit Wiew 7

Beé |/ b [ P2 B
v I
Lockon gl

Prink door list Software  F
Prink controllerfterminal list

2. Assign a meaningful name already when defining the location.Thus you will not lose the overview
in complex installations.

& IQNetEdit - IQNetEdit
File Edit ‘iew ?

Ok 4% ?

EE% Metwork
=g Abstadt ACSx | Output | Input |
B & rc o0t -FC Comman | Reader seftings IDCadcoding | Beudrates |
B Neusj; Sw_001 - IQ MetEdit e e
Last modified: Tue Feb 22 06:18:17 2005
] [2 A 501
Description |Neuss
3. Check / adjust the default settings.

Default settings may vary from one location to the other one (see 6.1.1).

4, Select field = Active.
If a planned location is already set up in advance, this field must not yet be selected. It is activated
only when the location really starts operating.

A maximum of 255 locations may be inserted.

Further information / particularities of working with several locations see chapter
1land 12.

2=
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6.1.3 Change location description

. This change of location descriptions must not be mixed up with function =» Location change by

means of which hardware that is physically connected to a location A can be logically assigned to
any other location (see Chapter 11 = Several locations).

For reasons of clarity, identical descriptions should be avoided. Existing descriptions can be overwritten.

Example: Location Albstadt comprises two buildings. Select the existing description of location
Albstadt and overwrite it with the new, more accurate description (e.g. Albstadt main
building).

File Edit Yiew 7

El Bl & %P2 ?

E‘E% Metwork.
E@ albstadt main building ACSx I Output I Input I
- =& pC_ont -PC Camman | Reader settings ID Card coding | Baud rates |
e SW_001 - 1Q MetEdit
i Neuﬁ - @ HetEd Type: Location
Last modified: Tue Feb 22 06:18:12 2005
10 |1 bW IEDD
Dezcription A lbstadt main building

Insert another location (e.g. Albstadt outbuilding) as described in 6.1.2.

File Edit Wiew ?

E Ed |/ D% P2 ®

Eﬂ Metwork
E@ Albstadt main building ALCSx I Output I Input I
EE PC_001 - PC Cornmarn | Reader settings 1D Card coding I Baud rates I
------ A SW_001 - 1Q NetEdit s —
o BE] Meuss
""" g Albstadt outbuilding Last modified: ‘wed Feb 23 02:49:09 2005

D |3 b, |502

Description IAIbstadt outbuilding
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6.2 Workstation
6.2.1 Set up aworkstation

In the factory setting, a workstation is already set up in location 1 (PC_001). Assign an unambiguous name
by selecting and overwriting:

File Edit Wiew ?

E bt 4 (% ®

E‘E% Metwork,
E@ Ak eeitieiers Common |
T o i
€& Mokebook Erdmann Type: Wiorkstation

Last modified: Tue Feb 22 06:10:42 2005

NS
PNA T wel wamm

DESCIiption< !Notebook Erdrann >

When assigning computer names, please note that all computer names must correspond to the

..... Meuss
. Albstadt outbuilding

Microsoft NetBios conventions (15 characters max.; no special characters). If this is not the case,
it might happen that a client cannot log on to the server.

1. Further workstations are inserted by right-clicking on the individual location.
EE.QE. Mebwork
EI@ Albstadt main building ACSx § I
EE Motebook Erdman 5
: )7*' SW_001-IQ1 pelete Software » L
oc
a2 Meuss
L g Albstadt autbuilding Laszt rodified: Wwied |
2. Assign an unambiguous name.
3. Click on Search and select the individual description of the computer within the network.If you
need more detailed information contact your network administrator.
Eﬂ Metwark,
E@ Albstadt main building Comman |
= E Kotebook Erdmann

: Type: Wworkstation
i AP SW_D01 - IQ MetEdit o

E PC_Foster_room 341 Last modified: ‘wied Feb 23 02:52:35 2005
Meuss
o Albstadt cutbuilding
|2 |2 1501
D Mo (_Mﬁﬁ
Description I PC_Foster_room 341
3.
Computer name I PC_Foster_room 341 Search |
IP address [ 0.1 @[useP
ContrallerT eminal server Nl
Active ¥
4, Select field =» Active if the workstation is to be used immediately. If it is only set up in advance for

future use, this field remains inactive.

A maximum of 255 workstations can be connected per location.The total number within the
entire application is 65025.
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6.2.2 Several workstations

In general, all the workstations can be set up in the same way. But if a special progam (e. g. IQ NetEdit)
should only be allowed to be started by the system administrator, but that from each workstation, you can
realize this by enabling the software directly at a location instead of enabling it at every single workstation.

This software gets an identification.

File Edit Wiew ?

Bl ¢|%"2 ®

E‘E% Metwork,

b4 % Workstation v

Ekelv b (%

1D Card co
Carn

Delete

Software 3 WinfMag
IMP export Controllersi Terminals  » I Multifccess

VPS
10 Yideo

= uty Metwork

. B ” Location
+ & pc_oo1 - PC
= & PC_002 - PC
A SW_003-1Q

By, Gobal settings

Now the authorized user can start IQ NetEdit from NetEdit Login
any workstation, just by entering the server name

or IP address of the server in the field server and
the identification code in the field server
identification previously allocated in IQ NetEdit.

Type: 13 NetEdit
Last modified: ‘Wed Mar 29 15:1313 2006
ID | 3

ISW’_EIIS - 10 NetEdit

Honeywell

Iser Isewice

Paszwaord I “““““

Server 127.234.45.13 |
Server [dentification Iunl_l,l for me [%

Cancel | | Ok I
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6.3

Software

In the factory setting, Software 1Q NetEdit is assigned to workstation (PC_001). All programs which are to
be operated from this workstation are inserted by right-clicking on this PC.

B e/ | W R

E‘E.EE. Metwiork,
E@ albstadt main building Lo |
EIE Motebook, Erdmann T tadark station
L e SO0 - IQ M Interface v
: wo JBLPC_Maier_room_3 Delete Software
""" g Meuss Reinitialize Devices 3 1% Monikor
. albstadt outbuilding = Corkrollers) Terminals  » I System Monitor

In our example, all available programs are selected and activated.

£
W00z - IQ Mulkidooess
A SW_001 - IQ MetEdit
B sw_013 - 1Q Maonitor
B sw_014 - 1Q System Monitor
v SW_015 - IQ VPSS
[ =w_003 - 10 Guard
g5 SW_016 - IQ Yisitor
T w_017 - 1Q Cylindsr
SW_018 - I Tableau
i SW 023 - I operating unit

Thus it is possible to operate all programs from this workstation and to check the functions of the
installation.For the actual installation, it is e.g. not necessary to insert the IQ MultiAccess software on
workstations which have only hardware connected to them but do not work in the program. On the other
hand, the software can also be installed on workstations where no AC/TR software is connected.

[I] Software can also be allocated directly to a location. Then it needs an identification to be started
(see 6.2.2).
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6.4

Controllers/Terminals

The actual AC controllers/TR terminals are assigned to a workstation by right-clicking. Depending on the
individual controller/terminal, there are different connection options which might in addition require the
insertion of further components (interfaces, bus controllers, etc.).

Overview: Which devices can be connected to which component?

Network
4
gﬁf“om WebCam ACS-2 ACS-2 plus ACS-8
A A i i A
Direct network connection via I | | |
Ethernet interface / ¥ ¥ L Ld A
administration via workstation | MB100/48/24 = MB-Secure TRS8 TRS15 AXS4Secure
(using IP-address)
A
COM-Port-
>
L oc‘;(in ¥ Server *
eylind egr Workstation
Y ) * = Alternatively the Com-Port-
Server can also be integrated
in the single bus controller .
Y Y A
ISDN
COMx B-channel 485-PCl-card
L J
RDT modem Single-Bus-
» | analogue/ ISDN » > Cor?tmller 1 > > ACS-1
>
> ACS-2 ACS-1 > ACS-2
>
» | ACS-2plus ACS-2 » ACS-2plus
>
ACS-2 pl
> ACS8 pus »  ACSS8
>
> ACT ACS-8
> TRS8
>
»  TRSB TRS8
> TRS15
L | rets »  TRS15
» Read in station » MB100/48/24
> Master bus » Slavebus
controller controller
» keydepot |«
> interface
converter
> <
v A4 v v v v v
MEB100/48/24 ACS-2 ACS-2plus ACS-8 ‘ ACT ‘ TRS8 I TRS15

» IGIS Loop

v
MEB100/48/24

This graphic only displays devices that can be inserted. Devices no longer supported by 1Q
MultiAccess but still existing via transferring older databases will be displayed in the tree, too (e. g.
because they might occupy existing addresses). Tableaus and time recording terminals (except

TRS 8 and TRS 15 with active time recording option) are not supported. ACS Compact are still
supported but are not available in the “insert hardware” menue. IQ SystemControl only supports

MBxxx central units.



Installation Instructions - IQ MultiAccess 87

This is displayed as initial screen of the Insert function after right-clicking on a workstation:

COM1 interface
COMZ interface
COM3 interface
COM4 interface
COMS interface
COME interface

' COM7 interface
COME interface
COM2 interface
COM10 interface

> COM1L interface

COMI1Z interface

COM13 interface

COM14 interface

COMIS interface

COMI6 interface

15D card

15D card

15D card

15D card

485 PCI card

485 PCI card

gy Metwark 485 PCT card
E@ Albstadt main building 435 Pl card
=B - M Inkerface v =
Delete Devices b =P oM Park Server
Reinitialize Contrallers/Terminals ¥ | e
- ACS S
ACS2
Ly BC52plus
TRS 8
TRS 15

Independent of the connection type of a terminal/controller the communication status is displayed in the IQ
NetEdit tree.

green: Communication works correctly.
yellow: Communication path is correct, but the

controller/terminal is not answering.
l red: No connection to controller/terminal.
Communication path is disturbed /
_ interrupted. Possible causes: Cable is
broken-down/plugged off, bus controller

out of order or not working correctly, 1Q
CommTask not running.

The communication states are also displayed in
WINMAG.
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6.4.1 Connection versions

6.4.1.1 Direct connection via RS-232 (COMXx)

1. Insert a COM interface:
Right-click on the desired workstation =» Insert =» Interface =» COMXx.

EIE.EE Mekwork,
E@ Albstadt main building Comman |
08 ey _
) w_o0 Interface
)‘, oW o Delete Devices 3 COMZ interface
[ SW_DD Reinitialize ContraollersiTerminals »  COMS interface
B 5w _004 - IQ System Manitor COM4 interface
- JB PC_Maier_room_341 W COMS interface
Meuss COME interface
------ Albstadt autbuilding Descripiic COMY interface

COME interface

2. Insert controller/terminal:
Right-click on the desired COM interface=» Insert =» Controllers/Terminals =» e.g. ACS-8.

Eﬁ Metwork
EI@ Albstadt main building Common |
£} & Motebaak Erdmann
[ sw_noz - 19 Multisceess
}" St _001 - I MetEdit Lazt maodified: YWwed Feb
B =w_003 - 1Q Monitor
B 5w _004 - IQ System Manitor [

Type: Carn interf

.E _ Devices v I-I
o JE Meuss Delete Controllers/Terminals  » M
g albstadt cutbuilding L ACs2
ACSZplus
ACT
m Read in station

Key depat

Set the speed (baudrate) for this connection version to 19200 in tab < Common (see the
Installation Instructions for the individual controllers/terminals and/or the quick guide for AC/TR
hardware installation P53001-36-0G0-xx = included as PDF file'* on the installation CD).

6.4.1.2 Connection of read-in stations

Read-in stations are generally to be connected s e
to COMXx. A Ve il
With USB-read-in stations (USB desktop e 2E &
readers) first their drivers (on the CD of the

respective desktop readers) must be installed
by running the setup or the respective
installation exe-file. These drivers effect the
transformation of USB to COM.

In 1Q NetEdit the desktop reader is to be

' Computer

e Disk drives

W Display adapters

-, DVD/CD-ROM drives

3 Floppy disk conbrolers

B Floppy disk drives

i) IDE ATA[ATAPT controllers

05860 EEeEEe 0]

inserted to the COM interface the operating O s et i
BE Network adapters

system has assigned. (Control Panel = System
=» Hardware =» Device Manager =» Ports COM
and LPT):

' Ports (COM&LPT)
'_1’ Communications Port (COML)
7 Prolific USB-to-Serial CommPort (COMS)
o Prinker Port (LPT1)

+ ¥ Processors

+ SCSI and RAID controlers

+ Sound, video and game controllers

1 Reading requires a program that can open PDF-files, e. g. Adobe Acrobat Reader.
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6.4.1.3 Connection via interface converter

1. Insert a COM interface:
Right-click on the desired workstation =» Insert =» Interface =» COMX.

Eﬂ Metwark

E@ Albstadt main building

ey

Commaon |

Delete Devices 4 COMZ interface

| Reinitizlize Controllers/Terminals » COM3 inkerface
' S _004 - [0 Syskemn Monikor COM4 inkerface
E PC_Maier_room_341 o COMS inkerface

""" Neuss COME interface
----- &lbstadt outbuilding D om7 interface
— COMS inkerface
2. Insert interface converter:
Right-click on the desired COM interface =» Insert =» Devices =» Interface converter (RS845
bridge)
E‘E.EE. Metwiark,
EI@ Albstadt main building Camman
El& Motebook Erdmann T Erin it

- [E) sw_00z - 1Q Mulkitccess
ﬁ SW'_001 - IG MetEdit Lazt modified: ‘Wed Feb
B 5w _003 - 1Q Manitar

Bl 5w _004 - 1Q System Monikor
b On Pyt ) - | Co—

& rc I

D 5 Sinale bus controller
----- Meuss Delete ControllersiTerminals  » Master bus contraller
----- Albstadt outbuilding R5485 bridge (DIM)
Modem
3. Assign unambiguous name and select Active.
4, Check =» tabs Common and Settings and make adjustments where necessary.
5. Insert controller/terminal:
Right-click on the desired COM interface converter =» Insert =» Controllers/Terminals =» e.g. ACS-
8.
gty Mebwork
%@ Albstadt main building Comman | Settings I
E__”me"mk ke Topr FIS 405 bridge (DIN]

&) sw_002 - 16 Mukisceess
- A% SW_001 - 1Q MetEdit Last modified: ‘Wed Feh 23 031611 2005
1 sW_003 - IG Manitor

B Sw_004 - 1Q System Moritor

idge =
Delete

Active addressas
Scan for cantrollersiterminals Ik 1

Albstadt outbuilding ACS2plus

ACT

Print: relations

or

right-click on the desired interface converter =» Scan for controllers/terminals.
The program checks automatically which controllers/terminals it can identify on the interface
converter selected and it configures them automatically as well.
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6.4.1.4 Connection via external bus controllers
Single bus controller

1. Insert a COM interface:
Right-click on the desired workstation =» Insert =» Interface =» COMXx.

EE@ TMetwork

E@ Albstadt main building

Common |

- Delete Devices 4 COMZ inkerface

- Reinitialize ControllersiTetminals »  COM3 interface

i ; ! SW_004 - IOy Seysbem Monibor COM4 inkerface

b PiC_Maier _room_341 o COMS inkerface

""" Meuss COMa interface

----- albstadt cutbuilding De  ~omM7interface

— COME interface

2. Insert an external bus controller:
Right-click on the desired COM interface = Insert =» Devices =» Single bus controller
EIEEQ Metwork
=8 Abstadk main building Common |

(=1 8% Notebook Erdmann
o[ 3w o0z - 10 Mulkisccess
% SW_001 - IQ NetEdit Last modified: ‘whed Feb 23 03:13:11
B 5w _003 - 10 Manitor

Bl SW_004 - 1Q System Monitor

Type: Com interface

COM Port 1 | i
E PiC_Maier_roam b es 3 Single bus controller
) Neuss Delete ControllersiTerminals  * Master bus controller |
-4 Albstadt outbuilding RS435 bridge (DIN)
IMadem
3. Assign unambiguous name and select Active.
Eﬂl Metwork
EI@ Albstadk main buiding Common I SeanSI Naﬂ'ﬂsl
E L Type: Single bus controller

[ swe_ooz - 16 Mulkiaccess
j" SW_001 - I NetEdit Lazt modified: Wwed Feb 23 03:13:00 2005
B sw_003 - I Monitor

B 5w _004 - I System Moritor

= COM Part 1 D |2
L PC_Maier_roam_341 Description W
..... BB heiiss
4. Check =» tabs Common, Settings and Alarms and make adjustments where necessary.
5. Insert controller/terminal:
Right-click on the desired bus controller =» Insert =» Controllers/Terminals = e.g. ACS-8.
E‘"E% Metwork
E@ Albstadt main building Comman | Settin98| A\arm8|
- E Motebook Erdmann

: Type: Single bus contraller
) 5w _002 - 10 Mulkiceess

- Iy MetEdit Last modified: ‘wed Feb 23 03:19:00 2005

- I Monitar

- I Systern Maonitor

L ID
Delete
Albstadt outbuilding Request status ACS2

Active addresses ACS2plus
Scan For controllers/terminals = ACScompack
Request bus state Tableau AC
Print relations

or

right-click on the desired bus controller =» Scan for controllers/terminals.

The program checks automatically which controllers/terminals it can identify on the bus controller
selected and it configures them automatically as well.
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Master/Slave Bus-Controller

For reasons of performance and operational reliability, a master/slave installation should be
avoided whenever possible. All functions that required a master/slave installation in the past are

meanwhile also possible with single bus controllers.

If master and slave bus-controllers are to be modified to single bus-controllers, it is recommended
to do this previously in the version V7 / SP2 of MultiAccess for Windows (procedure see installation

instructions of the bus-controller).

Should a master/slave architecture be required all the same or already exist, proceed as follows:

1.

2.

4.

6.

E‘E.% Mekwork,

Insert a COM interface:
Right-click on the desired workstation =» Insert =» Interface =» COMx.

Eﬂ Metwork

EI@ Albstadt main building

=&

Comman I

)’# Delete Devices r COMZ inkerface

El Reinitialize Controllers/Terminals »  COM3 interface

E [ ! SW_004 - T Syskern Monibar COM4 interface
fo FiZ_Maier_room_341 o COMS interface
----- Meuss COME inkerface
----- Albstad: autbuilding De  comzinterface

p— COMS interface

Insert a master bus controller:
Right-click on the desired COM interface =» Insert =» Devices =¥ Master bus controller

EI@ Albstadt main building Commen |

=1 & Notebook Erdmann

- [E) Sw_o02 - 1 MultiAceess

- A SW_001 - IQ NetEdit Laszt modified: ‘wed Feb 23 03:13:11

B sw_003 - IQ Monikar

B 5w_004 - 10y System Manitar
; :

Park 1 ‘ N |2

Type: Com interface

L
E PC_Maier_raom s [d  Single bus controller
""" Meuss Dieleke ControllersiTerminals  # [ ==l o R glads |12
----- albstadr outhbuilding RS43S bridge (DIM) \

,7 Modem

Check =» tabs Common, Settings and Alarms and make adjustments where necessary.

Assign unambiguous name and select Active.

Insert slave bus controller:
Right-click on the desired Master Controller =» Insert =» Devices =» Slave bus controller

EIEEE Network
=] @ Albstadt main building Comman | SEttiﬂQSI Alarmsl

' E Motebook Erdmann

i) SW_002 - IQ Mulkifccess

/‘ S _001 - I NetEdit Last modified: ‘Wed Feb 23 03:24:35 2005

B 5w _003 - 1 Monitor

B 5w _004 - IQ System Monitor

Type: Master bus controller

=B ComMPart 1 |4
H [2]
s | - Master Contrallsr
B P ar room_ 41
Mewuss Delete
Albstadt outbuilding Request stakus

Active addresses

Scan For contrallers/terminals
Request bus state

Print relations

Assign unambiguous name and select Active.

Check =» tabs Common, Settings and Alarms and make adjustments where necessary.
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8. Insert controller/terminal on slave controller:
Right-click on the desired Slave Controller =» Insert =» Controllers/Terminals =» e.g. ACS-8.

[=E a% Metwork
= @ Albstadt main building Cormman | 59&""95|
EE Mokebook Erdmann
o B sw o0z - 10 Mubifccess
/‘ SW_001 - IQ MetEdit Last modified ‘wied Feb 23 03:25:24 2005
5 sw_003 - 1 Moritor
B sw_004 - 1Q System Monikor

Type: Slave bus contraller

BB COMPort 1 o |5—
: &9 CO_004 - Master Controller
Y0 005 - Slave Controler Description |CD_UUS - Slave Controller
E PC_Maier_room_341 i acs 1
g Heuss Delete
- B8 Albstadt autbuilding Request status ACS?
Active addresses ACSZplus
Scan for controllers/terminals ACS compact
Request bus state Tableau AC
Print relations

or

right-click on the desired bus controller =» Scan for controllers/terminals.
The program checks automatically which controllers/terminals it can identify on the bus controller
selected and it configures them automatically as well.
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6.4.1.5 Connection via internal bus controllers

1. Insert an internal bus controller:
Right-click on the desired workstation =» Interface =» 485 PCI card.

E‘E.Eé. Mekwork,
- @ Albstadt main building Comman I
oak Erdmann SR B0 0l R8s
=l SW_002 - IQ M nterface COM1 interface
A SW_001-IQN  Delete Devices P COMZinterface
@ SW_003-IOM  peinitialize Controllers/Terminals  » COM3 interface
¥ 5w_004 - [ Sysrermmommo COM4 interface
NE PC_Maier_room_341 s} COMS intetface
Euss .
- COME interface
Albstadrt autbuilding Description O i
COMS interface
Gl (e COM3 inkerface
COMI0 inkerface
IF address COM11 interface
Contraller/Temina — —om12 interface
COM13 inkerface
fictive [V COM14 inkerface
COM15 inkerface
COMIG inkerface
ISDM card
15DM card
IS0 card
1SDM card
485 PCI card 1
485 PCI card
2. A 485 card with two ports is inserted automatically.

Assign unambiguous name and select Active.

BT
H@ Albstad: main building Comman | Settingsl
=) 488 Motebook Erdmann

[ swr_o0z - 1 MultiAccess
}\' Sw'_001 - I MetEdit Laszt modified: Wwied Feb 23 03:27:49 2005
B =w_003 - 17 Monior

B 5w _004 - 1 System Monitor

Type: 435 interface

: . - D [6
L.pg CO_D07 - 485 Port Dezcription |CU_UUB - 485 Part

i PC_Maier_room_341

----- g Meuss
----- Albstadt outhbuilding 485 PCI card IPEl 1

Active v
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or

Insert controller/terminal:
Right-click on the desired Port =» Insert =» Controllers/Terminals =» e.g. ACS-8.

gy Metwark
(=8 albstadt main building Carrman | SEltiﬂQSI

EE Mokebook Erdrmann

SW_00Z - I0) Multifccess

SW'_001 - IC) MetEdit Lazt modified: Wed Feb 23 03:27:43 2005

Sy _003 - IQ Manitor

Sy _004 - IQ System Monitor

485 PCIcard 1

Type: 485 interface

25 ot ark g
" B PC_Maier_room_341 Active addresses
g Meuss Scan for contrallersyterminals Y ' =4
Albstadt outbuilding Print relations (FIC ACSZplus
[ ACS compact

Tableau AC

right-click on the desired port = Scan for controllers/terminals.
The program checks automatically which controllers/terminals it can identify on the port of the
internal bus controller selected and it configures them automatically as well.
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6.4.1.6 Connection via Ethernet

Depending on the individual device, there are two versions of hardware definitions in 1Q Netedit.This does
not affect the physical hardware installation.

Version 1:

Right-click on the desired workstation which controls the relevant controller/terminal in the
network via the IP address.It is not necessary that the controller/terminal is physically
connected to the workstation.

=» Insert =» Controllers/Terminals =» e.g. ACS-8.

This communication uses the =» event protocol.

Eﬂ Metwork,
E@ Albstadt main building Carmman |
=y - ok Erdmann

— orkgtation
3

Delete Devices ed Feb 23025

= Reinitialize Contrallers) Terminals

E TSI aCS2

b PC_Maier_room_341

: - - — ACSZplus

F - Y L !

Variant 2 (connection variant for AXS4Secure):

Right-click the desired workstation which controls the relevant AXS4Secure access control terminal
on the network via its IP address. The terminal need not be physically connected to the
workstation.

=» Add =» Controllers/Terminals =» AXS4Secure.

E@ I-:irrna A
E"E Seart
COM Po Add 2 Interface » _ Sear
OBl TE003-|  Delete Software v r [ Use P
m 5004 Reinitialize Devices »
E‘ E’ %JJS?J“ 6 1Q AEPInfo Controllers/Terminals » ACSE
-[E TE.015 - MB-Secure = ACS2
-l SU_053 - Door interface (1) ACS2plus
-l SU_054 - Door interface (2) TRS &
5U_055 - Door interface (3) TRS 15
MEL00
- ME100-54
MB48
MB24
SALTO SHIP

follow the instructions for the initial installation using IQPanelControl in the

Please
Installation/Connection manual for the AXS4Secure access control terminal (IP address and
password).

Common | Extended |

Type:

Last modified:

AXS4Secire Ontab =» Common = IP address, enter the same
s IP addre_ss that was used in the initial installation of
the terminal.

D

Description

IP address

16 No |6

|TE_016 - AXS4Secure

On tab =» Extended =» Password, enter the same
password that was used during the initial
installation of the terminal (min 4 characters, max.

[0.0.0. 0 TCPAPpor [12355 13 characters, alphanumerlc).
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Version 3: For technical reasons, some controllers/terminals require an additional (virtual) device for
setup in 1Q NetEdit, the so-called = COM port server. In this case the communication to
the controller uses the =» DIN protocol.
1. Insert COM port server:
Right-click on the desired workstation =» Insert =» Devices = COM port server.
Eﬁ Mebwork.
E@ Albstadt main building Common |
B Tumar “whorkstation
Insert 4 Interface 3 I
Delete 8] ]
Reinitialize Controllers/Terminals  »
TIT T T T T T
2. Enter unambiguous description, IP address of the ACT connected and select
Active.
Commnnl
Type: COM port server
Last modified: ‘wed Feb 23 03:34:13 2005
D [e
Besaeien |Co_008 - COM Port Server
IP addrezs 1270081
A COM port server must be defined for each ACT connected via Ethernet.
a) Connect controllers/terminals directly to COM port server

The controllers/terminals are connected directly via Ethernet.

Insert Controllers/Terminals:

Right-click on the desired COM Port Server =» Insert =» Controllers/Terminals -» e.g. ACS-8.

E‘E.% Tetwork
E@ Albstadt main building Common |
EE Motebook Erdmann T COM port server
[l sw_o0z - 1Q Mulidceess
}‘ S _001 - I MetEdit Last modified: ‘wed Feb 23 03:34:57 2005
1 sw_003 - IQ Monitor
B s'wy_004 - 1Q System Moritor
& ClBoSH Sl | In R

E PC_Maier_room_341 Devices 3 I— -

Meuss Delete ControllersiTerminals  ®

Albstadt outbuilding P ]—m.qcsz g

ACSZplus
IP address 127.0.0. ACT
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b) Connect bus controller to COM Port Server / controllers/terminals to bus controller
Only the bus controller is connected via Ethernet, the controllers/terminals are connected to the
bus controller via RS-485.

1. Insert single bus controller:
Right-click on the desired COM Port Server = Insert = Devices =» Single bus controller

=] E% Metwark

E@ Albstadt main building Comman |

EIE FEE000I Ermant: 3 Type: COM port server

H - I Multidccess
- Iy MetEdit Last modified: Wed Feb 23 03.34:57 2005
- Iy Monitor
- Iy System Monitor

o1 Fort serve [ F—
Delete Controllers
Albstadt outbuilding Reset romsprver
2. Insert controllers/terminals:

Right-click on the desired bus controller =» Insert =» Controllers/Terminals =» e.g. ACS-8.

ity Metwork
E@ Albstadt main building Camman | Settings I Alarms I
= E L . Type: Single bus contraller
[l Sh_00Z - IC Multifccess

- I MetEdit Lazt modified: ‘Wed Feb 23 08:00:40 2005
- IQ Monitar

- I} Syskem Monitor

COM Part Server

Lk Single Conl
PC_Maier_room_341 Insert

ACS 1

g Neuss Delete

- B albstadt outbuilding Request status ————————————— acs?
Active addresses IT 025 ACSZplus
Scan For controllersjterminals .  ACScompact
Request bus state Tableau AC
Telnet autoconfiguration
Frink relations

or
right-click on the desired bus controller = Scan for controllers/terminals.

The program checks automatically which controllers/terminals it can identify on the bus controller selected
and it configures them automatically as well.

6.4.1.7 Connection via modem / ISDN

see chapter 6.6 Configure distant station.
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6.4.2

Controller/terminal settings

Irrespective of the connection type, the controller/terminal selected with the corresponding options is
inserted according to the default settings of the =» ACSx tab of the individual location.

The procedure described below (example: ACS-1) generally applies to all controllers/terminals.

1.

Check and, if necessary, modify the controller/terminal-dependent =» tabs.

You can make settings here which deviate from the standard and apply only to the
controller/terminal selected.

Example: In the entire enterprise, proximity readers are used.For the location concerned,
Proximity Esser reader - var DIN is defined in =» tab Reader Settings
EEQE Metwork
-1 Albstadt main building ALSx I Output | Input |
=8 Notebook Erdmann Comman Reader settings | 1D Card coding I Baud rates I
[ sw_noz - 1Q Mutidccess ] ;
A SW_001 - 1Q NetEdit Type: Location
; B 5w_003 - 1q Maritor Last modified: wed Feb 23 02:42:55 2005
L SW_D04 - IQ System Monitor
P _Maier_room_341
HiEwss et - var DI
e albstadt outbuilding Reader pe A e
ID card coding DIM wariable
Turn DIN code |

This setting is applied automatically to all controllers/terminals of this location when they are
configured.If another reading method (e.g. magnetic cards) is used (only) at the door which is
controlled via the controller/terminal selected, this must be modified individually in =» tab Reader
Settings of the controller/terminal concerned.

E‘E% Tetwork -
-8B Albstadt main building Common | Additional settings  Reader settings IAIarmsI
Notebook Erdmann . Tz ACS 1
[ 5w _002 - 10 Mulkiaccess
}* 001 - IQ MetEdit Last modified; ‘wied Feb 23 08:03:08 2005
B sw_003 - 1Q Monitor
Sh_004 - IQ Syskern Maonibor
COM Part 1 H p
Reader b Magretic plug in reader -
- C0_010 - Single Controller SR 2 2
| TE_OO1 - ACS 1 1D card coding Mo special code
[ s

The reader types selected must correspond to the cards that are used. Usually, the cards
are globally coded. Therefore it makes only sense to change the reading method, if the
cards used correspond to the reading method that is newly defined or selected in addition
(e. g. combi cards with magnetic Esser coding and another reading method).

Any modifications should only be made after consultation with our support!

A global modification of the reading method is not possible afterwards.
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2. By inserting a controller/terminal in the =» physical representation, itis set up automatically in the
=» logical representation according to the default settings (incl. door(s), inputs, outputs etc.).

Example 1: Insert an ACS-1 without extensions.

Physical representation Logical representation

before: no controller/terminal inserted Controller/terminal and doors
without content

N\ o~
||+ %3 ® )T &% ®
Eg s Metwark fletwark:
E- @ Albstadr main bulldlng - Operato_rs
E| E e service

@ albstadt main building
; ' Operakors

8 7ones

S DDZ I Mulkifccess
A SW_001 - I) NetEdit

--[@ SW_003 - I Manitar

i 04 - I Syskem Monitor

afterwards: Controller/terminal inserted Controller/terminal incl. a door
agt%matically existing

o service
@ Albstadt main building
"’ Operatars

- ) ACS 1 main entrance
A S 001 - 1) NetEdit Doors

I 5w _003 - IO Maritar . oRO0z-doorz
B 5w _004 - Iq Syskem Monitor

Example 2: Insert an ACS-1 with extensions.

Physical representation
Right-click on the desired ACS-1 =» Insert < Modules = e.g.Two door extension.

il 4 %2 2

Eﬂ Metwark
= @ Albstadt main building Common | Additional settings | Feader settingsl Alarmsl
E E Motebook Erdmann Mg ACS 1
BB COMPart 1
[ 5 CO _011 - Single Contraller Last modified: ‘Wwed Feb 23 08:08:06 2005

B} CS 1 main entrance

st 0z - 15 Mulkifccess Madules

Twio door extension

}5 S _001 - I MNetEdit Delete ACS1 YT100 inkerface
B sw_003 - IQ Monitor Door name Bus reader
. | SW_DD4 - 1 System Manitol g aquest status 4Inf40ut Iocard
o PC_Maier_room_341 Initial load  g0utIdcard
----- g Meuss Load data T gInlocard
----- Alhstadr anthnildinn . K
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=» produces the following Eof X iy @
physical representation: hNth{ % 78

EI@ Albstadt main building
=48 Motebaak Erdmann
=B coMport 1

[ Sw 0 :
- SW_001 - IQ NetEdit
B 3w _003 - 1D Monitar
B Sw_D04 - 1Q Syskem Moritar

=» In the logical representation, this V4 (%t ®
ACS-1 now exists with two doors:

Operatars
" service
E@ Albstadt main building
' Operators

FLAT] Contrallersf Terming
A ACS 1 main entrance
Dioors

B oR_00z - door 2
B 0R_003 - door 3

3. Controller/terminal properties:
In the logical representation, it is possible to modify certain options individually per
controller/terminal (=» tab Common). They will apply then only to the controller /terminal selected.

e v e
g wiork
=3 Operators Common

service
' Type: AC5 1
Albstadt main building s

‘. CQperators Lazt modified: Wed Feb 23 08:08:06 2005

Contrallers|Terminals
ACS 1 main entrance m |2— w T
\ Desciiption ACS 1 main entrancs

PIN code v

g Albstadt outbuilding
Bairing repeated entry

-
Twio persons access contol r
-

Silent alarm

Feset alarms / notifications |

s | ]
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The figure below shows a single bus controller to which one device of all possible controllers/terminals is

connected.

Physical representation:

Logical representation:

For each AC controller, the corresponding doors
have been defined automatically depending on the
default settings of the location.The TRSx time
recording terminals and the display tableaus do not
initiate the definition of a door.

|| 4 | % P8 @

E'E.EE Mebwork

- NovAR Albstadt
[+ 4% SUPPORT
= & SUPPORT-1

=B ComMPark 1

) TE 029-ACS 1
= TE_D30- AC5 &
----- £ 511_079 - reader (1)
----- & SU_0380 - reader (23
SU_0381 - kevboard (1)
3l)_032 - keyvboard (2)
788 SU_083 - 12Inf60ut 10 card (0)
= TE_O31 - ACS 2
----- £ 31)_084 - reader (1)
----- E&F S1_035 - reader (2)
Sl)_036 - keyboard (1)
SU_0&7 - kevboard (2}
- 728 sU_088 - 12Inf60ut 10 card (0)
= TE_032 - ACS 2Flus
----- £ 51)_089 - reader (1)
----- & SU_090 - reader (2)
SU_091 - kevboard {17
SU_092 - kevboard (2}
- ThE SU_093 - 12In/60ut 10 card (0)
[ TE_033 - ACS compact

----- TE_034 - Tableau AC

[BEEv & %8 ®

Dperakors

"’ service

-G NOvAR Albstad

-3 Operators

ﬂ Zones

E|1.___| Controllers Terminals

-5 TE_D29-ACS 1

-] TE_030 - ACS B

D TE_O31-AC5 2

[ TE_O3Z - ACS 2Plus
B TE_033 - ACS compact

-[E5) TE_034 - Tableau ac

=W Doors

DR_032 - door 1

DR_033 - doar 2

DR_034 - door 3

DR_035 - door ¢

DR_036 - door &

[ [ Py oy oy
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6.4.3

Key depot

Important:

compatible to MultiAccess is required.
Devices already connected to MultiAccess for Windows are not compatible. If they are to
be used for IQ MultiAccess as well, the firmware must be updated.

When ordering a key depot from Kemas, please note that a device with a firmware that is

A key depot is used for managing keys which may be taken out by certain persons according to defined
plans. In 1Q NetEdit, key depots are managed like controllers / terminals.

Connection is made via COMx (see section 6.4.1.1) or Ethernet (see section 6.4.1.5, version 2a = COM-

Port-Server). The key depot must be equipped with the relevant interfaces.

When inserting a key depot, you will be asked how
many keys are to be managed.This depends on

the individual device (is defined when ordering the
device). A max. of 256 keys is possible per device,

defined in steps of 16.

How many keys are managed?

16

-

i |

According to the number of keys selected, a key depot with the corresponding number of keys and an 8-in

I/O card is defined.

N
(Bl s %z ®

Ii-a% Metwork =
EI@ Londan Common
B E_EECIJIMEDCH . Type: Fey depot
@ S_004 - IQ Multiccess Last modified: Fridun 10 23:10:42 2005
- A% Sw_001 - 1Q NetEdit
B 5w _00S - I Monitor
I Sw_006 - IQ System Monitor |2 |1
=B oM port 2 b e
B TE_00Z - Ke Description |TE_UU2 - Keydepot
[=1-B4= S1_006 - &xin 10 card {0}
A= 5U_006 { 10_019 10 - input (1)
+ 50006 {10 02010 - !HDUt @ Address I1— Baudiate PC m
A= 5U_006 { 10_021 10 - input (3)
4= SU_006 { TO_022 10 - input (4) PIN code r Type |Dispensol 'I
A= 5U_006 { 10_023 10 - input (S)
A= 5U_006 { 10_024 10 - input (&) )
i4= 5U_006 | 10_025 10 - input (7) Active [V
* 4= 5U_006 | 10_026 10 - input (8)
SU_007 - Key (1) Cancel | Apply |
- 5U_008 - Key (2)
-3 SU_009 - Key (3)
-3 SU_010 - Key (4)
-3 SU_011 - Key (5)
T SU_012 - Key (6)
T SU_013 - Key (7)
T SU_014 - Key (8) Elaaa [YI— =~
T SU_N1S - Key (9) EI@ Landan || Common
T SU_016 - Key (10) =8 pc_ot - pC
T SU_017 - Key (1) 0B Com Type: Key
- pork 1
-8 SU_018 - Key (12) [ SW_004 - 1 MulkiAccsss Lsstmodifed:  FriJun 10231030 2005-
~F8 5U_019 - Key (13) A SW_001 - Q) WetEdit
g :3_32? : E:: 23 B 5w _005 - 16 Monitor -
- 2 W _006 - I System Monitor
-8 SU_022 - Key (16) E|--- CoMert > I.D |? :
- TE_002 - Keydepot Description |5U_007 - Key (1]
-84 SU_006 - Bxin 10 card (0)
| ledm SU_006 { 10_019 10 - input (1)
A= 5U_006 | [0_D20 10 - input {2) |— ! |—
5006 /10021 10 - input 3 Address 1 ‘finfdag No 5001 1
4= 5U_D06 | 10_022 10 - input {4)
A= SU_D0E | 10_023 10 - input {5)
A= 5U_D06 | 10_024 10 - input {8}
4= 5U_D0& | 10_025 10 - input {7)
A= SU_DOE | 10_026 10 - input (8) -
. T Cancel Spply |

The meaning of the individual fields is explained in section 5.4 = Common tab.
The 8 inputs which are defined automatically are firmly assigned and can be used for messages
WINMAG (see separate documentation).

n
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Meaning of the key depot inputs - overview:

Input Description State
1 Door monitoring ON = door closed
contact OFF = door open
2 Door bolt state ON = bolt closed
OFF = bolt retracted
3 Cylinder plate ON = cylinder plate closed
OFF = cylinder plate retracted
4 Wall contact ON = not torn from the wall
OFF = torn from the wall
5 Rupture monitoring | ON = no rupture
OFF = rupture
6 Service flap ON = service flap closed
OFF = service flap open
7 Breaking open ON = no breaking
alarm relay OFF = breaking of door/ compartment or
bus error
8 all key relays ON = All keys are there and all
compartments are closed.
OFF = Not all keys are there.

It is advisable to name the inputs of a key depot accordingly:

= COM pork 2

=83

E_00Z - Keydepa
[=J-B4= S5U_00& - 8xin 10 card (0)

.4 Door monitoring contact key depot
4= Door bolk state key depot

A= Cylinder plate key depat

A= Wall conkack key depat

4= Rupture monitoring key depat

.4 Service flap key depot

.4 Breaking open alarm relay key depot
e gl kervs indicator relay
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6.5 Doors

As described generally in Chapter 6.4.2, doors are configured automatically according to the default
settings of the individual location when controllers/terminals are inserted in the physical representation.

In this section, the configuration of doors is described in more detail. It depends on the controller/terminal
type used as well as on the fact whether doors are configured automatically or manually.The steps
described below are carried out in the logical representation.

6.5.1 ACS-1

1. As a standard, an ACS-1 can control one door. Therefore, one door is configured automatically
when an ACS-1 is inserted. Further measures are not required.If necessary, check the entries in
the = tabs of the individual door.

File Edit View 7

B o b % ([T

= 5% Metwork : = :
5 F Operators Common | Parameter | APB / BRE | Counter / Image compare / ATR |
é_é?nj:,me D 3 [Acs 1-TE_029- door 1 No [I
' Operators T |DR_032 - door 1
u Zones Default
ED Controllers/Terminals % Normal operation o
TE 029 - doorl " Premanent block £
Doors (" Pemanent release £
Times (sec)
Open time 10 10
Key code input time 10 10
Times (sec)
Door open time 10
Door open signal 5 lurtil message
Fire: door [
Active W -’ !) -/ !/J
Cancel
2. If a Two-door extension is inserted at an ACS-1, a second door is configured automatically.
Further measures are not required. If necessary, check the entries in the =» tabs of the individual

doors.

Since an has only one extension slot, it is only possible to insert one =» Module. For the door
configuration, only the Two-door extension is relevant. Other modules have no influence on the
configuration of doors.
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6.5.2 ACS-2/2plus/8

An ACS-2 / 2 plus can manage the maximum of 2 doors which are connected onboard.
An ACS-8 can manage the maximum of 8 doors, 2 of which can be connected onboard.

6.5.2.1 Onboard doors

The configuration of onboard doors for ACS-2 / 2 plus and ACS-8 are identical. The examples
below show ACS-8 controllers.

Depending on the default settings of the individual location, there are the following options for door

configuration:

=» one door with one reader
=» one door with two readers

=» two doors with one reader each (with ACS-8 additionally three or four doors

with one reader each)
=» manual door configuration

1. One door with one reader:
Common I Estended | Reader settings
1. Default SettingS: ID Card coding I Baud rates ACSy 10 - output 10 - inpat
Type: Location
Last modified: Wed Mar 22 16:41:31 2006

Auto create doors from ACS2 onboard hardware

Auto create doors from AC5% onboard hardware

IEIne doar (2 rej

One door [T "I

Auto enable
FIM-code

Silent alarm

Auto Create Door from ACSx Door Module

Auto Azzign Keyboards
Auto create door from ACS® 4/2 10 module

10

B arring repeated entry
Twao Perzon Access Contol

I anal

One door [2 read
Twio doors
three doors
four doors

v
v
Iv

result:

P — N
Blillv 4% 7

one reader active

one output
and two
inputs active

Elﬂ Tetwork,

- NovaR Albstad:
[+ B SUPPORT
- 8 SUPRORT-1
=B comPart 1

=i

p =

=

AN

528

(—>

v

El= C0_009 - single bus contraller

035 - ACS 8
SU_094 - reader (1)

3_095 - reader (2)

3_096 - keyboard (1)

3U_097 - keyboard (2)

SU_098 - 12Inf60ut 10 card (03

= 50098 [ 10342 input (7)
= 5U_098 | 10_343 input (8)
= SU_098 [ IO _344 inpuk (99

= SU_09E | 10_330 oukpat * (1)
o= SUOGE [ 10_331 oukpat * (2)
o=y SU_09E [ 10332 autput (3)
o=y SU_09E [ 10333 autput (4)
= 5098 | 10_334 aukput (5)
= SU_098 | T0_335 output (6)
A= SU_D9E { TO_336 input (1)
A= SU_D95 { I0_337 input (2)
A= SU_D9E { I0_338 input ()
= SU_D9S | I0_339 input (4)
<= SU_D95 | IO_340 input (5)
= SU_D9S | I0_341 input (6)

A= SU_098 [ 10_345 input (107
= SU_098 [ 10_346 input (117
= SU_098 [ 10_347 inpuk (12)
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Explanation:  One active reader is the result of the default settings. In this context, it does not
matter whether the controller/terminal is configured manually or via Scan for
controllers/terminals. In this case, Reader 1 is activated (terminals 8 - 14 on
ACS-2/8). Even if a second reader is connected to the controller/terminal
concerned, the program configures only one reader according to the default
setting. If required, the second reader must be activated manually.

Output 1 is the door strike relay (terminals 47 - 49 on ACS-2/8).

The two inputs which are activated automatically are:
Input 2 = door strike button (terminals 32 - 33)
Input 5 = door state contact (terminals 36 - 37)

2. Logical representation:

File Edit Wiew 7

8()V 4+ % "3 ¢

SRy btk
E|" Operators

"' service

1 8 NovAR Albsta
t Operatars

“ Zones

ControllersiTerminals
D TE_O35-A/C58
Dooars

- [§] DR_037 - door 1

?

If the devices are already connected and a connection to the workstation exists when the

controllers/terminals are configured, the status of doors (here: yellow = normal
condition).and of inputs/outputs (active/inactive) is indicated by a coloured dot

3. Right-click on the relevant controller/terminal =» Door definition opens the window Door

definition

T

Rk Y

= E% MNebwork,

] " Cperators
" service

= @ Location
' Cperators
“ Zones

=1{J) ControllersTerminals
+-i]] TEOOL - ACS B
+ Doaors
Ag User defined fields

Mew doar | ™ | b odify door

Door definition - TE_001 - ACS 8

Delete door | Exit |
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4. Open the tree structure: —
Click on all “+’ characters. You | el RRISECEy ot
will obtain the following overview:

b Outzside

=] CR_037 - door 1
=8
;G ACS reader - SU_034 - reader 1]

Door opener contact - SU_098 / 10_337 input [2]
Door state contact - SU_098 / 10_340 input [5]

Dvoor opener relay - SU_098 7 10_330 output #[1]

5. Modify door name: —_
Up to this point, IQ NetEdit uses B
general names with consecutive
numbers. These should first be

M ain entrance

X - Lits1ae
replaced by unambiguous user- £ ACS reader - SU_D34 - reader [1]
specific names. -y Inside

Door opener contact - SU_098 / 10_337 input [2]
[oor state contact - SU_038 /A 10_340 input 5]
Daar apener relay - SU_098 /10330 output = 1]

Slowly click twice directly in the
text field to be modified or press
F2. Enter the desired name.

6. Click on Exit.

Individual modifications must be made manually via =<» Modify door. This is described in
section 4 = manual door configuration.

2. One door with two readers:

1. Default Setting: Commoh I Extended | Fieader settings
ID' Card coding I Baud ratez ACSx | 10 - output 10 - input

Type: Location

Last modified: Wed Mar 22 16:41:31 2006

Auto create doors from ACS2 onboard kardware IElne door [2 rej

Auto create doors from ACS5% onboard hardware One door [21e 'I

Auta Create Door from AC5 Door Madule

Auto Azsign Kepboards
Auto create door from ACS= 442 10 module Two doors

three d
Auto enable 10 fg[,;e[edogrosrs

PIM-code
Barring repeated entry i~
Two Perzon Accessz Control v

Silent alarm v




108

Installation Instructions - I1Q MultiAccess

result: . L ”_Q.,| 5 R

Q Sw'_003 - Multl.ﬁ.ccess for Windows
A SW_005 - I NetEdit

B Sw_009 - 1 Manitar

- Lo sw_010- IQ System Manitor

E| E SUPPORT-2

=B CoMPort 1

5% CO_010 - RS485 bridge

. = D TE_036 - ACS 5
two readers active t

- 5U_099 - reader (1)

= SU_100 - reader (2)

S_101 - keyboard (1)

SU_102 - keyboard (2}

B8 SU_103 - 12In/50ut 10 card (0)
/ ——’ =P SU_103 | 10_348 output * (1)
= SU_103 | 10_34% output * (2)
= SU_103 | 10_350 output (3)
= 51103 | I0_351 oubput (4)
= SU_103 | 10_352 output (5)
= 510103 | I0_353 oubput (6)
= SU_103 | 10_354 input (1)
A= SU_103 | I0_355 input (2)
= SU_103 | 10356 input {3)
4= SU_103 | I0_357 input (4)

g 4= SU_103 | I0_358 input (5)
__> 4= 510103 ] 10_359 input ()
4= SU_10% | 10_360 input (7)
= SU_103 | 10_361 input {8)
4= SU_103 | I0_362 input (3)
= SU_103 | 10363 input {107
4= SU_103 | I0_364 input (11)
4= SU_103 | I0_365 input {12)

one output and
two inputs active

v

Explanation: Two active readers are the result of the default settings. In this context,
it does not matter whether the controller/terminal is configured manually
or via Scan for controllers/terminals. In this case, Reader 1 (terminals
8- 14 on ACS-2/8) and Reader 2 (terminals 17 - 23) are activated. Even
if only one reader is connected to the controller/terminal concerned, the
program defines two readers according to the default setting.

Output 1 is the door strike relay (terminals 47 - 49 on ACS-2/8).
The two inputs which are activated automatically are:

Input 2 = door strike button (terminals 32 - 33)
Input 5 = door state contact (terminals 36 - 37)

Logical representation: T
BG:)v & %2 ®
Bl ebork,
E| ' Operators
; ' sErvice

E @ NOWAR Albstadt
s Cperakors

Controllersi Terminals
D TE_035-ACS S

Doors

~[§] DR_037 - door 1

?

If the devices are already connected and a connection to the workstation exists when the
controllers/terminals are configured, the status of doors (here: yellow = normal condition)
and of inputs/outputs (active/inactive). is indicated by a coloured dot
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3. Right-click on the relevant controller/terminal =» Door definition opens the window Door
definition

E‘"'EE:E Metwork. Door definition - TE_D36 - ACS 8 =]
" Cperakars

' Service

MOVAR Albstadt
"' Cperakars

“ Zones

D Controllers Terminals
[+ TE_D36 - ACS &
B Coors

! ] DR_033 - doar 38
@ Movar Neuss

Mew doar I odify door Delete door | Exit I

4. Open the tree structure: Door definition - TE_D36 - ACS 8
Click on all “+" characters. You
will obtain the following overview:

= g
- Outside
Q ACS reader - SU_099 - reader (1]
ALCS keyboard - SU_101 - keyboard (1)
)~y Inside
Q ALCS reader - SU_100 - reader [2]
ACS keyboard - SU_T02 - kepboard [2]
-y Door opener contact - SU_103 / 10_355 input [2]
Door state contact - SU_103 / 10_358 input [5]
Door opener relay - SU_103 4 10_348 output = (1)

5. Modify door name: —
Up to this point, 1Q NetEdit uses —
general names with consecutive

numbers. These should first be Bl [Main entrance

replaced by unambiguous user- T = .&I:ES reader - 51J_033 - reader [1]

speC|f|c names. % ACS kepboard - SI_101 - keyboard [1]

. . . . [—:I-q‘ Ingide

SIowa click twice d_|_rectly in the & ACS reader - SU_100 - reader 2

text field to be modified or press B ACS keyboard - SU_102 - keyboard (2]

F2. Enter the desired name. | Door opener contact - SU_T03 / 10_355 input [2]

----- Door state contact - SU_103 / 10_358 input (5]

Door opener relay - SU_T03 A 10_348 output * [1]

6. Click on Exit.

Individual modifications must be made manually via =* Modify door. This is described in
section 4 = manual door configuration.
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Two doors with one reader each:
1. Default Setting: Comman I Extended | Feader settings
10 Card coding I Eaud rates ACSx | 10 - output 10 - input

Type: Location

Last modified: wied Mar 22 16:41:31 2006

Auto create doors from AC52 onboard hardware IDne door [2 rej

Aubo create doors from AC5% onboard hardware Two doors 'I

Aubg Create Door from ACS% Door Module

Auto Aszign Keyboards Dne door [2 read
Auto create door from ACSx 442 10 module Lo doors

|
Aubo enable [0's four doars
PIM-code

Barring repeated entry
Two Person Access Contral

Silent alarm
| ) P —
result: ()‘m? ”7 ER | % 7
m Metwork

= MovAR Albstadt
B &8 SUPPORT
- JB SUPPORT-1
= B SUPPORT-2
B coMmport 1
B8 CO_010 - RS48S bridge
SXm Tt
L= 50104 - reader (1)
& 5U_105 - reader (2)
- SI1_106 - kevboard (1)
SI1_107 - keyboard (2}

8 50108 - 12Injs0ut 10 card {0
=P SU_108 | 10_366 output * (1)
=P SU_108 | 10_367 output * (2)
= SU_108 | 10_368 output (3)
= SU_108 | I0_368 oubput (4)
= SU_108 | 10_370 output (5)

= SU_108 | 10_371 output (6)
two outputs and < = S_108 | 10_372 input (1)

i ="
four inputs active __> 4= SU_108 { 10373 input (2)

two readers active

= S_108 { 10_374 input (3)
4= SU_108 | 10_375 input (49
- S)_108 | 10_376 input (5)
= 50_108 { 10_377 input (6)
= S_108 | 10_378 input (7)
= S_108 § 10_379 input (8)
= SU_108 { 10_380 input (9)
= S_106 § 10_361 input (10)
= S_108 { 10_382 input (11)
= S0_108 { 10_383 input (12)

Explanation:  Two active readers are the result of the default settings. In this context, it
does not matter whether the controller/terminal is configured manually or
via Scan for controllers/terminals. In this case, Reader 1 (terminals 8 -
14 on ACS-2/8) and Reader 2 (terminals 17 - 23) are activated. Even if
only one reader is connected to the controller/terminal concerned, the
program defines two readers according to the default setting.

Output 1 which is activated automatically is the door strike relay for door
1 (terminals 47 - 49 on ACS-2/8), Output 2 is the door strike relay for
door 2 (terminals 50 - 52 on ACS-2/8).

The 4 inputs which are activated automatically are:

Input 2 = door strike button for door 1 (terminals 32 - 33)
Input 4 = door strike button for door 2 (terminals 33 and 35)
Input 5 = door state contact for door 1 (terminals 36 - 37)
Input 7 = door state contact for door 2 (terminals 39 - 40)
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2. Logical representation: D NIESN

Operatars

' service

- MOVAR. Albstad:

- =9 operators

“ Zones

D Controllers{Terminals
D TE_O37-ACS S
Doars

- DR_039 - door 33

T

If the devices are already connected and a connection to the workstation exists when the
controllers/terminals are configured, the status of doors (here: yellow = normal condition)
and of inputs/outputs (active/inactive). is indicated by a coloured dot

3. Right-click on the relevant controller/terminal =¥ Door definition opens the window Door
definition

Door definition - TE_037 - ACS B E x|

= g% Metwork
= NOvAR Albstadt
-4 SUPPORT
- 48k SUPPORT-1
E- & SUPPORT-2
=B COMPart 1
| B8 CO_010- R5435 bridge
B0 pp

D g
DF_040 - door 40

-pn Insert »
-t Delete

i

=

-
=

5
-

Alarm Cantrol
Macra Control
Area Control
Request status

H 1
Lol COM Port 2
[ @ Mowar Neuss

Active addresses
ACSE scan

Initial load

Load data

Print door relations

Mew door Modify door Delete door | Exit I

Location change

4. Open the tree structure:
Click on all “+" characters. You
will obtain the following overview:

Door definition - TE_037 - ACS 8 B x|

DR o
y Outside
L ESF ACS reader - S1_104 - reader (1]
ACS keyboard - SU_106 - keyboard (1]
-~y Inside
- Door opener contact - SU_T08 /10_373 input (2]
-2 Door state contact - SU_108 / 10_376 input (5]
Door opener relay - SU_108 / 10_366 output = (1]
DR_040 - door 40
Outside
(5 ACS reader - SU_105 - reader [2)
ACS kepboard - SU_107 - kepboard (2]
4 Inzide

% Dioor apener contact - SU_108 /10_375 input (4]

Door state contact - SU_108 / 10_378 input [7]
Door opener relay - SU_108 / 10_367 output * (2]

New door | Madify doar Delete doar | Exit I
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Modify door name:

Up to this point, 1Q NetEdit uses
general names with consecutive
numbers. These should first be
replaced by unambiguous user-
specific names.

For each door, slowly click twice
directly in the text field to be
modified or press F2. Enter the
desired name.

Click on Exit.

Individual modifications must be made manually via = Modify door. This is
described in the next section = manual door configuration.

Door definition - TE_D37 - ACS 8

I ain enfrance
Ltaide
% ACS reader - SU_104 - reader (1]
ACS keyboard - SU_106 - kevboard (1]
-4 Inzide
g Door opener contact - SU_108 / 10_373 input (2]
Door state contact - SU_108 / 10_376 input [5]
il aaeanener ielay - SU_T08 / 10_366 output * (1)
Jl east entrance | D
[ER =i
EF ACS reader - SU_105 - reader (2]

ACS keyboard - SIU_107 - keyboard (2]
g Inside

% Dioor apener contact - SU_108 7 10_375 input (4]

Dioor state contact - SU_108 / 10_378 input [7]
Dioor apener relay - SU_108 /10_367 output * (2]

New door tadify door

Delete door | Exit I
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4, Three / four doors with one reader each:
1. Default Setting: Comman I Extended | Reader seftings I

ID Card coding I Baud rates ACSH | 10 - output 100 - input I

Type: Location

Last modified: Wwed Mar 22 16:41:31 2008

Auto create doors from AC5 2 onboard hardware IDne door [2 rej

Auto create doors from AC5% onboard hardware three doars j four doars j
Auto Create Door from ACSx Door Module Manual

One door [1 ready
Auto Assign Keyboards One door [2 reads]
Auto create door from ACS% 442 10 module ] o doors | | Two doors
ithree doors ee doors

Auta enable [0's

FIN-code

Baring repeated entry

Twao Person Access Control

Silent alarm

result:
3 doors 4 doors
- File Edit Wiew ?
I z ————
[E il $IR=g ® H kil 4+ | %P2 ®

= 48 PC_001 - PC

A% SW_001 - 10 NetEdit

[B) sw_o04 - 1Q Multinceess
[ SW_00S - IQ Monitor

@ 5w _00é - 1Q System Monitor

vE SW_007 - YPS

Il sw_ooe - 1Q video

Laf 5% _009 - Lobby'Works Sync

= & PC_002 - PC

two readers* .
active

three outputs
and six inputs
active

/ =P SU_010 { 10_020 1O - output *

- Reader (1)
Reader (2)
Kevboard (1)
Keyboard (2)
- 1Z2Inf60ut 10 card (0)
= SU_010 { 10_019 10 - output * (1)
(@
—’ SU_010 / I2_021 1O - output * (3}
e SU_010 { 10_022 10 - output * (4)
1 '—v' SU_D10 [ I0_D23 10 - output {(5)
¥ '=: » SU_010 f I0_024 10 - output (8)
A= SU_010 { 10_025 10 - input (1)
g ‘- SU_010 [ I0_026 10 - input (2}
4= sU_010 } I0_027 10 - input (3)
4= SU_010 { I0_028 10 - input (4)
- ‘- SU_010 [ 10_029 10 - input (5)
o= SU_010 | 10_030 10 - input (6)

: ;E SU_007 -
7% sU_oos -

,Qg SU_009 -
¢ su_o1o

1

|

4= 5U_D10 { 10_032 IO - input (8)
= sU_010 { 10_033 10 - input (3)
A= 5U_010{ 10_034 10 - input (10}
|
1

\: 4= SU_010 / 10_031 IO - input (7

L= SU_010 [ I0_035 10 - input (1)

bt SU_D10 { I0_036 10 - input (12)

= & pc_not - PC

A SW_001 - 1Q NetEdit
[B) 5w _o04 - 10 Multiaccess
[ sw_005 - IQ Monitor

- SW_006 - 1Q System Monitor

v SW_007 - YPS
il 5_o08 - 19 video

el 5\W_009 - LobbyWorks Sync
= & pc_ooz - PC

=B COMport 1
=]
two readers* L

active

four outputs
and eight
inputs active

<

&5 5U_011 - Reader (1)

£ 5U_012 - Reader (2)
## 5U_013 - Keyboard (1)

A4 SU_D14 - Keyboard (2)
=158 SU_01S - 12Inf60ut 10 card (D)

/

3

= 5U_015 [ 10_037 10 -
= 5U_015 { 10_038 10 -
=P SU_01510_039 10 -
=P SU_015/10_04010 -
= SU_D15 [ 10_041 10 -
= SU_015/10_042 10 -
4= SU_DIS/10_ 04310 -
4= SU_01510_044 10 -
4= sU_015/10 04510 -
4= 5U_D15/10_046 10 -
4= 5U_D1510_047 10 -
4= SU_D15 / 10_048 10 -
4= SU_DI5/10_049 10 -
4= 5U_D1510_0S0 10 -
= SU_015{ 10_0S1 10 -
4= SU_015/10_0S2 10 -
= SU_015/10_05310 -
= SU_015 { 10_054 10 -

autput * (1}
outpuk * {2}
output * (3)
output * (4)
output (5)
output {(6)
input (1)
input (2)
input (3)
input (4)
inpuk (S)
input (&)
input (7)
inpuk (8)
input (9)
input (10)
input {11}
input (12)

* = Only two readers/keypads can be connected onboard. All further reader/keypads must be connected to
the module bus in RS 485 mode and configured manually (see next step: manual door configuration).

Explanation:

Two active readers are the result of the default settings. In this context, it

does not matter whether the controller/terminal is configured manually or
via Scan for controllers/terminals. In this case, Reader 1 (terminals 8 -
14 on ACS-8) and Reader 2 (terminals 17 - 23) are activated. Even if only
one reader is connected to the controller/terminal concerned, the program
defines two readers according to the default setting. There is a maximum
of two readers/keypads to be connected onboard to the ACS-8. Further
readers/keypads for door no. 3 and 4 are connected to the module bas in
RS-485 mode and have to be configured manually.
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2.

Logical representation:

Output 1 which is activated automatically is the door strike relay for door
1 (terminals 47 - 49 on ACS-8), Output 2 is the door strike relay for door
2 (terminals 50 - 52 on ACS-8), Output 3 is the door strike relay for door
3 (terminals 53 - 54 on ACS-8), Output 4 is the door strike relay for door
4 (terminals 25 - 27 on ACS-8).

The six/eight inputs which are activated automatically are:
Input 2 = door strike button for door 1 (terminals 32 - 33)

Input 4 = door strike button for door 2 (terminals 33 and 35)
Input 1 = door strike button for door 3 (terminals 31 and 33)
Input 3 = door strike button for door 4 (terminals 33 and 34)

Input 5 = door state contact for door 1 (terminals 36 - 37)
Input 7 = door state contact for door 2 (terminals 39 - 40)
Input 6 = door state contact for door 3 (terminals 37 - 38)
Input 8 = door state contact for door 4 (terminals 40 - 41)

=] Operators
' service
E @ Location
" Operators
ﬂ Zones
- Controllers{Terminals
=@ Doors
DR_005 - Door S
DR_0D6 - Door &
DR_007 - Door 7
DR_008 - Door &

T

If the devices are already connected and a connection to the workstation exists when the
controllers/terminals are configured, the status of doors and of inputs/outputs
(active/inactive), is indicated by a coloured dot (here: yellow = normal condition).

Right-click on the relevant controller/terminal = Door definition opens the window Door

definition

EIE% Metwork,

E|" Operatars

. service
=B Lacation
----- "’ Operators

“ Zones

[-]

[-]

Bl Contrallers/Terminals
=i TE_003 - ACS 8

Request staktus

Macro Control g

g Zome Contral
Alarm Control
Get zone counter

-y User defined fields

Door definition - TE_003 - ACS & A ﬂ

]
B DR_006-Door 6
=-J] DR_007-Door 7
=B DR_008-Door 8

Delete door | Exit I

Mew door |V| b odify door
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4. Open the tree structure:

Click on all “+” characters.
You will obtain the following overview:

Eﬁ Metwork,
EI" Cperators
" service
EI@ Location

----- "' Operators

ﬁ Zones

[—]--D Controllers/ Terminals
Eﬁ TE_O03 - ACS 8

Door definition - TE_003 - ACS 8 :

BL.J o5, 105 Do 5
o Outside

|»

R Macro “F ALCS reader - GU_01T - Reader (1]
-4l Internal Zone g Irsicle
=@ Doors Door opener contact - SU_OTS A 10_044 10 - input (2
DR_OOS-Doors |0 . Door state contact - SU_0T5 ./ 10_047 10 - input (5]
DR_006 - Dodr & Door opener relay - SU_0MS / 10_037 10 - output * (1]

DR_007 - Door 7
DR_008 - Door 3
Mg ser defined Fields

=] DR_006 - Door 6

;E ACS reader - SU_012 - Reader [2)

—4 Inzide
----- [roor opener contact - SU_015 A 10_046 10 - input [4]
----- Door gtate contact - SU_O0T5 A 10_049 10 - input (7]

Dvoor opener relay - SU_015 /10_D38 10 - output * [2] |-
=B DR_007 - Door 7
k Outzide
-4 Inside

% Door opener contact - SU_015 A 10_043 10 - input [1]

Door gtate contact - SU_0T5 A 10_048 10 - input (E)
Door opener relay - SU_015 /10_033 10 - output * [3)
=] DR_002 - Door 8

b Outside
4 Inzide

% Dvoor opener contact - SU_015 /10_045 10 - input [3)

Dioor state contact - SU_O0T5 A 10_050 10 - input (8]
Door opener relay - SU_015 A 10_04010 - output = [4)

-

Delete door | E it I

Mew door |V| t odify door

5. Modify door name:
Up to this point, IQ NetEdit uses general names with consecutive numbers. These should
first be replaced by unambiguous user-specific names.

For each door, slowly click twice
directly in the text field to be
modified or press F2. Enter the
desired name.

Door definition - TE_003 - ACS 8

L £ ALCS reader - SU_011 - Reader [1)

3

ﬂ Ingide

g e 1elay - SU_015 / 10_037 10 - output = [1]
taff entrance

z £
LS ACS reader - S_02 - Reader [2)

rJ

ﬂ Ihgide

Dioor opener contact - SU_015 / 10_046 10 - input (4]
Dioor state contact - SU_DTS A 10_04310 - input [7)
Dvoor opener relay - SU_ONE A 10_033 10 - output = [2]

— Wl no N7 MNeae 7

6. Click on Exit.

Individual modifications must be made manually via = Modify door. This is
described in the next section = manual door configuration.
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Manual door configuration:

Manual door configuration is used for new configurations as well as for modifications of existing
doors.

New configuration

Comman | Extended | Reader zettings
) |0 Card coding I Baud rates ALCSw | |0 - output 10 - input
1. Default setting: - ——
Last modified: “Wed Mar 29 16:52:05 2008

Auto create doors from ACS 2 onboard hardware IDne door [2 [Ej
Auto create doars from AC5% onboard hardware
Auto Create Door from ACSx Door Module

Auto Aszign Keyboards

One door (2 reads

Auto create door frorm ACSx 4/2 10 module Twio doors
, three doars

Auto enable 10" Four doors

PIN-code

R arrinn raneatad anten vl

this result via function =» Scan for controllers/terminals:

D)ot [ 4% P2 %

EEBQ Mebwork
- NOvAR Albstad
[+ & SUPPORT
- & SUPPORT-1
= B SUPPORT-2

E-B comport 1
1= C0_010 - RS485 bridge

E}ffj TE_| pCS &
w5 SU_109 - reader (1)
~E&F 5U_110 - reader (2)
-5 SU_111 - kevboard (1)
B SU_112 - keyboard (2)
E-7hE SU_113 - 12Infs0ut 10 card (0)
= SU_113 § TO_384 autput * (1)
= SU_113 | IO_385 output * (2)
= SU_113 | IO_386 oubput (3)
= SU_113 | IO_357 output (4)
= SU_113 | I0_388 output (5)
= SU_113 | IO_389 autput (6
4= SU_113 | TO_390 input {1)
= SU_113 § I0_391 input {2)
4= SU_113 | I0_392 input {3)
4= SU_113 | T0_393 input {4)
4= SU_113 | 10_3%4 input (5)
4= SU_113 | TO_395 input (&)
4= SU_113 | I0_3% input {7)
= SU_113 | I0_397 input {8
4= SU_113 | I0_396 input {9)

a) produces

= sU_113 ] 10_399
= S1_113 [ I0_400
= G113 1 10_401

inpuk £10)
input {113
input {123

Explanation:  All controllers/terminals identified are configured but without active
components since these, by definition, are to be configured manually.
(The illustration shows the configuration of an ACS-8 controller - which is

similar to the configuration of an ACS-2 controller).
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b) produces

this prompt via function =» Insert =» Controllers/Terminals = ACS-
2plus:

How should the ACS onboard hardware be uzed?
Azzign kepboard(z) r

Mot defined | Orne door / one reader I Ore door £ twa readersl Twio doorz |

and this via fuction =» Insert =» Controllers/Terminals = ACS-8:

How zhould the ACS Onboard Hardware be used?

Auto create doorg from ACSx onboard hardware IManual j

Azsigh keypads

One door (1 reader)
One door [ reader]
| (1] Twio doors

three doors
| four doors

When selecting One door/one reader, One door/two readers or Two
doors, (with ACS-8 additionally three doors, four doors), the automatic
door configuration will be performed as described above (6.5.2.1, points
1to 3). In addition, you can define whether keyboards are to be assigned
as well.

When selecting Manual, you will obtain the same result as shown under
point 2a): Configuration of a controller/terminal without doors and
without active components.

These must first be activated in the physical representation.

g—

2
'mc|J + w2 ? Comman
E‘E.Eé. Metwark
=) NOVAR Albstack Tvpe:

- 8 SUPPORT
- B SUPPORT-1
=8 SUPPORT-2

B COMPart 1
B85 CO_010 - RS5485 bridge

=i TE_038 - ACS &
~-F SI)_109 - reader (1)
£ SI0_110 - reader (2)

SU_111 - keyboard (1)
: SU_112 - kevboard (2)
=P8 SU_113 - 12In/60ut 10 card (0)
o SU_113 [ TO_364 output * (1)
=P SU_113 [ 10_385 output * (2) IF address
= SU_L13 { T0_386 outpuk (3)
= SU_L13 [ IO_367 output (4)
= SU_11% [ 10_388 output (5)
= SU_L13  T0_389 autpuk (6)
A S_113 | 10_390 input (1)
A= SU_113 ] 10_391 input (2)
A= SU_113 [ 10_392 input (3)
A SU_113 [ 10_393 input (4)
A= SU_113 ] 10_394 input (5)
4= SU_113 [ 10_395 inpuk (6)
A SU_113 | I0_396 input (7)
A= SU_113 ] 10_397 input (8)
| 117 | At (9]
= SU_113 [ 10399 input (10)
= SU_113 [ 10,400 inpuk (11)
= SU_113 [ 10_401 inpuk (12)

Last modified:

N D

Dezcription

Ve

Minimum requirement: one reader or one keyboard, one door strike
output (1), one door strike button input (2) and, if
required, one door state contact input (5).
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2. Change to logical representation. Right-click on the desired controller/terminal = Door
definition. An empty window will open. Button = New door.

(SR

= o Network Doar delinition - TE_036 - ACS 8 x|
= BB NovaR Albstack
+ SLPPORT

= P COMPut 1
= B CO_010- A5485 bridge
- O IR

& 5U_L0g e et 4

SU_L10 - re _ Delete
SU_LIL - ke
SU_t12-ke  Alam Control

0 -ésu_m-u Macro Conirol
B coMport 2 Area Control
% B Mo teuss Request stabis

— M.-m%lj Modty docr | Delete dece | T |

3. A standard door will be suggested. Its name can be modified.

News door, [‘5_(|

Door name

‘what type of door do you want to create:

Choose a 4ln 2 Out 10 Card for automatic [0 assighment

td anual assignment -

| Mext » | Cancel Help

Button Next.

4. Define inside of the door™®:In the RTINS Ry x|
left window, there is a list of all
available components. == o 4-5U_113/10_390 input (1]

. uress relay
By selecting a component to to be gAlmonc _ P Ca e e
used (e.g. door strike contact), the Ji-10.oronene cantact 450113 /10_393 input [4)

. . 4=5U_113710_334 input (5]
correspondlng mputs, outputs, 4=50_113/10_295 input (5]

ALS keyboard
;g ACS reader

readers, keyboards etc. which 4 3U_113/10_396 input (7)

were marked as Active in step 1 45U_113/10_357 input )

are displayed in the right window.
A door strike contact is controlled

via an input, therefore only the
inputs marked as Active are J
offered for selection. R[] o

< Back I Mext > I Cancel | Help |

18 If you want to work only with the outside of the door, skip this screen with Next and execute the steps

described for the outside of the door.
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5. By selecting the desired input and
by clicking on button [«l....

.... the input is assigned to the
door strike contact:

Alternative doors can be selected by
clicking the arrow of new door.

The further procedure is similar to steps 4
and 5.

Door definition - Inside - TE_D38 - ACS 8

Inside
Diuress relay
Alamn contact
Dioar opener contact

ACS keyboard
£ ALS reader

Door definition - Inside - TE_038 - ACS 8

4“[4 4=50_113/10_392 i

4 5U_113710_393 input (4]
4 5U_113/10_394 input (5]
4 5U_113 /10_395 input (5]
4= 5U_113 /10_396 input (7]

4= 5U_113/10_397 input (8]

Elﬂ Ingide
Duress relay
Alarm contact

E| % Droor opener contact

e 5113 /410_391 input |

@ ACS kevboard
L= ACS reader

-

4= 5U_113 /10_390 input 1)
4= 5U_113710_392 input (3]
4= 5U_113/10_393 input (4]
4= 5U_113/10_394 input (5)
4= 5U_113/10_395 input (5)
4= 5U_113/10_396 input (7)
4= 5U_113/10_397 input (8]

|
Standard k

Tunstile (2 commaon Conkacts)
Tunstile (2 Separate Contacks)
Turnstile {a common conkack)
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=

* = This voltage has to
be fed to ST14
(please note polarity!)

|

All monitored inputs have to be terminated
by a 12k<2 resistor, or manually set as

"inactive" in NetEdit

upper terminal row

Using the correct input:

In principle, any input of a controller/terminal may be used provided that it has
been marked as active before.

In the factory setting, the connections of the controllers/terminals are already
predefined.We therefore recommend to stick to these default settings.

From the terminal allocation below, you can see why Input 2 has been assigned
in the example above.

standard allocation standard allocation
QY BT =+ | = N6 G| |5
8%%‘5 S g‘-n 52 =>7 = b
R nocl 8|3 g%%g ce [&] 2
2‘; ncec|® o noc|Q| °©
3 'E cels| B threat output5 (&[5 B
g = 5
ks noc|l 3| @ ov |2
g 'é ncc| - +12V DC (max. 400mA) |2
— o i
23 col 2| o Data2 |&
- E r~ E g o
Sw nocl S ° E Clock2 [«
w —
> = ov * ) LED green 2 |2
e +12vDc* |9 LED yellow 2 |®
input 10 = LEDred2 |™=
2]
5 ov | 9 2 ov |
g S
= inputg | ¢ 2 serial keypad 2 |2
“:;ﬂ monitoring contact door 4 — ov |
B2 input 8 <+ -
é ov | 2 +12V DC (max. 400mA) [«
k=] monitoring contact door 2 D o~
< input7 | - Data1 |&
£ monitoring contact door3 | oo ) Clock1 |=
input 6 « % 0C -~
4]
o | 5 = LED green1 |2
itori tactdoor1 | @
monitoring contac in:3{5 o LED ye”ow 1 o
door strike key door 2 input 4 3 LEDred1 |
0 : ; 3 °
5 door strike key door 4 input3 | @ = < ov |~
(=% o =
£ ov | 8 = 2 serial keypad 1 |©
£ e £ N
2 ¢ door strike key door 1 input2 [) &3 £ Data 1* |w
U _-J - ﬁa:, ‘5
door strike key door 3 input 1 2} & 8 Data1 |< =
= ] "rg ™
not allocated | & 2 2% Data* || > ©
ITE @
not allocated | & Data |~ 2 f_g
5@
not allocated | & 0V-Host-interface |~ | J %g
linputs 11 and 12 input 6 (= ST5
(= ST10 on board) on board)
ic?\;;ut 12 (MI8) SE output6 3 M
2 WD 0 2
input 11 (MI7) 1 oV 1l

Readers/keypads for door 3 and door 4 are to be connected to the module bus in RS-485

mode.
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6.

Assign keyboard:
Right-click on the keyboard =» select the keyboard to be used =» button .

Door definition - Inside - TE_038 - ACS 8

=B 4 Inside

; Duress relay SU 112- keyboard 2
Alarm contact <

% Dioor opener contact

A= SU_113/10_391 input [
G2 ACS kepboard
i ’Q ACS reader
Assign reader:
Right-click on the reader =» select the reader to be used =» button .

Door definition - Inside - TE_D38 - ACS & : 1[

El- 4 Ingide
Duress relay
: Alarm contact
E| ?} Door opener contact
= 5U_113/10_391 input [
E| % ALS keyboard

=8 SU_111 - keyboard (1)
-Q ACS reader

If required, all components used on the door side concerned can be defined in the way
described above.
Button =» Next

Door definition - Inside - TE_038 - ACS 8

|-y Inside

Diuress relay

Alarm contact

Doar opener contact

A= SU_113/10_391 input
E| @ ACS keyboard

85 50111 - keyboard (1)

E| Q ALS reader

----- ’Q SU_109- reader (1]

Define outside of the door:
Repeat steps 4 - 8 for the outside of the door.

Door definition - Outside - TE_038 - ACS 8 x|

a--y_ Dutside

Elay
Alaim contact

E| % Droor opener contact
4= S10_113/10_393 input [
E| g ACS keyboard
- EE SU_112 - keyboard (2)
EI & ALS reader
£ SU_110- reader (2)




Installation Instructions - 1Q MultiAccess

10. Global definitions:
Define the components which are
used by both sides of the door as
described above (e.g. door strike
relay, door state contact ).

Button =» Finish

11. Representation of the door
selected with all components:

If all settings are correct, click on
=» Exit. If not, click on =» Modify
door (see next section).

Modify door

a) If you notice in the screen above
that the door that has just been
configured still requires certain
modifications, you can do this
directly via the Modify door
button.

b) Modify an existing door:

1. Change to logical
representation.
2. Right-click on the

controller/ terminal
that controls the door to
be modified.

3. Door definition

Door, definition - Global - TE 007 - ACS B El

- Global
-} Image compare relay
ﬁ Prealarm relay J
B Escape Door Relay
Duress relay
Alarm relay
+ Droor opener relay
Ealt contact
Alarm Contact
+ [Droor opener contact
= Droor state contact

4= 5U_021/710_047 10 -i

NE

P

Door definition - TE_038 - ACS 8 4 5[

E..

Outside
-2 ACS reader - SU_110 - reader [2)
ACS keyboard - 5U_112 - kevboard 2]
Dioor apener contact - SU_113 /10_393 input (4]
Inside
ACS reader - 5U_109 - reader [1]
% ACS keyboard - 5U_171 - keyboard 1]

-~ Door opener contact - SU_113/10_391 input (2]
Droor opener relay - SU_113 /10_384 output = (1]

Diaor apener relay - SU_113 / 10_385 output * (2]

Digor state contact - SU_113 /10_396 input [7)

Draor state contact - SU_113 /10_394 input [5)

Delete door | Exit I

Mew door todify doar

O NEIN S

EEEQ Metwiork
E" Operators
" service

-8 NOVAR Albstadt

" Operators

ﬁ Zones
- Controllers/ Terminals
EmE. :

E|--- Doars Request status

MMacro Caontral g

EI@ Mowear Neuss

; " Operators Area Control
8 Zones Alarm Control
{J) Conkrollers/Termin:  Initial load

B Doors Load data
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4. Select the dOOf to be Door definition - TE_D38 - ACS 8 x|
mod_ified (fOI’ an ACS-8, a
maximum of 8 doors can
be displayed here).
5. Modify door.
Mew door | Modify doar 4 Delete door | Exit I
X
6. Select the desired Door definition - Global - TE_007 - ACS B [‘5__(|
component under Global
in the left window. = @_G"O‘Ta' | 4= 5U_021 /10_04410 - input (2)
Select the input / output P J
to be assigned in the right ] Sl
window and assign it with Alarm relay
M. Remove an input/ i Mol
output which is not Alarm Contact
(?Dfsired accordingly with ) i
7. Finish. < >
Finish Help
8. Proceed accordingly on the Inside and the Outside. Select the desired side and

=» Modify door.

Door definition - TE_038 - ACS 8

E|--- M ain entrance
El-j Outside

----- Door state contact - SU_113 / 10_396 |
----- Dioar state contact - SU_113 7/ 10_394 1

i ACS reader - SU_110- reader [2)
ACS keyboard - SU_112 - kevboard [2)
Door opener contact - SJ_113 /7 10_393

- ACS reader - SU_109 - reader (1)
i ALS keyboard - SU_111 - keyboard [11
gy Door opener contact - SU_113 /10,

input (4]

Door opener relay - SU_113 /10_384 o
Dioor opener relay - SU_113/10_335 0

Mew door odify door

l Door definition - Inside - TE_038 - ACS 8 5'

Duress relay
Alaim contact 44
[oor opener contact
ALCS keyboard

'Q ALS reader

2 GU_109 - reader (1)
L
I [ RAGE| [l

9. When the modification is completed =» Finish.
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6.5.2.2 Module bus doors

Only possible with ACS-8 with integrated < Communication module.

Module bus door may be connected either to a =<» Door module or to a = /O module.

Insert module bus :

Physical representation =¥ right-click on the ACS-8 controlling the door module =» Insert = Modules =

ACS-8 module bus.

A7+ %8 2

BB CoMPart 1
- B8 CO_DI0- RS48S bridge

SR} 1E 035 - ACS &
£ SU_110-re  Delete

SU_111 - ke

e e

g

Door definition

[F- 5, Metwork
%@ MOVAR. Albstadt Comrnen | Additional
& SUPPORT T
- B SUPPORT-1 '
E‘E SURPPORT-2 Last modified:

a) Insert module:
1. Right-click on the module bus to which the door module is connected =¥ Insert =» Modules = ACS-
8 door module.
=] TE_038 - ACS 8 |114
& SU_109 - reader (1) 1
£ SU_110 - reader {2) Diescription Im
SU_111 - kevboard (1)
- S_112 - kevboard {2}
H@ SU_113 - 12Inf&0ut IO card {03
B 51114 - Modulbus (0)
M Port 2 [N 20wt 10 card
leuss Dielete | A0S reader
a7 -PC ACS reader + keyboard
0N Part 1 ACS keyboard
SRS DI T
4In I card
400k [0 card
2. Assign unambiguous name and select Active.
3. In the =» logical representation,

the door module does not appear. The
door(s) controlled by the door module is
assigned to the ACS-8 controlling the door
module.

Assign an unambiguous name to the door.

BE)|v +|% "2 ®

EIEBQ Mebwark,

E" Cperators
: Service
MNOYAR Albskadt

"' Operators

@ Mowar Meuss
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4, Define door:
Depending on the default setting in =<» Location =» tab ACSX,
- one door with one reader
- one door with two readers
- two doors with one reader each
- no door (manual configuration)
is defined when a door module is inserted.

Logical representation =¥ right-click on the ACS-8 concerned =» Door definition

N
[8(E) + %2 2
E---ﬁmtwurk

E|"' Operatars

- " SErvice

- NOVAR Albstadt
= Operators
4 Zores
EID Controllers) Terminals
> [ ] TE_O38 - ACS &

5% Macro

ﬂ Inkernal zone
Doars
IMain entrance
wesk entrance { door

west entrance [ door module )

The door definition or modification is carried out in the same way as for the onboard doors (see
Chapter 6.5.2.1).

own numbering according to the terminal allocation below: Further information according
to the numbering of the terminals see mounting- and installation instructions of the door
module.

Please note that the inputs, outputs, readers and keyboards of the door module have their
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b) Insert I/O module:

1. Right-click on the module bus to which the I/O module is connected =» Insert = Modules =»
4In/20ut 10 card

=] TE_ 038 - ACS 8

- 1D
&2 SU_109 - reader (1)
% 5U_110 - reader (2) Drescription

S_111 - kevboard (1)

SU_112 - kevboard (2)

- 7h§ 5U_113 - 12Inj60ut 10 card (0)

§ COM Port 2 Moddles »
- Meuss Delete | ACS reader

4In/20uk IO card

007 - pC ACS reader + kevboard
) COMPort 1 ACS keyboard
1 COM Port 2 ACS door modul

4In IO card

400tk IO card

2. Assign unambiguous name and select Active.

3. In the =» logical representation, )
the 1/0 module does not appear. The door
controlled by the I/O module is assigned

(-I-'|‘&‘?

E| Operakors

to the ACS-8 controlling the I//O module. O senvice
Assign an unambiguous name to the door. =D NOVAR Albstadt
"’ Operators

ﬁ Zones
ED Controllers/ Terminals
—-} E-] TE_038 - ACS &
5% Macra
8 tnternal zone
Doors
Main entrance
west entrance  door moduls )
DR_043 - Tuer 43
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Define door:

Depending on the default setting in =» Location =» tab ACSXx, a door is configured automatically
or not when an 1/0O module is inserted.

Logical representation =» right-click on the ACS-8 concerned =» Door definition

N
He) v & (%2 %

Elﬁ Metwork,

Cper ators

' SEFviCE

MOYAR &lbstadt
" Operators

Dioars
- Main entrance
- wesk entrance | door

[]---@ Movar Meuss

Door definition - TE_O038 - ACS 8

west entrance [ door module )
=[] DR_043 - Tuer 43

Door state contact - SU_121 A 10_413 input (1]
Dioor opener contact - SU_T21 7 10_416 input [4)
Dioor apener relap - SU_121 A 10_417 output = [1]

The door definition or modification is carried out in the same way as for the onboard doors (see

Chapter 6.5.2.1).
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Please note that the inputs and outputs of the I1/O module have their own numbering
according to the terminal allocation below:

12345678910

o
.
/?:\\
N
—
—
—
|
1

\%I%Ié
12345678 91011121314

>
A A r' N A A r N

4InfZ0ut 10 card
SU_121 [ 10 411 oukpuk * (1)
= SU_121 | I0_412 outpuk (2
4= SU_1Z21 [ 10_413 input (1)
----- L= U121 § I0_414 input (2)
----- L= 51121 [ I0_415 input (3)
----- Lo S 121 10 416 input (4)

terminal | destignation fact!%ry "
1 n/c contact 1
2 common 1 output 1 relay 1 door strike
3 n/o contact 1
4 n/c contact 2
5 common 2 output 2 relay 2 alarm
6 n/o contact 2
7 Anode (+) input 3 opto- free
—) 8 Cathode (-) isolated isolator 1
9 Anode (+ input 4 opto- -
10 Cathod(e 2-) isolated isolator 2 exit switch
1 Differential alarm line 1 | input 1 o
12 oV (programmable) monitoring contact
13 Differential alarm line 2 | input 2 available for use..
14 oV | (programmable)| e.g. glass breakage
15 Unused not detectors, intrusion
16 Unused connected detection systems.

* The functions can be defined individually in NetEdit.

Readers and keyboards are to be connected directly to the RS-485 bus.
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6.5.3 ACT

As a standard, an ACT can control one door side. Consequently, one door with one reader/keyboard is set
up automatically when an ACT is inserted.Further measures are not required. If necessary, check the
entries in the =» tabs of the individual door.

File _Edit View .? i )
J &% % ¢ /\
B a‘ﬁetwnrk = X
. ommen |Pammeter|
; D ] “-CT-TE\SS‘.‘-'-CT No [T

Description |DH_D44 - door 44
Defautt

{07 Controllers/Terminals P o oot &

{3 TE039-ACT " Premanert block A

Deors " Pemanent release &
Times (sec) :

E---Ag User defined fields

Open time 10
Key code input time 10

~ Times (sec)
10 Alarming time 0

10
10

Door open time

Door open signal E luritil message
Fire doar
ve e 8 ®

only one door side active

6.5.4 AXS4Secure

An AXS4Secure access control terminal can manage a maximum of 2 doors with one entry reader and one exit
reader, which are connected onboard.

6.5.4.1 Scan Onboard Doors

The AXS4Secure license on the AXS4Secure terminal determines how many onboard doors are defined
(one or two doors). The two types of licenses differ only in the number of doors that can be managed.

Door system:  =» One door with one reader
=» One door with two readers
=» Two doors with one reader each
=» Two doors with two readers each

Right-click the workstation to which the terminal B2 Network
was added - Reinitialisize. Dg S
When the connection is successfully made Fiie o ETE

=-B COMPo Add »
Delete

a green dot appears next to the concerned terminal.

Renilialiee E;’
1Q AEDPInfo

For an existing connection that is functional, right-click

the concerned terminal and choose =» Scan. 5B Fima A
All door interfaces found (doors and installed readers) . = PC002- PC
. . . 7B COMPort1 i
are automatically set up in 1Q NetEdit. g Aciive |

m

[Ed) TE_004 - MB48
[EJl TE_015 - MB-Secure

B9 1 TE 016 - AXS45ecurell 1l

Add »
Delete

Request status
| Scan
‘ Load data

| Location change L
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Deactivate non-existent readers (=» e i G
. . . €l am ace
Reader outside / Reader inside) after ¢ TE.009- Schliesszylinder a e
the scan process! . # “TEOID. Schiicezylindet Last modfied:  Thu Jun 30 03:01:33 2016
Readers that are programmed but not E'"Qég’;ac"mz_pc
in the system trigger a tamper alarm. B COMPort1 T
[E TE_002 - MEL00 B
Bl e 004 - MB48 Description |5U_D56 - Door irterface (1)
=-[Eg] TE015 - MB-Secure |
£ TE_016 - AXS45ecure ID Deor o
SU_057 - Door interface (2) | (D= o
- Firma B | ID Inside 0
=48 PC003 - PC 3 : —
__ COM Port1 Reader outside Wh_ Reader inside I
-y TE012- SALTO SHIP o |
@ Firma C
Door data:
A = E Lokation - =
After scanning there are doors @ W Operstors Conman | Parameter |
in 1Q NetEdit with the designation i " e ™
. " -8 COTLIONETS] | Ciiingrs e = e
DR_xx = door interfaces with &l Doors e =
appropiate numbering. = &g Uscr defined ficlds T T
:-@ Firma A i~ ~
= "' Operators 2] i
i Zones o &
&0y Controliers/ Terminals Times outside fec) Times nsde (sec)
= Doos Open tme [l || Opentme [l
- DRII1 - Dooril ] - -~
F oR 010 - Dom 10 3 o pu—
I DR.012 - Duur12 Timea (ace)
' Vistor Room Docr open time llLP
JP DR016 - Door16 3 T B
B DROIT - Noar1? o s R
P DRO1E Dooris Fae oo =
" oy ) & ®
-#1 DR 020 - Door 20 =T = =

Check / set each doorr:

Times (outside/inside): Definition of times for individual timers, some separated according to the door sides.

Open time:

Key code input time:

Door open time:

Door open signal:

Activation time of
be opend.

Within this time th

the door strike. During this time the door can

e key code (= PIN or = door code) must be

typed in. If the code is not entered completely after this time

has expired, the c

ompletely entry must be repeated.

Maximum time a door is allowed to be open. It starts when the
monitoring contact indicates the actual opening of the door.

After expiration of
opened too long).

this time an alarm will be triggered (Door

If a reader is equipped with an internal buzzer, it indicates on
the beginning of the door open signal time that the door should
be closed as otherwise the =» door open time expires which

causes an alarm (

Door opened too long).

The door open signal time is part of the =» Door open time.
The time for the door open signal should always be shorter
than the door open time in order to remain enough time for
closing the door. The door open signal time ends at the same

time as the door o

Tiroffenzeit

pen time.

& o —
y —E—
akustisches Tiiroffen-Signal - e

Alarm, wenn Tiir noch offen
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Operation mode (outside / inside):
For each door side there can be defined a type of identification required for entry:
Data carrier only
PIN only
PIN and Data carrier
PIN or Data carrier
No Timecheck
Access inhibited
Door code only
Door code and data carrier
Door code or data carrier

There is always one criterion to be valid for one operation mode:

Normal operation: The selected access criterion is valid for the door being in normal
operation.

Automatic operation:  The selected access criterion is valid while the door is set to
automatic operation. Automatic operation can be used to set the door
to permanent release / permanent block at predefined times (examples
see user manual).

6.5.5 Doors with locking cylinders

IQMA version 10 or higher and IQSC version 4 or higher can handle authorizations of offline cylinders and door
fittings as well as of online (RF) cylinders / door fittings.

6.5.5.1 General description
Supported cylinders see product catalogue. IQ MultiAccess deals identically with all supported cylinder types.

The data transfer between 1Q MultiAccess / 1Q SystemControl and the offline doors (cylinders) happens via
laptop/netbook and IrDA-USB adaptor (022909) or Palm-PDA. With online (RF) cylinders / door fittings only the
initial initialization is done via laptop/netbook and IrDA-USB adaptor (022909) or PALM-PDA, after that the data
will be exchanged online (via radio). Supported PDAs and their preconditions / requirements see original manual
of the PDA-software XS-Manager. This can be found in PDF-format'® on the installation CD of IQ MultiAccess in
the directory ....\XS-Manager x.x\Dokumentation.

Mounting and assembly of the cylinders / door fittings according to their original manuals.

Installation of PDA and the workstation, the PDA is to communicate, according to original manuals of the PDA.
The software IQ Cylinder must be installed on this workstation. This is part of IQ MultiAccess (installation see
chapter 3). If IQ MultiAccess has been already installed, the component IQ Cylinder must be added (see
chapter 3.3.3 and 3.3.3.1). On the PDA the software XS-Manager for PDA must be installed.

Should a mobile PC laptop / netbook with IrDA-USB adaptor (022909) be used for initialization, the software XS-
Manager for PC and the software 1Q Cylinder must be installed first. The connection of this PC (as workstation)
to 1Q Server is made via a client-server installation over a network. See chapter 3.1.2.

Driver installation for the IrDA-USB adaptor according to original manuals (CD) of the adaptor.

Furthermore, in several parts we refer to the user manual of the XS-Manager. This can be found in PDF-format™
on the installation CD of 1Q MultiAccess in the directory ....Doc\XS-Manager

Reading requires a program that can open PDF-files, e. g. Adobe Acrobat Reader.
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The communication between PDA and PC can cause some problems with USB interfaces < 2.0. In that
case the PDA software and 1Q Cylinder can be installed on an other workstation. Then, in addition to

user and password the server name (hame of the workstation the software 1Q Server is running) must be

(cf. chapters 6.2.2 and 11).

entered when starting I1Q Cylinder. Alternatively, the software 1Q Cylinder can be allocated directly to a
location. When starting 1Q Cylinder user, password and server identification must be entered in that case

The computer IQ Cylinder is to be installed, requires .net Framework 2.0 or higher. This can be installed via a
Microsoft Update, but it is also on the IQMA installation CD and will automatically be installed together withlQ

Cylinder, if it does not already exist on the computer.

6.5.5.2 Offline cylinder / fitting

1. Create a workstation the communication
to the PDA shall be done (if necessary as
a separate location).

2. Insert the sSoftware IQ Cylinder at the
corresponding workstation.

3. Insert the locking cylinders. They can
only be assigned to a location. There is
no distiction between the different
cylinder types. IQ NetEdit handles them
all in the same way.

Site with cylinder

In the logical view the locking cylinders
are displayed as controllers.
Automatically one door results of one
locking cylinder.

4. Create an operator, who runs the data
transfer with rights in 1Q Cylinder and 1Q
MultiAccess.

- E Cammunicatio
:I:b SW 012 - Delete
MP expark

-8

Site with cylinder doors mifare
E Communication with cylinders

- E Communication with cvlinders
T 5w _012 - 1Q Cylindsr

Site with cylinder doors mifare

Workskation r
Software r

ControllersTerminals  # WebiCanm

‘ BRI

- @ Site with cylinder doors mifare
"' Operatars

ﬂ Zones

=I-{i] Conkrollers Terminals
# TE_O11 - Locking cylinder
# TE_01Z - Locking cylinder
# TE_O013 - Locking cylinder
- Doors
DR_020 - Doar 20
DR_0Z1 - Door 21
M Cor 022 - Door 22

- @ Site with cylinder doors mifare
- "' Operators
- "’ "Cylinderman
10 Multificcess
I Cylinder
ﬁ Zones
+-{]] Controllers{Terminals
- Doors
DR_020 - Door 20
DR_021 - Door 21
DR_02Z - Door 22
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5a.

5b.

Possible settings for each door:

Designation, open time and office permission.

Common ]
D | | No
Descriptian |DR_020 - Door 20
Times [zec]
Oper tire 10
Office permizsian
Tirmes |00 [12:00 [13:00 17:00
tonday v Friday v
Tuesday i~ Saturday I
Wednesday v Sunday B
Thursday v Haliday I
Active [

Cancel | |

Via the office permission function the doors

can be switched to a mode to be opened without

data carrier within defined days / times. This condition can be reset manually. It ends
automatically with achievement of the end time. There can be defined two time ranges (from -
to), within a person with appropriate authorizations can switch the door to be entered freely. The
time ranges are valid on the activated days. The times and days can also be defined by a user in

IQ MultiAccess.

The office permission function is assigned to a person (a data carrier) in 1Q MultiAccess.

“® GE BN457 Brighton

“® GE 5T 119 Stoke-on-Trent
“® GB Y0325 York/Strensall
“® GB 593 Sheffield/Attercliffe

“® Site with cylinder doors mifare

-

£ Common  £.] Data canies

McKenzie, Harold : PersNr [null), Data carrier 1
Amdda @_Attendancq Time! % Acions & Macros "’ Relays

¥ Patameter () Room/Timezones @ Access profile. 9 AP, # locking-cylinder

& Personnel data
W3 Visitor data

¥

. & new cylinder-assignment | B8 delete cylinder-assignment |

(3 Room/timezones
-Ch Room/Timezone groups
# locking-cylinder weekplans

Drag column here, for grouping

] Doors [cylinder
[ Logdata AC [3 TE_012 - Locking cylinde B
4 Logdata TR
< Lo 3
Use of a PDA

First start the software 1Q Cylinder, then
connect the PDA via a USB cable with
the PC and start the HotSync operation
on the PDA. The communication
between the PDA and the computer is
displayed by a corresponding window of
the commu-nication software (for details
refer to the original manuals of PDA).

Use of a laptop / netbook

The laptop/netbook must be in the same
network of IQ Server. First start the
software 1Q Cylinder, then start XS-
Manager and synchronize the data. For
details refer to the original manual of
XS-Manager.

HotSync-Status

Statuz  Sunchronizing #5-kanager

llzer td

e

FPOWERED
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For each door / cylinder:

Start the program =» XS-Manager on the PDA or laptop / netbook.

Activate the cylinder by turning®®.

Align the infrared interface of the PDAs or laptop / netbook with IrDA-USB adapter (022909) to
the locking cylinder.

The communication will be established. On the initial startup of the cylinder with XS-Manager
the cylinder must first get initialized (as long as, all other functions are not active).

Via the operation described in step 5, the software XS-Manager knows the doors. Each
individual locking cylinder must once be initialized with its individual door data. This happens via
the initialization function within the software XS-Manager. At this, a door newly created in 1Q
NetEdit will be allocated to a certain locking cylinder.

Details on initialization, PIN allocation and communication between cylinder and XS-
Manager see user manual XS-Manager.

We recommend to change the (two different!) synchronization and initialization PINs set
by default according to customer’s wishes and store these information at a safe place.

Important! The initialization PIN is required to open the case in order to
change the batteries!

The XS-Manager settings should be done in a way a PIN is mandatory for
synchronization and initialization, as otherwise any PDA or laptop would be able to
control the cylinders. It is recommended to use the same synchronization PIN for all
cylinders within one acces control system.

15 The activation may be different depending on the cylinder type. Details see manual of the individual

cylinder.
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6.5.5.3 Online cylinders / fittings via traffic point RS485

1.

Connection to the AC-System via IQMA
Precondition: ACS-8 with Firmware V8.xx (Firmwareupdate see chapter 5.11).

Installations scheme: Up to 8 traffic points RS-485 can be inserted to the module bus of an

ACS-8. One traffic point can control up to 8 DLC/DLF in perimeter of up
to 10 m*® via radio.

Restriction: The maximum number of 8 doors per ACS-8 must not be exceeded.
ACS-8
1 Y
RS-485 ;
Ty

*
*
*

2205

Mounting and Installation
of the RF cylinder / door fittings and the traffic point(s) RS-485 according to their manuals.

Setup in 1Q NetEdit

Right-click the ACS-8-Module bus to Insert an traffic point RS-485

= TE_OO3 - ACS &
£ 5U_007 - Reader (1)
&= SU_003 - Reader (2]
#i4 SU_009 - Keyboard (1)
£ 50010 - Kevboard (2)
+- 758 5U_011 - 12Inf60ut 10 card (0)

=411 032 - Bus module (0}
Modules ¥ 4Inf20uk IO card
Delete A5 reader
ACS Reader + Kevboard
ACS kevboard
ACS Door Madule
4In I card

400t IO card
Traffic point R5-485

Depending on the on site conditions and other interferences.
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Common tab: Input of a unique description and the address which is set in the Traffic
point via DIP switch.

RF parameters tab: Radio-ID is automatically set by system. It is used for unambiguous
identification of the RF cylinder.

Frequency: Adjustment of the frequency range used for radio
transmission. The frequency band 4 only is harmonised Europe-wide.
Do not change this default setting!

Timeout: Time in seconds, within the door fitting / cylinder expects a
response of the RF-module after reading a data carrier (datacarrier
authorized / not authorized). If no answer is received after expiration of
this time period, the fitting / cylinder will interprete this as “Data carrier
not authorized”. Default setting = 2 seconds.

Insert RF fittings / cylinders to the traffic point RS485 (right-click).

—-== 5U_032 - Bus module (0)
4, SI_033 - Traffic point RS-485 (1)

Delete

Request version information

All tab entries (except the description) will automatically be done by the system. No input
necessary.

Automatically a reader and a door strike relay (output) will be assigned to the RF-module.

The reader type will be taken over from the local settings and can/must be modified/adapted if
necessary.

The door view displays one door per each inserted door fitting / cylinder. The tabs provide all
setup possibillities of a standard door as via the manual door configuration in addition to the
default settings all (hard wired) components such as keypad, exit reader monitoring contact etc.
can be defined.

After the door definition each door fitting / cylinder must be initialised.

Preconditions and procedure are similar to the offline cylinders cf. Installation Instructions
(P32205-26-0G0-xx), chapter 6.5.4, User Manual (P32205-20-0G0-xx) chapter 21.2 and user
manual XS-Manager (as PDF-file on the installation CD of IQMA/IQSC in the directory

....... Doc\XS-Manager®’).

In opposite to the offline cylinders the online fittings / cylinders work after successful initialisation
like hard wired doors.
Connection to the intruder alarm control panel via IQSC

Definition of the fittings / door cylinders at the IACP is done according to the manuals of the
MBxx / WINFEM.

Setup in 1Q NetEdit

With an initial connection of an intruder alarm control panel the connected hardware, master files
and texts will be transferred (cf chapter 15).

Subsequent installation of Rf cylinders / door fittings:
Insert a switching device at the concerning IACP according to chapter 15.3, step 8. Select IK3 in
the fiels Type.

RF fittings / cylinders are hadled like standard IACP doors in IQSC (cf. chapter 15).

17

Reading requires a program which can open PDF-files, e. g.. Adobe Acrobat Reader.
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6.5.6 Connectivity to SALTO Ship System - Doors with cylinders/door fittings

Starting v13 and the corresponding licensing, IQMA administers off-line cylinders/door fittings in the SALTO
virtual network (SVN). This is a wireless network access control system. The ID card serves both as identification
for individuals and as a data transfer medium for access information and other information.

6.5.6.1 General description

For supported cylinders/door fittings, see the product catalog. IQ MultiAccess handles all supported
cylinder types and door fittings identically.

The “RW Pro-Access” setup program must be used to set up the basic configuration (see 6.5.5.2). Next,
data regarding door groups as well as assigned door data (for cylinders/door fittings) is transferred from
IQ MultiAccess.

The preliminary initialization of cylinders/door fittings is carried out via a portable SALTO programming
device (PPD). Thereafter, data is simply exchanged with the ID card during actual system operation. The
data includes information about blocked ID cards (blacklists), events and the battery status of
cylinders/door fittings. Access authorizations are stored on ID cards and not in door components. A
SALTO wall reader (such as the CU 50) must be installed as a reader at the entrance to the property or
at a central site on the property for updates of access authorizations on ID cards, synchronization of
event data and distribution of the blacklist. The blacklist contains ID card information, for example names
of individuals who have been provided new ID cards, or ID cards/individuals who no longer have access
to the site. If ID cards whose access authorizations have been revoked on the basis of the blacklists
distributed are reactivated, a SALTO coding device (Key Encoder) is required to be used. Since the
blacklist is distributed when the ID card is used, there may be a time lag between the occurrence of an
event and its notification to all cylinders/door fittings. This system does not therefore replicate the
advantages of an online system.

For requirements and procedures, see the original SALTO Ship system documentation.
Assembly of cylinder/fitting in accordance with original documentation.

Install 1Q MultiAccess and the SALTO service. The “RW Pro-Access” software must also be installed on
the computer so that the base configuration can be generated. Install the SALTO Service on the same
computer as the IQ Server. We recommend the use of the Ethernet SALTO coding device (Key
encoder), since this can be linked in at any point in the network. The SALTO coding device is a must,
since it is only through this device that card data can be updated and blacklist entries revoked. The
SALTO coding device must have been associated with the SALTO service via a network installation.
More information on the installation and registration of your SALTO Ship (SVN) system in conjunction
with 1Q MultiAccess can be found on the Internet at: www.spsupport.de/Honeywell 1Q.zip
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The wiring diagram shows the connection of the SALTO Ship system to Honeywell components:

Connection of SALTO UBOX9000 to Honeywell components

Reader pcb
6 5 4 3 2 1 Flat-band connection to SALTO reader WRM9000

CUSOENSVN

i % Ethernet —
! Cable length

I 1
! 1
I 1
I I
I 1
I 1
I I
I I
I 1
I 1
I 1
' max. 100 m with Cat 5 !
I I
i i
I GND |
i H 2V
! H H i
I E |
! H LT !
! 1
I 1
I 1
I 1
I 1
I I
: CUADAP 8 1 B Ao _-_| :
| 125800 | on g .
! +V GND TxD RxD !
! (L[] | Cablelength 1
 SALTOUBOX9000 == i L L L
Converter pcb %EED:EDI[T—I
027901
from firmware X X7
version V16 L -
8 1 Set address for module bus.
Set end-of-line resistor on | Example shows address 1
for RS485 < 8 1
(see Installation Instructions) on| Set operating mode:
1 3,5,7,80n"
Bridge 1 ¢ ANuBnEREES
ldge 1103 DIP 1 off* operating mode with Mifare

DIP 1 on* operating mode with DESFire EV'1
RS-485 * black = on in graphic

0V +12v DD

IK 3 op. unit / door module / ACS-8 module bus
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6.5.6.2 Configuration of SALTO Ship (SVN) off-line cylinder/door fitting

After installation of the hardware and software, the opions _ ‘ e
SALTO system must be configured for cylinders/door ESAU':.M[:J: R —
fittings and the corresponding doors must be (2] Eries
assigned. To do this, launch the “RW Pro-Access” 1o
software on your PC.
by

Click on the “SHIP” tab under “Extras / Configuration / e
General Options”. 1051 s i
Enable SALTO SHIP Server in this tab. Specify a free : :
port as the TCP/IP port.
Save the changes by pressing “Save”.

Save [ & Pint T [ Close
Review the following entries in the input field s =

« " « ” General [ B Lock | & User | S Keys | @ PPD [ o Orline [ SHIP | 82 Vistors | & Issuing || Advanced |
Advanced Parameters” in the “Advanced” tab and add ' ' ' ' L

Torbe used by advanced operators only,

entries if need be Advaced paameies valableparancors
' PROX_ANTICLONING=1 ASSIGN_CARDS_AUTOMATIC
7 " AUTO_LOGOFF_TIMEOUT
{ASSIGN_CARDS_AUTOMATIC=2 oL SVN_DATE_EXT
SHow EXT Il DORM_REYPED
SHOW_ROM CODE=1 EXIT_LEAVES_OPEN
KEY ISSUING=1 FREE_ASSIGNMENT_LOCKER
1 “ ” FREE ASSIGNMENT LOCKER=1] INHIBIT_USER_MAME_CHANGH
Save the changes by pressing “Save”. & - RUENTAL

15_DEFE|

KEY_ISSUING
LIMITED_OCCUPANCY
LOCATIGH_FUNCTION_MATRI:
LOCKDOWN_ENABLED
MORE_THAN_64K_UISERS
PROX_ANTICLONING
RF_ENABLED

ROLL_CALL

SHOW_EXT_ID
SHOW_KEY_DETECT_MODE
SHOW ROM_CODE
SYN_TIMEOUT
USE_PRIVILEGES

Save [ &rint ] L Cisss
Bring up the “Doors” menu. [=
Add cylinders/door fittings. A new e
cylinder/door fitting can be defined by clicking ot
on “[x] New". There is no difference between Cminsho_bonamis P
a cylinder and a door fitting in this input o

screen. A name and description can also be
entered for each cylinder/door fitting.

Cr= S
[ <3 ,‘fm«
wm
-
H oA Hr X 5, 50 £ e
™
) Py
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Now bring up the “Zones” menu.

2one 5 [E===
Zones are called door groups in 1Q “I EEmIn L
m NetEd't [ et g;t::‘:;n I.'Iamlh-a:‘mnu
b
2 |
A new zone can be defined by clicking on “[X]
New”. Zones must be defined in the “Zones” q Mot . el
tab and the cylinders and fittings defined e s W ] (B T
earlier must be assigned to the zones. A Blesizie [ 2
name and description can also be entered for T
each zone. Cylinders/door fittings are
selected and assigned by clicking on “+/-".
/- BER ¥

Maximum number of door L= B i
m groups/basic zones: 96. |
We recommend careful planning and !
a logical design of door groups so Qe
that cylinders/door fittings can be B L B ¥endods J|_O buim frin G e
uniquely assigned to door groups.
Assign each cylinder/door fitting to
one door group only so that it can be
uniquely identified.

6.5.6.3 Transfer of SALTO Ship (SVN) data to IQ NetEdit

The SALTO Ship System (SVN) configured earlier can 7 5%3’“3”53"
be added to the desired site. b 5w Interface v
Select Insert/Controllers/*SALTO SHIP”. £ 5W 00| Delete Software ’ ‘ [127 0 0 1
[ sw_005|  Relnitialise Devices 4
B sw_o07 - 1orsysremors ] 3 acss
M S _003 - IQ YPS [ oo
il s _n09 - 1q Guard Active ACsZplus
a5 SW_010 - IQ) Visior TRS &
W 5w _011 - 10 Cylinder RS 15 F
=g GB 593 sheffield/attercliffe VB0
- B PC_002 - PC
+ COM part 1 MB100-64
- TEL0O7 - ACS § v ME43
3 3 MEZ4 |
Wexk Generation Access Control [ TimegAttendance %

The SALTO SHIP System (SVN) is added to the L tL 0 e
corresponding site. BV %% ®
To ensure that the cylinders and door fittings configured gfagf;f;“sggfgig?;f;” il
are transferred to IQ MultiAccess, perform the following - i Tope SALTO SHIP
Steps' b ixﬁg;ig x:!lé;;(ess Last modified: MonJun 03 03:48:37 2013
B oo e || T  wf
Enter the corresponding IP address (in this case, the 0 e bescpion [TE0T8 SALTOSHP
local PC, hence 127.0.0.1) as well as the TCP/IP port fi?iig?l :
that was specified in “RW Pro-Access”. A F e I I
+ B COMport 1 Request skatus

= [ TE_007 - ACS B

It is recommended that the SALTO service be oyttt BT 4

. T Cancel || tpply |

installed on the same PC as the IQ Server. %ii:ﬂéi,i“ir Locetionchange s [ e
-7 SU_D21 - 12Inf60ut [0 ca

& B 5U_036 - Bus module (0)
T 5w_035 - 1Q TBS Sync -

Right-click to open the context menu for an existing 45 >
functional connection. Select menu item “Scan”. All SR LS AL U Sl =
defined and assigned door groups, along with assigned

cylinders and door fittings, are automatically

transferred.
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. IQNetEdit - 1QNetEdit FIER
Fie ER Yew 7
Cylinders and door fittings are represented as door IR
groups in the logical view. One door is defined in IQ o i | commen
. . = iy TE_D19 - SALTO SHIP S
MultiAccess for each door group. For easier ] . ks takaOoct puvp
. . . ) . B cyincer (1) Lastmodfed  MonJun 03 0956:21 2013
identification, a unique name can be entered in the B e o)
“Description” field. e e o J
- DESQGSI;:H@;‘.‘NLNHN Descriction |Dffine Cidrdar (1]
. = B_ujnnu.
It is recommended that the SALTO system be -ay_r‘.f;»;f:wn W
integrated into 1Q MultiAccess using the ;;Z:ﬁ,‘:'ﬁmﬁ,] R e
command “Scan”. If the system is manually B Fyeriiirin
defined (via “Insert”), external IDs (unique ’R&;ﬁ:ﬁ;m” Coce_|_ i
numbers) in the SALTO system are not = B gt cfedr
recognized in IQ MultiAccess. AR
Corrol | N
For ease of handling in IQ MultiAccess, the door name —| gy TE_019 - SALTO SHIF
should be unique. - 2ffline Cylinder (1)
Right mouse click the door group and select “Door Cylinder (13| Insert b

Name” from the context menu.

A unique name can be entered in the “Door Name”
field. Click "OK” to confirm.

| GB 533 SheffieldfAttercliffe
A2 P00z - P

= m Ciffline Cylinder]

= gl TE_D19 - SALTO SHIP
= Offline Cylinder (1)
Cylinder (1)

Delete

Cylinder (1)
Pragramming Skar
CUSOENSYM (1)

Type: Salta Door group

= Offline Cylinder(2) Door name E]
Cylinder (13
= Prograrmring Statio Teminal ID [

CLISOERSYM (1)

+ COM port 1

= {0@ TE_DO7 - AC5 B
& SU_017 - Reader (1
&5 SU_016 - Reader (2

#8 SU_019 - Keyhoard
#4 5U_020 - Keyhoard
- SU_02t

Contraller/ Teminal name |

Door D [

Dioor rurmber |

|CYL DR 112 - DOOR 1134

L

Dioor name

- 120Ul

All other authorizations and assignments are defined in IQ MultiAccess.

6.6 Configure RDT / Distant Station

6.6.1 Configure modem

Basically, the RDT to the distant stations can be implemented via modem (analog / ISDN) and/or ISDN
cards. Several modems may be connected to one computer or they may be distributed arbitrarily over
the entire network.The same applies to the ISDN cards. Mixed operation of ISDN cards and external

modems is possible.
Procedure:

1. Right-click on the icon of the interface
where the modem is connected.

2. Select Insert =» Devices = Modem.

3. Left-click on the modem icon.

Comrat I Settingz |

Tupe: Madem

Last modified: ‘whed Mar 02 01:32:41 2005
s} |1 &
Description CO 013 - Modem
COM port ICDM 2

Active v
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Enter a meaningful name in tab Common
and activate the check box Active.

The following information has to be
stored in tab Settings:
Commaon  Setings
O Initialization string: Modem -
Each modem requires certain
settings which cause the modem

Last modified: “Wed Mar 02 01:32:41 2005

to work according to the —

individual requirements. L |

These settings consist of one or Lo s aEit: |

a combination of several AT- Baudiate [sen =]
commands which may differ from PBi connect r

device to device. B et r

The initialization is explained in
in more detail in Chapter 6.6.5.

O Local access code:
If the individual modem is connected to the extension of a telephone system which
does not provide direct access to a telephone exchange line, the preselection for
obtaining this access must be entered in this field.In most cases that will be “0". In this
case, field PBX connect should also be activated.
If a direct exchange line is available, no entries are required in this field.

@) Baudrate:
This field defines the transmission speed between PC and the modem connected to it.
The speed depends on the modem that is used. Select the maximum value via the
scroll-down arrow right of the entry field to keep the connection time as short as
possible.

@) PBX connect
see Local access code.
If this field is activated, the PBX does not wait for the dial tone but dials directly.

O Pulse dial:
Most modern telephone systems/telephone connections use multiple-frequency dialling
(i.e. each key activation is acknowledged by a sound). In this case, no modification of
this check box is required.

Older systems sometimes still work with the pulse dial method (you can hear a clattering

noise as with the dials used in the past). If this is the case, this check box must be
activated.

By means of the modem, either a single

bus controller or an ACS-1 (directly), an = J& Pc_o01 - workstation
ACS-2 / ACS-2 plus / ACS-8 (directly) or - g"" port 2

a TRSxx (directly) can be connected via
RDT to the distant station.The bus

5 Devices 4
Delete ControllersiTerminals — » aCS 1

controller of the distant station manages a : M .

maximum of 32 controllers/terminals ACS2

(ASC-1, ACS-2/ ACS-2 plus / ACS-8). ACSZplus
TRS &
TR3 15

Right-click on the modem icon, then on

Insert=? Devices in order to configure a bus controller

or Insert = Controllers/Terminals to configure an individual ACS-1, ACS-2 / ACS-2 plus / ACS-8
or TRSxx.
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6.6.2 Configure ISDN card (B-channel)

Procedure:

1. Right-click on the workstation where the individual ISDN card is installed.

2. Select Insert =¥ Interface. -y Metwork —]
8 ISDN-B-channels are available per E"'_E’S’ﬁpﬁ'ngdt o
workstation. Select the one that is o BN : I
requ|red- : comMpe  Delete Devices b COM4interface

@ SW_00  Reinitialize ControllersiTerminals »  COMS intetface
. . A 5W_005 - 1Q MetEdit COME interface

3' Left_C“Ck on the |SDN icon. @ SV _009 - I Monitor COM7 interface

= ! SW_010 - I Syskem Monitar COMB inkterface

.E SUPPORT-2 COM3 intetface

- &) Movar COMIO inkerface

COMIY inkerface
COMIZ interface
COMI13 inkerface
COMI14 inkerface
COMIS interface
COMIE interface
15DM card %
15D card
15DM card
485 PCI card
485 PCI card
485 PCI card
485 PCI card

4. Enter a meaningful name in tab E[?@m””|

Common.
Type: ISDM card
Last madified: wéed Mar 02 07:47:05 2005
o |1 3
Description IlSDN card 1
ISOM card I'I 'I
5. Click on the B-channel used. Enter a

) o Commor |Settings|
meaningful name in in tab Common and

select active. Type: B-channel

Last modified: Wwied kar 02 07:47:05 2005

D

Description

ISDN card |ISDN1

Active W
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6. The following information has to be Common  Settings |
stored in =» tab Settings:
B-channel text
®) Local access code: Last modified: ‘Wed Mar 02 01:41:05 2005
If the ISDN channel concerned is
connected to the extension of a MSN o
telephone system which does not provide
) Local access code ||
direct access to a telephone exchange

line, the preselection for obtaining this
access must be entered in this field. In
most cases, that will be “0". If direct
access to an exchange line is available,
no entries are required in this field.

@) MSN:
The internal telephone end number of the extension has to be entered in this field. It is used e.g.
- to clearly identify an extension and its user,
- to authorize the user to dial into the public telephone network,
- to permit individual billing per user.
(There are further functions which are not relevant in this context.)

For further information concerning the individual tabs see Chapter 5 =» Tabs.

By means of the ISDN card, either a single bus controller or an ACS-1 (directly), an ACS-2 / ACS-2 plus
/ ACS-8 (directly) or a TRSxx (directly) can be connected via RDT to the distant station. The bus
controller of the distant station manages a maximum of 32 controllers/terminals (ASC-1, ACS-2 / ACS-2
plus / ACS-8). In addition, connection to an Intrusion Detection System 561 MB24/48/100 is possible,
too.

—-m=] I30M card 1

CO_007 - B Chanpal
% O 008 - B Char MRS Devices .

ControllersiTerminals ¥ ACS 1
BiZS 5
BiZ52
ACS2plus
TRS &
TRS 15
ME100
MME4S
MEZ24

Right-click on the B-Channel icon, then on Insert=? Devices in order to configure a bus controller or
Insert = Controllers/Terminals to configure an individual ACS-1, ACS-2 / ACS-2 plus / ACS-8 or TRSxx
or MB100.
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6.6.3 Bus controller at distant station

6.6.3.1 Configure bus controller

The following settings apply only if the bus controller is used at a distant station (otherwise continue with

Chapter 7).

At a distant station, single bus controllers can be controlled only via RDT. If a bus controller is controlled
via RDT, DIP switch 6 must be set to “ON” (cf. Installer Instructions for bus controllers). In this context, it
does not matter whether RDT is implemented via a modem (analog) or via an ISDN card.

Right-click on the modem or the ISDN B-channel icon. Select Insert =» Devices = Single bus controller.

Left-click on the bus controller icon.

=» tab Common:

Enter a meaningful name and switch the bus
controller active.

-» tab Settings:

Timeout:

We recommend to accept the
predefined value.

Timeout = 40 means: if the bus
controller does not react any
more, an alarm will be triggered
after 40 seconds.

Baudrate bus controller<> controller/terminal:

=> tab Alarms:

The transmission speed between
the bus controller and the
controllers/terminals connected
to it is entered in this field. The
default settings of the location
(cf. 6.1) are accepted automati-
cally.The speed entered here
must correspond to the hardware
settings.

Certain events which are to
trigger/or not to trigger an alarm
can be specified in this tab.

Comman |Settings| Alarms |

Type: Single bus contraller
Last modified: Wed kar 02 07:44:49 2005

D I'I a

Diescription IEEI_D'I & - Single bus contraller
Active W

Common Settings | Alarms |
Type: Single bus controller

Lazt modified: Wed kar 02 01:44:43 2005

Timeout

|192EID 'I
IEIEDEI "I

B audrate bus controller -»

Baudrate PC -» Bus contraller

Common | Setings  Alams

Type: Single bus contraller

Lazt modified: Wwed bar 02 07:44:49 2005

v
Online i
Disabled T
Battery QK. i
B attery empty v
AC poveer v
Accu power v
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=> tab Distant Station:

Phone number:

Quantity:

Time windows A - D:

Eommonl Settingsl Alarmg  Distant station |

The phone number (incI. Type: Single bus controller
area code but without Last madified:
local access code!) of

the distant station is

entered here. Phane number |
Guantity IU—
Tirme: window & fo0:00 to 0000
Time windaw B IDU:UD to IUUZUU
Time window C IDDiDD ta IUUZUU
Time wiridaw D {0000 to |00:00

This specifies the data volume modified in IQ MultiAccess as of which the
distant station is called.

If you enter here e.g. quantity 5, this means that the distant station is called
automatically within one of the active time windows as soon as e.g. 5 (or more)
master data records have been modified. If this quantity is reached several
times within the active time window, a connection will be established
accordingly as many times.If the quantity of data records within a period of time
is reached or exceeded outside an active time window, a connection will not be
established immediately but only when the start of the next time window is
reached

If quantity “0" is entered, a connection is not established when data are
available for transmission but only when a time window is reached.

4 different time ranges can be defined. When these time ranges are reached, a
connection to the distant station is established once regardless of whether
master data records modified in MultiAccess are available for transmission or
not. Booking data pending in the controller/terminal are fetched and any master
data modifications that might be available are sent to the controllers/terminals
by 1Q MultiAccess.

Without this option, any master data modification in IQ MultiAccess would
immediately provoke the establishment of a connection (depending on field
Quantity).

6.6.3.2 Configure controllers/terminals at the bus controller

The same requirements as for a single bus controller that is directly connected apply to the single bus

controller of the distant station.The controllers/terminals can be inserted either manually or via the Scan

for controllers/terminals function.

The settings must always be checked manually and the controllers/terminals must be activated.
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6.6.4

6.6.4.1

6.6.4.2

Controllers/terminals connected directly to a distant station
ACS-1

If only one ACS-1 controller is used per distant station, an external bus controller is not
necessarily required. What is required is the RDT interface card, item no. 026840.18 for

connecting an external modem.
If the RDT card is used, it is not possible to install another extension card!

Insert controller/terminal:

Right-click on the modem / ISDN B-channel icon. =SB0 Port 1
Select Insert =* Controllers/Terminals = ACS-1. : o C0 019 - Modem

An ACS-1-icon incl. the integrated modem s
interface card is inserted. E'" TE_O041 - ACS 1

If you left-click on the ACS-1 icon, the 4 standard tabs of ACS-1 described in Chapter 5 will be provided,
but some of the functions are deactivated.These are mainly those functions which either require ONLINE
operation or a particular extension card.The ACS-1 is equipped with one slot only. In case of RDT
connection, this slot is occupied by the RDT interface card.

In addition, =» tab Distant Station is available which has the same meaning as the tab with the same
name for the single bus controller connected via RDT (see 6.6.3.1).

For the modem interface card which is integrated in the ACS-1 and configured automatically, only the
name can be modified.

ACS-2/ACS-2 plus / ACS-8

If only one ACS-2 / ACS-2 plus / ACS-8 controller is used per distant station, an external bus
controller is not necessarily required. In the factory setting, the ACS-2 / ACS-2 plus / ACS-8 is
equipped with a serial interface for connecting an external modem.

Insert controller/terminal:

Right-click on the modem / ISDN B-channel icon.
Select Insert = Controllers / Terminals - ACS-2 / E---@ CO_019 - Modem
ACS-2 plus / ACS-8. =8 TE 035 - 4C5 8

An ACS-2 / ACS-2 plus / ACS-8 iconincl.al = &= S1)_109 - reader (1)
possible components is inserted. (Those which = £ 5U_110 - reader (2)
are actually used must be activated manually.) gy SU_L11 - keyboard (1)

SU_112 - kevboard (2}

=78 SU_113 - 12Inf80ut 10 card (0)
= SU_L13 [ 10_364 output * (1)
o= SU_113 { 10_385 output * (2)
‘={> SI1_113 ) ID_386 oukput (3)
‘=[> SIJ_113 ) 10367 oukput {4)
= SU_113 | 10_368 output (5)
= SU_113 | 10_389 output (6)
= 50113 ) 10390 input (13
= 50113 [ 10391 input (2)
<}=' S_113 110 392 input (3}
<}= SIJ_113 ) 10393 input (4)
= 5113 [ I0_394 input (5)
= 50113 [ 10395 input (6
= 50113 [ 10398 input (7
<}=' S_113 1 I0_397 input (8)
<}=' SIJ_113 ) 10398 input (9)
<}= SIJ_113 ) 10399 input (100
wedf= 5113 ) 10400 input (11
= 50113 [ 10401 input (12)
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If you left-click on the ACS-8 icon, =» tabs Common, Reader Settings and Alarms described in
Chapter 5 are provided.

In addition, =» tab Distant Station is available which has the same meaning as the tab with the same
name for the single bus controller connected via RDT (see 6.6.3.1).
The settings for the sub-components Reader, Keyboard and 1/0O Module which are configured
automatically are described in Chapter 5.

6.6.4.3 TRSxx

The direct connection of the TRSxx terminals is via RDT generally implemented as described in section
6.6.4.1 (ACS-1).
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6.6.5 Modem initialization

6.6.5.1

A modem requires initialization before it can start operation, i.e. it is set to the operating mode required
for the corresponding application via so-called AT commands. For this purpose, several individual AT
commands can be combined into a so-called init string (initialization string). Usually, this init string is sent
to the modem whenever the latter is addressed in order to guarantee that the modem is always correctly
initialized. In practice, this is done automatically on the basis of the relevant tabs (cf. Chapters 5 and 6).

The initialization string

The initialization string depends on the type of the modem used.Please see the modem manual for the
initialization string. If you have purchased the modem from our company, you will find the initialization
string in the attached DIN A4 information sheet.

The PC modem gets its initialization string via NetEdit.

The distant station modems are provided with a different initialization string than the PC modem.

IQ MultiAccess always sends the following AT-commands to the modem:

#1:
#2:
#3:
#4.:

AT&FE Reset/Echo off
ATQOV1 acknowledgement on / in plain text
ATX3 (in PBX) ignore dial tone/evaluate busy tone

“User init string”

The distant station modems get their initialization string via the "Hyperterminal” software. This
software can be found under "Accessories" of Windows.

Meaning of the init parameters see table next page.
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AT Meaning
commands
used
&F Load standard configuration
The modem is set to the delivery status. If there is a connection, this command is not
executed.
EO Command echo to host.
EO = Commands are not echoed.
E1 = Commands are echoed.
X3 Treatment of dial tone/busy tone
X0 = ignore dial tone/busy tone
X1 = ignore dial tone/busy tone
X2 = wait for dial tone/ignore busy tone
X3 =ignore dial tone/evaluate busy tone
X4 = wait for dial tone/evaluate busy tone
In case of ATX2 or ATX4, the modem waits for the dial tone before dialling.In case of ATXO,
ATX1 or ATX3, the modem does not wait for the dial tone, so that e.g. "blind dialling" is
possible while establishing the connection between two extensions.
Recommendation: Use ATX3 within a telecommunications system.
Use ATX4 in case of direct connection to the public telephone
network.
\N1 Select error correction procedure
\N1 = direct
%CO0 Data compression
%CO0 = no data compression
\C2 Buffers off
D3 with DTR on -> off Hang Up + reset
DS Compresson
DS=0: Data compression off
S0=0 Automatic call pick-up
S0=1 S0 = 0: no automatic call pick-up
S0 = 1: automatic pick-up after 1 ringing
S12 ESC sequence
S12=40: After ESC sequence (+++) send OK after 800ms
V1 Acknowledgement in short form/plain text
V0 = acknowledgement in short form as number
V1 = acknowledgement in plain text
&WO0 Save configuration profile
&W1 &WO0 = Save configuration profile 0
&W1 = Save configuration profile 1
&YO0 Set pointer to configuration profile
&Y1 &YO0 = Set pointer to configuration profile 0 (load configuration O after reset)
&Y1 = Set pointer to configuration profile 1 (load configuration 1 after reset)
VA Execute Reset
Z0 = Reset, start with profile O
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Examples: The following section shows some examples of init strings for the modems which are
widely used at the moment. Due to the large variety of modems available on the market
and the rapid technical developments, we have to refer you to the corresponding
manuals and/or the information sheets provided by Honeywell Security regarding the
modems to be used.

Init string for analog modems:

Example 1:

Init strings for modem Devolo Microlink 56Ki  (the most common standard modem at editorial
deadline, formerly called ELSA 56Ki):

String for PC modem: AT%EO\C2&D3S12=40+DS=0,0,2048,32
String for distant station modem: AT&FEO0SO0=1%E0\C2&D3S12=40+DS=0,0,2048,32& W0&WO
Y0z0

After the connection is completed, a Power-On reset must be executed on the modems of the
PC and on the distant stations!

Note: The init string should be checked after update from V4 to V5.

Some other examples of older modems which are, however, also very common (might still be in use
after upgrading existing AC installations):

Example 2:

In the following example, two analog modems of type Microlink 33.6TQV are used.

String for PC modem: AT&FEOX3\N1%C0S0=0V1
String for distant station modem: AT&FX3\N1%C0S0=1V1E0&W0&Y0
Example 3:

In the following example, two modems Devolo Microlink 56k Basic are used.
String for PC modem: AT&FEOX3S0=0V1S12=40

String for distant station modem: AT&FS0=1E0*W0&Y0Z0
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Init string for ISDN modems /cards:

Important for ISDN modems / ISDN cards: The MSN or EAN number from which the modem is
supposed to take calls must also be stored in the
modem as well as the ISDN protocol EURO-ISDN or

1TR6 (please see the relevant manual and tools from
the individual modem manufacturers).

Example 4:
Init strings for an ISDN modem ELSA Microlink ISDN

String for PC modem: AT\V0=1-M0=1S0=1&D2X0*W0&Y0Z0

String for distant station modem: AT\V0=1-M0=1S0=1&D2X0E0*W0&Y0Z0

All modems not listed here must be initialized according to the information sheets provided with
the delivery if they were supplied by Honeywell Security. All third-party products are to be
initialized according to the documentation following the examples above.
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6.6.5.2 Initialization procedure for distant station modems

All distant station modems must first receive their initialization string via the "Hyperterminal”
software. Then they can be separated from the PC and installed at the distant station.

Connect distant station modem to COM1 or COM2 of the PC and switch modem on

Open Hyperterminal.

Windows 2000
Click on:

Windows XP
Click on:

Enter a name for the connection, e.g.

IQ_modem_init.

Start

Programs
Accessories
Communication
Hyperterminal.

Start

All Programs
Accessories
Communication
Hyperterminal.

L minal
[} Entertainment » {33 Internet Connection Wizard
B () Games v 43 netMesting
5 System Taols » Metwork and Dial-up Connections
Address Back # Phone Dialer

Caleulator

BEX command Prompt
[#] 1maging

) Matepad

B pairt

2 synchronize
13) windows Explorer

@& Internet Explorer
5 (=3 Outlock Express

2000 Professional

[Hstert | & € 59 ©

Adminisirator |

Il Coleuistor

&*:nT __j Hy Documents B Command Prompe
Outiook Experss &
. |/ M pachames W) Progrom Compolitilly Wirard
= L S Syrcheonine
ilo g =i B &) Tour Wik 18

3 Windoves Exphorer
ik Windowes Movie Maber
[ 4 wonPas

iﬁwm W Wi ek

@,sumvmnr.:l Startup
Oos 8 pnemet Lipkier
&) Wi 1 B DRSE

() Cutlook Exepress

4o Remots Assistarce
Q Seromutils | N Widows M8 Flbvie

4 windows Messenger

I K Muscress 3

() Coreliaw
[

P2l togcit [B] fum i Compusee

oo B (3O

Connection Description ed |

Enter a name and chooze an icon for the connection:

Marne:
qu_mu:udem_iniﬂ
[=tay

Cancel |
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4.

Select the COM interface where the
modem is located.

Set the parameters shown in the figure
opposite. The example applies to
analogue modems.

In case of ISDN modems, 19200 must be
entered in field Bits per second.

It might happen that the following AT
command is not displayed during entry
and must possibly be entered "blindly". If
the echo is switched off on the modem,
you do not see what you are typing.

Type atel
Confirm with Enter.

The echo is now switched on. Thus you
can check what you are typing.

Conneck To ﬂil

-:::-. “ iq_modern_init

Enter details for the phone number that you want to dial;

Countnydregion: I Germany [49] j

Area code: IIII?'431

Phone number: I

Connect using: | [EELN TG -
k. I Cancel |

COM1 Properties llil
Part Settings
Bitz per zecond: |l
Diata bits: |8 j
Parity: INane j
Stop bits: |1 ﬂ
Flawy cotral: IHardware j

Restore Defaults |

0k I Cancel | Apply |

#giq_modem_init - HyperTerminal
File Edit Wiew Zall Transfer Help

|| 5|5/ o] ]
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7.

Enter the initialization string (entries are
not case-sensitive)

In our example (using a Microlink
33.6TQV), itis:

AT&FX3\N1%C0S0=1V1E0&W0&Y0

for initialization string see Chapter 5.5.1.

Confirm with Enter.

“giq_modem_init - HyperTerminal
File Edit “iew Call Transfer Help

8E&fo\nl%c@s@=1ule@&w@&y@

If you have to connect several distant stations, initialize each distant station modem in the same

way.
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6.6.6 Connection Test

6.6.7

The following steps describe only a physical RDT test, i.e. IQ NetEdit tries to establish a
connection to the corresponding distant station modem.

The following steps are explained on the basis of modems. The same procedure applies to ISDN cards

1.

2.

Start operating the distant station modem(s)
Start operating the PC modem
Start 1Q NetEdit.

In the Distant Station tab of the individual distant station device, define a Time window of
“0:00 - 23:50 h” and Quantity “1".*

Right-click on the relevant bus controller or the controller/terminal of the distant station.
Click on Scan for controllers/terminals (only possible with bus controller).

IQ NetEdit now tries to establish a connection to the bus controller selected via RDT, searches
all devices connected to it - as described above - and inserts them automatically.

or
Click on Request (bus) state (possible with bus controller and controller/terminal).

IQ NetEdit now tries to establish a connection to the bus controller or controller/terminal selected
and to display information about the current status on the screen (cf. Chapter 7).

When is a connection established?

Immediate connection for test purposes:

For this purpose, “1" must be entered in field =» Quantity in tab =» Distant Station of the individual
device and a = Time window of 0:00 - 23:59 h must be available®. In case of different entries,
immediate connection cannot be guaranteed.

O
O
O
O

Request (bus) state

Scan for controllers/terminals /
Active addresses

Test screen

Time-dependent connection (hierarchical):

O

When starting IQ MultiAccess, provided that at least one time window entered in 1Q NetEdit has
been reached or is still valid - irrespective of whether data are pending for transmission or not
(e.g. time window from 10:00 to 11:00, starting 1Q MultiAccess within this time window causes a
connection to be established).

During ongoing operation, when a time window entered in IQ NetEdit has been reached -
irrespective of whether data are pending for transmission or not.

During ongoing operation, within a valid time window entered in IQ NetEdit when the Quantity
entered in NetEdit has been reached or exceeded.

18

After completing the RDT test successfully, the test data must be removed again and replaced by the
original data.
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Example: Time window: 10:00 - 11:00
Quantity: 3

1. Connection is established at 10:00 - even if no data are available for
transmission yet.

2. Connection is established between 10:00 and 11:00 as soon as at least 3
data records have been modified / created / deleted within this period of time.

O All other items that can be selected within IQ MultiAccess cause a connection to be established
only within a time window defined in 1Q NetEdit.
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7.

Icon-related functions

If you right-click on the individual components or press the Windows key, one or several of the following
functions will be available depending on the context (see also Chapter 4.2.3). The components may be
found in the physical representation as well as in the logical representation.

> The overview in Chapter 6.4 shows which other controllers/terminals / components are
made available by function =* Insert .

Description of the individual functions (in alphabetic order):

Active addresses:

Add:

Alarm Control:

This function shows Active aad oo x|
which addresses are
active or not active on  Addiess 01 Addiess09 © Address 17 ¢ Address 25
the relevant controller. bee S L i
& Addiesz 02 Addesz10 © Addresz 18 Address 26
Not active means that & Address 03 © Addess11 ¢ Address 19 € Address 27
e -
the device & Addiess 04 Addiess12 ( Addiess 20 € Address 20
o does not exist : & Addiess 05 Addess13 € Addiess 21§ Address 29
(address still " Addiess 05§ Addiesz 14  Addiese 22 Address 30
free)  Addiess 07 O Addiess15 © Address 23 0 Address 31
O |OSnn0t switched  Addiess 08 Addiess16 © Addiess 24 Address 32
O is defective
O is set to a wrong
baudrate
O has no con-
nection to the
bus

Via this function, you can insert further components manually.The
components depend on the context and are shown in another menu which
may contain additional submenus.

For ACS-2/8 controllers,

there are various
collective messages for
alarm, fault etc. These
are shown as “VD_xxx"
= Virtual Device.

VD010 - Alam
WD_010 /%1_529 Meszsage collective Global [1]
b WO _010 /WI1_530 Alarm collective Global [1]
I_. WO_010 /W53 Tamper collective Global (1]
% WD_010 /%I_532 Fault caollective Global [1]

----- @ WO _010 /WI_533 Duress collective Global [1)]

Via this function, individual components can be assigned to a door.This has the effect
that e.g. outputs can be controlled, doors can be influenced or macros can be started
via release criteria when a collective message is output.

Example: Right-click on the desired component (e.g. Collective duress) =» Insert

=>» Output =» Select the desired output.

7 This may be either the relevant controller/terminal or the bus controller/interface converter itself.
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Alarm Control TE_D01 - ACS 8 |

Eﬁ WD_010 - Alarmn

E WO_010 /AYI_529 Message collective Global [1)
WD_010 /%1_530 Alarm collective Global [1]
010 /%1_531 Tamper collective Global [1]

51005 I0_006 Output (&)
S1_005  I0_005 Output (5)

=i R SL_00S [ I0_004 Oukput (4)
T 50005/ I0_003 Oubpuk (33

Result: If the controller reports collective duress, output 4 and thus a device connected
to it (e.g. a flash lamp) is addressed.

Eﬁ WO _010 - Alarm

WD_010 /%1_529 Meszage colective Global [1]
WD_010 /%1530 Alam collective Global [1)
L WO_010 /#%I_531 Tamper collective Global [1)
aﬁ WO_010 #%1_532 Fault collechive Global [1)
of."-1'/0_010/ Global (1]
oo SU_005 / 10_004 Output [4]

Area Control: This function is required for the =» Barring Repeated Entry and =
Antipassback functions. For this subject see the separate documentation
“Supplementary functions of IQ MultiAccess”. Not available in V1.

Arming prevented: This function can be used to check why the IACP can not be armed via the
selected operating device.

Control panel data take over: This menue item contains following functions for the data transfer of panels:

IACP completely read out: All data of the panel will be compleately read out one after
another.

Switching device read out: This function reads out the complete hardware (MBxxx) and
creats them in IQ NetEdit.

Get IACP data: The data as follow will be read out of an MBxxx and created in IQ
MultiAccess:
=» Room/timezones and =» data carriers inclusive their authorizations.
=» The operating codes (= controllers, operating codes tab). Operating
code = number a user enters to log in at an IACP operating device.

Get IACP texts: IQ MultiAccess receives from an IACP the texts used for the event
memory (customized designations of switching devices, detector
groups, inputs, outputs etc.).

Copy: This function copies ACS-2 / ACS-8 with all settings and parameters into the
clipboard. Connected components are also copied. Operators with their rights
can be copied, too.

Delete: This function deletes the components selected incl. all components connected

to them after a confirmation prompt.

Disable a zone: Caution! the selected zone will be completely deleted! If
required again, it must be recreated completely with all its
allocations.

Door definition: Doors controlled via the ACS-2/8 onboard hardware can be defined in different

ways:

Definitions in the default settings:
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Door name:

Get zone counter:

When defining an ACS-2/8,

- one door with one reader is configured automatically
- one door with two readers is configured automatically
- two doors are configured automatically

- the doors are to be configured manually.

In case of manual configuration, the following prompt appears when defining an
ACS-2/8:

Haow should the ACS onboard hardware be used?

' Agzign kepboard(g) r

Mot defined | One door / one reader I One door / beo readersl Two doors |

By clicking the "One door" or "Two doors" button, the door(s) is(are) defined
automatically for the ACS-2/8 concerned.

When selecting "not defined", no door is configured; this must be made
manually (cf. 6.5.2.1, step 4).

IQ NetEdit configures automatically one door (or 2 doors if a two-door
expansion board is available) when an ACS-1 controller is defined. Consecutive
numbers are assigned to these doors (Door_x). In order to ensure clear
identification and assignment of the doors in IQ MultiAccess, it is necessary to
use uniqgue and meaningful door names (e.g. office Mr. Meier, cleaning room
1st floor, training room, etc.).

All other entries are defined or applied automatically.

Contraller/Teminal D [32

Contraller/T erminal name [TE 032 - ACS |

Dioar 1D |3
Doar number I
Dioar hame |DR 036 - door 36
| (1] I Cancel

If the ACS-1 is equipped with a two-door expansion board, the name of the first
door is defined as described above. In order to define the name of the second
door, right-click on the two-door expansion board icon and then click on Door
name

For ACT, it is only possible to assign one door name.

For IACP doors the display shows the data received by scanning.
Via this function, the current couter reading of the selected ACS-2plus / 8 can
be found out. The counter reading can not be changed here, because the value
results of bookings of several zones/controllers.
Change counter reading:
a) =» Right-click the required zone

=» Load zone counter

=» Enter the correct / required value

= OK

b) Set all Persons to “neutral” or to the zone they are actually in (see
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Initial upload:

Insert:

I/O point export:

IQ AEPInfo:

Load data:

Location manager:

MacroControl:

Modify location:

Personnel managers:

Print assignment:

“Extended functions of IQ MultiAccess, P32205-46-0G0-xx, chapter 2.3.3.4).

For ACS-1 terminals/controllers, the corresponding function is not to be done at
the terminal/controller, but at each door in the =» counters/image
matching/ATR tab using the button Get/set counter.

Via bootstrap, the controller/terminal selected is set to a defined initial state.This
should be carried out at commissioning or before loading the data.

Via this function, you can insert ACS-2 / ACS-8 and operators from the
clipboard. The components are taken with the function =» copy into the
clipboard before.

By right-clicking on a location, the =» 1/0O points for WINMAG can be output into
a (*.txt) file. You are free to choose a name and path for this file. This file can be
imported in WINMAG (see separate documentation).

This starts a protocol of all data traffic between the computer and the
controllers. The protocol can be saved as a file and can help our support in
case of communication malfunctions.

Via this function, all data entered in IQ MultiAccess are loaded into the
controller/terminal selected.

Via this function, location managers can be inserted. Location managers are =»
Operators who have rights at a particular =» Location.

It is possible to define macros for certain processes at ACS-8 controllers.
The subject of macros is very complex. We refer therefore to the separate
documentation “Supplementary Functions of 1Q MultiAccess”.

Devices which are physically connected to a location A can be logically
assigned to another location via this function (see example in Chapter 11).

Via this function, you can insert personnel managers. Personnel managers are
=» Operators with systemwide rights to manage personnel data.

Prints the following information about the device selected:
Controller ID, controller type (single / master / slave), controller name (hame
from NetEdit) as well as controllers/terminals connected to this controller /

interface converter / 485 PCI interface with:

Controller/terminal address, ID, type, name (name from NetEdit).

Print controller/terminal list:

Print door definition:

Print door list:

Menu item Print controller/terminal list is not relevant at the beginning of the
hardware configuration.This menu item is used for checking and documenting
the hardware configured in 1Q NetEdit. It is advisable to print this list after the
hardware definition in 1Q NetEdit is completed.

A list with all terminals/controllers configured in the network is printed. It
includes the following information: Ser. No., ID, Type, Name.

This function is used to print a list containing all doors defined for the
controller/terminal selected, including the assignment of the inputs and outputs.

Menu item Print door list is not relevant at the beginning of the hardware
configuration. This menu item is used for checking and documenting the
hardware configured in 1Q NetEdit. It is advisable to print this list after the
hardware definition in IQ NetEdit is completed.

A list with all doors configured in the network is printed. It includes the following
information: Ser. No., ID, Type, Name, corresponding controller/terminal.
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Reinitialise: Via this function, current modifications from IQ NetEdit are passed on to the

COMMTask.

Request status This function provides information about:

O device type (single, master, slave controller, ACS-1, ACS-8 with
relevant information about the extension level, such as additional plug-
in cards, relays, card coding, free memory space, additional functions,
etc.)

O baudrate between device and controller/terminal (on the BC in tab
Settings)

O position of DIP switches in the device

O firmware version®

EXamp!e 1: Staths info

Status info for an ACS-1 i

Tirne: (09.03.2005 16:22

Last initialization (09.03.2005 14:37

Wersion 01.10.99:24C51.03.0v06.03

Total mermary B4 kB

Add. hardware Bridge module

1D Cards 3

Stored entries i]

Fres memory OkB

Zane inside 1]

Zane outside 1]

Special code DIM variable

Droor 1 Door closed

Outputs

Relaps

Inputs

Anlipasshack [¥  Baring repeated entry [V

Two persons &C [¥  PIN code rd
| oK |

Example 2: Status info for a single bus controller

Bus controller status info

Info
Buz controller type Single buz contraller
Baudrate 13200
DIF switches e ot (s G W B e e b s i
Yersion ZDICO.01.0v08.00
| oK I
Scan: This function reads out the complete hardware connected to the device selected (ACS-

8, bus controller) and creats them in IQ NetEdit. With IGIS-LOOP only the connected
MBxxx will be read out, the further components will be recognized via the scan function
of the central unit itself.

Start/stop auto address mode:

With proX2 Accentic readers/keypads the address can not be set via DIP switches but
via software. With this function, the ACS-8 is set into the mode to recognize the
address(es) of the reader(s) connected to this controller (via module bus), or to enter it
manually. Subsequent the function stop auto address mode must be selected. The
various possibillities of setting an address are globally described in the mounting and
connection instructions of the corresponing readers/keypads. The following paragraph
describes a step-by-step procedure of setting an address in 1Q NetEdit:

It is recommended to update the firmware of the devices to the most recent version. In case of older
versions, it might happen that the status information is not displayed.
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a)

Initial installation

In ex-works condition, the reader has the address “0", which is not allowed or
means no address in 1Q NetEdit. Therefore the connected readers will not be
recognized automatically via the function =» Scan.

1.

2a.

or

2b.

Right-click the corresponding ACS-8 = Start auto address mode. This
function sets the readers connected to this ACS-8 to the addressing
mode. The lower green LED of the reader is blinking.

Enter the address using the numeric keys of the reader and confirm
with ¢/. The reader indicates the changed address by blinking of the
upper green and the yellow LEDs (see mounting- and installation
instructions of the reader). The lower green LED continues blinking
untill the addressing mode is stopped (step 3). If the current address of
a reader is not changed, there is no indication of the (not changed)
address.

Read any random ID card (this sets the reader to the lowes available
address). The reader indicates the changed address by blinking of the
upper green and the yellow LEDs (see mounting- and installation
instructions of the reader). The lower green LED continues blinking
untill the addressing mode is stopped (step 3). If the current address of
a reader is not changed, there is no indication of the (not changed)
address.

In this mode one or several readers can be handled.
Pay close attention that nobody tries to book with his/her

ID card at areader that is set to addressing mode, as this
would set the reader to the lowest available address!

> =

Right-click the corresponding ACS-8 =» Stop auto address mode. This
function exits the addressing mode. Afterards all 3 LEDs will extinguish.

When the setting of the addresses is finished, the
addressing mode must be exited by all means, as the
address might be changed by accidentally reading of an ID
card (see 2b).

minutes.

The addressing mode automatically exits after about 30

W File Edit View 7

B ket | | P2 B
= sty Network
= g Locakion
= & pC_001 -PC

(D sw_004 - 1Q Multiticcess
A SW_001 - 1Q NetEdit
B sw_00S - 1Q Monitor
B 5w _00 - IQ System Monitor

Common
Type: ALCS Reader + Keyboard
Last moddfied: Thu Mar 30 15:28:53 2006

—

|SU_022 - Reader + Keppad (1)

VB SW_007 - VPS D

Bl 5w _o08 - 10 video

e 5w _009 - Lobby'Works Sync Description
=Y TE_DO4 - ACS 8

&5 5U_016 - Reader (1) =

&5 5U_017 - Reader (2) QC | sddess

% SU_DIB - Keyboard (1)

&5 SU_D19 - Keyboard (2)

% 121n]6O0u

=2

Active ¥

+ B COMport 1
A% SW 003 - 10 NetEdit

Cancel Apply

1P| &
In
A
2
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b) Change of addresses

If the address of an individual already running reader is to be changed, proceed

as follows:
|Ektvid %8 2
= !ld:s Metwork
=) @ Location Common
= & pc_not - PC
SW_004 - IQ Multisccess Type: GeRlieca shienosd
A SW_001 - IQ NetEdit Last modified: Thu Mar 30 15:28:53 2008
B 5w _00S - 1Q Monitor
B sw_006 - 1Q System Monitor
VR SW_007 - VRS D I
SW_008 - IQ Video -
Liof 5'W_009 - LobbyWorks Sync Description I':'"’><2 Accentic reader

= TE_004 - ACS &
& 5U_D16 - Reader (1)

1 &5 5U_017 - Reader (2) Address ’ [6 €0 rumber 1
b £ £ J = R

b
) "/ SU 019 - Kevboard (2) —
+ The SU_020 - 12Inf60ut 10 card (0) I

=-E= 5U_021 - Bus module (D)

3 ﬁ [+ ﬁ proX2 Accentic reader Active [V
=] PC_D02Z - PC Delete
+ [ CoMport 1 Request version information Cancel “ Lpoly I
A SW_003 - IQ NetEdit
@ Global settings Start distance adjustment
Stop distance adjustment
x|
4 ’ ‘ |nm05 = |nnm0309
1. Select the concerning reader and enter the new address.
2. Button Apply.
3. Right-click the concerning reader =» Assign address
4, Enter the serial number of the reader (see sticker on the back of the

reader pcb), confirm with OK.

This causes an unambiguous identification of the reader to be
changed. If the serial number would not be entered, the reader
would be searched by its old address - but not found. The next

run of Scan would find an new reader with the new address and
configure this one additionally.

To delete an address, enter “0" as discribed above.

Start / stop distance adjustment:
This function sets the selected reader to distance adjustment mode. Detailed
information of the procedure is described in the mounting and connection instructions of
the reader. After finishing the adjustment, the function =» stop distance adjustment
must be selected. If not, the program will automatically exit function after approximately
30 minutes.

Superuser: Via this function, you can insert superusers. Superusers are =» Operators with
systemwide administration rights (the superuser is authorized to do everything). User
“service” defined in the factory is a superuser.

Telnet Autoconfiguration:
For devices that can be connected to a network directly via an Ethernet card (single bus
controller, ACT, ACS-2 plus, ACS-8, TRS 8/ 15), the configuration of the Ethernet
interface (item no. 026840.28/29) can be automated and thus made much easier and
faster via this menu item.
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Procedure:
1. If necessary, set the device to Ethernet operation. See the documentation for
the individual device (e.g. ACS-8 via Setup).

2. Preparing and installing the interface card according to the Mounting and
Installation Instructions, Chapter 3.

3. General configuration of the interface card according to the Mounting and
Installation Instructions, Chapter 4.

4. If necessary, test communication via “ping” command.
5. Configure the device in NetEdit and enter the IP address.
6. Right-click on the device and select “Telnet Autoconfiguration”.
7. All other settings are made automatically depending on the individual device.
Test screen: This function is used for checking which active controllers/terminals are
connected to the bus controller selected and whether there is a physical
connection.

Bus controller test screen

1] | Mame | Ok | Error |
3 TE_033 - Tableau AC 1108 1
32 TE_032-AC51 1100 19

Cancel

The number of positive polling attempts is shown in the OK column. If the
physical connection is correct, the maximum value shown in the Error column
should be 0.5% of OK. Otherwise, there are faults in the line.

Zones: This function inserts one zone which is required for the =» Barring Repeated
Entry and = Antipassback functions. For this subject see the separate
documentation “Supplementary functions of IQ MultiAccess”. Not available in
V1.
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8. Operators

Operators are persons who have been granted more or less comprehensive rights. Operators are
defined and managed in the logical representation (see also overview in Chapter 2.5).

There are two types of operators:

1.

Cross-location operators with
systemwide rights.

a) Superusers have all rights in the
entire system. User service is
defined in the factory as
superuser. This user cannot be
deleted, it can only be modified.

b) personnel managers have
systemwide rights to manage
personnel data.

Location-dependent operators = location
managers who have rights for a certain
location. Usually, the typical user of 1Q
MultiAccess is a location manager. If a
person is to obtain rights for several
locations, he/she must be defined as
location manager for each individual
location.

Superusers, personnel managers and location
managers are inserted by right-clicking on the
generic term Operators. The rights of the
individual operators are defined in the relevant =»

tabs.

8.1 Define operators

8.1.1 Superuser

1.

Right-click on Operators directly under
Network =» Superuser.

Enter Login name, define Password
and tick check box Active.

Note! If no password, an
invalid password or a
password of less than 5
characters is entered, it
is not possible to save
the location manager

data!

% B) v S % @
etwork

SEFVICI Superuser
EI @ MCWAR Al Personalmanager
. "' Cperator,

3] ] Controllers Terminals
=l Doors

B8E) v ¢ %"= e
=- E.Eh Metwork
EI " Cperators
: Service
B @ MNOWAR Albstadt

Location manager
E-{T] ControllersTerminals

#-J] Doors

[BEf v % ®

=- 3% Mebwork

=1- ) MOvAR
. ' Op  persomalmanager
----- ﬁ Z0rMeEs
; D Controllers/Terminals
Daors
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The entries in the remaining fields can be —
m individually. —
ade d dua y Type: Superuzer D
Last modified: Thu bay 29 06:10:58 2008 Password
Login Marne |service
Pazzword |
—
| Readin
-
| [
v Account Never Expires
| [}
Password Walid |always j [~ Passward Change Mot Allowed
Active W

With his/her login name and password, the superuser can log into all program parts.

NetEdit Login 3 |
Uszer IHeadmaster
Password I *****
Server IIocthost j

Server |dentification I

Cancel | ak I

The superuser has all rights.
He/she is even entitled to define other
superusers.

In IQ MultiAccess, the superuser has
access to all components within the
entire system.

8.1.2 Personnel manager

1.

Right-click on Operators directly under
Network =¥ personnel manager

Enter Login name, define Password
and tick check box Active.

Note! If no password, an
invalid password or a
password of less than 5
characters is entered, it
is not possible to save
the personnel manager

datal

The entries in the remaining fields can be
made individually.

@R 10 MultiAccess Login i ] |
s H ||
52 Honeywe
I Tryw: 1 from 3
User name:
|Headmastet I
Paszword
xxxx>1 I
Server:
|Iocalhost - I
| dentification:
| ]
ok I Cancel |

[BEf v &% ®

E‘E.% Mekwark
EE 4

: ervice  Superuser
Bioss

B aaan el

Comman

Type: Perzonnel Manager [}

Last modified: MonJun 23 23:51:32 2008 Password
Login Marne ||:"3'S
Password |

[ Account with card

| Read in

™ Account with second operator

v Account Never Expires

| El

Pazzword Valid |5|Wa.'r'3 j ™ Password Change Mot Allowed

Active W
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To a personnel manager automatically
the software 1Q MultiAccess is assigned.
In the =» rights tab the individual rights
can be defined. As a factory setting all
rights are active.

With his/her login name and password,
the personnel manager can only log into
IQ MultiAccess.

= IQNetEdit - IQNetEdit

Sile  Edit View ?

BEi v & |%|% ?

=gl Netwark
=] ‘. Operators
P service
= OP_003 - Personnel Manager
g IQ Multifccess
= B Lacatian
& Operators
8 zones
D Contrallers/Terminals
Doors
-Ag User defined fields

% IQ MultiAccess Login

Riights |

EE w0 i
1= %F Rights Filter
Read
change
Insert
Delete
Control
tocoks
AC bookings

Th bookings

System protacoll
Change Protocal

rson data global

Show

Insert

Delete

Comman - Display
Cormmon - Change
Main data - Synchranize
Zard data - Display

{Qf o
? IKIKIRIR]

SRR

o
B
B
o
iy

REEEREE

&2 Honeywell

I Try: 1 from 3

User name:

|Personne| Manager I
Password

xxxx>1 I
Server
|Iocalhost - I

Identification:

Ok I Cancel |

The personnel manager can only process =¥ personnel data (incl. visitor data and
organizations). This, however, within the entire system.

BA| e & @

=

lobal/Personnel data: Dccupancy 24

No image selected

Synchionize locations

Last name .|
First name 1
Since |a/9/2007 vl
Unki |
~Defaut 0

Pessonnel ID |
Depart -no - ".I
Cost center | no assignment — el |
Wotkinggroup | = 1o assigritent -- =]
Function I
Import 1D |

Mo signature stored
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8.1.3 Location manager

1. Right-click on Operators of a certain
Location =» Location manager.

2. Enter Login name, define Password
and tick check box Active.
Note! If no password, an

invalid password or a
password of less than 5
characters is entered, it
is not possible to save
the location manager
data!

The entries in the remaining fields can be
made individually.

File Edit Wiew 7
v &% |2 ¥
- a%r\]etwnrk

] "’ Operators

Service
] pets
@ I0) Mulkifccess

] @ Laocation

+ % e
+ 58 7o Shadow operator

Comman
Type: Location Manager D
Last modified: Mon Sep 14 03:54:46 Password
Login Name |DF’_D1 4 - Location manager
Password |
™ Account with card
| Readin
™ Account with second operatar
¥ Account Mever Expires

Pazsword Valid |5|Wa.'r'3 j I Pagsword Change Mot Allowed

Active [
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3. The rights of the individual software are defined in the =» tab Rights. The illustration displays
part of the factory settings.

Fie Edt WYiew 7
BiH | vd %"

= al Network
aa D
- '. Operakors Rights ]
service SR #110 Multiccess
- pers = *¢ Rights Filter
B 10 Mulkisccess Read
= E Location Change
= ’ Operators Insert
4] g OP_D0Z - Location manager E Delete
- Lendon_1 Control
Q 1Q Muktifccess = &P Protocols
A 10 NetEd AC bookings
Vi IQ VPS5 TA bookings
' IQ) Video System protocoll
” %) 1Q Visitor - kA change Protocal
+ Zones = % Locations
+ Controllers|Terminals A common - Display
* Doors Action assignment - Displ
+ Ag User defined fields E Action assignment; - Chan
= B Location + g Person datalocal
" Operators + n& ‘isitor data bocal
8 zores + @ Wisitor cards
) Controllers/Terminals + () RoomfTimezones
-
Rights I
S 10 Netedit
= =y Rights Filter
[] read
Change
[ Insert
| Delete
] Control
= a Location operators
[ read
| Change

[ Insert
Delete

Clicking the “+” symbol opens a tree structure, where the rights of each individual component
can be enabled/disabled. The factory setting shows a meaningful universally valid presetting.

In the Rights Filter block you can define the general rights of a user. Those filters are superior
to the individual rights. That means, a user with no delete rights in his/her filter, is not allowed to
delete a data record in any application, even if there the right to delete is activated.

Note! If a location operator has the
right to define and/or modify Rights ]
location operators, he/she can +- %% Actions
assign to himself/herself more +-(%) Time tasks
rights that the superuser has +- 8 Import/Export definitions
assigned to him/her. In the + [T Calendar
factory setting, a location operator +-(% holidayformulae
has no operator rights. + Controllers| Terminals
+-. 2 Info fields
+ Controller groups
+- A Macros
+-= Key
+-fp 105
-8 Location operators
[] show
|:| Insert
[] Delete
[T Commaon - Display
[ common - Change
[T] Rights - Show
|:| Rights - Change
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8.1.4

8.1.5

4, Depending on his/her rights,
the location manager can

log into 1Q NetEdit and/or IQ Honeywell @4_,‘ Honeywe“
10

MultiAccess with his/her

x| % I0 MultiAccess Login r 181 x|

login name and password. User e 0
Password I ’’’’’
(For the example above, Server fosabon =] e [ T om 3
Only access to IQ Server ldentification I |Trac:ey I
MultiAccess is I ——m
, — O Passwod
permitted). [ 1
Q User unknown ar wrong password]
Server.
|Iocalhost - I
Identification:
I ]
(]9 I Cancel |
5. The location manager has only access to

his/her location in 1Q MultiAccess.Within
the location, he/she has all rights
assigned to him/her.

If a person requires access to
m several locations, he/she must
be defined as location manager
for all individual
locations.
Alternatively he/she can be
created as a system manager
who has access to all locations

File Edit View Help

HREE | $ 2@

File Dialog

s &

o Cersonnel data

- Visitor data

(5 Room/Timezones

: '\\a Room/Timezone groups

. . . ~[=] Doors
but no rights in 1Q NetEdit. [ System Activity
- 4F Zores
All operators who have access to #-(J Organizations
common areas have equal -2 Actions
rights (superusers, personnel 23] Time tasks
h -8 Data Import/Export
managers and location ™ Hol
[T Holidays

managers).

Whoever is the first to process a
data record, can save the
modification. All other operators
who are processing the same
record at the same time will get
the message that they are at the
moment not entitled to modify/
save this data record when they
try to save their modifications.

=1 Controllers/T erminals

System manager

A system manager is something like a superuser without IQ NetEdit authorization. They can only be
created globally and not within a location. All other settings correspond to a location manager.
Shadow manager

By help of these special type of managers several mandators can have access to collective doors, or
can share doors of one ACS-8 controller. For details see chapter 12.
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9. Definitions of input and output states
The normal condition of the inputs and outputs of the ACS-8 and its components can be defined as
"high" or "low" as described in Chapters 4.3.4 and 4.3.7.
Thus inverted operation of an input/output is possible.
9.1 Outputs:

In normal condition, a relay is usually de-energized, i.e. low. If it is energized, it becomes active and
triggers a certain event (example: strike with load current function).

In case of a no-load current door strike, the relay is operated invertedly and is activated in the normal
condition, i.e. it is defined as "high". If the power supply is interrupted, the relay is de-energized and the
door is opened. The escape door control is based on this principle.

Normal condition:

This field is only relevant for the ACS-8 and its components.

(The definition of normal condition corresponds to the definition of normal
condition in tab Inputs).

This field defines the state in which the output is to be in normal condition.

One of the options shown below can be selected via the scroll-down arrow right
of the entry field: This way it is possible to operate a relay invertedly.

@) Low: Ifarelay is e.g. controlled via this output, its normal condition
can be defined as deactivated with Low.

O High: If arelay is e.g. controlled via this output, its normal condition
can be defined as activated with High.

The factory setting is Low.
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9.2 Inputs
Normal condition: This field is only relevant for the ACS-8 and its components.

(The definition of normal condition corresponds to the definition of normal
condition in tab Outputs ).

This field defines the state in which the input is to be in normal condition. For
the ACS-8 and its components, the state open/closed no longer exists, it has
been replaced by high/low.

Which state is defined as normal condition is shown in the table below:

digital input Switch Normal operation Inverted
(=factory setting)

open 0 =low 1 = high
closed 1 = high 0 = low
internal evaluation

2

L

differential alarm line

?

variant 1:
o internal Switch Normal operation Inverted
o nlera (=factory setting)
12,1kQ open 1 = high 0 = low
] -
= 1 ov closed 0 =low 1 = high
variant 2:
®,_> to internal Switch Normal operation Inverted
evaluation (=factory setting)
12,1kQ
@ open 0 =low 1 = high
Y] 1 ov .
= closed 1 =high 0 =low
optocoupler
Switch Normal operation Inverted

(=factory setting)

ﬁétvsg;aslupply = < open 0= low L= oh

closed 1 = high 0 =low

L
=]

2]




174

Installation Instructions - 1Q MultiAccess

10. Functional test and minimum configuration

Some minimum settings are required in order to check the correct function of the controllers/terminals
installed and their definition in 1Q NetEdit.

The following floor plan serves
as model installation for the
descriptions in the following
sections:

Store room (/O module)

sales .
(ACS-8 2nd door) (side entrance)

purchase
(ACS-8 1st door)

Main entrance
(door module)

This results in the following hardware configuration:

To the PC, COM 1

RS 485 bus without module power supply, max. 1200 m

Door stike power supply

RS 485 bus
with module
power supply

addr.1 - 230V

{

Acse

Door modille main entrance

Purchase|f sales \ /O module
. storeroo
Clock-Data reader addr. 2 : ”' Clock-Data reader
(interface, 40m) / (interface, 40m)
i i e | ] | \ﬂl‘
L k L .
addr. 3
purchase sales Store room Main entrance

working with several locations, you have to carry out the steps described for each

For reasons of simplicity, we use only one location in the following examples. When
location - unless deviating instructions are given.
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10.1 Procedure

Immediately after the installation, 1Q NetEdit can only be started on the server!

1. Start 1Q NetEdit:
User name: service
Password: novar
Server: localhost or 127.0.0.1
Server Identification: no input.
2. Input of the entries for Global settings. They are valid as default settings for all further
locations, but they can be modified per each location.
Common ] Key code | Commaon  Fep cods l
Tupe: Global zettings Type: Global zettings
FTP port 0 Allow double PIM=
Diavid AP path | Mo duress code
David sender |IQ Multidcoess Add for Duress code |E
[v Delayed factony reset K.eycode length |4 j
Time 0200

Check Add for duress code and Keycode length and enter according to customer’s
requirements. These data can be entered at two different places. The Global settings entries
are used as default settings of the complete system for creating new locations. They can be
modified within each location.

In addition, the keycode length entry is used for suggestions of automatic PINs and to check for
duplicate PINs and collisions of PIN and duress code (see user manual).

Caution!

If once personnel data are entered, the number for duress code addition can no more be
changed (very important for IACP-connection).

A modification of the keycode length from 4 digits to a higher number of digits is allowed, but it is
not possible to change from a higher number of digits back to a lower number of digits®.

This restriction also applies when a door code is used..
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Specify location

Wiew 7

Edit
‘ -"‘m? J b % B2

‘b?a Metwark

@, Global settings

If the location’s settings of the
keycode tab deviate from the
global settings, they must be
changed in the location.

Note!

As soon as personnel data
have been entered, it is no
longer possible to change the
additional number for the
duress code.

A modification of the keycode
length from 4 digits to a higher
number of digits is allowed,
but it is not possible to
change from a higher number
of digits back to a lower
number of digits™®.

Reason:

Baydyates | ACSx | 10 - output | 10 -input | Switch overtable | TRSx |
| Esterded | Keycode | Readersetiings | ID Cad coding |
Type:

Location

Last modified: Fri fwg 10 10:48:52 2007
MW, 500
Descrption ondan
Import 1D [

Absorpt. Thieshold Value |0

File Edt ‘iew 7

E SU_006 - IDCU device (0)
\ \

File Edt View 7

Jhillvd W E

Add for Duress code

Kepcode length

AV L SR
=iy Matwork
= BB Location Commo @
= & PC_001-PC -
[ 5w_00z - 1 MuiAceess ez b
A SW_001 - 10 NetEdk
- TE_001 - ACS S Allow double PNz -
= [ TE_Doz - Me100
Mo duress code "

Common | Extended
Type: Location
Last modifed

Baud rates | ACSk | (e

Thu May 23 0510057 2008

Py, |0 -input | Switch over table | TRSx |

Fleader sellings | Datacarier codng |

Allow double PINs
No duress code
‘ Add for Duress code

Keycode length

r

r

This could lead to a situation where PINs exist twice or "normal" PINs and

duress codes coincide. Corresponding messages are displayed on the screen.

10

This restriction also applies when a door code is used.
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Enter the reader settings
according to the reading
method used. In our
example we use DIN-coded,
proximity Esser readers.

Set data carrier coding
according to the reader type
used (see also chapter
5.13). The data carriers
used in our example
correspond to the factory
setting.

Check/set baudrate(s). In
our example, the ACS-8 is
connected to COM1 of the
computer via an interface
converter. That means a
baudrate of 19200 from the
PC to the bus controller (in
this case, the interface
converter is the bus con-
troller). The setting “master-
slave” is not relevant in this
case.The setting “bus
controller - controller /
terminal” can remain as set
in the factory (19200).

According to our hardware
installation, the following
definitions are to be made
automatically when the
controllers / terminals are
configured:

- 2 doors from the ACS-8
onboard hardware

- 1 door with 2 readers from
the door module

- keyboards

- 1 door from 1/0O module

- all inputs/outputs are to be
activated

The other settings are not

relevant for this purpose, but

the factory settings should
be maintained since they
apply to all controllers /
terminals of the location
concerned.

Fle Edt View 7
SN Y B
= g Network
'Elm Baudrates | ACSx | 10 - cutput | 10 s hugver table | TRSx |
= B pc_o1-PC Common | Extended | Keycods Q Reader settings DD Card coding |
SW_001 - 1) NetEdit .
\Gluhfsettr\qs Type: Location
Last modiied: Fii Aug 10 11:16:36 2007
Reader type
|0 card coding DIN vaiable
Tum DIN code |
Fle Edt View 7
eV % P29
= o Network )
= B Locatin Baud rates | ACSx | 10 - output | 10 -input | Switch
= B pC_001 -PC Common | Estended | Key code | Reader setings _Datacanier codng )
[ 5w _n0z - 1q Mukssccess - 5
A SW_001 - 10 NstEdle o Location
¥ 3TE.001-»\C“58 Last modified Thu May 28 061057 2008
= B TE_ooz - MB100
[l 5u_006 - IDCU device (0) DIN coding
R cobal settings Statt postion Characters
System numbes i o
Distacamier number 3 1-15
Werzion rumbes 0 o
DIN spstem rumber 0
DI stast sign n
System number 0
File Edit View ?
iV 4 % "8 ®
= ﬁNetwak
= B London gended | Keycode | Reader seftings | 1D Card coding |
- & pC_001 - PC x||u-uw||u-m|5wawhmwe]ms=<|
A SW_001 - 1Q NetEdi )
@ Global settings Hpe SOcakci)
Last modified: Fri Aug 10 11:16:36 2007
Baudrale P -> Bus contioles ¥
Baudrate master -» slave 15200 St
Baudrate Bus contioller ->Controller/Teminal | 19200 =l
File Edt View 7
IR/ %R D
- gk Metwork
= B London Cornenon sded | Keycode | Reader setfings | ID Cad coding |
= JB PC_001 -PC Bmm-mm| 10 -input | Switch over table | TRS |
A SW_001 - 10 NetEdk T Cetar
Y Global settings e 2

Last modiied Friug 10 11:16:36 2007

Auto create doors from ACS2 onboard hardware
Ao create doors from ACSx onboard hardware
Auto Create Door from ACSx Door Module

Auto Assign Keyboards
Auto create doos from ACSx 4/2 10 module
1%}

Baming repeated enty
Twa Person Access Control
Silent slarm

YAAATAT
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8. 1 =Insert COM1 at a
workstation.
2 = Insert interface
converter at COM1 and
activate it.
3 = Right-click on interface
converter =% Scan for con-
trollers / terminals.
4 = Activate the ACS-8 that
is found.
At the ACS-8, the following
components are found:
5 = Module bus with
6 = Door module

=1/0O module

8 = Bus reader with
keyboard

9. Name doors via =» Door
definition.
The readers, keyboards and
inputs/outputs have been
defined automatically accor-
ding to the default settings.

=- &% PC_001 - PC
b A S _001 - 10 NetEdit

1= B CoMport 1
2/3 —Jp 55 CO_001 - RS48S bridge
4 =P 11:] TE 001 - 4255

‘£ 5U_001 - Reader (1)

6 S1_00Z - Reader (21

L 51 003 - Keyboard (1)

-2 5U_004 - Keybaoard (2)

- 758 5U_005 - 12Inf60ut 10 card (0)

5 = - -E= 5U_006 - Module bus {0)

6 = =-J] s_007 - Door module (13
&= 5U_005 - Reader (1)

-2 5U_00%9 - Reader (2)
SU_010 - Kevboard (13
SU_011 - Keyboard (2}

- 15 SU_012 - 6Inf30ut 10 card (07

2 SU_013 - 4Inf20ut 10 card (2)

o SU_O13 { TO_026 Cutput * (1)

o SU_O13 { TO_029 Oukput (2)

N TR R e T Trpuk (1)

A= SU_013 { I0_031 Input (2)

4= SU_013  I0_032 Input (3)

= SU_013 | IO_033 Input (4)

8 —’5% SU_014 - Reader + kevboard {3

&% 51_015 - Reader (1)

: SU_D16 - Keyboard (1)

[-=bl SU_017 - 400t 10 card (4)

F-44= SU_018 - 4In IO card (5)

\,
|
.vln—|

Door definition - TE_001 - ACS 8

=IIJ Perzonnel DfEICB>

gy Door opener contact - SU_005 A 10_003 Input [2)
S Door state contact - SU_005 /10011 Input (5]
g Dioor opener relay - SU_00S / 10_007 Qutput * (1]

=|ﬂ J ales departmen

Duur deflnll:lun TE_DO1 - ACS 8

SU_005 / 10_070 Imput [4)

| oot definition - TE_DD1 - ACS &

=l Personnel office

i P 5ales department

=] Jl b ain entrance

; - Lutzide

----- & ALCS reader - SU_008 - Reader [1)
ALCS keyboard - SU_010 - Keyboard [1]

EI --‘ |rizide

P Q.&ES reader - 510009 - Reader ]

: 15 keyboard - SU_011 - Keyboard (2]

ener contact - SU_012 £ 10_023 Input [2)

Personnel office
Sales department
-l Main entrance

Droor state contact - SU_013 4 10_030 Input (1)
. Droor opener contact - SU_013 7 10_032 Input (4]
Droor opener relay - SU_013 7 10_028 Output = [1]

1005/ 10_01 3 Imput [7)
_005 /10_002 Output * [2)

ate contact - SU_012 /10_024 [nput [3)
pener relay - SU_012 A 10_019 Dutput * 1]
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10.

11.

12.

13.

14.

15.

16.

Reader and keyboard must be assigned
manually to the stock room door at the
I/O module. Only door state contact, door
strike contact and door strike relay can
be assigned automatically.

Right-click on Outside =» edit
Left-click on keyboard in the left window.

Select the desired keyboard in the right
window and assign it with [ (In our
example, there is only one keyboard).

Repeat steps 11 and 12 for the reader.

=» Finish produces the following result:

Since there are

HDoor definition - Dutside - TE_001 - ACS 8

Door definition - TE_001 - ACS 8

=[] Perzonnel office
Bl Sales departrnent
Main entrance

—> - B

—

b- Outzide
—4 Inzide

§ Dioor gtate contact - SU_O13 4 10_030 Input (1]

Door opener contact - SU_0T3 A 10_033 Input [4]
Dhoor opener relay - SU_013 / 10_028 Output * (1]

Ev Outside

f Duress relay ’
Alarmn contact (44 |

016 - Keyboard [1]

Door opener contact
ACS keyboard
’Q ACS reader

il Door definition - Outside - TE_001 - ACS 8 x|

Outside
Duress relay
Alarmn contact ﬂ
- Dioor apener contact
= ACS keyboard
. R 5U_DIE - Keyboard [1)
B ’Q ALCS reader
’Q SU_015 - Readsr [1]

-] Stock

Elhr Qutzide
© L= ALS reader - 5U_015 - Reader 1]

----- ALCS kevboard - 5U_016 - Keyboard [1]

----- Droor state contact - SU_013 A 10_030 Input [1]
----- Droor opener contact - SU_013 A 10_033 Input [4]
Droor opener relay - SU_013 A 10_028 Output * 1]

v+ %" e
also keyboards, a Q Fetwork

= ' Cperators

key code can be B sorvce
entered for each b & ol
door for test pur- 55 Zores

= ([J Controllers/Terminals
+ {3 TE_0O1- ACS B

poses. To this end,

all doors (door L g -
sides) are set to
Data carrier or

door code.

gain access.

Mudti epe AC / Image compare / ALR o sl Macio | Automatic Macro
Common | APB /BRE

D [ No [T

Description |DA_001 - Do

Operation Mode 0l ek Operation Mode |ie—
Mormal operatid [Door Code cr Datac. = 1) | Nomal operstiff [Door Code o Datac. = 1)
AutomaticZone |0 atacamer O - AutomaticZone |Datacamer Dnly
Doot Code Dutsigpmm—— Doot Code Insid
Evyreader QUITT ) Ewieader QG )

—n ~ — o~ ~m

Note! These settings, including the key code, must be reset after the test has been
successfully completed, since otherwise everybody knowing the test data can
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17.

18.

19.

20.

Assign the 1Q MultiAccess software to
the test PC. In our example, the
programs IQ Monitor and 1Q System
Monitor have also been assigned.

Exit from IQ NetEdit.

The controllers/terminals which
were modified are automatically
bootstrapped and parameterized

in the process. The doors
concerned are out of function as
long as this takes place (enter a
start time for =» delayed factory
reset if necessary, cf. chapters
3.3.2and 5.3).

This process is displayed in program IQ
System Monitor;

“ IDSysMon

E@ Test

= &8 PC_001 - PC
- CoOM port 1
- A SW_001 - IQ MetEdit
<[ 5w _00z - 10 Multiaccess
& sw_003 - 19 Manitor
tern Monitar

=1

Time | Location | Fource

Message

Info & Info B

10:46:45 B Test
10:46:49 B Test
10:46:49 B Test
10:46:50 B Test
10:47:50 B Test

24 59 001 - IQ MetEdit
B TE 001 - acs B
B TE 001 - acs 8
©J TE_001 - ACS 8

Start IQ MultiAccess. Since only user
service exists for the time being and the
programs are installed on a local
computer, the default settings can be
applied with OK.

The processes required during start are
displayed for a certain time. This window
can, however, be closed with OK.

B 5w 004 - I0 System Monitor

IQ SystemMonitor connected SUPPORT-TRS45
I NetEdit disconnected
Data preparation finished
Load data started

Load data finished

SUPPORT-TRS45
0.11 secs

SuperUser ID=1

=0l x|

# 10 MultiAccess Login

g; Honeywell

I T 1 from 3

User name:

|sewice I
Pazzword

— I
Semver

|Icn::a|host - I

Identification:

| |
o]

Canicel |

IQ MultiAccess - Startup-Informations

Start of 1] Multifcoess

&2 Honeywell

Fead macros.

Read areas.

K|

Read software entries. Iz‘
Read macio assignments.
Read import/expartdef.

Read import/exportfields.
Read curment status.

| Initialization finished EB

100% |

Cancel
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21. 1 = Select the desired location =» the desired PC =» personnel data in the file dialog window.
2 = Click on the “+” in the empty Pers. Window.

3 = Make at least one entry in tab Operational Data (e.g. name: test).

™% 10 Multifccess --- Novar GmbH, developer licence - internal use only
File Edit Wiew Help
HRE | t 2@ Yy B BT & & | = | D

i File Dialog

&a Personnel data
3 Visitor data
D logdata AC
[ logdata TR
[ Baokings (DCU

+ 1) Organizations

3 % Time tasks

+ 9 Data Import/Export
© Infolog

EF Change Frotocol

Location/Personnel data: Dccupancy 0

. > PersNr [nu]i.l., Datacarier 1

M
Name-

Last nam

Mo image selected

™ Calendar
il mulae

|- o assignment - hl |
N0 aessig'rnm.t.--- hd |

|- 10 aszignment - - |

+ &y 10z
© Infolog
&P Change Protocol
B Location operstors

- Mo signature stored
| == D azzignment -~ > |

22. Activate < General authorization in tab P
Access data =» Parameter o

ata NS Atte

l.

0 Access profile

—Caommon options
[~ Authorization for external key control

¥ Use Image Compare

v permitted to receive visitors

—Options for ACS 8 and ACS 2+ only
¥ Use Antipassback

v Use Baring Repeated Entry

—Autharizatior
—’ (=) General authorization (AC controllers only)

1 via Room/Timezones and -groups
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23.

24,

25.

Enter the card coding in tab Card data.

The 20-digit badgecode of the individual
card can be found in form of a label on
the rear side of the card.

Due to the system parameters definition
(cf. step 15), this number will be read as
of the 5th digit.

Save entries with

Create time tasks for data backup and
loading holidays (see user manual).

i Common &0 Carddata ™) Access data 27 Acti

—Card ID

Werziaon

ID card no. |

Card coding

4 F

]
| 0

|EIEEIEIEIE=EIEIEIE|EIEI1 3151304

4k

IK 4310162736

ZK 0800000014 | Baqgecode:

0711110012
TYP 026370.00
26.04.2001

08000000140711110012
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10.2 Booking with test ID card

It is generally recommended to activate programs =» 1Q Monitor and = 1Q SyMonitor during
E] the installation - or at least for testing and/or troubleshooting - , since their displays provide

valuable information on correct / incorrect working and internal processes of the system (error
messages etc.).

If the booking causes a door release, all settings are correct.
If no release is obtained, repeat all steps one by one.

Frequent faults during commissioning:

® wrong system number (system data - system parameters , cf. step 15)
® reader / keyboard assigned to wrong door side (cf. step 9ff).
® wrong reader settings (default values for location (cf. steps 3 and 5).

It is recommended to document the current configuration.
1. For the entire installation:

Right-click on Network =» Print door list
2. Per controller/terminal:
Right-click on controller/terminal =» Print door definition

10.3 Troubleshooting

External bus controller

v Shortly interrupt the mains supply on the bus controller.The red LED briefly lights up, then it
starts flickering.

Have the bus controllers been bootstrapped (cf. Installer Instruction for the bus controller)?

The DIP switches in the bus controller must be set to the same baudrate as entered in 1Q
NetEdit (manually or default).

v Check whether the interfaces are connected properly and the jumpers are set correctly (J4 on
the bus controller CPU and jumpers on the interfaces - cf. the relevant Installer Instructions).

v Does the COM interface where the bus controller is connected correspond to the one that is
entered in 1Q NetEdit?

v Check cables / pin assignments.

ACS-1

v Has the ACS-1 been bootstrapped via DIP switch (cf. Installer Instructions ACS-1)?

v Check ACS-1 voltage supply.

v Does the address correspond to the entry in IQ NetEdit?

4 Does the baudrate correspond to the entry in 1Q NetEdit?

v Is the controller activated in 1Q NetEdit?

4 Check interface compatibility / interface wiring (cf. documentation for the interfaces used).
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ACS-2 / ACS-8

v

R X X X |

Has the ACS-2 / ACS-8 been bootstrapped via DIP switch or initialized via Setup (cf. Installer
Instructions ACS-2 / ACS-8)?

Check ACS-2 / ACS-8 voltage supply.

Does the address correspond to the entry in 1Q NetEdit?

Does the baudrate correspond to the entry in IQ NetEdit?

Is the controller activated in 1Q NetEdit?

Check interface compatibility / interface wiring (cf. documentation for the interfaces used).

Is the correct protocol for the connection set (cf. Installer Instructions ACS-2 / ACS-8)?
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11. Several locations

Via the Location function, it is possible to manage several locations of a company (clients) or several
companies (clients).

Example 1: A company has 2 locations (City A and City B).These are linked by means of a
dedicated line.

1. Insert the two locations %» IQNetEdit - IQNetEdit
(according to 6.1.2). File Edit View 7
|Eiv %2 ®
EIEEE Metwark,

S GFCity &
- BE City B

2. Define the available .
hardware andsoftware E| | % "2 ?

per location. Bih k

= 42 SUPPORT
----- COM Port 2
----- B SW_00Z - Mulkificcess For Windows
----- A SW_001 - I NetEdit
----- B 5w _012 - I Manitor
----- W s 013 - 1 Syskem Monikor
=2 COM Port Server ACS2+
-] ACS 24+ 1st floor
----- £ ACS2 reader (1)
----- = A0Sz reader (2)
ACSZ kevboard (1)
ACSZ kevboard (2)
e SU_032 - 12InJ80ut 10 card| (0
=2 COM Port Server ACSS
E|1,:| £C5 8 - 2nd floar
----- £ ACSS reader (1)
----- &= ACSE reader (2)
A58 kevboard (1)
ACSE kevboard (2)
e SU_010 - 1210500t 10 card (D)
F-B5 5U_012 - ACSE Modulbus (0)
=8 SUPPORT-1
=-B COMPort 1
EN=] C0O_011 - Single Contraller
~[E5 TE_D33 - Tableau AC
B TE_D32- ACS 1
BB COoMPort 2
----- B SW_003 - Mulkifccess For Windows
----- A SW_003 - I NetEdit
----- B sw_009 - 10 Maritor
----- B 5w _010 - [ System Maritor
= city B
=B ddministratar
B comPort 1
=B comPort2
= | C0_007 - Single Contraller
- TE_D19- ACS 1
- TE_020- ACS 1
-5 TE_021- ACS 1
[l 5w _014 - 1Q Multifccess
L P S D15 - IO MetEdit
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The hardware has been distributed onto the computers where it is actually
connected and/or from where it is controlled.

As far as the software assignment is concerned, IQ MultiAccess has been
assigned to each computer used for working in the program.

IQ NetEdit has been assigned only to the Server and Administrator
computers.

In addition, programs 1Q MultiAccess and 1Q NetEdit have been assigned
directly to the location via entry of an identification.

|E ki + %"

EEQ Mekwark,
_E EI@ City & Comman
=& SUPPORT Type: 10 NetE dit
B coMPartz
[ 5w _002 - Multificeess For Windows Last modified: Thu Mar 1011:21:12 2005
A SW_001 - IQ NetEdit
B sw_012 - 17 Monitor
B sw_013 - IQ System Monitor |19
- D
R COM Pork Server AC52+ -
F-E COM Port Server ACSS Description fSw_019- 10 NetEdi
[+ SUPPORT-1
----- SW_018 - IQ Multipccess
—’ ----- Wag-'/ 119 - 10 NetEdit |r|gm'§';a;" IMastel
=88 City B
- 45 Administrator
Active
Cancel |

This has the effect that an operator who knows the identification can log in from
any computer where 1Q MultiAccess is installed, even if the software has not
been assigned to this computer.

NetEdit Login x| In addition to the user name and the
password, the IP address or the
HO neywe" computer name of the server and the
software identification are to be
entered in the login screen.

Uszer Iservice
Password | *****
Server |messe-support j

Server [dentification IMasted

Cancel | Ok I
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Server with IP address
169.254.177.160

Workstation with client installation.
Login at server with IP address
169.254.177.160 and software
identification "master” as defined in
"free-driven" software.

T |
L
‘l:." Fiva T IPAETE

NetEdit Login

Thus the security level is of course lower than in cases where login is only
possible from a computer to which the program has been assigned locally. This
version, however, has the advantage that you don't have to go to the site of the
computer concerned for each setting / check (which might mean considerable
distances in large networks).This “free-driven" access right is advisable in
particular during the installation phase, afterwards it should be deleted.

In our example, an authorized operator can access the 1Q-NetEdit settings of

City B from City A without having to be on site and vice versa.

The remaining data are defined per location as described above.

187
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Example 2:

Hardware is logically and
physically assigned to different
locations.

1. In our example, Firm A
and Firm B share access
control. The complete
hardware is connected to
a computer which is
physically installed in
Firm A. Firm B has no
hardware assigned to it
physically.

2. Right-click on the con-

troller / terminal which
belongs logically to Firm
B =» Location change.

3. All locations (except for

one's own) are
displayed. In out
example, there is only
Firm B apart from Firm
A.

4, Select the location to

which the selected hard-
ware is to be assigned
logically = OK.

5. The hardware which has

logically been assigned
to another location, is
marked with a E

E‘E.EE Mebwork,

=R

— Locations

é---% COM Port Server AC8
E|1._—_| ACS G - 2nd floar

Switch location

=188 Firm A

- & SUPPORT

~B COMPort 2

Q SW'_ 002 - Multifccess Far Windows
- SW_O01 - 10 MetEdit

- 5w _012 - I Moriitor

-l Sw_013 - IQ System Manitor
1= COM Port Server ACS2+

-] ACS 2+ 1st Floor

----- ;G ACSZ reader (1)
----- &5 ACSZ reader (2)
ACSZ kevboard (1)
AC52 kevboard (2)

-8 s5U_032 - 12Infs0ut 10 card| (0)

-5 COM Part Server ACSS

=] ACS & - 2nd Floor
----- EF A58 reader (1)
----- & ACSE reader (2]
MC53 keyboard (1)
AC5E keyboard (2)
[-7hE SU_010 - 12Infs0ut 10 card (0)
5= SU_012 - ACSE Modulbus {00
SUPPORT-1

S 018 - IQ) Multifccess

Adrministrator

5 2+ 1st floor
‘g ACSZ reader
¥ ACS2 reader
ACS2 kevbioz
ACSZ kevboz
-7 S50 032 - 121

Delete

Dot definition
Alarm Control
Macro Conkral
Area Control
Request status
Initial load

=% ACSE reader
- Load data

&4 ACSE reader ! )
ACSE keybos Print door relations

BCSE keyhos Telnet autoconfiguration

F-E= SIJ_01Z - ACSE Modulbus (0)

Firm B

Cancel

S COM Port Server ACS2+
=&

A5 24 15k Floar

- ACSZ reader (1)

ACSZ reader (2)

B ACSE kevboard (1)

AC52 kevboard (2)

g 5U_032 - 1210600t 10 card| (0)
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6.

The logical represen-
tation shows that Firm A
manages two controllers
/ terminals with corres-
ponding doors (a), and
Firm B one controller /
terminal (b), although it
is not connected
physically there

(represented by E)

Fi) v b [ P R
.E|--- _ Mebwark,

-3 Operators
=1 B8 Firm A
" Operakors

ﬂ Zones

=] Controllersi Terminals

_} - ACS &
- O ACSS
=W boors

-] ACSE-door 1
- AcsE-door 2

EI@ Firm B
-4 Operators

ﬂ Zones

EID ControllersiTerminals

b ey (-] ACS 2+ 15t Floor

= Doors
-] Acsz+ door 1
ﬂ] RS2+ door 2

To which other location a controller/terminal is logically assigned is shown in tab

Filz Edit Wiew 7

=» Common after Type. If logical and physical assignment are identical, only
the controller/terminal type is displayed here.

Bt ||/ (4 | % P2 B

E‘EEE Mebwork,

EI@ Londan

= & PC_001 - PC
BB ComMport 1

Camman | #dditional settings | Alarms |

Type: , ACS 3 [Chester]

56
- SU_D01 - Reader (1)
; SU_002 - Reader (2)

----- [ 5w _004 - 10 Multidccess

----- A% SW_D01 - I MetEdit

..... B sw_005 - 10 Manitar

----- B 5w _006 - 1Q System Moritar
----- A S _003 - 10 MetEdit

----- Chester

NOTE!

Lazt modified: Fri Jun 03 21:45:09 2005

% 510_003 - Kevboard (1)
py SH_004 - Kevboard (2)
-8 SU_00S - 12In/60ut 10 card {03

[ mei

Dezcription ITE_EID1 -ACS 8

Address I-| Baudrate

Lotive W

As soon as a controller/terminal is logically assigned to another location,
the original assignments of this controller/terminal are deleted in the
controller/terminal itself as well as in the database (doors, door
definitions, room/time zones, actions, cards which have so far been valid

for this controller/terminal).This process cannot be reversed. If necessary,
the data must be entered again manually. The controller/terminal is
parameterized with data of the new logical location.

The doors will survive, but they belong to the new location.
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12.

Collective doors used by several mandators

In practice, very often several companies are in one building. This requires for all persons to have
access to one or several doors in common (e. g. main entrance, staff entrance, canteen, garage, technic
room...) but without access to the data of the other companies.

Preconditions:

Reason:

Realization:

1.

IQ MultiAccess V5 or higher
Multi tennant option
Latest controller firmware

ACS-2 plus: V07 or higher

ACS-8: V07 or higher
ACS-1 03.0V.06.04 or higher
ACT no support of this function

The doors used in common must be controlled by one (or several) separate
controller(s).

Only controllers can be allocated to a location, but not individual doors of a
controller.

Partitioning of the building into locations. For the doors used in common a
separate location is required (in the example called Industrial park/collective
doors). For each company a separate location is required.

“a [ONetEdit - IQMetEdit
File Edit Wiew *
Bt || 4 | % [P2 7

= QEE Metwork

= @ Industrial parkjCollective doors
B pC_o01-pC
Global settings
Comparny x
Company y
HEl Company 2

Necessary settings of the collective location (key code tab):

Baud rates ] ACSx ] 10 - cutput ] 10 - input ] Switch aver table ] TRSx |
Comman I Extended  Fewcods l Fieader zettings ] ID Card coding

Type: Lacation

Last modified: Mon Aug 13 08:41:09 2007

Allow double PINs v
Mo duress code v

%Add for Duress code |2—
Keycode length Iﬁ

The option = allow double PINs must be active.

Reason: The same PIN can be used from different people of different
companies at these doors (one and the same PIN can exist in
several companies).
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As a unique identification via PIN code only is not possible, the options PIN
code only and PIN code or data carrier are not available in the door settings.
Only by identification via PIN code and data carrier the system can identify the
person correctly. By input of a PIN only, the system would recognize a valid
PIN, but it would not be able to find out the person’s identity.

b ode Outside

Mommal operation | Datacarier only -

_ B[ atacarner only
Autornatic operatio Cioor code anly

Doorcode and D atacarrier
PIM + D atacarier
Daor Cade ar D atacarrier —|

This automatic restriction is not available for IACP doors. They can be
m set to PIN only or PIN or data carrier even when they are used by

several mandators, which causes no unambiguous identification. We

recommend not to use one of these settings although available.

|—EI peration Mode [ns

The option =» No duress code must be active.

Reason: By addition of a certain number to the PIN duress codes can
result which are normal PINs of persons of other locations. This
can only be checked within one location but not accoss the
locations (cf. chapter 5.1 and user manual P32205-20-0G0-xx,
chapter 9).

If once those two options are activated, they can no more be
deactivated if there are already persons allocated to the location.

The entry in the field =» Add for duress code can be disregarded as it will not
be evaluated in this case.

The length of the key code must be identical for all involved mandators.

Caution: The same requirement exist for connection of an intruder alarm
control panel (see chapter 15). In this case the length of all key
codes must be identical.

Furthermore some agreements are necessary between all participants
concerning =» automatic operations of the doors used by all companies
(permanently blocked, permanently open, access criteria), in order not to
accidentally abrogate a setting of another company.
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Define the controller(s)
of the collective location
according to its/their
physical connections as
described in details in
chapter 6. In our
example all controllers
are con-nected via
ethernet. The controllers
which control the doors
of the other companies
are here also defined
physically. The logical
allocation will be done in
the next step.

Logical allocation of the
controllers to the loca-
tions of which they
control their doors (right-

click = change location).

The display changes:

- EEQ Metwoark

- @ Industrial parkCollective doors
= &g PC_001 - PC
[ 5w _002 - 1Q Multifceess
A SW_001 - 10 MetEdit
E TE_OO1 - ACS S
TE_00Z - ACS ZPlus
g O 001 - COM port server
+ {5 TE_OO3 - ACT
SR | TE_004 - ACS 2Plus
£ 31_013 - Reader (1)
& 5_014 - Reader (2)
Sl_015 - Keyboard (1)
aU_016 - Keyboard ()
#1758 SU_017 - 12Inf60ut IO card {0)
EB) Company x
“I Zompany v

e

] Company 2
Global settings

+| [+

e Jie o0
- fig@ TE_O04- £ Delete
&5 5U_01  Door name
& SU_01]  Request skatus
5001 Initial Upload
U0 Load data
+ g BU_O1 Telnet autoconfiguration

Compary y 10 AEFINFo

Pl Company 2
Global settings

Switch location

Locations
Cancel

== CO_001 - COM port server

E5) TE_003 - ACT
—P@ TE_004 - ACS 2Plus
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For a better overview it is
recommended to give
the controllers significant
names.

(For details on changes
of location assignment
see chapter 11).

4, Define the collective
doors in the logical view.

- E.EE. Metwork

- @ Industrial park/Collective doors
SR¥ - 1FC 001 - PC
)l 5W_002 - I Mulkisccess
Sy 001 - 16 MetEdit
+-{g@ AC5 8 Company x

+ AC5 2Plus Comparry v
ﬁ - Z_001 - C2OM port server

+-Eg ACT Company z

+-[[@ HC5 2Plus Collective doors

Campany x
Campany v
Company 2
Global settings

(OMetEd (OMetkd

VAR ER Sl o

- 3% Metwork

= "' Operators
'.’ Service

- @ Industrial parkfCollective doors
"’ Operatars

ﬂ faones

=] ContraollersiTerminals
+-{Ig ACS 8 Company =
+-{Tg A5 2Plus Company ¥
+-{Tg ACS 2Plus Colleckive doors
+ Doors
Ag ser defined Fields
= @ Campany x
'.' Operatars
ﬂ Zones
(L] ControllersiTerminals
Daors
Ag ser defined Fields
= @ Campany y
Operatars
ﬁ Zones
(L] ControllersiTerminals
Daors
Ag ser defined Fields
= @ ‘C_?mpan';-' H

Door, definition - ACS 2Plus Collective doors

- tdain entrance [for all)
| jp Outside
& ACS reader - 5U_013 - Reader [1]
ACS kevboard - SU_015 - Keyboard [1]
i Ingide
Dioor opener contact - SU_DTY A 10_044 10 - input [2]
Droor state contact - SU_O17 /A 10_047 10 - input [5)
Croor opener relay - SU_DT7 A 10_037 10 - output = 1)
- Staff entrance [for all)
- P Outzide
& ACS reader - SU_014 - Reader [2]
ALCS keyboard - SU_016 - Kepboard [2)
— Inside
[roor opener contact - SU_0TY /A 10_04E 10 - input (4]
Door state contact - SU_017 A 10_043 10 - input [7]
Dioor opener relay - SU_OT7 /A 10_03210 - autput * (2]

b odify door Delete door




194 Installation Instructions - I1Q MultiAccess

5. Create the doors of all -l als

companies (locations). Operators

SErvice
- @ Industrial parkCollective doors

"' Operators
ﬁ Zones

+-{] Controllers/Terminals
= Daars
Main entrance (For all)
3kaff entrance (For ally
Ay ser defined fields
= @ Campany =
"' Operatars
8 Zores
={J Controllers/Terminals
+-f]l ACS 3 Company =
] Doors
B company = Door 1
ﬂ Company = Door 2
Ay ser defined fields
= @ Campany v
"’ Operators

ﬂ Zanes

+-{] Controllers/Terminals
= Dioars
B company y Door 1
ﬂ Carpany y Door 2
Ay ser defined fields
] @ Company 2
"’ Operakars

ﬁ Zones

+-{] Controllers/Terminals
- Doors
ﬂ Company z Door 1
Ay ser defined fields

= E.Eh Metwork

6. Create at least one =B Operators
location manager per T service
company. = @ Industrial parkfCollective doors

"' Operators
ﬁ Zones
+-{L] Controllers/Terminals
- Doors
Main entrance (For all)
Staff entrance (for all)
Ag User defined fields

= @ Comparny x

& - ETEEEE,
=) 2 Shadow operakor

+- L Ao B OmpEny %
- Doors
B company = Door 1
B company x Door 2
Ay User defined Fields
= @ Cornpary ¥
" Operators
8 7ones
+-{]) Controllers/Terminals
- Doors
ﬂ Comparry v Doar 1
ﬂ Comparry y Doar 2
Ag User defined fields
= @ Company 2
"' Operators
ﬁ Zones
+-{L] Controllers/Terminals
- Doors
ﬂ Comparry z Doar 1
Ag User defined fields
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If now a location manager logs in to IQ MultiAccess, he/she sees his/her
location only.

File Dialog

=™ Company » v [+] =2 -
¢ Personngl data

[]---.& ‘Wizitor data

[ Boom/Timezones
@ RoomdTimezone groups
=) s

[=] logdata AC

~[g} logdata TR

&F Fones

-] Organizations

£
E]?g’ Actiong ML P »|| |‘|
£

Compa

Company x Doo Hormal operati| AC!
2 Company « Door 2 Mormal operation| ACS

:I--- Time tasks

¢ Data Import/E wport
[ Calendar

(¥ holidapformulae
Controllers/T erminals
Info fields

27 Contraller groups
5 Macros

-4 105

@ Iniglog

g}’ Change Protocal

|Compan_l,l % Door 1

File Dialog Compd

E"ﬁ Comparny p v [~} | B

----- & Personnel data

[+l Visitor data

----- ) Room/Timezones
@ Room/Timezone groups

Company y Doo Mormal operati AC|
2 Compary y Door 2 Mormal operation AC

-] Organizations

4
[+ %P Actions
[]--- Time tasks e | ! I
[#- & Data Import/Export
----- [ Calendar

holidayformulae
Cantrollers/Terminals

Info fields
Controller groups

S Macros Dooar
'@ s Cotio |
----- P Change Pratocal Mame Company y Door 1 |

File Dialog
=™ Compary z e B v
¢ Personnel data
[+ w3 Visitor data
) RoomdTimezones
@ Rioom/Timezone groups
|E| D
~[=] logdata AT
EB logdata TR
¥ Zones

t {2 Organizations

E
Sf&& G lBi I ]
i

Company z Doo Mormal operati| A

-- Tirne tazks

- Data Import/Export
~[M Calendar

b holidayformulae
Contrallers/T erminals

Info fields

= Controller groups
A Macros

[+ |0z

@ Infolog

gﬁ Change Protocol

[i

Mame |Carmpary z Door 1 |




196 Installation Instructions - I1Q MultiAccess

In order to see the collective doors additionaly, a “shadow manager” for each
location to have access to the collective doors must be created in the collective

location.

= E.QE Mebwork,

= "’ Operators

"’ sebvice

- @ Industrial park)Collective doors

ﬁ 7 Location Manager

+-i] C Shadow operakar
+ Doors

Select the location to be displayed in addition to the collective location (here:
Industral park/Collective doors).

Location selection

Compary » Cancel
Company z

Select the door(s) to have access from the doors available in the Door rights

tab™.
Commaol Key rightsl
Type: Shadow operator

Last madified: Tue Aug 14 07:38:48 2007

selected Available

tain entrance [for all)
Staff entrance (for all)

Common  Door rights ] Key rights
Type: Shadow operator
Lazt modified: Tue Aug 14 07:38:48 2007

zelected Boeailable

tain entrance [for all]

Staff entrance [for all)

" Via this selection also doors of one controller can be devided between several mandators. Just allocate
each mandator the doors they shall have access to.
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If once in the collective
location there are
shadow managers

created for all locations...

... the location managers
have additional access
to the collective location
in 1Q MultiAccess.

File Dialog

lI:Ic_urnparn >

“nne! data

+ o Visitor data

Cf Room/Timezones

\% Room/Timezone groups

=] Doors

|1 logdata &C

|@ logdata TR

£F Zones

) Drganizations

2 Actions

Time tasks

@ Data Import/Export

M Calendar

& holidayformulas

5] Controllers/Terminals

- Info fields

E‘jj Controller groups

S Macros

+ 4 |0s
9 Infolog
EB g

g TeToTTEr g
+ ol Visitor data
8] Room/Timezones
\% Room/Timezone groups
=] Doors
ij logdata AC
i_a logdata TR
£F Zones

+ () Organizations

Eas SR S S

- |ndustrial park/Collective doors

= E.hh Metwark,
- ' Operataors
SEFVICE

= @ Industrial park/Callective doors
= Operatars

QP _105 - shadow operakar x

QP _106 - Shadow operakar v

QP_007 - shadow operator 2
o

File Dialog

File Dialog
«Compary zpp
mnnel data
+ [} Visitor data

+ L3 Visitor data -
l_i@ Room/Timezones
Q—@ Room/Timezone groups

= Doors (%) Room/Timezones
D logdata AC [\\a Room/Timezone groups
[@ logdata TR [=] Doors
&F Zones [ logdata AC
+ g_j Organizations La logdata TR
+ 27 Actions £F Zones
+ _E Time tasks + 1] Organizations
+ & Data Import/Export + 2 hetions
™ Calendar E Time tasks
+ 3 Data Import/E xport

E halidayformulas

5] Controllers/Terminals [T Calendar

(- Info fields [ holidayformulae
iﬂ] Controller groups ﬂ Controllers/T erminals
& Macros . Info fields

+ &y 10s l:] Controller groups
@ Infolog & Macros
L = + &g 103

© Inidlog
EF Chang

banoe Bl

- Industrial park/Cellective doors

ry A .
+ 3 Visitor data

[ A Jala
+ iy Wisitor data
(%) Room/Timezones
Qa Room/Timezone groups

=] Doors () Room/Timezones
[] logdata AC (3) Room/Timezone groups
[ logdata TR [=] Doors
£F Zones [] logdata AC
+ qu':j Drganizations La logdata TR
+ &¥ Actions £F Zores
- + qj rganizations

This access exists for all location managers of one location, as the above described
allocation is relating to locations and not relating to operators.

The shadow operators can arbitrarily be named (the names need not have to do
anything with the actual location they belong to). Important is only the allocat,ion to the
location, the collective location has to exist additionally.
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Deleting a shadow operator

This operation is to be used absolutely carefully!

Caution! Data loss possible!

If a shadow operator gets deleted, then all data of the location allocat,ed to this operator
will be deleted from the database.
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13. Programs supporting the installation

During installation, all data movements between hardware and software can be checked via two
separate programs.

The two programs described in the following section are not loaded automatically. They are mainly used
by the system administrator for check purposes during the installation, but they can also be started for
extended online evaluations.

In contrast to the evaluations within IQ MultiAccess, all bookings / messages are immediately displayed
online.

The = IQ Monitor and = IQ SysMonitor software must be linked directly to a computer in 1Q

NetEdit.It is not possible to link them as “free driven” software to a location or directly to the
network.

13.1 IQ Monitor

Selection: Start =» All Programs =» 1Q MultiAccess = 1Q Monitor

At first, the display window is empty. In the left-hand selection box, you select the server computer
(identification of the computer on which program IQ_Server runs).The data displayed here are provided
by 1Q_Server. Thus, an operator who has the relevant rights can check bookings of any client or the
entire system from his/her workstation or any other workstation to which the IQ Monitor software is
assigned. Then the Connect button must be pressed.

The display window is cleared by means of the Disconnect button.

The Connect and Disconnect functions are on the same button with a toggle fuction, that means either
connect or disconnect is active.

! =l [QMonitor =101
| Time |Location | Source Message Info A Info B Al

14:21:01 B Firm 4 ©J A0S 2+ 1zt floor Door opened after release ACS2+ door 2 White, John

14:21:01 B Firm 4 ©J ACS 2+ 1st floor Door closed after release ACS2+ door 2 Thite, John

14:21:03 & Firm & £J &5 2+ 1=t floor Release (outzide) ACE2+ door 1 White, Tohn

14:21:06 B Firm 4 TJ A0S 8 - 2nd floor Releasze [outside) AC88-door 1 Murphy, Eddy

14:21:07 & Firm & ©J AcS 8 - 2nd floor Door opened after release ACE8-door 1 Murphy, Eddy

14:21:07 @ Firm & [ &CS 8 - Znd floor Door closed after release AC38-door 1 Murphy, Eddy

14:21:08 B Firm 4 £J AC2 8 - 2nd floor Releasze [outside) ACB88-door 2 Murphy, Eddy

14:21:12 B Firm &4 ©J 4cS 8 - 2nd floor Door opened after release ACEG-door Z Murphy, Eddy

14:21:12 @ Firm & [ &CS 8 - 2Znd floor Door closed after release AC38-door 2 Murphy, Eddy

14:21:13 B Firm 4 £ A0 2+ 1st floor Release time expired ACE2+ door 1 White, John

14:21:16 8 Firm 4 ©J A0S 2+ 1st floor Releaze [(outzide) ACS2+ door 2 Murphy, Eddy

14:21:27 D Firm & ©J ACS 2+ 1st fleor Release time expired ACB2+ door 2 Murphy, Eddy

14:22:01 @ Firm & & suppoORT-1 CommTazk - no connection

14:22:01 B Firm B & Adwinistrator ComTask - no connection |

. . —

Im j Dizconnect I Il ax. entrez 100
7

In the field max. entries you can define how many bookings should be displayed (minimum value = 10,
maximum = 2,147,483,647). This amount will automatically be saved.

The data correspond mainly to the bookings described in chapter 13.2.1 of the User Manual.
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The current display can be saved via a right-click into the headline.

5 Restore

14:21:06 B Firm A
14:21:07 B Ficm &
I 19:21:07 B riem 2
14:21:00 B Firm &
14:21:12 B Firm A
19:21:12 B Firm &
14:21:13 B Firm &
14:21:16 B Firm &
14:21:27 B Fiem &
14:22:01 B Firm &
14:22:01 B Firm 8

Tima Locaticon § Sour Mave
14:21:00 B Fiem & XQ A floo| g
14:21:01 B ricm & cs 2+ 1st floo
14:21:03 [ ricm & £3 AMPE+ 1st flog = Minmize

B Ac2 8 - 2nd £lo ] Maximize
€ Acs & - 2nd £lo

0 Acs B - Ind £lo X Close
B Acs 8 - Ind £lo-

B Acs B - 2nd flg

Alt+F4

0 Acs B - 2nd
6 Acs 2+ 1st £10W TP
€0 AcS 2+ 1st floor  Rleaze (outside)
) Acs 2+ 1st floor  Rlease time expired

A sveporz-1 cfaetask - ne connection
B administrator CdmeTask - no conmection

LT

Info A Info B Eif
ACEZ+ door 2 Ghite, John
ACE2+ door 2 Ghite, John
ACEZ+ door 1 Ghite, John
ACEB-door 1 Mucphy, Bddy
ACEB-door 1 Murphy, Eddy
ACEB-door 1 Murphy, Eddy
ACSB-door 2 Murphy, Eddy
ACSB-door 2 Murphy, Eddy
ACEB-door 2 Murphy, Eddy
ACE2+ door 1 Ghite, John
ACE2+ door 2 Murphy, Eddy
ACE2+ door 2 Murphy, Eddy

-

] 25

Dizconnect

Max, entnes

2

The file name is IQMonitor. TXT and is located in the directory

L AIQ_Multiwin\lQ_Clients\IQ_Monitor

It can be read for example via the Editor / Note Pad program.

m The next saving overwrites the existing file.
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13.2 1Q SysMonitor

Selection: Start =» All Programs =» IQ MultiAccess =» IQ SysMonitor

At first, the display window is empty. In the left-hand selection box, you select the server computer
(identification of the computer on which program IQ_Server runs). The data displayed here are provided by
IQ_Server. Thus, an operator who has the relevant rights can check system (error) messages, infos and
alarms of any client from his/her workstation or any other workstation to which the 1Q SysMonitor software
is assigned. Then the Connect button must be pressed.

The display window is cleared by means of the Disconnect button.

The Connect and Disconnect functions are on the same button with a toggle fuction, that means either
connect or disconnect is active.

' I0SysMon =lo x|
Time | Location | Source Message Info & ‘ I
14:23:02 B Firm A B 2w 010 - IO System Monitor IQ SystemMonitor connected SUPPORT-TRS45
14:23:35 @ Firm & £ SUPPORT-1 Comntask connected SUPPORT-TRS45
14:24:03 8 Firm & & SW 012 - IQ Monitor IQ Monitor connected MESSE-SUPECORT
14:24:11 B Firm & B 51 013 - I0 System Monitor IQ SystemMonitor connected MEZSE-SUPPORT
14:24:20 B Firm & B 2w 013 - IO Systewm Monitor IO SystemMonitor disconnected MESSE-SUPPORT
14:24:24 B Firm & (£ 8W 012 - IQ Menitor I0 Moniter disconnected MESSE-SUPPORT
14:25:16 8 Firm & 28 9w 008 - IO WetEdit I0 NetEdit connected SUPPORT-TRS45 3
14:25:33 & Firm & & ¢0 011 - Single Controller Bus controller doesn't answer! €O 011 - Single Controller
14:25:45 B Firm A TE 019 - Acg 1 Data preparation finished 0.06 secs
14:25:47 8 Firm & 2 SW 008 - IO NetkEdit IQ NetEdit disconnected SUPPORT-TRS45 5
14:26:04 &) Firm B & administrater Commtask connected NT3 A403STUEVE
14:26:09 @ Firm A TE_019 - &aci 1 Load data started
14:26:39 B Firm & TE 019 - AC8 1 Load data finished
- " -
Im j Dizconnect bl aw. entries 100
=

In the field max. entries you can define how many bookings should be displayed (minimum value = 10,
maximum = 2,147,483,647). This amount will automatically be saved.

The data correspond mainly to the messages described in Chapter 13.2.2 of the User Manual.

The current display can be saved via a right-click into the headline.

: a0l
| Info & I
@ Syst Size tnnected EUPPORT-TREAS
[ SUPPORT-TRS45
- 10 Moni = Minmize T MESEE-SOPPORT
- I 3yst 0 Maximize innected MESSE-SURPORT
IQ syst lacer.nected
- 10 mni ¥ Close AlL+F4  jetod MESS
if 5% 008 - IO MetE pd g 5
1 Single OF s fn't answer! COD mtroller
7 - aE ( Save ; |nisked |
7 008 - IO Net My 'ﬂa‘l“ﬁdﬂ‘i’ﬁr:nﬁé,—reﬁ EUPPORT-TRS4S g
trat Comstask connectad KTIE403ETUEVE
Load data started
Load data finished
il | gl
iﬁﬁ 'l D Max. entries !IEI.'I
7
2

The file name is IQSysMon.TXT and is located in the directory

. AQ_Multiwin\lQ_Clients\IQ_Sysmonitor



202 Installation Instructions - I1Q MultiAccess

It can be read for example via the Editor / Note Pad program.

m The next saving overwrites the existing file.

13.3 AEPInfo

This tool visualizes the communication between 1Q MultiAccess (computer) and a controller. This normally
is only required by our support in cases of malfunction.

The program can be started at various places by right-click e. g. on a workstation or a controller which is
connected via COM-Port server.

|- by Metwark
- @ Industrial parkfCollective doors

13
Insert hCcess

Delete it

o g Relnitizlise t server
+ E 10 AEPInfo 9
=& CO_001 - COM port server

--68 G

¢ Delete
g%<c  Doorname

+ ACSSC  Request status
+ AC5 2P0 Initial Upload
+ E‘ ACS 2P Load data

B 5w 003 Telnet autocorfiguration

g Company x Location change

Eumpany 4 1Q AEPInfo h

The data traffic is displayed as HEX values.

U I0AEPInfo - Untitled
File Display Help

Vi |Dpata

[Ep3501 009 - 2¢ 00 00 AD A0 OF 01 00 00

413501 110 - 2¢ 01 00 A0 A0 02 04 00 01 02 00 01 5& 41 43 53 38 2E 30 30 2E 30 56 30 36 2E ©
3501 009 - 2¢ 00 00 AD A0 O¢ 01 00 0O

413501 006 - 2¢ 00 00 AD A0 OO0

3501 009 - 2¢ 00 00 AD A0 OB 01 00 00

413501 008 - 2¢ OF 00 AD A0 02 77 03

3501 009 - 2¢ 00 00 AD A0 0D 01 0O 0O

413501 006 - 2¢ 00 00 AD AD OO0

3501 009 - 2¢ 00 00 AD A0 09 00 0O 0O

413501 054 - 2¢ 0c 00 AD AD 00 00 00 01 00 00 00 00 01 00 00 02 00 00 03 00 00 04 00 00 05 (
Ep3501 002 - 14 03

413501 006 - 2¢ 00 00 AD AD OO0

413501 087 - 2¢ OB 00 A0 A0 00 00 00 01 00 00 00 00 01 00 00 02 00 00 03 00 00 04 00 00 05 (
3501 004 - 2F 00 OO 0O

413501 006 - 2¢ 00 00 AD AD QO

3501 019 - 2F 02 01 00 10 04 02 02 00 00 00 03 20 01 00 00 00 00 40

413501 009 - 1c OF 92 03 42 00 00 ED 00

413501 008 - 2F 02 00 00 03 20 c3 AP

Er3501 004 - 2F 00 00 00
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The file can be saved under any name (e. g. as *.txt) and forwarded to our support for evaluation.

S [QAEP Info - Untit
Display  Help
Chrl+3

Save

Exik
Fil= Edit Format View Help
|'3501 009 - Zc 00 00 AD AD OF 01 00 00
|3501 110 - 2¢ 01 00 A0 A0 02 04 OO 01 02 00 01 S5a 41 43 53 38 2E 30 30 2E 30 56 30 36 2E
3501 008 - ZC 00 00 AD AD OC 01 00 00
|3501 006 - Zc 00 00 AD AD 0O
3501 008 - ZC 00 00 AD AD OB 01 00 00
|3501 008 - ZC OF 00 AD AD 02 77 03
3501 008 - ZC 00 00 AD AD 0D 01 00 00
|3501 006 - ZC 00 00 AD AD OO
3501 009 - Zo 00 00 AD AD 09 00 00 00
|3501 054 - 2¢ 0C 00 AD AD OO 00 0D 01 00 00 00 00 01 00 00 0Z 00 00 03 00 00 04 00 00 05
3501 002 - 14 03
|3501 006 - 2C 00 00 AD A0 OO0
|3501 0B7 - 2C OB 00 AD A0 OO 00 0D 01 00 00 00 00 01 00 00 0Z 00 00 03 00 00 04 00 00 05
3501 004 - ZF 00 00 00
|3501 006 - 2C 00 00 AD A0 OD
‘3501 01% - ZF 02 01 00 10 04 02 02 00 00 00 03 Z0 01 00 00 00 00 40
|3501 00% - 1c 0OE 92 03 42 00 00 BD 00
|3501 008 - 2F 02 00 00 03 20 C3 A2
BN NNd - PR ONN AN AN
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14. Additional programs / functions

14.1 1Q MultivVPS

The option IQ MultiVPS is a connection of 1Q MultiAccess to the VPS card printing system (Video Print
Systems). Personnel data from IQ MultiAccess are provided to the VPS system.

The whole process from card layout to finalization is carried out in an IQ MultiVPS user interface which is

used for starting the actual card design program.

IQ MultiVPS is installed automatically during the installation process (see Chapter 3) if you either
select complete installation or manually select IQ MultiVPS for client installation.

A demo licence for this product is provided and installed together with the installation via 1Q
MultiAccess. A full licence is to be obtained from V.P.S. For details please see the documentation

14.1.1 Installation
for the product in question.
14.1.2 Settings in 1Q NetEdit:

1. In the hardware configuration, S
. . . &,
right-click on = Location or = Iveiw®E®
Workstation =» Insert =» Software B Network
= E Industrial park{Collective doors Baud rates | ACSx | ID-a
= IQ VPS. - B pc_oot-pc Common | Extended | Ke
[ sw_o0z - 1 Multiaccess - T
A+ SW_001 - 1Q NetEdit ] it
=] % CO_001 - COM port server Last modified: Mon Aug
= B ACT Company z
SU_011 - Reader (1)
&% SU_012 - Keyboard (1) b
£y ACS & Company x Dascription l—l:
¥ ACS 2Plus Company v il Sl
+ [V ACS 2Plus Collective doors Import 1D
B sw_003 - 1Q Monitor
) ’ Ahanrpt, Threshold Yalue
S Corpon BRI vorition >
D Corpar Do witag
s Global s MP export ControllersfTerminals  » 10 Multidccess
1Q MetEdit
Actiy
1Q Video k ‘
1Q Visitor
2. Activate and confirm.
= & Metwork,
= @ Industrial parkiCollective doors Comman
= & pe_oo1 -pC _ Type: 10 VPS
B sw_n02 - 1Q Multinccess
ﬁ SW_001 - IQ NetEdit Last modified: Tue Aug 14 03:49:49 2007
- % CO_001 - COM port server
= @@ ACT Company 2
S 5U_011 - Reader (1) I
- {5 SU_D12 - Keyboard (1) Descripion ~ [SWw_005- 18 VPS
+ /) ACSE Company x
+ ACS 2Plus Company v Auto logout ’5_
+ Y ACS 2Plus Collective doors
B sw_003 - 1Q Monitor dentiication |
=] @ Company x
8B S 005 - 1O VPS
B Company v
Company 2
s, Global settings
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3.

Assign rights

Logical configuration =» select the
desired operator = I1Q VPS tab

SErvice
- @ Industrial parkiCollective doors
= Operators
OP_005 - Shadow operator x
QP_007 - Shadow operator 2
QP _006 - Shadow operatar v

“ Zones

+ ) Controllers/Terminals
+ Doots
Apg User defined fields
=] @ Company x
= ' Operators

_»—"'x

vE QYRS

[HH 1¢ video

8% 1Q Visitor
8% Zones

+ Controllers/ Terminals

Activate the rights assigned.
Superusers automatically have all
rights in 1Q VPS

Rights |
S Jiowe
- *¢ Rights Filter
Read

Change
Insert
[#] Delete
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14.2 User-defined fields

In the logical configuration, you can create a maximum of 40 user-defined fields to be used in the personnel
master data of IQ MultiAccess.

[EEEl/ &R 2 ®
----- setvice :I

..... 1 Commat

----- OP_002 - PersonManager
EI@ London
E]---" Operators Last modified:; Fri Jun 10/ 23:44:43 2005

“ Zones

B ControllersTerminals
----- B Coors |2 ]
Mg User defined fields Iz
-5 Chester Description [No. of pets
----- "' Operatars
gl Zones
H1-{] Controllers/ Terminals Field type Humbe bl
-] Doors .

I':'I--«!g User defined figlds Field Value
Mg Color of hair

-Apg Mo, of pets

-Ag wedding day

g present From
Hg Member of projects

Type: Uszer defined field

14.2.1 Creation and use
Logical configuration = Location =» Right-click on user-defined fields.
Description:  Enter an unambiguous name.

Field type: Select one of the values suggested. Depending on the field type, the field in
guestion will behave differently in 1Q MultiAccess.

Number: Only whole numbers may be entered.

Drescription INo_olpats—

Field Value I

String of characters: Inputs may include alphanumerical characters, spaces
and special characters.

Diescription ICoIDr af hair

Field type IString vI _> Colar of hair blond
Field Y alus I

Date: Enter date manually or select one via the calendar.
Description IWEd‘jlﬂQ day

Field type: |'3'c"le 'l _> wedding day 74201991 =
Field % alue I
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Time:

ComboBox:

Enter time manually or select one by means of the arrows.

Description IDTESEN frarmn

Field type [Time =l el picsent fram 053008 2
Field ' alue I

Manual entry according to field type String of characters or
select a =» field value that can be individually defined.

Description IMember of projects

Field type ICDthBDH 'l _> Member of projects
Field  alue I‘LZSJ% > )

Field value: Use only with field type ComboBox. Here you can

CheckBox:

define individual texts which are available for selection in
IQ MultiAccess. The individual values are to be
separated by semicolons ().

By selecting a person, you assign this person to the field.

Description IS maoker

% Srnoker p

Field type
Field W alue

If the suggested name is not changed in field Description, the fields in 1Q
MultiAccess keep the names Field 1, Field 2, etc.

Diescription IF'e‘d n _> Field 11 l:l
Field type INumber 'I

Field "/ alue I

If the field Description is empty, no description will be displayed in 1Q
MultiAccess either. The field function, however, is available.

Field type ComboBox vI
Field Vakie I
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Optionally, the contents of the field types number and string can be displayed as ****+***

Novar GmbH, developer licence - internal use only

HR= SEEY o Mo BE =7 | & | = i

£) File Dialog Company z/Persqg

= Time tasks

+ Data Import/Export
[T Calendar
2 holbdaytormulse
[5 Controlers/Teminals
- Inifo fields
{2} Controller groups
7 Macros

# & 105 Field 2
|

© Iicoy Field 3 123232

- I0NetEdit - IONetEdit Fiekd 4 [2mz3
Fle Edt View 7
[B&illv e %® P

= f Operators A
i OP_005S - Shadow operator x Cormman

Field 1

b e s B

Fi (a2
Fd 6 1

OP_007 - Shadow operator 2 X
OP_006 - Shadow operator v Tope: Uset defined feld
8 Zones Tue Aug 14 10:28:31 200
+ Controllers/ Terminals
+ Daoors
Ag User defined fields
= ” Company x
= ' Operators

%
16 Muktidccess
A 10 NetEdit
vE 1Q YRS
[l 12 video
o5 1Q Viskor
5 zones
+ Controllers/Terminals
+ Doars
Ag User defined fields
= B company y
+ ' Operatars
. Zones
* Controllers/Terminals
£ Doars
Ag User defined fields
= B company 2
& ' Operators
“ Zones
+ ) Controllers/Terminals
+ B Doors
= Ag User defired fields
Ag Field 1

Ag Field 3
An Field 4

The masked box is also available for all other field types, but without function as there one of the
suggested values is to be selected.
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15. Integration of an Intruder Alarm Control Panel (IACP)

15.1 General description

This function can be used to create data carriers (persons) authorized for access and/or switching at certain
switching devices/readers of certain doors at certain times. Switching authorization means that the data carrier is
allowed to arm/disarm the intruder alarm control panel and/or to start macros. These information as well as the
corresponding room/timezones are transmitted from 1Q MultiAccess to the IACP.

The current version supports data carriers 1K2, IK3, LEGIC, mifare and mifare DESFire EV1 (MB-Secure panel in
preparation).

Communication scheme of IQ MultiAccess™ in combination with an intruder alarm control panel:

IQ
MultiAccess
N Transmissior ACP
IQ I devics
sarver K= CommTask <::> (auto dialen) () 28
e g.
DS 7700
Q
NetEdit

Control pane|
MB-Sacure

15.2 Integration of “Classic” MB-Panels (vB24, MB48, MB100)

A feedback of actions concerning the intruder alarm control panel (like connecting/disconnecting, connection errors)
and events of the intruder alarm control panel are transmitted to IQ MultiAccess as bookings according to the table
below™®:

“Translation” table

IACP event IQ MultiAccess booking code Description

Door opened from
outside

Door opened Release outside ID card, door+side

Door opened from
inside

Release inside

ID card, door+side

Door opened from
inside

Invalid data carrier

ID card unknown

none, door+side

Invalid key / identkey

ID card unknown

none, door+side

Data carrier without
positive drive

No zone assigned

Silent hold up, main
alarm on

Duress code

Hold up, main alarm on

Duress code

12 This chapter uses the term “IQ MultiAccess”. For this option it is equivalent to 1Q SystemControl and the
functions are identic.

13

The option “report door release” must be active, see chapter 15.4.
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“Translation” table

IACP event

IQ MultiAccess booking code

Description

Duress alarm on

Duress code

Door opened too long,
buzzer on

Door opned too long

Door opened too long,
buzzer off

Door closed again

Door breakage on

Door opened without
card

Lock unlocked

Door in normal

operation ID card, door+side
+ special function -
activated
+ IACP armed
Lock locked Door locked - With door information
+ special function ID card, door+side With door and card
activated - information
+ IACP armed Without anything

Trigger detection group
on

Door opened after
release

If this detection group
would be a RSG/ESF

type

Trigger detection group

Door closed after

If this detection group

off release would be a RSG/ESF
type

Tamper lock on tamper CD triggered CD-ID

Tamper cable on tamper CD triggered CD-ID

Tamper lock onff Tamper CD cleared CD-ID

Tamper cable onff Tamper CD cleared CD-ID

Door breakage off

Door opened without
card ended

none, door+side

Blocking time running

Max. attempts: blocking
time started

none, door+side

Blocking time expired

Max. attempts: blocking

none, door+side

time expired
Person left area Release ID card, door+side Access control
Person entered area Release ID card, door+side Access control
Area external armed IACP armed -

Area disarmed

IACP disarmed

Door release time Door release time Door
expired expired
Permanent release on Door permanently Door

released
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“Translation” table
IACP event IQ MultiAccess booking code Description
Permanent release off Door in normal Door
operation
Brief release Release by host Door
Door breakage on Door opened without Door
data carrier
Door breakage off Door closed after Door
unauthorized opening
Error multi person AC Error multi person AC Door
Noral operation on Normal operation on Door
Permanent block on Permanent block on Door
Door opened from Brief release Door (side)
inside
Invalid key / identkey Unknown data carrier Door (side)
Trigger detector group Door opened after Door
on release
Trigger detector group Door closed after Door
off release

These log types can be used for actions by IQ MultiAccess (see user manual P32205-20-0G0-xx, chapter

10).
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AC Side:

IQ NetEdit: Definition of an intruder alarm control panel MB 100, MB48, or MB24.

IQ MultiAccess: Creation and administration of data carriers/persons, roomTtimezones and
authorizations inclusive allocation to persons/data carriers and switching
devices.

Displays feedback and events of the IACP.
IQ Server: Data transfer from 1Q MultiAccess to IACP and vice versa.

Those programs are part of IQ MultiAccess and can be installed either all on one computer or
divided to several computers (see chapter 2.2 and 3).

IACP Side
DS 7600/ DS 7700 / DS 9500 / DS 9600: Digital transmission device (auto dialer)
MB 100, MB48, MB24: Intruder alarm control panel IACP

Data transfer can be done either via ISDN, modem, IGIS-LOOP or Ethernet (ITP/IP).
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15.3 Preconditions

15.3.1 PC - Software AC

IQ MultiAccess V17.xx or higher

15.3.2 PC - Hardware
For serial transfer: Serial link cable, item no. 026809
For analogue transfer: Modem certified by Novar/Honeywell (see chapter 6.6).
For ISDN-transfer: ISDN-card with Capi 2.0
ISDN modem with Capi 2.0
For IP-transfer: Ethernet network.
For IGIS-LOOP transfer: IGIS-LOOP controller (if necessary in a separate housing with power
supply unit and battery).
15.3.3 Intruder alarm control panels

IK3 EU firmware (in IK3 mode*) as of V08.06

IACPs 561-MB24, 561-MB48, 561-MB100 (devices with item no. index .10):
Firmware as of V09
Programming software WINFEM- Advanced (as of V07).

For ISDN-transfer: DS 7600 VV02.14 or higher
DS 7700 V02.14 or higher
DS 9500 V02.14 or higher
DS 9600 V02.14 or higher
For IP-transfer: DS 7700 V02.14 or higher
DS 6700 V03.xx or higher (only IQ SystemControl as of V6)
DS 6750 V03.xx or higher
For analogue transfer: DS 6600 V02.xx or higher
DS 6700 V03.xx or higher (only IQ SystemControl as of V6)
DS 6750 V03.xx or higher
For IGIS-LOOP transfer: IGIS-LOOP controller at I-BUS

* By use of a IK2 EU or a IK3 EU in IK2 mode it is only a limited functionality in terms of status
indication, operating modes and control functions possible.
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15.4 Procedure

The following pages describe the individual steps to be carried out in the required sequence. You will find
detailed information on the work with 1Q Net Edit in this manual, information on the work with IQ
MultiAccess/IQ SystemControl and the individual IACP in the corresponding manuals. This note will not be
repeated further on. Appropriate knowledge is required.

Caution! Basically a data backup must be done on both systems before updating to the new
version and before starting the connection of both systems.
The manufactorer is not liable for data loss, direct or indirect consequential damages of all
types occurred by inappropriate handling.

1. Preparation of the IACP (see manuals of the corresponding central units and their programming

software.
2. Start IQ NetEdit (see chapter 4)
3. Set identic duress code at both systems. This is fix 5 with IK2 evaluation units. It is also

recommended to use this value with mixed systems.

Set identic keycode length at both systems (4 up to 8 digits).

Fa [QNetEdit - IONetEdit

File Edit View ?

Bt & | % [B2 @

El Lﬁ& Netwark

= @ Location

- & pC_001 -PC

&) sw_002 - 1Q Multiccess

A SW_D01 - IQ NetEdit

* % Global settings

With IK2 evaluation units

Camrno l

Type: Global gettiings

Allow double PINs

Mo duress code

Add for Duress code

T ik

—
—»

Keycode length

Stub &

and readersi the de- Addr | User Extensions 1 | Extensions 2

posited sequence of digits @1 IDENTKEY2 operating urit (K20) D00 IDG:0 BSG/PDG:D

. he = k de hich @2 IDEMT-KEY?2 operating unit ([K20]  SD:00 IDG:1 BSGAPDG:2

Is the eycode whi €13 IDENTKEY20n/Off (K2N)  SD:0D IDG:0 BSG/PDE0

is used for arming / €4 IDENTKEY2keyboard (K2K)  SD:00 IDG:0 BSG/PDG:0 HDG:0 0-#NAME?

disarming only; with IK3
evaluation units and
readers, it is the PIN.

The keycode can only be
entered at the IACP (via
LCD operating unit or
WINFEM).

Properties BUS-2 user:4 Type: (IK2K) E]

General

Address: |~_

Usger text : |

Zone / sub zone: l_ ,_

Allocated switching device: 0 A

Special functions | Inputs ]

¥ Minutes after | Mizs attempts
Door opener ‘Access funchion
 Impulse Time for door opener: I
* Load curent (access fot.) r

Door opener / blocking element - locking
igits: 4
Code: [1234

" Only when externally amed

& When internally and externally armed
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The values entered at Global settings are used as default settings for new creatied locations and
as inspection values for the PIN-presetting in the personnel master files of IQ MultiAccess.

WINFEM =*Common programming =» Settings tab
IS-format for data carriers ® (mandatory).

Confirm actuation with OK. A new window Conversion to IS-format opens. All IK2/proX1 data
carriers must be in the left column, then confirm the selection with Convert.
Send the programming to the panel and check function with an arbitrary, authorized data carrier.

Select a location for the IACP.

By use of mifare DESFire EV1 data carrier or by use of different type of readers note the
information in chapter 17.

If necessary, activate VdS compliant in the Common tab. If active, a location manager has no
authorization to enter, change or delete authorizations for disarming within the room/timezones.

. I0NetEdit - IONetEdit

File Edit View 7

Bail o/ & % %2 ®

= 3%3 Metwork
SN Y Location] &esgp«m | 10 - output | 10 -input | Switch aver table | TRSx |
Comman

- B PC_001 - PC [ stended | Keycode | Reader settings ] Datacarrier coding ]
[ sw_o0z - 1Q Multiaccess Tune: v
A SW_001 - 1 NetEdit pe: geson
% Global settings Last modified: Thu May 29 08:10:57 2008
D M 500
Dezcription |Locati0n
Irnport |0 |

Absorpt. Thieshold Value [0

Anorymous bookings ||
# YdS compliant |

Active vV

Settings in the Key code tab:

Allow double PINs may be active, as at an IACP it is possible to assign the same PIN to several
persons (data carriers).

Do not activate No duress code.
The settings of identic Add for duress code (fix 5 with IK-2 EUs) and identic Keycode length for

both systems (4 up to 8 digits) have already been preset by the global settings (step 3). Modify only
if these values deviate in this location.

File Edit View 7
Beil o/ 4 | %P2 ®
= -;_'E Netwark,
= B Location Baudrates | ACSx | 10.gyiout | 10 -input | Switch overtable | TRS® |
= & pc_oot-PC Comman | Extende D Reader seltings | Datacanier coding |
[ sw_o0z - 1Q Multiaccess Tone: Locat
A SW_001 - 1Q NetEdit ype: oeation
% Global settings Last modified: Thu May 29 06:10:57 2008
—p  Alow doutle PINs =
—’ No duress code
—’ Add for Duress code 5
—’ Keycode length 4 -
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Problem: The addition number for duress can not be changed after persons are already
allocated to a location as this could cause overlappings of a PIN/door code with a
duress code of a door or person.

IO NetEdit
i If there are any persons assigned to the location,
the server won't accept a change of PIM length From
& digits back ko 4 digits!

Solution: Create a separate location for the IACP connection. As long as no persons are
entered in this location, the basic settings can be modified according to the
IACP’s requirements.

Settable with IK3 evaluation units (for details see documentation of the IACP).

Configuration \
E-a C:\Program FilesiMowvarwIMFEM Advanced' I| MB100.10%12(2011.04.12/1]
Et“l Musterkunde

Common programming

1 Common prograr.ning & X
= @ Musterobjekt . - DENT KEY 3 al
=-[§ MB100.10W12(2011.04.12/1) Signals | Settinfs 2 |
[]-f Configuration “PIN
Detector groups 3
Activated
-l Zores cHas =
Switching devices Digit: 4 'l
B Codes i =4
Dauble EIY
@ Tine b~ 5
( Hold up digit activited v 5 A
-G IDENTKEY
-7 Transmizsion devices (BUS-2) [~ ‘with balancing [number of persons]
ﬁN tacros
|3 MB4BYV12

i Trafficpaint B5 485 radio setting:

an Musteranlage DS7E00 Key:

~BRE Musteranlage DS7700
Musteranlage K3 Konventionell
-2 Musteranlage MB 256

L...g Musteranlage MB256 plus

Cancel | E

The workstation controlling the IACP require the programs as follow (right-click =» Insert =»
Software):

= |Q MultiAccess

=>» |Q Monitor

=» IQ SysMonitor

=» 1Q NetEdit (already assigned to the workstation of the standard location as a factory setting)

We recommend to start and connect the installation supporting programs IQ Monitor and IQ
SysMonitor (see chapter 13).
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7. Insert an MB panel

a) TCP/IP transmission

Define a workstation with an TCP/IP = s Network _ | [——
. % = @ GE SK14 Hyde/ Hallingsworth
connection to the MB100 / MB48 / MB24*. 001 - PC . ]
Intetface 3
*1Q NetEdit makes no difference between Delete Software b |modiied T
the centrals MB100, MB 48 and MB 24, as L —
. . . I AEPINfo Terminals » aCSa
they are identical concerning the data b y M acs
transfer technique. They have only a 22 \fToézl: $t°lzes't°”'TrE”“t d ACs2plus
different amount of room/time zones and P | s
zones. In the example each central type is [ sw_004 - 1) Mulkiaccess L
represented by a MB100 at this place. ¥ SW_005 - 1Q NetEdit
P y P 1 5w _006 - 1Q Manitar MELOO-647
. . ) B 5w _007 - 1Q System Monitar - wmeas
There are as many as desired intrusion VR SW_008 - 1Q YPS MB24

alarm control panels to be set up in IQ
NetEdit.

=»> Common tab
Enter an unambiguous designation the intruder alarm control panel is listed in 1Q MultiAccess.
Enter the own IP-address of the IACP in the field IP-address.

The field TCP/IP-Port should remain (or be set to) the factory setting of the IACP (8016). Local port and
destination port are normally identic.

= A C:\Program Files\Mova\WINFEM Advanced\, Mo | Type 1D Huenber | Password | IP-addiess | Local Destinstion port | enctyplec
= Musterbunde 1 IP permanent 0000 @016 e06 No
= B Musterobisht 2 IP ondemand 0000 805 8015 No
Mustesarlage DS7600 ap :
Mustetanlage DS7700 EP wiriinG %]
Muztesaniage K3 Korvwentionad —
= B Musteranisge MBT00 10(Standaid)
=B ;o.—ag..am Active F
+ B Analog .
LW et Desciiption: [WINMAG IP-cornection 1
+ @ Bus2 Local port 8016
o Sedial port E .
- g D577 |P-Addess: [182.168.3.38  Destinationpoit [ g 4——}— Keep default setting 0, the destination
[E] Common programmng port will be searched automatically
< @ Cal umber/IP-cormection Type: IP permanen =
& Call rumbers e ﬁ Enter IP-address of the IQSC / IQMA
@@ Call rumber of %31 pamanent o computer
& Call rumber of modem hunction Password [
SMS ertry call rumber
- P connections
A Paimanant connaction for sl Encryphion: rn -
=@ WINMAG comnector) Common | Extended |
& WINFEM connection Type: ME100
Emai addrezses | ok | Cancel
. E Ky - —] Last moddied: Tuse Mo 14 16:22 42 2008
. Mhinlirss emon iwnesr
o s N [12
INFEM Advanced - [Control unit]. | Descrgion [TE_OT5- MBI1CO
| L |
DEEs PPS B =m e |
I—_ Coniigus stior [ Eades TR 17 e
= =3 C:\Program Files\Nova\WINFEM Advanced) A
= * Musterkunde
= B Mustercbiska

Muslerariage K3 Korwentioned

b Musterariage DS 7600
Mustesariage DS 7700
- Musterariage MB100 1045 1andard]

= /B Conliguation
+ & Anslog
+ B BUS1 Common programming
: 5 gif'fw System | Signaling | ISDN | GSM/SMS [P Parametes |
' MacAdesregy [0 -0 [0 <[o -[o <0
Tl ot :
#& Call rumbess Own IF Address 152168354

& Cal number of 31 permanes

@@ Cal number of modem functicd  Net mask: 252552550

SMS entty call number
- # |P connection: Gabeway: 0000
& Pemanent connection for
@ WINMAG connection Number of peimanent IP connection: [U =
@ WINFEM connection
Emai adcreszes ™ Pesmanent connection Redundant
# i Key
s Diling faquences ¥ Ethemet e monstorng
% Poutine cal
+ off 1O inputs
+ o D outputs
*§ Delector groups
+ [l Zone:

Coder Cancel

Times

§ Swatching devices
%
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-» Extended tab

Transfer the required IACP data to IQ NetEdit.

DEEds S O
. Codfiguaton |
| =y C:\Program Files\Novar\WINFEM Advanced Prototyph

=] lil Musterkunde

= FD Musterobijekt
& Musteranlage DS 7600

Musteranlage DS7700

Musteranlage |K3 Konventionell

Musteranlage MB100.10{2008.06.09/2)

= /@ Configuration

+ ’ Analog

+ i BUSA

+ B BUS-2

= 5 Sesial port

= g DS 7700
Common programming
= %5 Call number/IP-connection
@ Call numbers
@ Call number of .31 permanent connec!
& Call number of modem function
g SMS entry call number
@ WINMAG connection
@ WINFEM connection

IP connections
= E-mail addresses

@ Pemanent connection for alarm me:

H@ Key
@ Dialling sequences
4 Routine call

o wtll TN ine s

5

Number | Password | IP-address | Local port | Destinat

101

No. | Type [0 [ [ [ [ ion port | encrypted

W1 IPpemanent 87654321
% 2 IP pemmanent
%3 IP permanent

ﬂ 4 IP permanent

minm

Password:

Enciyption:

0.000 8ms 8016 No
0.0.0.0 0 8015 No
0 8015 No
0 8015 No

P-connection 1

Destination port [3016
pt =l

i
f"|1 -

Cancel

Common Extended
Type:
Last modified:

MB100
FriJun 06 00:42:30 2008

Password

——p Identification

Via operating device, function 519 =—————Jp Remote param. cods |

Encryption
Key number

Key

000
2 I[=3]60[
2000

See next page for
information

Alternatively, the link can also be done via WINFEM-connections. However, it is recommended to
use the WINMAG-connections because this is a monitored connection.
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'i., WINFEM Advanced - [Control unit]

File Communication Tools Options Window Help

DEeEs B8

= {_'j C:\Program Files\NovarWINFEM Advanced Prototyps Mo. | Key-no. | Key Type
SN | MUS‘E'kU”de_ P11 23186862685645606000000055154845  AES
) Musterobiekt P2 2 00000000002415645650000005648515  AES
a!p Musteranlage DSTEOD ﬁ
Musteranlage DS7700 ;,4 0 Nat programmet
Musteranlage IK3 Konventionell =
B %Mustahﬂage ME100.10(Standard) 475, 0 Nat plogramrae
- ﬁ Caonfiguration
+ : Analog
3 BUS-1
¥ BUS-2 Cormon  Extended
= ;H Senal port
Iy Bllé DS7700 Type: ME100
Cammon progranirming Last modified: FriJun 06 00:4§ 30 2008
# % Call number/IP-connection
E-mail addresses
=44 Key Password I
T4 Enciyption key to TD .
T Enciyption key to WINMAG AWINFEM Identiictizn |
[+ [7] Dialing sequences
Houtin?e c;I Update code |
+ o TD inputs 4
- q TD outputs Enciyption l ;I
+ Detector groups i IUJ
+ [ Zones
g Switching devices Key | '
Codes
+ 2 Times
Right-click the workstation to which the IACP is connected = ~aty Network
Rglnltlallse. . . . . - @ 5B SK14 Hyde) Hollingsworth
With a correct working connection the corresponding panel will T
be displayed with a green dot. Insert 3

+

Q Delete

/- SN
- I AEPINFo |

With an existing and working connection the Scan function can
be run by right-clicking the selected IACP. All the recognized
switching devices will automatically be set up in IQ NetEdit.

Insert 4
Delete

Request status
Get IDCU texts
Get IDCU data

Alternatively, they can be set up manually (see step 9). w

Optionally the menu items =» Get IACP texts and =» Get IACP IR AT

data can be selected (see also chapter 7). If not, the user codes
and the individual panel texts of the IACP will automatically be
transferred before the first parametrization (in case that data
carriers have already been entered (new) in IQ
SystemControl/IQ MultiAccess and should not be overwritten by
old data of the IACP).
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b) ISDN transmission

Define a workstation with an Ao B S @
ISDN-card for IACP connection (cf il & %2 7
E& Metwork
chapter 6'6)' -8 GB SK14 Hyds/Holingswarth Comman
[ERP-¥rC 0] pC) _ .
=B Interface 3 COM3 interface
[+ Delete Devices 3 COM4 interface 1
#-md  Relnitialise Controllers/Terminals  » COMS interface =
----- g oS - Ty FulEiACoe: — COME inkerface :
----- A S _001 - 1) NetEdit D COM7interface
""" & sW_003 - 1Q Manitor COM interface o
----- B sw_004 - IQ System Moritar DE oMo interface
; :m—ggz - r;s\-"d —  COMI10interface =
a - ideo . L
- Lal S\ _007 - Lobby'Warks Sync Cor com1L !nterface fad
oy COM12Z intetface =
--gap] W _003 - Yisitor module P A )
[ CO_005 - COM port server 1 o !nter LS
(= CO_006 - COM port server COM14 interface
B TE_006 - ACS 8 ——  COMISinterface —
B TE:DD? _ACS 2Plus Activ - COMI16 interface
E TE_010 - MB100
----- & TE_004 - Locking cylinder 150N card
----- & TE_005S - WebCam ISDM card
The MSN is the own phone Fe [t Vw7
number to which the ISDN-card N a:* aalh. S B s
. . = wh Network
isconnected (without area code). -3?“%%% Coman Setings |
. = PC_D01-PC
This number must be entered as = B compor b
Call number in the IACP. = e e
B 5w _002 - 1 Mukiaccess
A S _001 - 1C) NstEdit MSH ,3@-.99«37
If a local access code is required, g Local access code
it must be entered in the field BB 500 - Tavino
(1™ - Lobb ks Syr
local access code. e o
# B C0_005 - COM port server
= CO_006 - COM port server
# £V TE_006- ACS 8
+ [ TE_DOT - ACS 2Phss
= gl 150W card 2
%y, CO_008 - B Channel

ahion funchans: | AWUG cal numbers

e g o [EETET e |
Ho. Calbrumber [ IDENT No. | Password Connection
B339 [1111111111 87654321 -

1
2 |
3 | T
] [
g |

Insert an MB 100 / MB48 / % IONetEdit - IONetEdit
MBZ4.*.* File Edt Wiew ?
B | 4 %["8 T
* I i = Network
IQ NetEdit makes no difference sb B oo G
between the centrals MB100, MB =1 pC 001 - PC — e
) 5w _ooz - 1 Multiaceess '
48 a_nd MB 24’ _as they are A% SW_001 - IQ NetEdit Last modified SunJun
identical concerning the data & =003 -metoo -
transfer technique. In the example T o AT - —
each central type is represented A S, co 002 -5 Cha [JEESE  Devices ' —
. Global settings Controllers/Terminals  » e
by a MB100 at this place. hcen
ACS2
There are as many as desired ot
intrusion alarm control panels to RS 15

be set up in 1Q NetEdit. s r%

MEZ4
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=» Common tab
Enter an unambiguous designation the intruder alarm control panel is listed in 1Q MultiAccess.

The address field is filled in by 1Q NetEdit automatically and should not be modified. It is used to

unambiguously indentify the individual intruder alarm control panel in the AC-system, as 1Q MultiAccess
can handle several intruder alarm control panels. This address will be found nowhere at the IACP side.

<ty Metwork

- @ B SK14 Hyde/ Holingswarth Comman I E:-:tended] Diiztant station ]
= Pe_001 - PC : Type: tME100
[ s _002 - 10 Mulkitccess
A S_001 - IQ MetEdit Lazt modified: Sun Jun 08 23:39.38 2008
[ TE_003 - MB10D
—-g ISDM card 1
=B, CO_001 - B Channel - . No [2
TE_I_I 04 - ME1O0O
S C0_002 - B Channel D'escription |TE_004 - ME100
% Global settings
Address 1

=» Distant station tab
Enter the telephone number of teh IACP.
For explanations of the fields <»Time window and =»Quantity see chapter 6.6.7.

=» Extended tab
Enter password, identification and remote parametrization code.

Common | Extended ~ Distant station | Common programming @
Type: MB100 System | Signaling 1SDN | GSM/SMS | IP Paramete |
Last modified:

’C Dwn MSN: |,BD1 888 > trunk: line request ID:

e —
|—4"£/ SO Enty: [ point-to-multipaint ~|
Phone number | |
ouantityC__ if necessary inclusive area code (e. g. 0743180188 e Hinae Hoade e m'm"_g i
I [v Failure ISDN only by message missing
Time window A = foror—Tgfo00 7 %31 Mod :

T ARy Innean o Inn-nn %31
| - I - 1 =l

-

Common  Extended | Distant station | r

Type: ME100
Last modified: SunJun 08 23:39:38 2008

Password I <
Identification | <
Remote param. code | . D
No. | Password | Call-number | 1D Number | call authorized

'\ 1 87654321 801999 11111111 Authorised

N2 | Authorised

Via operating unit, function 519 \ K Authorised

L Authorised

N5 Authorised

| \ 6 Authorised

. | N7 Authorised

B : | Ne Authorised

=
2000
0]

Bl
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Right-click the workstation to which the IACP is connected =
Reinitialise.

With a correct working connection the corresponding panel will
be displayed with a green dot.

With an existing and working connection the Scan function can
be run by right-clicking the selected IACP. All the recognized
switching devices will automatically be set up in 1Q NetEdit.

Alternatively, they can be set up manually (see step 9).

Optionally the menu items =» Get IACP texts and = Get IACP
data can be selected (see also chapter 7). If not, the user codes
and the individual panel texts of the IACP will automatically be
transferred before the first parametrization (in case that data
carriers have already been entered (new) in IQ
SystemControl/IQ MultiAccess and should not be overwritten by
old data of the IACP).

= EEQ Metwork,

- GB 5K14 Hyde/ Hollingswortt

= [

n Insert k

i

Delete

| :
é; 1) AEFIRfo kl

TE_003 - MB100]

E Insert 4
Delete
Request skatus
Gek IDCU kexks
Get IDCU data

Load data !

I AEPIAFa
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¢) Modem transmission
For detailed information on modem transmission see chapter 6.6.

Insert a COM interface to a workstation (see chapter 6.6.1).

“a IQNetEdit - IQNetEdit
File Edit Wiew 7

A S

- EEE. Mekwark,
- ) B 5K 14 Hyde/ Hollingsworth Comman ]
g : Interface | COMIinterface
A1 Delete Software 4 COoMmz interFa
E | Relnitialise Devices 3 COM3 interface
3

ControllersiTerminals ZOMd inkerface

Insert a modem to COM interface (see chapter 6.6.1).

COM port 1] |
) 3 Single bus contraller

Delete ControllersiTerminals  » Master bus conkraller
R5435 bridge (DIN)

oo

Insert an MB 100 / MB48 / MB24.*

* 1Q NetEdit makes no difference between the . g compors
centrals MB100, MB 48 and MB 24, as they are o3 co_nna - raden :
identical concerning the data transfer technique. In &bl settinas ee S— d o
. oncrollers) lerminals =
the example_ each central type is represented by a It AEPINFa Desclpll  Acs & '
MB100 at this place. ACs2
ACSZplus L
. . . TRS &
There are as many as desired intrusion alarm R .

control panels to be set up in IQ NetEdit.
MB45

Active V| ME24

=» Common tab
Enter an unambiguous designation the intruder alarm control panel is listed in 1Q MultiAccess.

The address field is filled in by IQ NetEdit automatically and should not be modified. It is used to
unambiguously indentify the individual intruder alarm control panel in the AC-system, as IQ MultiAccess
can handle several intruder alarm control panels. This address will be found nowhere at the IACP side.

Iy Metwork
= @ GE SK14 Hyde/ Hollingswarth Cormmar ] Extendedl Diztant stationl
= & PC_001 - PC _ Type: ME100
[ sw_n02 - 1 Multiceess
/" SW_001 - IQ MetEdi Lazt modified: kan Jun 09 01:04:04 2008

- COM part 1
=18 CO_003 - Madem
TE_006 - ME100

o] [ No [T

% Global settings
Description |TE_00E - MB100

Address 1

=» Distant station tab
Enter the telephone number of the IACP.
For explanations of the fields =»Time window and =»Quantity see chapter 6.6.7.
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=» Extended tab
Enter password, identification and remote parametrization code.

Commen | Extended Distant station | Common programming x|
Type: ME100 System Tele:mmmicationfunctions]
Last modified:

= )
Dwn call number: Ial,‘n BE > Dialling method
| — Qe ¢~ Puise dialing method
Pho N "ﬁ?z‘_ Criterion of trunk line request | & Multiple-frequency dialling
ne number

qua,ﬂy@aw inclusive area code (e. g. 0743180188 Connection: | &nalog main connection =l

Time windaw & oo i iuu—lﬂ'—_—_—— v Line monitoring

Tiee dedenn fomon .. fann v Phone line monitoring fault anly i message is missing
[~ Blind dialing
Interrogation and programming

Common Extended | Distant station |  Not admitted! & Al callers alowed

Type: MB100 " Orly selected call allowed

Last modified: SunJun 08 23:33:38 2008

Bell untill call accepted: 3 #
Password || ‘
Identification | <
Remote param. code |
Mo 1 Password | Call-number 1 1D Number | call autharized

\ 1 87654321 801999 111111 Authorised

\ 2 I Authorised

Via operating unit, function 519 o Autharised

N4 Authorised

'\ ) Authorised

| \ B Authorised

| \ 7 Authorised

o e e ;) Authorised

OO0
EOC0)

000

- [ e
=

Right-click the workstation to which the IACP is connected =

Reinitialise. =ity Metwork |
With a correct working connection the corresponding panel will ~I- B GB 5K14 Hyde/ Hollingswartt
be displayed with a green dot. =1 &
Insert L
+ o

Q Celete :

7~ IECTEEEEN

B IQAEPInfo M

With an existing and working connection the Scan function can
be run by right-clicking the selected IACP. All the recognized

switching devices will automatically be set up in 1Q NetEdit. 2 JE 00 ME' :
Delete

Alternatively, they can be set up manually (see step 9). EZ?;';ZLSE::(”;

Optionally the menu items =% Get IACP texts and = Get IACP Get DU clata

data can be selected (see also chapter 7). If not, the user codes m
Load data

and the individual panel texts of the IACP will automatically be

transferred before the first parametrization (in case that data 1Q AEPInfo
carriers have already been entered (new) in IQ

SystemControl/IQ MultiAccess and should not be overwritten by

old data of the IACP).
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d) IGIS-LOOP transmission

Insert an IGIS-LOOP controller to workstation

- '& w-ﬁ
Interface 4
Delete Software 4
Relnitialise 3 COM port server ]
I3 AEPINfo ControllersiTerminals  # m

=» Common tab
Enter the IP-address and the port of the IGIS-LOOP controller.
connections” in 1Q NetEdit.**

IL2 IGIS-Loop configuration
Program Configuration Port  Tools

vl & 79 al= ¢
£
Sublocp addkess: [1 3

() Parametes wite protechion active
Extension module: - none -

Loop addiess =l Ring speed
Mode:
Common

IGIS-LOOP

Mon Jun 09 02:20:33 2008

Type:

Last modified:
MALC address: 00-00-00-00-00-00
Default gateway: 127.001
Netmask: 265,255, 255.0
Partrer - IP address: |127.0.0.1
Port for aclive connections: 301

|
(O Commurscation only with programmed partner{P

'

[0

—

|co_oo4 -1G15L.00P

Descriphion

-
-

IP address 127. 0 Pot

Active [

With an existing and working connection the Scan
function can be run by right-clicking the selected
IGIS-LOOP controller. All the recognized IACPs
will automatically be set up in IQ NetEdit.

A right-click on the selected MBxxx and the
selection Scan automatically sets up all
recognized switching devices.

Alternatively, the IACP can be entered manually:

Insert a MB100 / MB48 / MB24*. -]

CO_004 - IGIS-LG=

Delete
Scan

* |Q NetEdit makes no difference between the
centrals MB100, MB 48 and MB 24, as they are
identical concerning the data transfer technique. In
the example each central type is represented by a
MB100 at this place.

There are as many as desired intrusion alarm
control panels to be set up in 1Q NetEdit.

14
IGIS-LOOP controller and WINFEM).

Use the entry of “Port for passive

R0 |
KBUS ~l

() Debug mode active
O Mose supression

allowed

LED Iablsaul Router | Frame buz  Ethemet interface | #stemeat-interda 4 | »

Controllers) Terminals
i ME45
ME=24

The IGIS-LOOP controller has previously to be configured via WINFEM-Advanced (see documentation
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=» Common tab

Enter an unambiguous designation the intruder alarm control panel is listed in IQ MultiAccess. Input of

address/device address, loop address and sub loop address

-» Common tab

Enter the remote programming code. With IGIS-LOOP, password and identification are not necessary.

Common | Extended | IGIS X
Type: MB100 General | WINMAG |
Last modified: Mon Jun 09 02:55:43 20038
Network mode ON v
1GIS network type: GIS-LO0F I
D No |
Datsipbon [TE_o08 - MB100 BUS-2 mapping
IGIS compatibitymode [~ | ©
Add ﬁ
e 0 Loop address: IU ¢i
Loop Adr. ’Dﬁ'l.‘;ub]_mp Adr, h Loop sub address: o3
Device address: IU 31
Speed: [192€Bad |
Common Extended | Distant station |
Type: MB100 No entries required
ith IGIS-LOOP
Lastmodfisd:  SundJun 0823:33.38 2008 w
/“
Password ] « /
Identification | & L
Remote pararn. code [ e «— Oh/EHAD= O
o QA8 O
| {5 [;]l___ &
: " 5 < 11 1
Via operating unit, function 519 JUe =

Right-click the workstation to which the IACP is connected =
Reinitialise.

With a correct working connection the corresponding panel will
be displayed with a green dot.

With an existing and working connection the Scan function can
be run by right-clicking the selected IACP. All the recognized
switching devices will automatically be set up in IQ NetEdit.

Alternatively, they can be set up manually (see step 9).

Optionally the menu items =» Get IACP texts and = Get IACP
data can be selected (see also chapter 7). If not, the user codes
and the individual panel texts of the IACP will automatically be
transferred before the first parametrization (in case that data
carriers have already been entered (new) in 1Q
SystemControl/IQ MultiAccess and should not be overwritten by
old data of the IACP).

- EEQ Metwiark,
- B GB 5K14 Hyde/ Hollingswortt

i Insert 4

Delete

1Q) AEPIfo a,

Insert 4

LURN N

Delete

Request status
Get IDCU texts
Get IDCU data

Load data !

I AEPINfo
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e) Serial transmission

Insert a COM interface to a workstation, and an MBxxx to the COM interface.

. IONetEdit - IONetEdit

Fle Edt View 7
iV 4 % "2

= 3"‘4 Network
= BGB K14 bbode d Lioin

Common

Type: M8 100
Last modified: Tue Jun 10 00:27:26 2008

- B COMport 1

Bs | 7E 001 - MB100
- > - Tl o
A SW_001 - 1Q NetEdit
@, Global settings i Mo

Description |TE_001 - ME100

Address ﬁ Baudiate PC ’m

r 1

Address: Keep suggested value (1).

Baudrate PC: Set to 38400 (this is the default setting of the IACP, where no further settings have to be
done).

Right-click the workstation to which the IACP is connected =» = gl Network

Reinitialise.

- ) GE SK14 Hyde/ Hollingswortt

With a correct working connection the corresponding panel will

be displayed with a green dot. Inserk 3

Delete

10 AEPINfo @,
With an existing and working connection the Scan function can

be run by right-clicking the selected IACP. All the recognized f TE_ 003 - MBLOD]
switching devices will automatically be set up in IQ NetEdit. 2

A,

Insert 4
Delete

Request status
Get IDCU texts
Get IDCU data

Alternatively, they can be set up manually (see step 9). w

Optionally the menu items =» Get IACP texts and = Get IACP 1RGN

data can be selected (see also chapter 7). If not, the user codes
and the individual panel texts of the IACP will automatically be
transferred before the first parametrization (in case that data
carriers have already been entered (new) in IQ
SystemControl/IQ MultiAccess and should not be overwritten by
old data of the IACP).
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Door data:

After scanning there are doors in 1Q NetEdit with the
designation SUxx = switching unit with numbering of

the IACP.

Check / set each door:

Times (outside/inside):

= "' Operators
" service
- &) GB 5K14 Hydef Hollingsworth
" Cperators
28 Zores
-1 i Controllers/Terminals
7 | TE_00S - MB100
= Doors
DR._00S - Door 5 (SU7)
DR_006 - Door & (SUS)
DR._007 - Door 7 (SU9)
DR_008 - Doot & (SU10)
DR._009 - Door 9 (SU11)
DR._010 - Door 10 (SU12
DR_011 - Door 11 (SU13
DR_012 - Door 12 (SU14
DR_013 - Door 13 (5U15
Apg User defined fields

)
)
)
)

Definition of times for individual timers, some separated according to the

door sides.

Open time:

Key code input time:

Door open time:

Door open signal:

Common | Parameter | Multi eye AC / Image compare / ATF |

D | |

Mo

Description |DR_005 - Door 5 (5U7)

Times Outside {sec}

Open time |10
Key Code input time 10
Times (sec) =
Door open time 10
Door open signal |5
Active v ‘

<

Door open time

Activation time of the door strike. During thuis
time the door can be opened.

Within this tiem the key code (=» PIN or =» door
code) must be typed in. If the code is not
entered completely after this time has expired,
the complete entry must be repeated.

Maximum time a door is allowed to be open. It
starts when the monitoring contact indicates the
actual opening of the door. After expiration of
this time an alarm will be triggered (Door
opened too long).

If a reader/keypad is equipped with an internal
buzzer, it indicates on the beginning of the door
open signal time that the door should be closed
as otherwise the door open time expires which
causes an alarm (Door opened too long).

The time for the door open signal should always
be shorter than the door open time in order to
remain enough time for closing the door. The
door open signal time ends at the same time as
the door open time.

L%

‘‘‘‘‘ Y @

Acoustic door open signal P \

Alarm, if door is still open
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Operation mode (outside/inside):

For each door side there can be defined a type of identification required for entry:

Data carrier only
PIN only

PIN + data carrier
PIN or data carrier
Without time check
Access inhibited

There is always one criterion to be valid for one operation mode:

Normal operation: The selected access criterion is valid for the door being in normal

operation.

Automatic operation:  The selected access criterion is valid while the door is set to autimatic
operation. Automatic operation can be used to set the door to permanent
release / permanent block at predefined times (examples see user

manual).

Eornmouhi eye AC / Image compare / ATR

D | i

Description |DH_CI1D -Door 10 [SU12)

Operation Mode Outside

I MNormal operation | Datacarrier Only -
Automatic oper. |Datacarier Only -

—

Multi-eye AC (outside/inside):

Operation Mode Inside

MNormal aperation | D atacarrier Orly Ll
Automatic oper, [Datacarier Only |

I

For each door side there can be defined how many persons authorised at this door (switching device9 must
book one after another to get a door release (2 to 9 possible). The door will only be released if the total

number of valid bookings is achieved.
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Manual configuration of IACP switching devices (doors).

Not necessary after Scan! Continue with chapter 15.4.

As an alternative to scan (see 7a to 7d) the IACP hardware can also be configured manually.

Select the MBxxx and insert one or several switching device(s) at which the data carriers entered
in 1Q MultiAccess are authorized.

[ fTE_ 0oz - MR100]

Modules 1D device

=» Common tab

Enter an unambiguous designation the switching device is listed in 1Q MultiAccess.
Recommendation: Use the designation of the IACP (see chapter 15.4.1). Select the appropriate
IACP user in the field type. Depending on the type some functions are available/not available for
the definition of =» room/time zones. The status of already existing switching devices is “not
defined” and should be reworked.

At first, automatically the field SD number will be consecutively numbered by 1Q NetEdit.
Previously the actual switching device number (SD_xx) used by the IACP must be entered (1 to
64). As this is an numeric field, only the number must be entered (e. g. SD_06 becomes 6).

Common |

Type: Switching device | Etensions 1| ERtensions 2
| 5.0 B5G/PDGO

|50 BSG/PDG:0 HDG:0 0-HNAME?

J5:0 856/PDG.0 HDG:0 1DG:01DG/T0G:01DG:0 TOG:0

Last modified Mon Sep 28 02:35.13 2009

Description lidentkey 3 ‘

o [IT g

Type ] <
undefined

Anslog of BUS-1

1K2 E/A o block lock

1.2 wath 10-key keypad

PRy
AC Door module BUS
Doorguard

In 1Q NetEdit and 1Q MultiAccess a = Dioors
switching device is displayed as a door in P main entrance TACP daor 2\
offline mode. Due to this, no entries can P sales room IACP door 3
be done in the tabs of those doors, P 1T server room IACP door 2
existing entries will be ignored. Further- P visitor TACP door 4
more, the logical view will not display P CR_015 - Door 15 doors of the
any door state. P stock room AC-gsystem
!' canteen
We recommend to use the designations of ' basement 1
the switching devices as they are in the ' basement 2
ICP. P 1 stfloor
| /
The name of a switching device can be DR_D23 - Door 23 LIAC.P SW':;‘?h'Tg P
found in the coloumn user. However, all CR.02%.- Doorgd a:‘gg%?é Lsiaie
DR_D25 - Door 25

switching devices of the same type have
the same name (e. g. IDENT-KEY 3).

Via a right-click on the switching device =»
Properties an individual name (e. g.
printer room 1) can be entered in the field
User text, but still the designation in the
user column will keep its the superior text.
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Addr | User Extensions 1| Extensions 2
%1 IDEMT-KEY2 operating unit IE20)  SD:04 |DG:0BSG/PDG:0
2 IDEMT-KEY2 keyboard [IK.2K] SO:06 IDG:0BSG/POG:0HDG: D O-HNAME?
ST sDi02 IDG:0 BSG/PDG:0 HDG:0 IDG:0 IDG/TDG:0 IDG:0 TDG:0
& @ 5D:02 IDG:0 BSG/PDG:0 HDG:0 IDG:0 IDG/TDG:0IDG:0 TDG:0
SEE . . SD:07 |DG:0BSG/PDGOHDG:0IDGOIDG/TDG0IDG:0 TDG:0
IDENT-KEY properties
General
Address: IT User text : ‘F’li‘t‘l[&l room 1
Zone / sub zone:
Allocated switching device: |3 vl
Special functions Ilnputs] Dulputsl Crilerial Operating unilsl Elptinnsl
P 3
Door stike Blocking element function
" Impulze f*  automatic
* Load curent [access function) " controlled
Access funchion. Failed tials and blocking time behaviour
Tirne for door strike: |IJ:D§ [mir;gec) -
-
73 =
Door strike / blocking element - locking
v onintetnally amed
|
aal
Ty]
Ok Cancel
] [ o | _coeel |
View in 1Q NetEdit: Daors
B| main entrance
<ales room Doors of the
AC-system
IT server room
wisitar
IDEMT-KEY 3 5D 04 o
IDENT-KEY 3 5005 IACP switching
IDENT-KEY 3 D06 devices, displayed
as doors with
SRERIERE NS SOUF designations of
IDEMT-KEY 5 SD0OS the IACP
M IDENT-KEY 3 SDO9
As an aIternanye an unamp|guous name Bl Doors
can be entered in IQ NetEdit: EET—
sales room
IT server room
wisitar
Printer room 1
garage
cankeen
hasement 1
basement 2
M 1 st Floor
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15.5 Data exchange

15.5.1 Data acceptance from IACP

By linking both systems, the IACP and IQ MultiAccess, all data relevant for switching devices (doors) and
data carriers (persons) are centrally administrated in 1Q MultiAccess. For the initial connection of both
systems the already existing data of the IACP must be either transferred to IQ MultiAccess or newly created
there.

Pay absoluteley attention that all relevant settings are identic and all data carriers have been
converted to IS-format in WINFEM before starting the data transfer (see chapter 15.3).

Get IACP texts

Right-click the required MBxxx =» Get IACP texts.

All customer specific designations of switching devices, inputs/outputs etc.will be receved. They are
required for the evaluation of the eventlog via = Logdata IACP

Get IACP data

Right-click the required MBxxx =» Get IACP data.

This program section transfers all operation codes, room/timezones, data carriers and their authorizations
(data carrier no. name, 1S-code and PIN) to 1Q MultiAccess.

If the transfer of those two data have not been done before the first parameterizing of the IACP, 1Q
MultiAccess will automatically get the user codes of the IACP before the parametrization gets
started. This guarantees the users being still able to log in to the operating units.

This data transfer is not viewd on the screen. These operations can be visualized via the
installation supporting programs =» 1Q Monitor and =» IQ SysMonitor.

Contrary to the AC-controllers, the MBxxx will not be parameterized automatically on exiting 1Q
NetEdit. This must be done manually for the first time (see 15.4.2). Only accordingly relevant data

will be updated automatically.
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15.5.2

Data transmission from 1Q MultiAccess

The initial parameterizing / loading data must be executed manually.

Caution!

Check, and if necessary correct the data transferred from the IACP
in 1Q MultiAccess before the first parameterizing (see also 15.5).

Wait until the data of IQ MultiAccess are conform with the data of the IACP before enabling the

controlling of the MBxxx by I1Q MultiAccess (function 512).

Activation of 1Q MultiAccess connection
The connection can either be activated in WINFEM or via the LCD operating unit.

WINFEM

LCD operating unit

Explanation

=» Common
programmierung
=» Settings tab

Remote access
IQ MultiAccess /
IQ SystemControl ® *

Function 512
Access 1Q MultiAccess
> yes*

Data created in 1Q MultiAccess or
IQ SystemControl affect directly on
the intruder alarm control panel and
can no longer be defined via
WINFEM.

=» Common
programmierung
=» Settings tab

Access via

IQ MultiAccess /
IQ SystemControl
enabled = *

Function 512
Control via 1Q MultiAccess
->yes*

AC-functions, such as brief release,
permanent release, permanent lock
affect directly on the door(s) at the
push of a button within 1Q
MultiAccess, I1Q SystemControl or
IQ NetEdit.

* To deactivate these
parameters or set them to
no, the deactivation first
must be enabled in function
523.

Create actions in IQ MultiAccess which display messages in case of transmission faults (see user
manual chapter 10.3). Do not exit IQ MultiAccess in order to display messages when they occur.
These messages do already exist in IQ SystemControl in ex-works condition.

Load data from IQ NetEdit: &3
Right-click the selected MBxxx =» Load data

Insert 4
Delete

Request status
Gek IDCL bexks
Gek IDCU data
Scan

It AEPIRfo %
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Load data from 1Q MultiAccess:

Controllers/terminals
Select the required MBxxx
Reset / Load data

¥ 10 MultiAccess --- Movar GmbH, developer licence - internal use only
File Edit View Help

L e Y  BRAIEHF. | & &> 9

o Peisonnel data
3 Visitor data
-] logdsta AC
'@ logdsta TR
|| Bookings IDCU
+ {J Drganizations
+ a1 Time tacks
+ 3 DataImport/Export
o Infolag
SF Chang Protocel
+ &1 Operators

= ™ Locations
~ “B GB 5K14 Hyde/ Holingsworth
& Personnel data
+ o} Visitor data
() Room/timezones
Room/timezones calendaibased |
% Room/Timezone gioups
[=] Doors
[] logdata AC
L;s logdata TR
| Bookings IDCU 4
&F Zones
+ ] Organizations
+ @ Actions
+ 159 Time tasks
+ B Data Import/E sport

TE_DDZ - MB1|

= ST

4 ) Commen " Actians (] Room/timezones allocah

1 | Resst/Losd doia | < - c

Naa TE_D0Z - MB10D

S Conilers/Termn )

With an online connection (e. g. via TCP/IP or IGIS-LOOP) from now on the modified data
will be automatically transferred to the IACP after saving.

To intruder alarm control panels connected via RDT (ISDN/analogue) there is no online
connection. There the modified data are only known after the next parametrization / data
loading via RDT.

This transmission can be automized by defining time windows for the corresponding
IACPs in the distant station tab of IQ NetEdit. If there exist data for transmission, the
RDT will start automatically within the time windows. At this juncture also IACP data will be
transferred to 1Q MultiAccess for evaluation in the logfile (see also chapter 6.6.7).

Eommon] Extended Distant station |

Type: MB100
Lazt modified:
Fhone number ’301388—
Guantity 5
Time window & [oro0 o718
Tirme window B ’W o 1215
Time window C ’W 1o 1715
Time windaw D [zz00 4 [231d

Alternatively the data transfer can be started manually at every time as described before.

be administrated directly at the IACP / via WINFEM.

From now on the data which are administrated by 1Q MultiAccess can no longer



Installation Instructions - IQ MultiAccess 235

15.6 Data administration via IQ MultiAccess / 1Q SystemControl
For detailed descriptions of the creation and administration of the room/timezones, data carriers (persons)

and their authorizations see user guide of IQ MultiAccess (P32205-20-0G0-xx) and/or 1Q SystemControl
(P03118-20-0G0-xx).

15.7 Evaluations in IQ MultiAccess / IQ SystemControl

For detailed descriptions of evaluation possibilities see user guide of IQ MultiAccess (P32205-20-0G0-xx,
chapter 13) and/or IQ SystemControl (P03118-20-0G0-xx, chapter 10)

15.8 Further information
v The installer should change the “Service”-password in order to have access to the system at any
time and no unauthorized person has administrator rights (if necessary create a separate
superuser for the system administrator, see chapter 2.5 and 8).

Create individual location managers with corresponding rights (see chapter 8).

Create a time controlled task for data backup, see user guide of IQ MultiAccess (P32205-20-0G0-
xX, chapter 11.7) and/or 1Q SystemControl (P03118-20-0G0-xx, appendix).

v Hardware subsequently connected to the IACP can be transferred to 1Q NetEdit by another scan.
This will not affect the already existing IACP-hardware.
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15.9 Checklist for IACP linking (MB-classic panels)

Deliverables/ check and set if necessary

OK

IACP

Backup data

Prepare for remote
parametrization

Disable access via IQ
MultiAccess

WINFEM / cenntral unit -
Common programming

LCD-operating unit
function 523 /512

Disable control via 1Q
MultiAccess

WINFEM / cenntral unit -
Common programming

LCD-operating unit
function 523 / 512

Convert data carriers to
IS-format

WINFEM / cenntral unit -
Common programming

Send programming to
panel

IQ MultiAccess
/1Q

SystemControl

Backup data create a time
controlled task if
necessary

User manual IQMA chapter

11.7, 1QSC appendix 2.7

IQ NetEdit

Global settings

Duress code

Location for IACP

VdS-compliant

enable double PINs

Addition number for duress

Keycode length

Assign software
- IQMultiAccess
- 1Q NetEdit
- 1Q Monitor
- 1Q Sysmonitor

- start IQ Monitor

- start 1Q Sysmonitor

Set up MBxxx

for all connection types:

Identification / ID-no.*
* = not with IGIS-
LOOP

Password *
* = not with 1GIS-
LOOP

Remote
parametrization code

with TCP/IP:

IP-address

TCP/IP-Port

Encryption

Key number

Key
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Deliverables/ check and set if necessary

OK

IP address of the
IQMA /1QSC
computer (cf. chapter
15.3, step 7)

with ISDN

MSN of IQMA-ISDN-
card as call number of
IACP

Trunk line request

Call number (= MSN of
IACP / DSxxxx)

Own call number of
IACP = call number in
IQ NetEdit

with IGIS-LOOP

IP-address of IGIS-
LOOP-controllers (for
passive connections)

Scan for IACPs

Right-click on MBxxx

Scan

Get IACP texts

Get IACP data

Check door data

Type of identification for
normal operation

Type of identification for
automatic operation

Open time

Keycode input time

Door open time

Door open signal

Multiple persons AC

IQ MultiAccess
/1Q

SystemControl

Room/timezones incl.
door / switching device
allocation

Data carriers incl. RTZ-
allocation

Create actions for
communication fault

User manual IQMA chapter
10.3, IQSC already existing
per default

Time controlled task for
data backup

User manual IQMA chapter
11.7, 1QSC appendix 2.7

Time controlled task for
loading holidays

User manual IQMA chapter |
11.6, IQSC appendix 2.76
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Deliverables/ check and set if necessary OK
IACP Enable access via 1Q WINFEM / cenntral unit - LCD-operating unit,
MultiAccess Common programming function 512
Enable control via IQ WINFEM / cenntral unit - LCD-operating unit,
MultiAccess Common programming function 512
IQ NetEdit or Load data per MBxxx Manually required for the first
IQ MultiAccess time
IQ NetEdit Change Service-password
Create location managers
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15.10 Integration of MB-Secure panels
AC Side:
IQ NetEdit: Definition of an intruder alarm control panel MB-Secure.
IQ MultiAccess: Creation and administration of data carriers/persons, room timezones and
authorizations inclusive allocation to persons/data carriers and switching
devices.

Displays feedback and events of the IACP/panel.

IQ Server: Data transfer from 1Q MultiAccess to IACP/panel and vice versa.

Those programs are part of IQ MultiAccess and can be installed either all on one computer or
divided to several computers (see chapter 2.2 and 3).

IACP Side

MB-Secure: Intruder alarm control panel IACP

Data transfer can be done via Ethernet (TCP/IP).
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15.11 Preconditions

15.11.1 PC - Software AC

IQ MultiAccess V17.xx or higher

15.11.2 PC - Hardware
For IP-transfer: Ethernet network.
15.11.3 Intruder alarm control panels

IK3 EU firmware (in IK3 mode*) as of V12.xx
MB-Secure panel: Firmware as of V4.6.x

Programming software 1Q PanelControl (as of V4.6.x).

* The use of a IK2 EU or a IK3 EU in IK2 mode is not possible in combination of a MB-Secure
panel integration.
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15.12 Procedure

The following pages describe the individual steps to be carried out in the required sequence. You will find
detailed information on the work with 1Q Net Edit in this manual, information on the work with 1Q
MultiAccess/IQ SystemControl and the individual IACP in the corresponding manuals. This note will not be

repeated further on. Appropriate knowledge is required.

Caution! Basically a data backup must be done on both systems before updating to the new
version and before starting the connection of both systems.

The manufactorer is not liable for data loss, direct or indirect consequential damages of all

types occurred by inappropriate handling.

1. Preparation of the IACP (see manuals of the corresponding central units and their programming
software.

2. Start IQ NetEdit (see chapter 4)

3. Set identic duress code (addition digit) and hold-up code (addition digit) at both systems.

Set identic keycode length at both systems (4 up to 8 digits).

Fa [QNetEdit - IONetEdit

File Edit View ?

Bef |/ 4 | %P2 ®

= Lﬁ& Netwark
= @ Location
- & pC_001 -PC
&) sw_002 - 10 Multiaccess
A SW_D01 - IQ NetEdit

—p G TR

—
—»

Carmma l

Type: Global gettiings

Allow double PINs

Mo duress code

Add for Duress code

1 i

Keycode length

The values entered at Global settings are used as default settings for new creatied locations and
as inspection values for the PIN-presetting in the personnel master files of IQ MultiAccess.



242 Installation Instructions - I1Q MultiAccess

4, Select a location for the IACP.

By use of mifare DESFire EV1 data carrier (MB-Secure in preparation) or by use of different type
of readers note the information in chapter 17.

If necessary, activate VdS compliant in the Common tab. If active, a location manager has no
authorization to enter, change or delete authorizations for disarming within the room/timezones.

. I0NetEdit - IONetEdit

File Edit View 7

S-S ARV R Y-

= ‘!% Metwork
S/} L ocation | &es!#%x | 10 - cutput | 10 -input | Switch over table | TRSx |
Comman

- B PC_001 - PC [ stended | Keycode | Feadersettings | Datacarrier coding |
[ sw_o0z - 1q Multisccess

A SW_001 - 1Q NetEdit Tope: Ecshn)
% Global settings Last madified: Thu May 29 08:10:57 2008
[} b, ]500
Diescription |Location
Imnport 10 |

Abzorpt. Threshold Value |D

Anorgmous bookings | |
# YdS compliant |

Active vV

Settings in the Key code tab:
Do not activate Allow double PINs.
Do not activate No duress code.

The settings of identic Add for duress code and identic Keycode length for both systems (4 up
to 8 digits) have already been preset by the global settings (step 3). Modify only if these values
deviate in this location.

File Edit View ?

SRS AR Yl

E-3% Network

33 Lokation

ol & PC 001 - PC

. =B COMPorl

=-B COMPort2

#-B COMPort3

-8 COMPortd

~[g) SW_002 - 1Q MultiAccess

Desfire | Desfirefie | Baudrates | Daylight saving time - Standard time |
Door | ACSx | IO @mmme=h IO -input | Swich overtable | TRSx |
Common l Extended Reader settings l Data camier coding l

Type: Location

Last modffied: Thu Mar 13 12:51:27 2014

i - etEdit low double

SW _001 - IQ MNetEds AMlow double PINs r
- SW_002 - IQ Monitor
L SW_004 - 1Q Systern Moniler Noes ool r
:} SINOEL K ynder Add for Duress code |2

15} SW 006 - 1 Alanm Monitor
T SW.016 - Q TBS Sync

Keycode length 6 |
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already allocated to a location as this could cause overlappings of a

Problem: The addition number for duress can not be changed after persons are
PIN/door code with a duress code of a door or person.

10/ NetEdit

1 If there are any persons assigned to the location,
the server won't accept a change of PIM length From
& digits back to 4 digits!

Solution: Create a separate location for the IACP connection. As long as no persons are
entered in this location, the basic settings can be modified according to the
IACP’s requirements.

Use the software IQ PanelControl to set up the corresponding values of identic Add for hold up

PIN and identic PIN length for both systems (for detailed information see the documentation of the
panel MB-Secure).

eaure 1
Bl 5Us-2 wnbulkes 001

] VU2 controller UU2 o Name MB-Secure 1

Bl 5Us-2 controller 003 version

General | Firmware update

BUS-2 controller 004 Y, State evauation
; ‘__y‘ Serial controller = =

_‘é‘_- Orboard devices Proesr [ailune Pusilive dive -
i P cameras Power failure delayed 1 Pasifive drive -
Power failure delaved 2 Positive drive -
H Accu voltagc low rositve drive -
Accu voltage low delayed Positive drive -
@ Power failure delayed 1 [m:ss] 00:20 -
Power tailure delayed 2 |hh:mm:ss| 0:40:00 -
Accu voltaoe low delayed [m:ss 00:20 -

FadMJ—\

Global user settings

PIN herglh 4 -
Hold-up PIN PIN+5 -

Active serviang level 3 inhibits positive drive condibon

Limit events per detector group Unlimited -
ENLog

The workstation controlling the IACP require the programs as follow (right-click =» Insert =»
Software):

= |Q MultiAccess

=» 1Q Monitor

=>» 1Q SysMonitor

= |Q NetEdit (already assigned to the workstation of the standard location as a factory setting)

We recommend to start and connect the installation supporting programs IQ Monitor and 1Q
SysMonitor (see chapter 13).
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7. Insert an MB-Secure panel

TCP/IP transmission

. . . = HNetwork -
Define a workstation with an TCP/IP “?..@ Lokation | Common
connection to the MB-Secure. A o -
Delcte Softwarc 3
Reinitialize Devices 13
I AEPInfo Controllers/Terminals » ACSS
There are as many as desired it
intrusion alarm control panels to be T
set up in IQ NetEdit. TRS15
ME100
MELDD-54
MB43
MB24
ME-Secure [:

=» Common tab

Enter an unambiguous description the intruder  Commen |Etended|

alarm control panel is listed in IQ MultiAccess. Type: MB-Secure

Last modified: Mon Dec 07 14:08:47 2015
Enter the own IP-address of the IACP in the field
IP-address. o F
The field TCP/IP-Port should remain (or be setto) B |'1I'E 014_MB_SMEN° -
the factory setting of the IACP (12355). Ees =

IP address 152768 3 3¢ TCPAPpor [12355

Active ¥
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-» Extended tab

Transfer the required IACP data to 1Q NetEdit. Common  Extended

Enter the same password and identification as in the tge MB-Secure

corresponding input fields of IQ PanelControl. e e T
Password |’“"‘“"
Identification |Panel_1

In the input field of the programming software 1Q
PanelControl the user name for identification in the software
IQ Multi Access is entered. Also you must enter the Name

password here. .

Allgemein

IQMA

v

Benutzername Panel_1

Passwort

Right-click the workstation to which the IACP is connected
=» Reinitialise.

With a correct working connection the corresponding panel will be
displayed with a green dot.

S-af Network
5 @ Lokation
&8 Firma A
ey (e o2 o
. @B coMPd
a1 TE003 -
- [l TE_004 -
L[ TE0S -
- Firma B

Add »
Delete
Reinilialiee

1Q AEPInfo

TACP completely read out
Door interfaces read out m
Get IACP data

Get LACP texts

With an existing and working connection the 33?5’:;::&“
data of the panel can be read out. By right- | o @+man
clicking the selected IACP =» Control panel S
data import =» IACP completely read out, fgjm:mf
all the recognized door interfaces will =05 MB Sccug
automatically be set up in IQ NetEdit. it - il 4
off B D Contrel panel data import "
o 1EUL2 SALIOSH Recint s
FimaC L 5
g Gluohal eling Load data
14 ALPInfo
Location change [

Optionally the menu items =» Get IACP texts and = Get IACP data can be selected. If not, the operating
unit authorisation groups of the panel and the individual panel texts of the panel will automatically be
transferred before the first parametrization (in case that data carriers have already been entered (new) in
IQ SystemControl/IQ MultiAccess and should not be overwritten by old data of the panel).
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Door data:
After scanning there are doors in 1Q NetEdit with the Fie JBdt View 7
designation DRxx = door unit with numbering of = VbRl P
the IACP. = i Metwork

= Operatars

Check / set each door:

SErVICE
- £ GB 5K14 Hyde{ Hollingsworth
"’ Operators
ﬁ ZONeEs
- ) Controllers/Terminals
2 [re 00z 100
— = Doors
DR_00S - Door 5 (SU7)
DR_006 - Door 6 (SU8)
DR_007 - Door 7 (5U3)
DR_008 - Door & (SU10)
DR_003 - Door 9 (5U11)
DR_010 - Door 10 (5U12)
DR_011 - Door 11 {5U13)
DR_012 - Door 12 (5114)
DR_013 - Door 13 (SU1S)
Ag User defined fields

Times (outside/inside): Definition of times for individual timers, some separated according to the

door sides.

Open time:

Key code input time:

Door open time:

Door open signal:

Comemon ] Patameter | Multi eye AC / Image compare / ATR |

D | | Mo T

Description |DR_005 - Door 5 (5U7)

e e
c c

Times Outside {sec}

Open time [10 [
Key Code input time i‘l[l— ]—
Times (sec) =
Door open time [10
Door open signal |5 F
Active v ‘ ) ._.- ) . ‘

Activation time of the door strike. During thuis
time the door can be opened.

Within this tiem the key code (=» PIN or =» door
code) must be typed in. If the code is not
entered completely after this time has expired,
the complete entry must be repeated.

Maximum time a door is allowed to be open. It
starts when the monitoring contact indicates the
actual opening of the door. After expiration of
this time an alarm will be triggered (Door
opened too long).

If a reader/keypad is equipped with an internal
buzzer, it indicates on the beginning of the door
open signal time that the door should be closed
as otherwise the door open time expires which
causes an alarm (Door opened too long).

The time for the door open signal should always
be shorter than the door open time in order to
remain enough time for closing the door. The
door open signal time ends at the same time as
the door open time.

%
e : _::

Acoustic door open signal P \

Alarm, if door is still open
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Operation mode (outside/inside):
For each door side there can be

defined a type of identification required for entry:

Data carrier only
PIN only

PIN + data carrier
PIN or data carrier
Without time check
Access inhibited

There is always one criterion to be valid for one operation mode:

Normal operation:

Automatic operation:

The selected access criterion is valid for the door being in normal

operation.

The selected access criterion is valid while the door is set to autimatic
operation. Automatic operation can be used to set the door to permanent
release / permanent block at predefined times (examples see user

manual).

Darnmouﬂi eye AC / Image compare / ATR

D | i
Description |DH_CI1D -Door 10 [SU12)
Operation Mode Outside

MNormal operation | Datacarrier Only v
Automatic oper. |Datacarier Only -

—

No,_

Operation Mode Inside

MNormal aperation | D atacarrier Orly Ll
Automatic oper, [Datacarier Only |

I

—>
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15.13 Data exchange

15.13.1 Data acceptance from IACP

By linking both systems, the IACP and IQ MultiAccess, all data relevant for the door interfaces (doors) and data
carriers (persons) are centrally administrated in 1Q MultiAccess. For the initial connection of both systems the
already existing data of the IACP must be either transferred to IQ MultiAccess or newly created there.

Pay absoluteley attention that all relevant settings are identic at both systems, then starting the data
transfer (see chapter 15.3).

Get IACP texts

Right-click the required MB-Secure =» Get IACP texts.

All customer specific designations of switching devices, inputs/outputs etc.will be receved. They are required for the
evaluation of the eventlog via =» Logdata IACP

Get IACP data

Right-click the required MB-Secure =» Get IACP data.

This program section transfers all operating unit authorisation groups, room/timezones, data carriers and their
authorizations (data carrier no. name, IS-code and PIN) to IQ MultiAccess.

If the transfer of those two data have not been done before the first parameterizing of the IACP, 1Q
MultiAccess will automatically get the data of the IACP before the parametrization gets started. This
guarantees the users being still able to log in to the operating units.

This data transfer is not viewd on the screen. These operations can be visualized via the installation
supporting programs =» 1Q Monitor and =» 1Q SysMonitor.

Contrary to the AC-controllers, the MBxxx will not be parameterized automatically on exiting 1Q NetEdit.
This must be done manually for the first time (see 15.13.2). Only accordingly relevant data will be updated
automatically.

=
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15.13.2 Data transmission from 1Q MultiAccess

The initial parameterizing / loading data must be executed manually.

Caution! Check, and if necessary correct the data transferred from the IACP

in 1Q MultiAccess before the first parameterizing.

Activation of 1Q MultiAccess connection

1Q PanelControl

Explanation

=>» |Q PanelConrol - Configurator
-» System tab
=» Navigation area =» Remote clients

Access via

IQ MultiAccess / IQ SystemControl Active X
Input of User name and Password.

After that = Send configuration to the panel.

Data of the MB-Secure panel can be read
out and take over with 1Q MultiAccess or
IQ SystemControl.

AC-functions, such as brief release,
permanent release, permanent lock affect
directly on the door(s) at the push of a
button within IQ MultiAccess, 1Q
SystemControl or IQ NetEdit.

=» |Q PanelControl - Shell
=» Navigation area =» Panels
-» Kontextmen( =» Service functions
=» Other tab

=>» Read from panel
Checkbox

IQ MultiAccess / IQ SystemControl full access X

After that = Send configuration to the panel.

Data created in 1Q MultiAccess or IQ
SystemControl affect directly on the
intruder alarm control panel and can no
longer be defined via 1Q PanelControl.

Create actions in IQ MultiAccess which display messages in case of transmission faults (see user manual
chapter 10.3). Do not exit IQ MultiAccess in order to display messages when they occur. These messages

do already exist in IQ SystemControl in ex-works condition.

Load data from 1Q NetEdit:
Right-click the selected MB-Secure =» Load data

O ah Metwaork
M @ Lokation Eokutiyy | Bdended |
=& Mima A Type: MB-Se
o1 B PC002-PC
5B COMPortl
& Te.002 MB100
e[l TE 004 - MB48 =
000 e L -
=& Firma B Add » [-'
=58 PC003 - PC Delcte
B COMPortl t

Last modified: Mon L

{EIRSES

Cunbrol pard duala irmpurl k

g TEO12 SALTOSH
@ hirma € Reguel slalus
% Global settings Load da
1Q ACPInfs

Location change
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Load data from 1Q MultiAccess:
- Controllers/terminals

- Select the required MB-Secure | e a’ fh TG A { COTORSIS: 1 ENTRNGE - B3 FUHC0esS — NOVST GITIH 1, UCVERTaT BOCHUE - SIEiTion USE TRy
- Reset / Load data -~

Firma A / Controllers/Terminals: Occupancy 5

i Sahis

1 TE_003 - MB100 v Communication roubled!
2 TE_DD4-MB4B v Communication troubled!
= pos.acs: = ot S

4 TE.DO8-ACSS8 Ll Communication roubled!

:TlI TE_O15 - MB-Seare

i-() Room/Tmezones
L Room/mezones calendar b. .
=@ Selinpiens

' B LootataAC 1 -
~[@ Logdat 11 I J

IE 015 -MB-becure : No.5

Q) || <= e a—————————————0——-

T [} Reset A i

Lontroler number 5

Hame. TE 015 - MB-Secure.

With an online connection (via TCP/IP) from now on the modified data will be automatically transferred to
the panel after saving.

From now on the data which are administrated by 1Q MultiAccess can no longer be administrated
directly at the panel via IQ PanelControl.

15.14 Data administration via IQ MultiAccess / IQ SystemControl

For detailed descriptions of the creation and administration of the room/timezones, data carriers (persons) and their

authorizations see user guide of IQ MultiAccess (P32205-20-0G0-xx) and/or 1Q SystemControl (P03118-20-0G0-
XX).

15.15 Evaluations in IQ MultiAccess / IQ SystemControl

For detailed descriptions of evaluation possibilities see user guide of IQ MultiAccess (P32205-20-0G0-xx, chapter
13) and/or 1Q SystemControl (P03118-20-0G0-xx, chapter 10)

15.16 Further information

v The installer should change the “Service”-password in order to have access to the system at any time and

no unauthorized person has administrator rights (if necessary create a separate superuser for the system
administrator, see chapter 2.5 and 8).

Create individual location managers with corresponding rights (see chapter 8).

Create a time controlled task for data backup, see user guide of IQ MultiAccess (P32205-20-0G0-xx,
chapter 11.7) and/or IQ SystemControl (P03118-20-0G0-xx, appendix).

v Hardware subsequently connected to the IACP can be transferred to IQ NetEdit by another scan. This will
not affect the already existing IACP-hardware.

4 Operating rights of users for operating units are managed by means of operating unit authorisation groups.
Programming and configuration of the operating unit authorisation groups is made with 1Q PanelControl
when programming the MB-Secure panel. When installing IQ MultiAccess the operating unit authorisation
groups of the MB-Secure panels are transmitted to 1Q MultiAccess.
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15.17

Checklist for IACP linking (MB-Secure panels)

Deliverables/ check and set if necessary

OK

Define PIN length

IACP Backup data
Prepare for remote
parametrization
Activate access for IQ PanelControl - Send configuration
IQ MultiAccess Configurator. to panel
Remote Client - IQMA
Activate full access for 1Q IQ PanelControl - Shell. Send configuration
MultiAccess Service function - IQMA to panel
IQ NetEdit Global settings Duress code (Hold up code)

Disable double PINs

Addition digit for duress

Keycode length

Assign software
- 1Q MultiAccess
- 1Q NetEdit
- 1Q Monitor
- 1Q Sysmonitor

- start IQ Monitor

- start 1Q Sysmonitor

Set up MB-Secure

connection type TCP/IP

Password
Identification
IP-address
TCP/IP-Port

Right-click on MB-Secure

Control panel data import
IACP completely read out

Check door data

Type of identification for
normal operation

Type of identification for
automatic operation

Open time

Keycode input time

Door open time

Door open signal

IQ MultiAccess /
IQ SystemControl

Room/timezones incl. door
/ switching device
allocation

Data carriers incl. RTZ-
allocation
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Deliverables/ check and set if necessary

OK

Create actions for
communication fault

User manual IQMA chapter
10.3, IQSC already existing
per default

Time controlled task for
data backup

User manual IQMA chapter
11.7, 1QSC appendix 2.7

Time controlled task for
loading holidays

User manual IQMA chapter
11.6, IQSC appendix 2.76

IQ MultiAccess /
IQ SystemControl

Backup data create a time
controlled task if
necessary

User manual IQMA chapter
11.7, 1QSC appendix 2.7

IQ NetEdit or
IQ MultiAccess

Load data per MB-Secure

Manually required for the first
time

IQ NetEdit

Change Service-password

Create location managers
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16.

17.

17.1

Door guard connection

Escape doors must not be locked and can so be opened using the door handle without identification. Door
guard is a device to be connected to an intruder alarm control panel in order to monitor non-authorized
openings of such a door and triggers an alarm if necessary.

Setup in 1Q NetEdit:
All hardware connected to an intruder alarm control panel, master files and texts will be recognized on

initial connection of an IACP to IQMA (cf. chapter 15)

Subsequent installation of door guard devices:
Insert a switching device at the respective intruder alarm control panel according to installation instructions
(P32205-26-000-xx, chapter 15.3, step 8. Select door guard in the field type.

Mifare DESFire EV1 data carrier

Installation
1. Installation of the USB desktop reader and the concerning drivers according to chapter 6.4.1.1.
2. Insert at the appropriate workstation aread-in  common |
station to the COMXx interface allocated by the ., S
Operatlng S_yStem (Cf Chapter 6411) Last modified: taon Feb 07 05:25:40 2011
Type: Admitto Desfire.
D Mo
Desaription |TE_D18 - Readin station
Start position 1
length |2g Type (
. use
facich™ ADMITTO 2w
Cancel | A
5
3. Settings of the concerning location / the concerning R IS e e I |
reader: D ata carier coding ] Desfire ] Baudrates | |
Cormmar ] Extended ] Kep code Reader settings
a) Reader settings tab: Type: Location
Reader type: Mifare Desfire var. DIN Last modifisd: ~ SunJun 08 23:4317 2008
Reader tppe

Data camer coding  DIM war. TTEse
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b)

Data carrier Coding tab

c)

Tab Desfire File

Here, an application is operated in the data
area of the DESFire card. Applications can

10 - output ] 10 - input ] Switch over table ] TRSx ]
T Extended ] Key code ] Reader settings ]
Data carrier coding ] Desfire ] Baud rates ] Droor ] ACSx ]
Type: Lacation
Last modified: SunJun 08 23:43:17 2008
DIM coding
Start pozition Characters
System number 0 |D
Data carrier nurnber |1 |1B
Werzion number 0
DIN system number 0
DIM start sign < 0 ?
System number 0

Daar ] ACSw ] 10 - oukput ] 10 - input ] Switch over table ] TRS« ]

Common By Key code ] Feader settings ] Data carrier coding ]
be used with DESFire and DESFire EV1 Dresfire audlates] D aplight savingtime-Standardtime]
cards. To ensure the highest security ™= SEEflE

level possib'e, we recommend the use Last modified: Mon Jun 09 08:43:17 2008
of DESFire EV1 cards.

v PICC set / use
- e

It is only when parameters are entered in
this tab that the two keys that can be
recorded in the Desfire tab are read keys
for the application and used for a key
change. If no parameters are entered, both
keys that that can be recorded in the
Desfire tab are the general pass keys of the
card. For this reason, when programming
for Desfire File, care must be taken to ensure that the hardware deployed uses the
corresponding (latest) firmware versions.

™ PICC with AES encoding
I™ Applicationen listing with PICC anly
I™ Create Application with PICC anly

Gen. |

[~ Use Random D

Main key &ppl. |

When the function Desfire File is activated, the data required by the system is read out
from or written into the corresponding data area of the DESFire/DESFire EV1 card.

Key PICC (PICC = Proximility IC Card): Denotes the general pass key of the
DESFire/DESFire EV1 card. This can be generated by pressing “Gen. (generate)” or
entered directly (values: 32 characters hexadecimal 0-9 and A-F combined in any desired
sequence), and must be carefully backed up using the export function. The PICC key
must be defined once at setup and may not be amended thereafter during operations.

When AES encryption for PICC is activated, the general pass key is encrypted on the card
via AES encryption. In other cases, the Tripple DES encryption procedure is used (AES
only with DESFire EV1). When “Activate random ID” is activated, the card logs into the
reader with a random ID, preventing tracking (pursuing, key sensing) of the ID card.
Once set, a random ID on DESFire EV1 cards cannot be cancelled. To maintain the
highest possible compatibility between different applications, Random ID should remain
deactivated. During the operation of the DESFire cards, the two check boxes (“AES
encryption”, “Random ID”) should not be set. Any option can be set when DESFire EV1
cards are in operation (ensure compatibility with other applications).

The following two check boxes on the tab control the rights for application listing and new
application definition, ensuring these are available only with the PICC key.
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17.1.1

Main key Appl: This is the general pass key of the application. A key for the application is
saved at the time of initial installation. This. like the PICC key, can be generated by
pressing “Gen. (generate)” or entered directly (values: 32 characters hexadecimal 0-9 and
A-F combined in any desired sequence), and must be carefully backed up using the export
function. The general pass key of the application must be defined once at setup and
may not be amended thereafter even during operations.

Novar has its own registration for the application ID used.

If a key change is required by rotation, the new and the old key are entered in the Desfire
tab. (Carry out the key change as described below in 17.1.1).

If earlier installations have to be migrated to the “Desfire File” system, proceed as follows:
- All cards on the site must have the current primary key, e.g. Key A.

- Backup this primary key using the export function.

-In the Desfire File PICC tab, click on the checkbox Set/Use and import this key as “PICC
Key” using the import function.

- Use AES encryption.

- Then scan in all cards again using 1Q MultiAccess / 1Q SystemControl so that the
application is launched.

d) Desfire tab
At least one of the two possible keys (encryption ST
codes) must be added and defined as a primary key | "
(Key A, Key B). checkem o cce o /O Y|
There are 2 keys (encryption codes) to be deposited | " [Tedaiziszmz0 s
(key A, key B). Input manually or via the “Generate” W KevB
button. The display will read “XXXXXXXXXXXXXXXX", in | ke !

Gen.

e . . Check: ,7 B 7
addition a checksum will be displayed. e e Pinaykey _Ew |
Timestamp |Tue Oct 12 16:22:00 2010 Imp.

Values: 32 digits hexadecimal (0-9 and A-F arbitrarily
combinable).

This code is used to encrypt the card data on the transmission path.

Key A is by default the primary key. Using one key only requires no further settings.

Save the settings/changes with the “Apply” button.

Important note: If no entries are made in the Desfire File tab (all check boxes unclicked) and only
the keys of the Desfire tab are used, the following values are defined for DESFire EV1 cards: AES
encryption for PICC, Random ID activated - only DESFire EV1 cards possible! Basically, this
operating mode has been used up through IQMultiAccess version V12,

Changing the key

Depending on the configuration in the Desfire File tab, either the read key or the general pass key of the
card is changed. The procedure for key changes is the same in both cases.

To prepare changging the key first a second key has to be entered in the Desfire tab.

At the changing time the new key must be marked as primary key - this causes an automatic switch of the
previous key to secondary key.

The reader firstly tries to recognize the card data via the primary key while reading, if this is not possible, the
secondary key will be tried. This method allows changing the key during business operation. The card
owners have to have their cards programmed to the new key within a certain period of time. This can be
done via a read-in station (e. g. in the personnel office) or via a self-service station IQKeyChanger.

After expiration of the transition period the secondary key will be deleted or replaced by a new key which
later on will replace again the current primary key.

The key can be exported and imported using the Exp. and Imp. function keys, if e. g. all locations are to use
the same key.
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reprogrammed. They must be depolluted. IQMA provides by help (list function in the personal

Note! Cards, which have not been changed till then can no longer be read and
data) of the checksum a possibility to find out which cards have not yet been updated.

17.1.2 Setup of IQ KeyChanger

1Q KeyChanger is a software installed on a separate PC where each card owner can have switched his/her

card to the latest primary key. This requires also a mifare Desfire read-in station at this computer (see
above).

For updating the card to the latest primary key simply lay the DESfire data carrier on the read-in station.

Display at the read-in station:  LED yellow on

The current primary key will be written onto an authorized card laying on
the read-in station.

Unassigned visitor cards will be reset to default key by this procedure.

Display with correct read / write process at the read-in station: green LED lights up for 5 seconds.

“a |QNetEdit - IQNetEdit

File Edit ‘iew 7
i Bé| o & | % (B2 7
= E.EE Metwark,

- GB 514 Hyde/ Holingsworth Eamman
+- JB PC_001 - PC

Tuoe: ‘whorkstation

Interface [ B s
Delete Software 1) Multificcess i

. 1 Relnitialise Devices 3 1Q MetEdit

- " Controllers/Terminals  k 1¢) Monitor
+- BE GB BM457 Brighton MNa Mys (1504

)
) GE 5T 113 Stoke-on-Trent 1Q System Manitor
+- B GB Y0325 York/Strensall De:  1QWYFS sk
+- BB G 593 Sheffield/Attercliffe 1G Guard
+|- BB Site with cylinder doors mifare 1Q Wisitor
+- Bl Location Cor  1Q Cylindsr M
Global settings I~ UselP

Active v

Cancel |
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18. Connection of TBS biometric readers

TBS biometric readers are 2D or 3D contact-less fingerprint controllers for maximum recognition certainty.

1. Integration with 1Q MultiAccess from V18 onwards and 1Q SystemControl from V13 onwards requires
appropriate licensing! The option may be purchased if required.

2. Installation of the TBS finger scanner and relevant driver based on the documentation accompanying the
device. For details, refer to the original documentation of the relevant product.

3. The TBS finger scanner is installed and connected via a corresponding ACS-8 over the model bus
connection of the controller or via a IK3 evaluating unit and the corresponding intrusion alarm control panel.

The procedure for connecting the TBS is described step-by-step below.

18.1 Installation TBS-Software

(Install once on server / driver installation for Enrolls on IQMA
clints:
TBS Installation CD\TBS\Driver\2D or 3D)

1. Insert TBS DVD
BAWE Prerequisites
2. Go to directory: i . s
MasterCD \ TBS \ WebEdition \ Installation Helper \ 3 SAlectatationtiore : imrdens, Tl

BalnstallationHelper sve

Microsofft Administration.dll
Double-click: = BAlInstallationHelper application o
(not exe file!) ;

x
3. Necessary drivers and software are checked, missing =~ Yoraussetznaen: @

components are displayed in the status column, click — [f e T U L e
=» Install if necessary in the action column. 2 15 Konfiguraten © N vertugbar
(@] | m nent rein t Il d r d 3 ASP.NET (v4.0+) Regsmerung n 115 © nichr nstabert Instabere

nce all components are instalied, procee 1 Mauosoft SOL Server (nur 'SOLExpress’ Instanzcheck) €3 Ncht nstabert  [nstaliers
to step 11 5 URL Rewrte Modul fir 115 € Ncht nstalert Instalers
=» Install BioManager WebEdition.

’ |

4. Required settings are shown on the left. Settings
on the local computer are shown on the right. Tick S
the appropriate checkbox as shown in the figure to e N
the left, then click < OK. R ———————
Sometimes, you may have to wait longer for the §
installation to complete. Please wait for the next B
screen! 43

.'| o
5. Repeat the process for all drivers that were not

found on the system.
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10.

11.

12.

13.

14.

15.

16.

17.

During the installation of SQL server, tick BT g==mry =i
the checkbox

=>» Accept Licensing Conditions, then
=> Next.

Accept suggested defaults by clicking =» Next. e Y e
Fetirbechimirkeg = - i
e |
M ———— Kenweart bestabgen: [
SQL Server-Administratoren sageben

[
-
i g

ainuelion Berurzes wnndiges | mendigen_ | Exdemen |
£ Pehlendes Kenrwort fir des 54-%ontn, Das Kennwort flir des 54 #anto st fir den SOL-Authentfinen...

cauuck | weees | abaeeenes | wite |
P

Enter a password of your choice (at least 9 characters, upper/lower case, numbers and special characters
allowed (e.g. "Honeywelll!))

After the installation completes, click =» Close.
To set up the IIS URL, tick the checkbox =»Accept License Conditions, then click =*Install.

After the installation completes, click =» Finish.

0 BmAdvin Installation Helper - w10.1.41 E - ¥

3
H H e 1 Miosoft Intemet Information Services (115) v7.5+ @ Instaker
Click = Install BioManager WebEdition. i e O
3 ASP.NET (v4.0+) Regstrierung n 115 & Instabert
4 Mcrosoft SQL Server (nur 'SQLExpress’ Instanzcheck) & Instatiert
5 URL Rewrte Modul fir 115 & instaliert

/7 Installiere BioAdmin WebEdition

Io] Intemet Information Services (115) stopped during installation.
Confirm with =» OK.

[ setup1ns webtdmon e

WebEdition R8 Beenden des TBS WebEdition
. g Setup-Assistenten

Accept default values with =» Next.

Tick checkbox =» | accept the terms and

. . ha NebEdition auf
conditions, then click =» Next. oA s e

Computer abgeschlossen. Die Anwendung kann Gber die
mstallierten Programm-Verknipfungen gestartet werden.

Accept default values with = Next | FesSteE o .

(Multiple windows), then click =» Install, =» Next
(Multiple windows) and =» Finish.

™ Open WebEdition 'Best Practices’

™ Show information about RemoteSync web service
™ Show information about RemoteDevice web service
™ Show information about RemoteZone web service

Click = Complete.

Message: IIS Services started, confirm with = OK.
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18.2 Install and configure TBS devices
You can find installation instructions on the TBS DVD in the file:
TBS\Mounting and Installation\TBS Mounting and Installation Instructions.pdf

1. Connect the TBS device to the computer (Ethernet cable/switch). Terminals are placed on the DHCP
(factory settings). The computer and terminal must be in the same address range.

2. After initial commissioning the TBS display shows =» Select Mode.

Select = Network (tap on screen) and confirm with button =» Arrow.
Confirm a second time with button =» ¢.

Network mode

StandAlone mode

Template-On-Card m

(3D Terminal can alternatively display WE mode instead of Network mode).

3. Access via sequence from =» right to left
(Only when display from point 4 does not appear automatically).

‘%vm‘%?"“

!EE':'ﬁ Network Settings

Device
Device IP: 22 (Static, LAN)
Device MAC:

4. Tab =» Network Settings / Device

BioAdmin Server

a' SeIeCt 4 Conflgure Status: {Web Edition)

Server IP: 192.168.1.10:80

More Options
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=

LAN Settings, tab =» Static recommended

o

Input of the IP Address

o

=» Save (tap on disk symbol)

e. End with = X

Configure BioAdmin (BioManager)

a. Tab =» Network Settings / BioAdmin

Server
Select = Configure

b. Input of the IP address of the computer TBS
is installed (could be the same computer as

IQMA runs).

The port will be added automatically using “:”

as a separator, (standard = 80).
C. =» Save (tap on disk symbol)

d. Exit with =» X (2 times back to start screen)

More options

a. Install of Update Server
Tab =» Network Settings / More Options
Select = Configure

Network Settings

LAN Settings
Type:

Static

Static IP Address:

MNetwork Settings

Device

Device IP: 192.168

Device MAC:

BioAdmin Server

Network Settings

Protocol
Address and port: 19,

Suffix:

Network Settings

1)
Device
Device IP:
Device MAC:
BioAdmin Server

Server IP; 192.168

More Options

Update Server: 192,168

XML Jer; Nane

00:50:C2:

192.168.
00:50:C2:C6:D5:CF

Device address

Dynamic (DHCP)

1.22 (Static, LAN)
CE:D5:CF

{(Web Edition)

BioAdmin Server

https

/BACore/RemoteClient.svc/basic

1.22 (Static, LAN)

{Web Edition)

1.10:80

.1.10
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18.3

b. Activate Update Server :
Conﬁrm W|th -> Yes = ] Network Settings Update Server
Active: Yes
C. Input of the IP address of the computer

IP Address: 192.168.1.10

BioManager runs.
d. =» Save (tap on disk symbol)

e. Exit with =» X (2 times back to start screen)

Activate Honeywell mode

Activate Honeywell modus by input in browser: “?"EYWE“
http://<IP-address of terminal>/special-version/honeywell Honeywell Mode Activation
(z.B. http://192.168.0.37/special-version/honeywell) &wm

Confirm with =» Activate

. . Honeywell Mode Activation
Additional security query
Please confirm to switch to Honeywell mode.

Confirm with =» Activate

Cancel 4—
Wait until terminal finished reboot (displaying
Honeywell-Logo).

Start BioManager

Enter in a browser = localhost/bawebclient
User (Operator ID): sysadmin
Password: 12345678

If an error message appears instead of the BioManager start screen, execute the file "x64" (64-Bit-version)
or "x86" (32-Bit-version) from TBS installation-DVD to be found in
\TBS\WebEdition\InstallationHelpen\BAWE-Prerequisits\URL-Rewrite

Reason: The 1IS-settings can be modified by previously installed programs, which also need IIS-services.

In BioManager / Clients/  giouanacer R0 1B
the terminal is shown red. e

. . T&A ~ MAINTENANCE ~
a. Validate Client

(Symbol circle with hook) @ CLIENTS MANAGEMENT

[3rag & cobamn haader and drog It hars 15 Group by that column. | & |
v Syme A

Status Mo me © minClient 1D T TP address T Type

i
{

bl
| o |
[ o ]
=

g°aa
g a8
-
W
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b. Name (designation of door)

Validate client

c. Sync: ON

|
t)l —> Name |[.IL\

c —» -~ Kl

d. Repeat name of step b.
(designation of door).

e. Enroll: ON

f. Confirm with
=» Validate

) BIOMANAGER R8.0
g. Reload DB on Client

(Symbol circle /2 arrows)

Bl cuems uamasenent
T Syne  Active  Eoroll
B E .o
WO R e s opes
mnm«xa@‘— g
SRR

Status  Mame

ifine 30

Confirm information in next window
by clicking =» Reload database.

18.4 Connection to IQMA

18.4.1 Setting up 1Q NetEdit

1. TBS Sync software can be installed at the desired
location.

This is a service that allows user and card data to
be synchronized. It is recommended that this
service be installed on the same PC as the IQ
server.

Enter the computer name and its corresponding
TCP/IP port in the input field (here, port 80 for
example).

Access points

T mioCHent 1D

(3] Name

CFO1360500160000

2

d

3D

MAINTENANCE ~

Active Enroll

El El 4«— ¢

TBS &

| Reload database on client

Warning: Th
information n

| Are you sure you want to reload database on client? This operation may take
some time depending on the amount of users to be synchronized.

clients cache additional information during runtime. This
be delat

wd when you reload.

< Reload database Cancel

s LR TS

I8 TONotFdit TQNﬂ-Fr];—‘

Datei Bearbeiten Ansicht 7
ERilv +%[%272
E)ﬁ Metzwerk =
D@ Lokation it |
- = i ion
B Einfigen 3 Interface (3
! Laschen Software 3 IQVPS
Reinitialisieren Gerdte 3 1Q Guard =
" g IQ AEPInfo Terminals » 1Q Visitor [
-2 5U 004 - Tastatur (2) Beschreip|  1Q Cylinder |
23 SU_005 - 12fach Ein- 6fach Ausgangsmo IQ) Tableau o
252 SU_006 - Modulbus (0) 1 Bedienteil r
Rechner]
5U_007 - Tuermodul (1) 1Q KeyChanger A
[-5% SU_013 - 4fach Ein- 2fach Ausgangsn IP Adress e
&2 Leser + Tastatur fiir Lager auBien (3) Y”ch |

T T TR TR S W -

| Dmtei Mesrheiten  Ansicht 2

m b COMPull
w-B COMPort2
=B COMPort3

B TFOE ACSE
=B CoMPortd

B sw ooz~
A 5w 001 -
5w 003 -
W SW_004

Ty S0l

ER RN T
B vw -

1 Mullificesss
9 MelEdiL

9 Munilu

1Q System Monitor
1) Cylinder

1) Alarm Mondtor
1) Idrteblesu

Agemein |
- i3 TRS Syne:

Letze Andenung:  Tue Dec 02 10:46:42 2014

13
Beechebung  [SW_013 -1 TES Sne

—

w

Hewduns

TBSComputer Po

-4y 1k DL - SALID SHIP 3 A 2

© EIGENEET

Aibnedin | Ubemtmrn

= TR YT p—
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If necessary install TBS Sync (will be done normally within the installation of the TBS option). Observe during a
post-installation:

=» Setup -> Repair -> add this point

or

=» Honeywell -> 1Q_MultiWin -> IQ_Services -> IQ_Setup -> Setup TBS.exe

Using the IQ TBS Sync service, the file IQTBSSync.exe.config (in the 1Q_Services directory) is installed on the
computer which contains the configuration data. This file can be viewed or edited using a text editor (e.g. Notepad).

No changes should be made to this file for a standard installation.
</configSections>
<IQSERVER ServerIP="127.0.0.1" ServerPort="23757" />
<BranchSync="0" />
</configuration>

Take the IP addresses and ports for the entries IQSERVER and IQTBS into consideration, or change them if the
system is running on some other computer on the network. Setting for BranchSync:
0 2 1 site (lokation)
1 2  Multiple sites (lokations, only with location extension). In this operating mode, care must be
taken to see that the same card encoding and PIN is used for individuals at all sites.

TBS software is required and must be purchased, therefore, this value should not be changed!

2. Integrate the reader into the system within 1Q NetEdit
(ACS-8 > Module bus). Set the relevant reader type in the

Aligemein | Offiine Fall  Leser Einstellurgen

tab “Reader Settings” (also see chapter 6.4). » Hiee
Type: TBS reader -var. DIN Letzte Anderung:  Tue Mar 26 13:52:23 2013
Lesertyp
3. Definition of doors in IQNetEdit in based on the Sri DIN varisbel
configuration (see Chapter 6.5, Defining Doors). DIN Cods drshen [~
rBinzugsgeschwindigheit
langsam schnell

Abbrechen Ul;emehEen

Note: During commissioning in the Web client of TBS (BIOADMIN WEB CLIENT) a one-time
synchronization of all recorded user and all 1Q read-in stations must be made.

From now on all relevant master data from IQMA will be synchronized with TBS and are visible in
=» BioManager in the =» USERS tab, e. g. IQUSRxxX.
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18.4.2 Set up IQ MultiAccess

b el
1. Start = IQMA.

C
a. Add new person in location / must have an IS-

code (Enter IS Code in "Data carriers" tab or
read in transponder).

Common | Dalacanier | Accessdote | Allendane e 520 Acli
| Ehparameter | (3) Room/Timezones | () Room/Timezone grous
Common oplions
Ext. controling alowed

¥ Lt Iimaye Cusnpiare
¥ Permitted to receive visitors

b. Tab =» Zutrittsdaten =» Parameter —
. s for o PAR
-» TBS role to = Admin. _ :
¥ Uss Antipasshack
-» Save ¥ Use Barring Repeated Entry
. ) . A A . Authorization
If the first time a fingerprint is recorded in IQMA/personal R enerel aurorzaton (ony AL<omtrlie)
data, IQMA is listed in the BioManager software and is © via Room/Timezoncs and groups
to be validate. (As described in section 18.3). Inst haoking
Therefore, make sure that the BioManager is open in 24.09.2014
the background. VB Secrs
d Language LCentral language
e
.‘\‘ Role Admin
C. Click button =» Capture fingerprint
| Common | Patacamier | Arcessdatn | Atiendance fime | 25 Actions | & Mamos || logdata AC | | g |ogdata TR »
@ Operationally data | P Name [ Address | & Personnel data | @ Free data
MName
Last name Schiegel
Last name 2
First name Danny |ﬁ| Create persondayout
[Feh=uss 1o mage seecd |§ Print person-sheat
Organization
Eniry date 07.10.2014 | ﬁl R
Leaving date |§ Print layout /
Persomel ID Getimage | Caplure Grgs prinl
Department — no assignment — - X : : cearch for
Cost center —— o aesgnment — . X Mo signaturc availablc -
Working group — no assignment — -x || Record signature

Follow the onscreen instructions for capturing the fingers. For further information please refer to chapter “Enter
personell data when use TBS biometric readers” in the User Manual to IQMultiAccess.

All further persons of IQMA will automatically be created with the role "USER". This has to be kept.
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18.5 Set up address on TBS-Terminals

Standard address = 1, no change required.
If there are more than one devices connected to the bus system of a IK3-evaluation unit or a ACS-8, each

device needs to get an individual address. This happens with the help of the connected PC and browser
input.

Input of the IP address of the teminal into the browser:

http://<IP-address of the terminal> X

(e.g. http-//192.168.0.37) o B 1168057 D = & || @ Zentuadehier Mavigation
Load website = “Continue the load of this website”. e i e i

User name: user Windows-Sicherhei =

Der Server “192.168.0.37" fordert Ihren Benutzernamen und Thr Kennwort
an, Der Server ist von “TBS DeviceConfig Authentication”

| finmeldedaten speichen

Password: 4TbsPartners

Menue opens =» TBS Device Configuration.

Then proceed as follows:

a. Open menue =» Device Settings _
b. Dropdown menue =» RS-485 (Honeywell) ome to TBS Device Con
vice info
il
twork
| 5-485 (Honoywer) |}

c. Enter address in field = Device address 5. S
(Valid addresses 1 - 8) e
Confirm with =» Apply 1

—_— el Concol
Device Settings [EEE—
d. Confirm with =<» Apply changes
—p CEDEEED

Device Addreas

Sorver Communication —
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e. Confirm with =» Apply changes
Apply

Davice will be restarted and all the changes will be appled

f. The address of the terminal has been changed =» Wait Concol | [P
until terminal finished reboot (displaying home screen).

18.6 Connection to Access Controller (ACS-8)
(Also see installation instructions, chapter 18.)

- 1Q NetEdit
- Setup ACS-8
- Module bus
- Reader with keypad
- Address such as TBS terminal
- Reader type: TBS var. DIN

- Right-click / Get version info TBS version is displayed.

- Door definition with minimum requirement Door definition - TE_001 - ACS 8

- Load data - DR_001 - Door 1-Sale department outzide

=-§] DF_007 - Door 2

- - (SRR

Inzide

] Door opener relay - SU_005 / 10_002 Ausgang ™ [2)
gl L'oor Man Enfrance

Doar Warshouse

- In IQMA, set up authorizations for persons
(Room/time zones with TBS door)

18.7 Connection to MB Classic panels
(See installation instructions, chapter 15.)

- 1Q NetEdit
- Right-click on PC
- Add
- Terminals
- Set up MBXxx with appropriate connection

- Select MBxx and scan data
- Switching device matches TBS terminal

- IQMA - assign TBS door to room/time zones

18.8 Connection to MB-Secure panels
(For MB-Secure connection in general, see chapter 15.10)
Additional settings for TBS:

- IQ NetEdit
- Right-click on PC
- Add
- Terminals
- MB-Secure
- Enter IP address
- TCP /1P Port: 12355
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Appendix

Modifications against the previous version

Client 1Q MultiAccess performance improvements.
New variables for text input for the actions.
Individual storage path for settings.

Additional selection menu for read-in stations.

Number of user-defined fields now 40.

LR 2 T 2R R

Support of DESFire EV1/EV2 for MB-Secure.
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IQ MultiAccess products

Item No. Product description

29601 Basic package 1Q MultiAccess for 300 ID cards

29602 Basic package 1Q MultiAccess for 500 ID cards

29603 Basic package 1Q MultiAccess for 800 ID cards

29604 Basic package IQ MultiAccess for 1000 ID cards

29605 Basic package 1Q MultiAccess for 1500 ID cards

29606 Basic package 1Q MultiAccess for 2000 ID cards

29607 Basic package 1Q MultiAccess for 3000 ID cards

29608 Basic package IQ MultiAccess for 5000 ID cards

29609 Basic package 1Q MultiAccess for 7500 ID cards

29610 Basic package 1Q MultiAccess for 10000 ID cards

29646 Basic package 1Q MultiAccess for 10000 ID cards

29611 Database expansion MultiAccess from 300 to 500 ID cards
29612 Database expansion MultiAccess from 500 to 800 ID cards
29613 Database expansion MultiAccess from 800 to 1000 ID cards
29614 Database expansion MultiAccess from 1000 to 1500 ID cards
29615 Database expansion MultiAccess from 1500 to 2000 ID cards
29616 Database expansion MultiAccess from 2000 to 3000 ID cards
29617 Database expansion MultiAccess from 3000 to 5000 ID cards
29618 Database expansion MultiAccess from 5000 to 7500 ID cards
29619 Database expansion MultiAccess from 7500 to 10000 ID cards
29620 Database expansion MultiAccess from to 10000 ID cards
29621 Client processing ability option

29622 Antipassback/Barring Repeated Entry option

29624 Camera option

29625 Image and signature capture, layout and card print option
29626 IACP-connection option

13598 Virtual IACP operation unit option / |Q ControlCenter (1 xincluded in basic / professional package with option 029626)
29631 Professional package 1Q MultiAccess for 300 ID cards

29632 Professional package 1Q MultiAccess for 500 ID cards

29633 Professional package 1Q MultiAccess for 800 ID cards

29634 Professional package 1Q MultiAccess for 1000 ID cards
29635 Professional package 1Q MultiAccess for 1500 ID cards
29636 Professional package 1Q MultiAccess for 2000 ID cards
29637 Professional package 1Q MultiAccess for 3000 ID cards
29638 Professional package 1Q MultiAccess for 5000 ID cards
29639 Professional package 1Q MultiAccess for 7500 ID cards
29640 Professional package 1Q MultiAccess for 10000 ID cards
29647 Basic package 1Q MultiAccess for more than 10000 ID cards
29641 Upgrade from MultiAccess for Windows to 1Q MultiAccess
29642 Upgrade from MA Lite to IQ MultiAccess

29643 Upgrade from 1Q SystemControl to 1Q MultiAccess

29645 Upgrade from a previous version 1Q MultiAccess to IQ MultiAccess current version
29650 Option SALTO for IQMA/IQSC

29651 Number of readers for SALTO
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Index

Absorption reader .. ...... ... 62,72
ACCOUNT . . e e 7,56,59
ACOUSEIC . . .ttt 57, 62, 65
ACS-1 ..............8,11,16,49-52,57,61, 62, 64, 72, 98-100, 104, 142, 144, 147, 148 160162 183 190
AC S 2 [ B o e e e e 57

ACS-8 ... 11,16, 29, 46, 47, 49, 50, 66, 68, 69, 73-75, 77, 88-90, 92, 94-97, 105, 113, 114, 116, 117, 123-127,

ACT 8 11 16, 52 71 72 96 129 160 164 190

ACtiVatioN TIME . ..t 62, 65, 74, 78, 130, 228, 246

Address . 8, 19, 21, 26, 42, 57, 59, 60, 62, 63, 84, 95, 96, 136, 140, 158, 161-165, 183, 184, 186, 217, 221, 223,

Mmmwmmmmmmmmmm@gggg@@@gg%mgﬂgm

Alarm Control ... 7,8, 17, 34, 48, 60, 62, 136, 158, 191, 209, 212, 213, 217, 220, 221, 223, 225, 226, 233, 234,
230, 240, 244, 249, 253, 257

Alarm relay . .. e 51, 62, 103
Alarm M . 51
Antipassback ...................... ... ... ... ......... 8,39 45,49, 52,57, 60, 64, 65, 159, 165, 268
ANLPASSDACK (APB) . . oo e e 39
ArBa . ... ..., B1,56,62, 78,146, 159, 210, 220, 249, 254
ATBA COUB . . it e e 146, 220
Area CONMIOl . . . . oo 159
AULO addresSS MOUE . . ...ttt 162, 163
AULO UPAALe . . .o 32
AX S A S CUIE . . oo e e e 11, 16, 95, 129
BaNK .. 67, 68
Barring repeated entry (BRE) . . ... . 39
BasSEKeY . . . 77
BaUd rate . . . . 52
Baudrate ................................... B0,52,57, 78, 88, 142, 145, 158, 162, 177, 183, 184, 227
BIOCKING tIMe . . .. e e 49, 50, 57, 210
BUII . ..o 67
Bus controller . ... 8, 11, 16, 42, 49, 52, 78, 79, 87, 90-94, 97, 101, 142, 144-148, 156, 158, 162, 164, 165, 177,

183
Buzzer . ... ..., B7,62,63, 65, 73,130, 210, 228, 246
B-Channel . ... 143-145, 147
Card COAING . . . 53, 77,162, 182
Card ESIgNer . . e e e 23, 30
Card NUMDET . . e e e 55, 62
Card PNt . . oo 268
D NUMIDET . o e e e e 58
CheCKliSt . o 9, 236, 251
Client .....................7,10,14,17,619, 21, 26, 49, 50, 83, 131, 199, 201, 204, 251, 261-263, 267, 268
CloCK data . . .. 70
Coding ...........iiii i e ... B3,55,56,77,98, 137, 162, 177, 182, 254
COMINterface . ........oiuiiiii ... 18,42,55,88-91, 154, 183, 223, 227
CommUNICAtION STALUS . . . . . e 87
CompuUter NAME . . . . e e e e e e e 19,21 B8, 60, 63, 186, 262
COM-P O L 102, 202
COM-P OOt SBIVE . . oot e e e e e e e 202
CONVEISION . oot e e 17, 31, 34, 215
L0 11 ] T 64, 160, 161
COUNIEIS . .ot e e e e e e e 64, 161
LT = o1 1o T o 8,17
Databackup .......... . 29, 33, 182, 214, 235, 237, 241, 250, 252
Database CONNECHION . . . . .. ettt ettt et e 40
DAY PlaNS . . 50
Daylight SaviNg timMe ... .. e e 64

DEDOUNCE IME . . .o e 69, 70, 79
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DAy tiME . . .ttt e e e e e 69, 74, 79
DM . e e e e e e 021,24, 30, 34, 81, 204
DOOr LISt . 161, 183
Doorstrike .................... 62, 65, 78, 106, 108, 110, 114, 117-119, 122, 130, 136, 172, 179, 228, 246
DUIAtioON Of StAY . . . e 60
Duresscode ...........ciiiiiiiiinn... 48, 71,77, 175, 176, 191, 209, 210, 214-216, 236, 241-243, 251
DUIESS TlaY . . . o 51
DV A e e 8
ENtry rEader .. .o e e e 50, 77, 129
P e 60
Ethernet . ... ... ... .. .. . . . . 16, 59, 95-97, 102, 137, 164, 165, 192, 212, 213 239 240 259
BV N MmO Y . . 159
EVENt ProtoCOl . .. ..o 95
Exitreader ............. . . . ... ... e e e o o .0 16,50,77,129, 136
EXpansion board . ... ... .. 61, 78, 79, 160
Expiration ............... ... ... ... b6,57,59,61, 72,130, 136, 228, 246, 255
Firebird . ... e e 0 12,13, 25, 28, 36
Firewall . . . e e 23, 24,31
Firmware ................. ... oo 1,11,17,29, 57, 66-68, 72, 102, 135, 162, 190, 213, 240, 254
Flashbank . .. e 66-68
Format . ... .. e e e . 2,30, 34,131, 215, 232, 236
F TP SBIVEI o e e e e e 59
FUIL VEISION . . . e e e e e 24
Get/SBt COUNTET . . . .o 161
Global settings ... ... e 25, 175, 176, 215, 236, 241, 242, 251
HOLSYNC . . 19, 29, 133
Hyperterminal . .. ... 149, 153
O D0Ard . . . 64
HO MOdUIE .. e 46, 124, 126-128, 148, 177-179
O UMD . . 59
O POINE . 60, 161

IACP .. 8,17,34,57, 62, 63, 71, 136, 159, 160, 175, 191, 209, 210, 212, 214-228, 230, 232-239, 241-246, 248-
251, 253, 268

JACP CONNECHION . . . 216, 220, 243
IDCard ............ i i ... 36,50, 51, 55, 56, 72, 137, 163, 183, 209, 210, 254
DX o 78
Image MatChing . . ... e 58, 64, 72, 161
INAEXING . .. 50
INfrarEd . .. e e 134
INitialization PIN . ... 134
Interface converter . ......... .. .. ... e .. 17,89,158, 161,177,178
Intruder alarm ... 7, 8, 17, 34, 60, 62, 136, 191, 209, 212, 213, 217, 221, 223, 226, 233, 234, 239, 240, 249, 253
IPaddress ............................19, 60,62, 63, 84, 95, 96, 140, 165, 186, 237, 260, 261, 265, 266
IQ CoMM T ASK .ottt 13, 35, 87
IQ Cylinder . ... . e 17,109, 29, 32, 35, 65, 131-133
IQ GUAN . . . 35, 58
IQMONItOr . . ..o 35, 68, 180, 183, 199, 216, 232, 236, 243, 248, 251
IQ MUKV P S . 204
IQ OPUNIT Lo e e e e e 61
IQServer ...... ... ... ... ... 13,14,21, 24,37, 38,66, 131-133, 137, 140, 212, 239, 262
@ S =1 AT YT £ 13
I S O P S IV . . ittt 13
IQ SYSMONItOr . . ..o 35, 199, 201, 216, 232, 236, 243, 248, 251
IQ VIO . .. 35,72
I ViSIOr . . 35
IQ VtablBaU . ..o 35
ISDN . ... 11,17, 60, 97, 141, 143-145, 147, 152, 154, 156, 212, 213, 220, 234, 237
Keycode.................................48,60,62,65,71, 77,130,179, 190, 191, 215, 228, 242, 246
KBY QPO . . 17, 63, 102, 103

LANQUAGE . . oottt 7, 20, 22, 50
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LD NUMIDEY . . ot e e e 60
LEGIC .. e 53-55, 209
LICBNSE . el 1,21, 32-34, 129, 258
License file ... e 21,33
Loaddata ...........iiuiii i e e 13, 161, 233, 234, 238, 249, 250, 252, 266
LoCal ACCESS COUB . . . .t 78, 79, 142, 144, 146, 220

132 145 161 166 @ 171 ﬂ 177 181 183 @ 199 204 206 215. 216. 235. 236. 238.
242, 243, 250, 252, 253, 262-264

Location Mmanager . ........uuiii e 49, 56, 161, 166, 169, 171, 194, 195, 215, 242
Locking cylinder . . ... .. e 17,29,59, 132,134
LOg Off L L 40, 41, 57
LOgin .. e ... 38,41, 50, 56, 60, 61, 166-169, 171, 186, 187
LOOD v e ... 8,11, 17,60, 62, 162, 212, 213, 225, 226, 234, 236, 237
MaCIO .. e e e e e e 0. D2, 59-62, 72, 77
MICrOSOft . . .. e e e . 2,7, 14, 28, 83, 132
L0071 7= 1= 53-55, 209, 215, 242, 253, 256
MinimMum CoNfIQUIAtioN . . . . ..o 174
Modem ............... ... 11,17,42,78,97, 141, 142, 145, 147, 149-156, 212, 213, 223
MOdify OO . ... 107, 109, 112, 115, 122, 123
Module . .. ... 16, 46, 58, 64, 69, 72, 75, 77, 79, 104, 113, 120, 124-128, 135, 136, 148, 162, 177-179, 263, 266
Modulebus ......... . .. . 16, 69, 77,79, 120, 124, 126, 135, 162, 178, 263, 266
MU Y . . oo 48, 72
MUK EYE AC . o o e e e e e e 48, 72
MUK PEISON AC . . oot e e e e e e e e e 72,211
MV A L 8, 60
NetWOrK AdmIiINIStratOr . . . . .. e 83
NEtWOrK Card . ... e 10
Network INstallation . . .. ... 137
NUMbEr Of dOOKS . . ..o e e e 61, 129
OB . 10, 25, 28, 36
Onboard ... ... e 16, 46, 47, 105, 113, 125, 127, 129, 159, 177
ONboard hardwWare . ... ... 46, 47, 159, 177
Opensignal .. ... 57, 62, 63, 65, 130, 228, 237, 246, 251
Opentime ............ ...t 57,62,63, 65, 130, 133, 228, 237, 246, 251
Operating SY S e . . . 10, 19, 39, 253
L@ 01T =1 o oo o3 T o | 15
Palm 17,19, 29,131
Parameterization ... ........ ... .. .. .. 37,40,41,57,59, 61, 68
Password . 37-39, 56, 59-61, 95, 132, 166-169, 171, 175, 186, 221, 224, 226, 235, 236, 238, 245, 249-252, 258,

261, 265
Permanent bloCK . ... ... & & @ E
Permanentrelease ............ ... . . i 58,59, 131, 210, 211, 229, 233, 247, 249
Permanently aCtive . ... ... ... e e e 75
PersonNnel Manager . . . ...t 56, 167, 168
PIN .. 48, 60-62, 65, 71, 76, 77,130, 131, 134, 175, 183, 190, 191, 214-216, 228, 229, 232, 241, 243, 246-248,

251, 263
101 = 49 50 230
R o 64, 141, 142, 144, 145, 147, 148, 156, 234

Reader .. 2, 16, 17, 19, 37, 46-48, 50, 53, 55, 56, 58, 62, 65, 72, 76, 77, 79, 80, 88, 98, 105, 106, 108, 110, 113,

266
Readersettings ............ ...t iiiuuanuue...... 53,55 77,80,98, 148,177, 183, 253
Relay ............................ 51,57, 62, 64, 65, 74, 78, 103, 106, 108, 110, 114, 122, 136, 172, 179
REPOIING . . oo e e e e 61
RS 232 o e 17,88
RuUNtime elimination . . ... ... . . e e 61

Server identifiCation . . ... ... . e 37,84, 132, 175
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ShadoW MaNAQgEr . . . .t e e e 15,171
ShadoW OPEIaLOr . . . .o e 198
Signal ......... ... e ... 57,62, 63, 65, 70, 130, 228, 237, 246, 251
Silent alarm .. ... 48,62, 71

Software ... 1,2,7,10,11, 15-17, 19, 35, 37-40, 56, 58, 59, 64, 66, 67, 69, 70, 72, 76, 79, 80, 84, 85, 131-134,

137, 139, 149, 153, 162, 168, 170, 180, 186, 199, 201, 204, 213, 214, 216, 236, 240, 241, 243,
245, 251, 256, 257, 262-264

StAtUS DaAr . . . o e e e 43, 67
Strike ... 62, 65, 78, 106, 108, 110, 114, 117-119, 122, 130, 136, 172, 179, 228, 246
SUPEBIUSEN . . oo 15, 164, 166, 167, 170, 171, 235, 250
SYMDIOIS . . 43
Synchronization . .. ... ... . 134, 137, 263
SYSIEM NUMIDET . . . e e e e 53, 55, 183
JLIE:.1 0 5T T 49
JLIE= 0 0] 0= 79, 130, 210
T B S e 257, 259-266
TCP/P 10, 18, 62, 139, 140, 217, 234, 236, 239, 244, 250, 251, 262
Telnet AUtOCONfIQUIALION . . . . . o 164
Timerecording . ...... ... . i ... 8,16,17,49,64, 72, 86, 101
TIMIBOUL . . . ot e e e 56, 79, 136, 145
11 1= P 50
TroubleshOoting . . . . ..o 183
T RS 17, 86, 164
TUINSHlE . . o e 51

Type .... 17,21, 49, 53, 58, 59, 63, 69, 74, 76-78, 80, 87, 98, 104, 131, 134, 136, 149, 151, 154, 161, 162, 171,

177, 189, 206, 207, 210, 215, 217, 220, 223, 225, 229, 230, 237, 242, 247, 251, 253, 263, 266

Unreferenced main data . . ... ... 49
UnsucCessfUl attemptS . . ... 38
UNSUCCESSTUL IOgIN . . ..ot e 38
Userdefined fields . .. ..... .. . @, 59
USEr INtBIface . . ... e 7, 40, 204
USEI NAMIE . ..ottt e e e e 37, 38, 60, 175, 186, 245, 249, 265
VS L 63, 215, 236, 242
NP S L e 35, 204, 205
WK PlaNS . . . 50
WINFEM . . e 11, 136, 213-215, 218, 225, 232-234, 236, 238
WINMAG . e e e 49, 59, 60, 87, 102, 161, 218

Workstation .. 14, 17, 18, 26, 32, 42, 56, 57, 66, 83-91, 93, 95, 96, 106, 108, 111, 114, 129, 131, 132, 143, 178,

XS-MaNAgEr . . .t 19 29 32 35 36, 131 133 134 136
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